Kak He cTaTh kepTBOi KHOEPNPECTYNMHUKOB MPH OCYIIeCTBICHNH (UHAHCOBBIX
onepauuii B cetu MHTepHeET
Hauoosee pacipocTpaneHbl croco0bl COBepPLICHHUS NMPECTYNJICHU I

1. «Ilpexomnara» (0OMaH NpoaaBIA)

CyTb naHHOTO crioco0a 3aKIIYaeTCsl B TOM, UYTO 3JI0YMBIIIUIEHHUK BBICTYIIAET B POJIU
nokynaresns. Ha ofHO#M U3 MHTEPHET-TUIONIAIOK ¢ OOBSBICHUSIMHA OH HAXOJIUT MPOaBIa
M KONUPYET €ro KOHTAKTHbIE NaHHble. [locie 4ero Mier ero B COUUAIbHBIX CETIX,
MPEICTABIASACH MOKyNareleM, B XOA€ MEpPEnuCKH, 3JI0yMBIIUICHHHK COOOIaeT, 4YTo
TOBAp €My IOHPABUJICS U OH XOYET €ro NpUOOPECTH B CBSI3U C UYEM YXKe SKOOBI
coBepmui mpenormiary. Jias Toro, 4TroObl MONYYHWTHh JaHHBIE CPEACTBA TMPOMABILY
BBICBUIAIOT CCHUIKY HA MOJAJENIbHYIO CTpaHUIly (OHA BBIIIIIUT KAK OJMH U3 Pa3JIelioB
opuManbHOTO caiiTa HMHTEPHET-IUIOMAAKNA WM OaHKOBCKOTO YUYPEKICHHS), T
NpoAaBlly HYXHO BBECTM HOMEp CBOEHM KapTbl, UMs JE€p)Karenis, CPOK JEWUCTBHS,
CVV-xon yka3aHHBI Ha 00OpPOTHOM CTOpPOHE KapThl (MHPOPMAIIUIO, COIEPKAILYIOCS B
CMC-coo0mienny, MOCTyNUBIIEM M3 OaHKa, [ TOATBEPKIACHUS MOJYyYECHHUS
npenoriarel). Ilocne momyuyeHuss KOH(QUIEHUMATBHBIX CBEIECHUN, 3JIOYMBIIUIEHHUK
COBEPILAET XUILEHUE CPENICTB.

2. «/loctaBka» (00MaH MoOKynareJis)

370yMBIIIJIEHHUK pa3MelIaeT OObSIBICHHE HAa WHTEPHET-TUIONIAJIKE O MPOJaxKe
TOBapa Mo KpaiiHe BbIroAHOM leHe. [locie Toro, Kak MOTEHUUAIbHBIA IOKYIATElb
HAYMHAET BECTU NEPENUCKY BO BHYTPEHHEM 4YaTe IUIOMIAJKH, 3JIOYMBIIIJIEHHUK IO
pa3IMYHBIMHU MpPEAJIoTaMu yOeXJaeT ero MpoJOKUTh OOLICHHE B MECCEHIKEpE WM
COIMAJIbHON ceTh. Bo BpeMms OOIIeHUS MOIICHHUK YrOBapWBaeT IMOKYIATENsI BHECTH
npenormiary Wi o(GOopMHUTh JOCTaBKY, M 4YTOOBI pa3BesiTh COMHEHHS TMOKYMAaTes,
cooOmaer o SIKOOBI HOBOW yCIIyTre yaepxkKaHusi (XOJIUPOBAHMS) CPEICTB, KOTOpas
NOSIBUJIACh HA TOPrOBOM IUIOUIAJKE, T.€., €CJIM JOCTaBKA HE MPOU30MJIET, TO TOProBas
IUIOLIAJKa ABTOMAaTHYECKH BEpHET CpeacTtBa Ha Kapty. Ilpum 3TomM mokynaresnto
BBICBUIAETCA CChUIKA Ha MOAJEIBHYIO CTpPaHUILy, KOTOpas UMHUTHPYET O(PUIHUATIBHYIO
CTpPAaHMIy TOPrOBOM IUIONIAJKU WM HUHTEPHET-OAHKWHIA, I7l€ HY>KHO BBECTU JaHHbBIC
KapThl (Hajiee OCYyIIEeCTBIISIOTCS ACHCTBUS MO cxemMe oOMaHa IPOAaBIa).

3. Ucnnoib30BaHNE CONMAJIBHBIX ceTel
OcymiecTBUB ~ HECAaHKIMOHUPOBAHHBIA  JOCTyI K MEPCOHAIBHBIM  aKKayHTaM
MoJIb30BaTesl CceTh VHTEpHET, 3JI0YyMBIIUJIEHHUK PAacChUIAET BCEM BUPTYaJbHBIM
«IpY3bsIM» TOTEPHEBIIET0 MPOCKOYy TOJ Pa3IUYHBIMU MPEIIOTaMH  COOOIIUTH
PEKBU3UTHI OAHKOBCKOM TUIATEKHOW KapThl. DTO MOXKET OBITH €€ (OTO WM MPOCTO
HOMEpP, CPOK JECUCTBUS U HHBIE PEKBU3UTHI, NMPU ITOM, XOTh B OOJIBIIMHCTBE CBOEM
IIKOJIbHUKA OaHKOBCKMX KapT HE HMMEIOT, HO Xejas MOMOYb «IPYyry» OYEHb YacTo
WCIIONB3YIOT KapThl CBOMX POACTBEHHUKOB M Jpy3ed. [Iopol mpecTynmHUKM mpocCsT
IIPOCTO HOMEP MOOMIIBHOTO TejlepOHa M MO0 MBITAOTCS MOXUTUTH CO CUETA TelepoHa
JEHBI'M WM Ha00OPOT MCHOJB3YIOT €ro Kak MPOMEKYTOYHOE 3BEHO, HAMpaBisisd Ha 3TOT
CUeT YYyXHE JEeHbIM, MEePeBOAsS MX 3aTeM Jajibllie, YTOObl 3alyTaTb CBOM CIIEIBI
(MpaKkTHYECKU BO BCEX CIIy4asX XUIIEHHS JIEHEKHBIX CPEIICTB CO CYETOB MOOMIIbHBIX
Tene(OHOB MOTEPHEBUIME €IIe COOOMAIM MPECTYNMHUKY MEepPCOHANbHBIE KOJIbI,
MIPUXOJSAIINE B BUJIE CMC-COOOIIEHUM Ha TeleoH).

4. 3BOHOK OT «IpeacTaBUTENs» 0aHKA ¢ MPOCLOOM CPOYHO NMPETOCTABUTH
Heo0X0AuMYI0 HHGoOpMaIHI0
[IpecTynmHUKM OT UWMEHH COTPYJHUKOB OaHKa COOOINAIOT, YTO HEOOXOAMMO
OCYIIECTBUTh KaKHE-TUOO JEUCTBUsI C OAHKOBCKOM IIIATEKHOM KapTOM, TaK KaK KTO-TO



a100 THITaeTCA TMOXUTUTH C HEe JCHEKHBIE CPEACTBa, MO0 OPOPMIIIET KPEIUT HIIN
MPOU3BOANUT TOAO3PUTENbHYIO OIuIaTy. [IJis MacKMpOBKM MPECTYMHHUKH HCIIOIb3YIOT
(GYHKIHIO «TIOIMEHBI HOMEpay, KaK CIEACTBHE y MOTEPIEBIIETO HAa YIKPaHEe MOOUILHOTO
TeneoHa MOXET OTOOpaKaThCsl COBEPIICHHO 000N aOOHEHTCKUN HOMep TenedoHa,
3aJIaHHbIN 3JI0YMBIIIEHHUKOM. DTO MOTYT ObITh HOMEpa 0aHKOBCKUX YUPEKICHUN UITU
MHBIX a0OHEHTOB, KOTOpPHIE Ha CaMOM JieJie HUKOMY 3BOHKH HE OCYILIECTBISIIOT, a caM
3BOHOK IO CBOMM BHEIIHUM IPU3HAKaM HUYEM He OyleT Mmomo3puTeiabHbIM. [lomyuus
HEO0OXOMUMYI0 HWH(GOPMAIIMIO O PEKBU3UTAX KAapPThl, MPECTYIMHUKH OCYIIECTBISIIOT
XUIICHHE.

JIJ1s1 TOro, 4TOOBI HE CTATH KEPTBOIl KMOEPNPECTYNIHNKOB, COBEPIIas CAEJKU
B ceTu UHTEpHET Cienyer:
- BeCTH OOIIeHHE C TMOKymareiasiMu (TpoJaBllaMU) TOJBKO BO BHYTPEHHEM 4are
TOProBOM TUIOIMIAAKKA (3a4acTyi0 TOPTOBbIE IJIOMAAKH OJOKUPYIOT BO3MOXKHOCTD
nepexoia Ha MOAJIeIbHBIE PECYPCHI);
- BeAsd OOIIEHWE C TONH30BATEIEM CTOWT MEPEHTH K ero mpouito U OOpaTHTh
BHMMaHUE Ha JIaTy CO3/[aHUA (€CIM OH CO3/IaH HECKOJBKO JIHEH Hazaj, TO ATO JOJKHO
BBI3BaTh JIOTIOTHUTEIHHYIO HACTOPOKEHHOCTB);
- BHHUMATEJIBHO OTHOCHUTCS K JIIOOOMY CIlydaro, KOorja HeoOXOJUMO BBECTH JaHHBIC
KapThl WK WH(OpMAIINIO, TPEIOCTABICHHYI0 0AaHKOM (CMC-KOJI, JIOTUH WJIU Mapojb OT
uHTepHeT-0aHKMHTa). CaMblil HaJeKHBIM crIOCO0 yOepeub CBOU CPENICTBA — 3TO HUKOMY
HE COO0IIaTh PEKBU3UTHI CBOEH KapThI;
- YTOUHUTH y cobecenmHuka HoMmep TenedoHa, TMO3BOHUTE Ha STOT HOMEpP, UYTOOBI
yOeIUThCSA, YTO OH peajeH M MPUHAICKUT WUMEHHO IOJIH30BATENI0, C KOTOPHIM BBI
COBEpIIIAETE CACIIKY.
- UCIOJb30BaTh OTACIbHYI0 OAHKOBCKYIO KapTy HJsl OCYIIECTBICHHS MOKYNOK B CETH
WuTepHeT, Ha KOTOPOW HE XPaHATCS JCHEKHbIE CPEACTBAa U HA KOTOPYIO HE MOCTyMHaeT
PETYISPHBIN T0X0J B BU/IE 3apa00THOM TUIAaThI, CTUTICHIUN WM TICHCHH,
- n30erarpb nepexojia Mo HEM3BECTHBIM MHTEPHET-CCHUIKAM, KOTOPBIE MPEI0CTABISIIOTCS
B XOJI€ TIEPEMUCKHU SAKOOBI [Tl TIOTYYSHUS MTPEIOTIAThl WIH O(POPMIICHHUS JOCTABKH.
- ecni BBI Bee ke mepenuiu mo moJJo0HOM CChIJIKE W BUIUTE YBEAOMIICHHE O TOM, UTO B
CUCTEME HUMeEEeTCS JACHEXKHBbIM MEepeBOA W MJsi €ro MOJyYeHHs HEOOXOAMMO BBECTH
JaHHble OAHKOBCKOM IJIATEKHOM KapThl, HU MPU KAaKUX OOCTOATENHCTBAX HE BBOJIUTE
3arpaniuBaeMble CBEICHUS, TaK KaK 3TO MPSMOM MyTh K yTpaTe COOCTBEHHBIX CPE/ICTB.
- ecnu BbI Bce ke BBENU JaHHBIC CBOEH OAHKOBCKOM KapThl Ha MOMJEIBHOM pecypce
WIH COOOIIMIIM UX TMOCTOPOHHEMY JIUILY, HEOOXOIMMO B CPOYHOM IMOPSIIKE MPOU3BECTU
OJTOKUPOBKY KapThl, TO3BOHKUB B OAHK JIMOO CAMOCTOATEILHO B MHTEPHET-OaHKHUHTE.
- ecnmn Bam mocTtymmi 3BOHOK W3 «0aHKa» HU TPH KaKUX OOCTOSTENHCTBAX HE
coobmraiite wHpoOpManui0 o0 cebe uiIM CcBoeld OaHKOBCKOW IIIATEXKHOM KapTe.
Hacrosiiiuii coTpygHuk OaHKa TOYHO OyneT 3HaTh, Kak MHHMMYM Homep Bamei
OAaHKOBCKOW IIJIAaT€XKHOW KapThl W HUKOTIA HE CHOPOCUT KOH(PHUICHIIUATHHYIO
nH(pOpPMALIHIO B TEIEPOHHOM PEXKHUME.
- ecnmu ke Ha Bac okaspIBaeTCs MCHXOJOTHYECKOE MABJICHHE yTrpo3aMH, 4YTO 4Yepes
HECKOJIbKO CeKYyH]T Bbl moHeceTe GpuHaHCOBBIE TOTEPH, KTO-TO 0hopMHUT Ha Bac kpenut
uim 4rto eciu Bel He coobmmute TpeOyemyro uH(OpManuio, TO KapTy BOOOIIE
3a0JIOKUPYIOT, HE BOJHYHTECh, 3TO OOBIYHAS YJIOBKA MPECTYIHUKOB, IJIaBHAs LEJb
KOTOpPBIX BBECTU Bac B cOCTOsSIHME HEYBEPEHHOCTH U CTpaxa MOTePsATh COEPEKEHUS.

I[IOMHUTE! BAIIA BE3OITACHOCTD B BAIIIMX PYKAX!






