Secure Systems Engineering (cs6570)

Feb-May 2021

Chester Rebeiro, IIT Madras

Google Meet Link: https://meet.google.com/fhk-hznx-rkc

Schedule

Day Topics Covered Video
1) 1/2/2021 (M) Introduction to the Course link
2) 2/2/2021 (Tu) Binary Exploitation 1 link
Buffer Overflows in the Stack
3) 3/2/2021 (W) First exploit! link
4) 4/2/2021 (Th) Demonstration of a buffer overflow in the stack link
5) 8/2/2021 (M) layers of Defense link
6) 9/2//2021 (Tu) WAX and canaries link
7) 10/2/2021 (W) Return to lib C attacks link
8) 11/2/2021 (Th) Tutorial 1 & Assignment 1 link
Buffer Overflows on the Stack
9) 15/2/2021 (M) ROP attacks (1) link
10) 16/2/2021 (Tu) ROP attacks (2) link
11) 17/2/2021 (W) ROP attacks (3) link
12) 18/2/2021 (Th) Tutorial 2 & Assignment 2 link
Buffer Overflows on the Stack.
13) 22/2/2021 (M) ASLR: Load time relocation link
14) 23/2/2021 (Tu) ASLR: Position Independent Code link



https://meet.google.com/fhk-hznx-rkc
https://drive.google.com/file/d/1R72NtLd9ch0ARFgKAaWLeplne8JhM0ZX/view?usp=sharing
https://drive.google.com/file/d/1_D7zizOwl97f0xsPBgyDOIUtH7koQ4Ig/view?usp=sharing
https://drive.google.com/file/d/1ix2j20lVdJjotKfp4blexy1woisgkxjQ/view?usp=sharing
https://drive.google.com/file/d/10hFooFgZq40r8wnAjMeSUfNPIJEgUeWy/view?usp=sharing
https://drive.google.com/file/d/1zv40V455BPeNEvxfgXvCW1FVJqJzoUZj/view?usp=sharing
https://drive.google.com/file/d/1-bNdoXe5kxNNj57WwGwFOKOA4_7UN8HE/view?usp=sharing
https://drive.google.com/file/d/1ml2iddWixM6O_jU75Q4dtXT_ss2Dwuw6/view?usp=sharing
https://drive.google.com/file/d/1hesV2jGjW2DTmCS6mhGTWhOiVSPXgWmk/view?usp=sharing
https://drive.google.com/file/d/1ZcwlD9XVOvAXe_VGBncy5AjXhoUqo_RY/view?usp=sharing
https://drive.google.com/file/d/1xttvst4DGmxuCDoW5rHqg-01LniiOt4Z/view?usp=sharing
https://drive.google.com/file/d/1TBHAzIWE518tzC02tUtZ7UF7QlHhnS6p/view?usp=sharing
https://drive.google.com/file/d/1vtOlXKlrz_-QnwqHX2aGRfhQphm6EohX/view?usp=sharing
https://drive.google.com/file/d/1jUVuOmkXwMSIZBwUTgdA68SJu-YjaScm/view?usp=sharing
https://drive.google.com/file/d/1I06Vp5NZ7BbvXV8v3vlpLIuHKtDTcZPu/view?usp=sharing

15) 24/2/2021 (W) ASLR: lazy binding for function calls link
16) 25/2/2021 (Th) Assignment 2 continued link
17) 1/3/2021 (M) Binary Exploitation 2 link
Heart Bleed Attack
18) 2/3/2021 (Tu) Format string vulnerabilities link
19) 3/3/2021 (W) format string and integer vulnerabilities link
20) 4/3/2021 (Th) Tutorial 3 & Assignment 3 link
ROP attacks
21) 8//3/2021 (M) format string and heap exploits link
22) 9/3/2021 (Tu) Heap internals link
23) 10/3/2021 (W) Heap Internals link
24) 11/3/2021 (Th) Tutorial 4 & Assignment 4 link
Format String Vulnerabilities
25) 15/3/2021 (M) Heap internals link
26) 16/3/2021 (Tu) Heap internals and vulnerability link
27) 17/3/2021 (W) Access Control Policies link
28) 22/3/2021 (M) Access Control Policies and Unix Access Control link
policies
29) 23/3/2021 (Tu) Mid-semester exam *syllabus till and including heaps*
30) 24/3/2021 (W) Unix Access Control Policies link
31) 25/3/2021 (Th) Tutorial 5 link
Heap exploit
32) 5/4/2021 (M) Information flow policies link
33) 7/4/2021 (W) Confinement link
34) 8/4/2021 (Th) discussions on tutorial 5 link
35) 12/4/2021 (M) Design of a webserver with least privileges (OKSW) link
36) 15/4/2021 (Th) OKWS link
37) 17/4/2021 (Sat) CTF link



https://drive.google.com/file/d/17FVvdMQ2mYHrCYu5RBXCYPUY7QM7lZt8/view?usp=sharing
https://drive.google.com/file/d/1XJnsqa_6m-32KRxd6ZLP1cc0iQFkLDy_/view?usp=sharing
https://drive.google.com/file/d/180ycFZZxN52pYb1OgYV35lmVuYuJWzir/view?usp=sharing
https://drive.google.com/file/d/1i-ALNUtoZ9q9zgFUFXE7qpKQGMGm5OMY/view?usp=sharing
https://drive.google.com/file/d/1h4qllrPlOwrBk3hAOWLa_zn2KPABISVe/view?usp=sharing
https://drive.google.com/file/d/1wQ8GrtNv9m_aQ681KDPjvwPKdH1EIMe5/view?usp=sharing
https://drive.google.com/file/d/1eFAhRJlsA9QpTuMxcHFayd6I-bipjSyi/view?usp=sharing
https://drive.google.com/file/d/1J4T4iPh_8LvWx6ImARDJRsfxiFUTYG66/view?usp=sharing
https://drive.google.com/file/d/17dNCbfcm-tbcj_ehyCtkltIn4-GxU-8o/view?usp=sharing
https://drive.google.com/file/d/1djznzpxT9mwXRviBDqU7I_yp81F6naPz/view?usp=sharing
https://drive.google.com/file/d/1b1GWfoquD1Paelcu_m0R5vF6z32fr0wL/view?usp=sharing
https://drive.google.com/file/d/1lw_96gk4vsWk7pAtYH-qoJBTXbK-5_99/view?usp=sharing
https://drive.google.com/file/d/1k57Oa9YsEw494h_wz_kqEA92HWG2ELOr/view?usp=sharing
https://drive.google.com/file/d/1Oj32cGFKRmDDbdDam6-66JfmOvnogFNQ/view?usp=sharing
https://drive.google.com/file/d/1N4h7JNZMeL29bTIssVtkMx_1Ke5bBBZO/view?usp=sharing
https://drive.google.com/file/d/1ieb4NkiJbep9r48Dnl4I_xiLFCKu3MIG/view?usp=sharing
https://drive.google.com/file/d/1Uwm4C9_ETBDuoKZcczf98Zuk8neHCfsd/view?usp=sharing
https://drive.google.com/file/d/1ieb4NkiJbep9r48Dnl4I_xiLFCKu3MIG/view?usp=sharing
https://drive.google.com/file/d/1mQcJC9y0hg-E1elSYtFplBHZnuLQXxHN/view?usp=sharing
https://drive.google.com/file/d/1Uwm4C9_ETBDuoKZcczf98Zuk8neHCfsd/view?usp=sharing
https://drive.google.com/file/d/15fKkGa6y6kP34MszMk9hsi2jMOEO4kpv/view?usp=sharing

38) 19//4/2021 (M) OKWS and web-browser security link
39) 20/4/2021 (Tu) Web-browser security link
40) 21/4/2021 (W) Web-browser Security link
41) 22/4/2021 (Th) Trusted Execution Environments link
ARM Trustzone
42) 26/4/2021 (M) ARM Trustzone link
43) 27/4/2021 (Tu) Secure boot link
44) 28/4/2021 (W) Intel SGX link
45) 29/4/2021 (Th) Intel SGX link
46) 3/5/2021 (M) Micro-architectural Attacks link
flush+reload
47) 4/5/2021 (Tu) prime+probe link
48) 5/5/2021 (W) Meltdown link
49) 6/5/2021 (Th) Spectre link



https://drive.google.com/file/d/1AFNPnMW4YXdnkI-RNSZsamAZEYDOGGUX/view?usp=sharing
https://drive.google.com/file/d/1dCzBS-y63HKZQYprn3jymmsLnHc4YFOt/view?usp=sharing
https://drive.google.com/file/d/1ZXzdPqZvF6Ph4Ui-ep7QT9R2r-y3G6tR/view?usp=sharing
https://drive.google.com/file/d/1ZXzdPqZvF6Ph4Ui-ep7QT9R2r-y3G6tR/view?usp=sharing
https://drive.google.com/file/d/16ubDxkzVTJWUFGmIpu_2HAjqU0s1HjAR/view?usp=sharing
https://drive.google.com/file/d/1s_cPQXg5g6iniwCg9p0H41EAlnhjvNOh/view?usp=sharing
https://drive.google.com/file/d/13bNu8n-fn-5meBucKf_3NKg02IBrqJlI/view?usp=sharing
https://drive.google.com/file/d/1MoQV3C1AiXGUid4VvIruWehm07urbnwH/view?usp=sharing
https://drive.google.com/file/d/19jf_yLExmp6Gmzk061IAl9H62fIpO1Za/view?usp=sharing
https://drive.google.com/file/d/1rR3pE-EM6WRvzBdMTgNVhQwORXxuXBYo/view?usp=sharing
https://drive.google.com/file/d/1u1Qe109LFqoedNUg2PVu-yS6gfE43Gs8/view?usp=sharing
https://drive.google.com/file/d/1qD_G9Nr6BM3077hpwL-RViALGXVkMyuX/view?usp=sharing

