Privacy Policy

PromptOptimizer Chrome Extension

This Privacy Policy explains how PromptOptimizer ("we", "us", or "our") handles information
when you use the PromptOptimizer Chrome extension.

PromptOptimizer helps you improve Al prompts and instructions. You can use the extension
from its popup or side panel on any website, and it provides active-field integration on supported
Al platforms. The extension is designed to use only the information needed to provide prompt
optimization, saved prompt functionality, usage limits, and product reliability.

1. Permissions Used by the Extension

PromptOptimizer requests the following Chrome extension permissions and explains each one
below.

storage

Used to store your saved prompt library, session drafts, selected optimization mode, installation
identifier for usage limits, usage counters, and an analytics event queue. All data is stored
locally in Chrome extension storage on your device.

activeTab

Used to read text from the input field you are actively editing on a supported Al website when
you click Improve or press the keyboard shortcut, and to insert the improved prompt back into
that field. Access is granted only when you explicitly invoke the extension and is limited to the
active tab at that moment.

sidePanel

Used to display the PromptOptimizer interface in Chrome's built-in side panel alongside the Al
website you are using, so you can optimize prompts without leaving the page.

commands

Registers the keyboard shortcut Ctrl+Shift+] (Cmd+Shift+] on Mac) that lets you trigger prompt
optimization in the active input field without opening the popup manually.

Host access: api.anytoolai.store



Required to send your prompt to our API and receive the improved version. This host
permission covers all core functionality: prompt optimization, usage limit checks, saved prompts,
and analytics.

Host access: chatgpt.com, claude.ai, perplexity.ai, groq.com, chat.deepseek.com

Required to inject a small content script on these five Al platforms for active-field integration:
reading the text from the input field you are editing when you invoke the extension, and inserting
the improved prompt back. No page content is read automatically — the script activates only
when you explicitly invoke the extension.

PromptOptimizer does not request: tabs, scripting, history, bookmarks, cookies, webRequest, or
broad host permissions beyond the five Al sites and its own API.

2. Information We Collect and Process

2.1 Prompt and instruction text
When you ask PromptOptimizer to improve a prompt, the extension processes the text you
provide. This may include:

» text you type or paste into the PromptOptimizer popup or side panel;

+ text from the active input field on a supported Al website when you invoke the extension
via button or keyboard shortcut;

* your selected optimization mode (Al prompt mode or content prompt mode) and goal.

This prompt text is sent to our API at https://api.anytoolai.store so the optimized prompt can be
generated and returned to you. Our API currently uses OpenAl as the third-party Al processing
provider.

PromptOptimizer does not collect your general browsing history. It does not automatically read
page content from websites you visit. It processes only text that you explicitly provide or invoke.

2.2 Installation identifier

The extension creates a random installation identifier using the browser's cryptographic random
UUID generator. This ID is stored locally in Chrome extension storage and is sent to the API to
apply free usage limits, associate requests with one installation, and prevent abuse. It is not
your name, email address, or Google account.

2.3 Website hostname context



When you invoke the extension, PromptOptimizer may process the active website hostname to
understand the request context — for example, to display which Al platform you are using. It
does not collect full page URLs or page content automatically.

2.4 Saved prompts

If you choose to save a prompt, PromptOptimizer stores the original text, improved text, creation
timestamp, and source site both locally in Chrome extension storage and on our server via
https://api.anytoolai.store/v1/prompts. You can view, search, and delete saved prompts in the
extension library at any time.

2.5 Local preferences and session drafts
PromptOptimizer stores the following locally to preserve your work between sessions:

» selected mode and audience setting;

* popup and side panel draft text (original and improved prompt);
* change explanations returned by the service;

* install timestamp, first-use timestamps, and total use count.

2.6 Analytics and reliability events

PromptOptimizer sends limited analytics events to our API at
https://api.anytoolai.store/v1/events. These events may include:

» extension installed, popup or side panel opened;

» prompt submitted, result displayed, result copied or inserted into chat;
« prompt length (but not the prompt text itself);

* APl error status and error type;

» extension version, Chrome version, OS category;

» session ID, active site hostname, hour of use, free plan status.

These events are used to diagnose failures, measure usage limits, and improve reliability. No
third-party analytics service is used in the current version.

2.7 Email verification and paid features

Email verification and paid access are not active in the current version. If enabled in a future
release, this section will be updated to describe what is collected and how it is used.

2.8 External pages
The extension may open the following external pages in certain situations:



* A welcome page at https://anytoolai-welcome.netlify.app/prompt-optimizer/ after
installation.

* A feedback form (Google Forms) if you choose to submit feedback. Information you
submit through Google Forms is handled by Google's own privacy policy.

3. How We Use Information

We use information collected or processed by PromptOptimizer to:

* generate improved prompts and return them to the extension;

* insert improved text into the active input field when you request it;
» provide saved prompt and local library functionality;

* remember extension preferences and session drafts;

+ enforce usage limits and prevent abuse;

» display remaining free usage;

» diagnose API and network errors and improve reliability;

» respond to user support or feedback requests;

« comply with applicable legal obligations.

We do not use prompt text, page context, or usage data for personalized advertising,
retargeting, interest-based advertising, or sale to third parties.

4. How We Share Information

PromptOptimizer shares information only as needed to provide and support the extension:

» with our API service at https://api.anytoolai.store to process optimization requests, saved
prompts, usage limits, and analytics events;

» with OpenAl, our current third-party Al processing provider, when needed to generate
the improved prompt from the text you submit;

» with infrastructure providers that host or operate the API service;
» with Google if you choose to submit feedback through Google Forms;

* when required by law, legal process, or to protect the security and integrity of the
service.

PromptOptimizer does not sell your personal information.

5. Local Storage and Data Deletion

You can remove locally stored PromptOptimizer data by:



» deleting saved prompts in the extension library;
* clearing Chrome extension storage in your browser settings;
* uninstalling the extension from Chrome.

For deletion of data stored on our servers, contact us at the address below. Please include
enough information to identify the relevant installation or request.

6. Data Retention

Local extension data is retained until you delete it or uninstall the extension. Server-side records
— including API logs, saved prompts, analytics events, and rate-limit data — are retained only
as long as reasonably necessary to provide the service, maintain security, prevent abuse, and
comply with legal obligations.

7. Security

All data transmitted to the APl uses HTTPS. We apply technical and organizational measures
intended to protect information from unauthorized access, disclosure, alteration, or destruction.
No internet transmission or storage system can be guaranteed completely secure.

8. Children's Privacy

PromptOptimizer is not directed to children under 13. We do not knowingly collect personal
information from children under 13.

9. International Processing

Your information may be processed in countries other than your country of residence,
depending on where our infrastructure and Al processing providers operate.

10. Changes to This Privacy Policy

We may update this Privacy Policy from time to time. If we make material changes, we will
update the "Last updated" date at the top of this document. The current version is always
available at the URL provided in the Chrome Web Store listing.

11. Contact



If you have questions about this Privacy Policy or want to request deletion of data stored on our
servers, contact us at:

u7462036261@gmail.com

12. Chrome Web Store Limited Use Disclosure

PromptOptimizer uses Chrome extension permissions and user data only to provide or improve
the extension's single purpose: improving Al prompts, inserting improved prompts when
requested, saving prompts, enforcing usage limits, and maintaining extension reliability.

Prompt text may be transferred to OpenAl only when necessary to provide the user-requested
prompt optimization feature. PromptOptimizer does not use or transfer user data for
personalized advertising, retargeting, interest-based advertising, data brokerage, or unrelated
profiling. User data is transferred only when necessary to provide or improve the extension,
maintain security, prevent abuse, comply with law, or complete a user-requested action.
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