Complaints of Breach or Unauthorized Release of Student Data and/or Teacher or
Principal Data

The School will inform parents/guardians, through its Parents' Bill of Rights for Data
Privacy and Security, that they have the right to submit complaints about possible breaches of
student data to the Chief Privacy Officer at NYSED. In addition, the School has established the
following procedures for parents, guardians, eligible students, teachers, principals, and other
School staff to file complaints with the School about breaches or unauthorized releases of student
data and/or teacher or principal data:

a)  All complaints must be submitted to the School's Data Protection Officer in writing,
utilizing_a complaint form available on the School’s website.

b) Upon receipt of a complaint, the School will promptly acknowledge receipt of the
complaint, commence an investigation, and take the necessary precautions to protect
PIL

c) Following the investigation of a submitted complaint, the School will provide the
individual who filed the complaint with its findings. This will be completed within a
reasonable period of time, but no more than 60 calendar days from the receipt of the
complaint by the School.

d) If the School requires additional time, or where the response may compromise
security or impede a law enforcement investigation, the School will provide the
individual who filed the complaint with a written explanation that includes the
approximate date when the School anticipates that it will respond to the complaint.

These procedures will be disseminated to parents, guardians, eligible students, teachers,
principals, and other School staff.

The School will maintain a record of all complaints of breaches or unauthorized releases of
student data and their disposition in accordance with applicable data retention policies.

Reporting a Breach or Unauthorized Release

The School’s Data Protection Officer, Katie Manion, will report every discovery or report
of a breach or unauthorized release of student data or teacher or principal data within the School
to the Chief Privacy Officer without unreasonable delay, but no more than ten calendar days after
the discovery.

Each third-party contractor that receives student data or teacher or principal data pursuant
to a contract or other written agreement entered into with the School will be required to promptly
notify the School of any breach of security resulting in an unauthorized release of the data by the
third-party contractor or its assignees in violation of applicable laws and regulations, the Parents'
Bill of Rights for Student Data Privacy and Security, School policy, and/or binding contractual


http://www.nysed.gov/data-privacy-security/report-improper-disclosure
http://www.nysed.gov/data-privacy-security/report-improper-disclosure
https://forms.gle/A9pXMdPd34zJoe5SA

obligations relating to data privacy and security, in the most expedient way possible and without
unreasonable delay, but no more than seven calendar days after the discovery of the breach.

In the event of notification from a third-party contractor, the School will in turn notify the
Chief Privacy Officer of the breach or unauthorized release of student data or teacher or principal
data no more than ten calendar days after it receives the third-party contractor's notification using
a form or format prescribed by NYSED.

Investigation of Reports of Breach or Unauthorized Release by the Chief Privacy Officer

The Chief Privacy Officer is required to investigate reports of breaches or unauthorized
releases of student data or teacher or principal data by third-party contractors. As part of an
investigation, the Chief Privacy Officer may require that the parties submit documentation,
provide testimony, and may visit, examine, and/or inspect the third-party contractor's facilities
and records.

Upon the belief that a breach or unauthorized release constitutes criminal conduct, the
Chief Privacy Officer is required to report the breach and unauthorized release to law
enforcement in the most expedient way possible and without unreasonable delay.

Third-party contractors are required to cooperate with the School and law enforcement to
protect the integrity of investigations into the breach or unauthorized release of PII.

Upon conclusion of an investigation, if the Chief Privacy Officer determines that a
third-party contractor has through its actions or omissions caused student data or teacher or
principal data to be breached or released to any person or entity not authorized by law to receive
this data in violation of applicable laws and regulations, School policy, and/or any binding
contractual obligations, the Chief Privacy Officer is required to notify the third-party contractor
of the finding and give the third-party contractor no more than 30 days to submit a written
response.

If after reviewing the third-party contractor's written response, the Chief Privacy Officer
determines the incident to be a violation of Education Law Section 2-d, the Chief Privacy Officer
will be authorized to:

a)  Order the third-party contractor be precluded from accessing PII from the affected
educational agency for a fixed period of up to five years;

b)  Order that a third-party contractor or assignee who knowingly or recklessly allowed
for the breach or unauthorized release of student data or teacher or principal data be
precluded from accessing student data or teacher or principal data from any
educational agency in the state for a fixed period of up to five years;

c¢) Order that a third-party contractor who knowingly or recklessly allowed for the
breach or unauthorized release of student data or teacher or principal data will not be
deemed a responsible bidder or offeror on any contract with an educational agency



that involves the sharing of student data or teacher or principal data, as applicable for
purposes of General Municipal Law Section 103 or State Finance Law Section
163(10)(c), as applicable, for a fixed period of up to five years; and/or

d) Require the third-party contractor to provide additional training governing
confidentiality of student data and/or teacher or principal data to all its officers and
employees with reasonable access to this data and certify that the training has been
performed at the contractor's expense. This additional training is required to be
performed immediately and include a review of laws, rules, and regulations, including
Education Law Section 2-d and its implementing regulations.

If the Chief Privacy Officer determines that the breach or unauthorized release of student
data or teacher or principal data on the part of the third-party contractor or assignee was
inadvertent and done without intent, knowledge, recklessness, or gross negligence, the Chief
Privacy Officer may make a recommendation to the Commissioner that no penalty be issued to
the third-party contractor.

The Commissioner would then make a final determination as to whether the breach or
unauthorized release was inadvertent and done without intent, knowledge, recklessness or gross
negligence and whether or not a penalty should be issued.



