Description of features

1. A database of user bans from 900+ crypto discord servers
Discord Antiscam bot leverages a database of historical bans across 900+ discord servers.
When a user joins your server, the bot checks him against the database and depending on
the number of bans that user has the bot can chose to:
- Ban user automatically if the user has more than the threshold of bans in other
servers
- Just print a warning about that user and let the moderators decide if the user should
be banned or just monitored

antiscam [BOT| Today at 4:47 PM
@Borna (joined) has been banned on 2 servers so far: Ribbon Finance, Conflux Network. 8 more users have been banned around this user.

antiscam (BOT ay at 7:12 PM
@Modbot (joined) has been banned on é servers so far: Ethereum.org, Aave Community, Uniswap, MCT, MCT, Rocket Pool. 130 more users have been banned around this user.

@Modbot has been automatically banned as he is banned on MCT server

antiscam [BOE 02 AM
@Dylan Nitzsche (joined) has been banned on 13 servers so far: Gridcoin, Metis, CryptoDevs, Minswap Community, Inverse.finance, DigitalNote XDN, MASQ Web3 Browser, Etho
Protocol - $ETHO, Garlicoin (GRLC)" stwork, SYNC NETWORK, VEIL-Project, Pascal. 43 more users have been banned around this user.

@Dylan Nitzsche has been automatically banned as he has more than 4 unique bans

2. Realtime ban reporting
The bot is also equipped with realtime monitoring for user bans in those 900+ crypto discord
servers. When a user who is in your server gets banned in another server a message is
printed in the channel where the bot reports logs. If this ban takes the user above the
predefined threshold, the user is banned automatically. Otherwise, its left to the server
moderators to decide accordingly.

@ antiscam [BOE| Today at 7:46 PM
J @Jun Li has just been banned on Mute.io | Live on zkSync Testnet
@Jun Li has been banned on 2 servers so far: Amp, Mute.io | Live on zkSync Testnet. 13 more users have been banned around this user.

3. Scam pattern recognition
The bot also leverages another database of known scam patterns in usernames and
nicknames. The database is a result of conjoined effort across all servers where the bot is
added. Users who use frequent patterns such as “Official Admin” or “Captcha bot” are auto
banned. This database can be tailored to specific needs of a server via bot commands.

antiscam [BOT 8 5 PM
e
@ @Officials Support is banned for using restricted username:Officials Support UserlD: 1077215088836104243 Restricted used words are: official , support

@ antiscam (86T o PM
J @ & -tech support has just been banned on dYdx

@ ' -tech support is banned for using restricted username:@@-tech support UserlD: 1076165894755061855 Restricted used words are: support , tech

4. Anti-impersonation logic
The bot maintains a list of protected roles and users and detects impersonation if other users
try to use similar usernames or nicknames.



@ antiscam [BOT A
J Full scan started. Fetching members. Dryrun is false

Found 49619 members to scan

Filtered to 186 members joined less than a week ago!

Processed 100 users

@Matt | Synthetix is kicked for using username:Matt | Synthetix UserlD: 1057691738887688303 which resembles the one from protected
Synthetix

5. Anti-raid logic
The bot will automatically detect server raids where more than 10 (configurable per server)
users join in a very short period of time and automatically deny entry to these users. These
bots usually try to DM users in the servers quickly with scam links.

antiscam [BOT) 02

Raid party detected with 6 members

caumaskal23 is banned as a member of a raid party.
Radiklbragimov is banned as a member of a raid party.

88 is banned as a member of a raid party.
kayapseteva is banned as a member of a raid party.
RomanMuradian is banned as a member of a raid party.
plotplot99 is banned as a member of a raid party.
<(@854580620545622046> has just been banned on dydX

<[@854580620545622046> has n banned on 2 servers so far: Syntheti dX. 273 more users have been banned around this user.
@1mpact015 has just been banned on dYdX

@1mpact015 has been banned on1s rs so f 'YdX. 64 more users have been banned around this user.
<(@B6T7519874389508126> has just been banned on dydX

<[@867519874389508126> has been banned on 1 servers so far: dYdX. 65 more users have been banned around this user.
@PavelAstakhov has just been banned on dYdXx

<([@8867526446T1082517> has just been banned on ddx

@PavelAstakhov has been banned on 1 servers so far: dYdX. 59 more users have been banned around this user.
<@86T640151600529419> has just been banned on dYdX
<([@8867526446T1082517> has been banned on 1servers so far: dYdX. 1135 more users have been banned around this use

Servers that use this bot:

- Synthetix

- Curve

- Yearn

- The Graph
- Aave

- Lens

- Dodo

- DyDx

- Arbitrum

- Instadapp
- Liquity

- Alchemix

- NFTfi

- Many more...



Pricing

Each server gets its own decoupled instance of the bot with dedicated hosting. The
subscription pricing is set at $1000 a year paid in any stable coin.

Contact @DanThales on Telegram.



