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SSO Login to WASP via Okta

WASP users have the ability to configure a default Identity Provider to power Single Sign On (SSO). This
article details how to configure Okta as the primary Identity Provider to facilitate SSO with the WASP
partner application.

Supported Features

e Service Provider (SP) - Initiated Authentication (SSO) Flow - This authentication flow occurs when
the user attempts to log in to the application from WASP.

Requirements

In order to proceed with configuring login with SSO through Okta, you must:

e Have access to an Okta tenant

® Be an Okta administrator to that tenant
Your email should be on the WASP whitelist, if it is not, please contact WASP support:
support@op-c.net

Configuration Steps

The WASP<>Qkta integration consists of 3 easy steps:
1. Addthe WASP Okta application to your Okta organization
2. Assign the appropriate users to the Okta application
3. Add the Okta application keys to the WASP

Okta Integration steps:

In the Okta dashboard, navigate to Applications and then select the Applications sub-menu.
Click on Browse App Catalog and search for WASP and add this application.

In the Sign On tab copy your Client ID

In the Sign On tab copy your Okta secret

On the Sign On tab, there is a link to your OpenID Provider Metadata. Click on that link and it will
display your metadata. From the metadata, copy your issuer URL.
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< Back to Applications
WASP2

View Logs Monitor Imports

General Sign On Import Assignments Okta APl Scopes Application Rate Limits

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3 party application.

Application username is determined by the user profile mapping. Configure profile mapping

OpenlD Connect

Client ID 00ab17557jIAHWtPj5d7

Public i jfi client that is required for
Sl Oh il flonay

Client secret

Secret used by the client to exch

adumonZauon code for a token. This must be kept
confidential! Do not include it in apps which
cannot keep it secret, such as those running on a
client.
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User assignment

WASP

In order to be able to connect to WASP via Okta, you need to assign the users that will need to be able to

login to WASP, to the WASP Okta application.

Note - Make sure the emails of the users are the same as the emails registered in the WASP Users

Management page

< Back to Applications

View Logs Monitor Imports
General Sign On Import Assignments Okta API Scopes
m [)Donvert assignments ¥ Search...

Filte Person Type

People

Groups 01101110
01101111
0138100
OWLO1DOO
O1TeTRY1
01101110
01100111

No users found

This integration was last upgraded on Aug 23, 2023, 12:14:00 PM
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WASP Okta integration

To add the Okta application keys in the WASP itself, please go to the “Settings” page, by clicking on your
profile name in the top right corner.
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Then go to the “Integrations” tab and click the “Connect” button on the Okta integration.
Now, insert the:

1. Okta Org URL/ Issuer URL, E.G: https://1234-56789.0kta.com
2. Okta Application Client ID

3. Okta Application Secret

o Okta Integration X

To integrate with Okta, and use it as the Identity Provider,
you will need to install the WASP Okta application from the

Okta Marketplace.
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SP-initiated SSO

1. Go to this URL: https://wasp.op-c.net
2. Use the third login option (Okta) and enter your email address and click on “Send”
3. If you are prompted for your Okta username and password, enter them
4. If the credentials in 3 above are valid, you will be redirected to Okta to perform the login, and
then you will be logged into WASP’s dashboard.
Notes

If you encounter any issues or have any questions, please do not hesitate to reach out to

§uQQQrL’1@QQ-Q,n§L’ or Qrgn@gp-g,ngt.
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