VLAN FILTER

MAC-ADDRESS

01/04/2023
M6 hinh:
Internet
P Router
(z010) 10.0.0.1/30
(20/0) 10.0.0.2/30
tho)}—VLAN 1 = VLAN 1——{ctho)—
_‘E.‘?- !‘Eﬁ'-
» VPC_2 B Switch-Core » VPC_1
IP DHCP LAN 1: IPDHCP
MAC-ADD: 00-50-79:56:68: 04 192.168.0.1/24 MAC-ADD: 00:50:79:66:68:03

Trong mé hinh ta c6 1 Router d&m nhiém vai trd Gateway Internet. Router nay két nbi dén Switch Core théng qua
Network ID 10.0.0.0/30, trong d6 ban than Router 13 10.0.0.1/30 va Switch-Core 10.0.0.2/30.

B4y gi®, muc tiéu 13 s& st dung k¥ thuat dé loc cac dia chi MAC-ADDR cho phép tai Switch-Core, chan cac dia chi
MAC-ADDR la. Trong kich ban nay s& duing VLAN 1 dé thwc hién k§ thuat nay.

Thuwc Hién Cau Hinh:
St dung giao dién Console hodc SSH | Telnet dé thwc hién cau hinh
# CAu hinh IP Address va Routing co ban #

Switch-Core

|
enable

config t



ip routing
interface Vlanl
Description LAN
ip address 192.168.0.1 255.255.255.0
no shutdown
exit
!
interface Ethernet0/0
no switchport
Description To Gateway Internet Router
ip address 10.0.0.2 255.255.255.252
duplex auto
exit
!
ip route 0.0.0.0 0.0.0.0 10.0.0.1
|
ip dhcp pool lan
Description DHCP Server for LAN
network 192.168.0.0 255.255.255.0
default-router 192.168.0.1

dns-server 8.8.8.8

Router

enable

config t

interface Ethernet0/0

Description LAN

ip address 10.0.0.1 255.255.255.252
ip nat inside

exit

!

interface Ethernet0/1

Description WAN




ip address dhcp
ip nat outside
exit
|
ip route 192.168.0.0 255.255.255.0 10.0.0.2
|
ip nat inside source list 1 interface Ethernet0/1 overload
|

access-list 1 permit any

# Gid str VLAN 1 13 gianh cho Wi-Fi sé cho phép MAC-ADDR 00:50:79:66:68:03 c(ing |a dia chi clia VPC_1 dwoc phép truy
cap vao hé théng bao gdm Internet va cac LAN Network, nhirng chdn 00:50:79:66:68:04 VPC_2 #

! e Tao Access-list mac v&i thong sd cho phép dia

enable chi MAC dudi 00:50:79:66:68:03 dug'c phép di

config t any

mac access-list extended Permit A hovi cho bhéb dia chi MAC duéi 2000 I3
permit host 0050.7966.6803 any ¢ DOngthoicho phep dia chi uol a
permit host aabb.cc80.2000 any dia chlxl\/IAC cua Interface VLAN 1 ch’l'nh SwitchZ
! Core dé duwoc phép truy cap any (Bat bubt), dé

ip access-list extended IP l&y thong tin dia chi nay diing cau I&nh show int
permit ip any any vlan 1 tai mode enable

| X N . .
: o Tiép tuc, tao mOt Access-list Filter IP Address

cho phép di any any dé cho phép cac Users nhan
dwoc dia chi DHCP va truy cép cac IP address
khac

! e Tao vlan access-map dé thuc thi cac hanh dong

vlan access-map MAC 5 va thire hién céc Access-list vira tao phia trén,
matc?h ip address IP chiing ta cAn tao 2 profile khac nhau véi priority
action forward 35 va 10 ta file 13 MAC dt tiy v 6

vlan access-map MAC 10 a 5va 10 tén profile la attuyy, sau ox
match mac address Permit gdan profile nay 4p dung cho cdc VLAN minh can

action forward filter.
|

vlan filter MAC vlan-list 1
I




