
 

STEAM’s Pen-Test Report 
Private and Confidential 

 
This penetration test was conducted throughout the month of May of 2025 

on behalf of scholars at the STEAM center.  
 

 
Executive Summary 

 
The Brooklyn STEAM Center has been around since 2019 and since then there has 

been no update to its network infrastructure since. Because of this our team's project is to break 
into the Public Announcement system (PA). Since we were successful in doing so we have also 
numerous devices that are or could be compromised. Below is a list of what we found and how 
we did it.  
 
The objectives of this test include the following: 
➔​ Identify vulnerabilities of systems that are 

used day to day. 
➔​ Validate pre-existing vulnerabilities on 

systems found on CVE’s. 
➔​ Exploiting vulnerabilities to test its integrity 

towards the network, and its security. 
 

 
 

                                                          Fig.2 Angry IP Scanner &  NMAP 
 

Name SInce indeifiable information was 
found, we then started to conduct NMAP and Angrey 

IP scanner scans on the neetwokr to try and find it  
 

 
 

Fig.1 PA Brand, Identifiable name & MAC Address 
 
We first found the MAC Address and name  



of the PA system from one of the speakers 

  
 

Fig.3 Network settings on MAC laptop & Subnet calculator 
 

Since we didn't find anything the first time we decided to use the network information from a MAC 
Laptop, specifically the subnet mask to help us understand how the network is broken up.  

 
 

 
Fig.4 PA (Bogen) login page, Medusa breaking tool 

 

To break in, we first tried the default credentials that we obtained by searching it up on the 
BOGEN help website. We then attempted another way to break in by using the Medusa tool and 

Rockyou wordlist in kali to brute force into the login page.  
 

 

                                              ​ ​           Fig.5 control interface 
 



Once we were able to login, we were then able to record the message we wanted and play it over 
the speakers through the STEAM center. We were also able to view classroom details such as IP 

addresses, names, and etc. 
 
 
 

 
 

 
                                              ​ ​           Fig.6 Commonas projector interface 
 

Looking back on the range that we found the PA system on, we also found the Commons 
projector and alongside printers, and creaston devices.  

 
 
 
 

 
                                                    Fig.7 Lenovo Clarity Controller & exploitable port 

 
Another device that was discovered was a Lenovo server with ports 22 & 23 open which is Telnet 

and SSH. These ports allow you to remote into the server from anywhere, and telnet does the 
same but it is an insecure connection. 



 
 

 
 
 
 
Key findings and recommendations response: 
STEAM’s network environment is vulnerable to potential cyber attacks that pose a significant risk 
towards the school in terms of staff/students confidentiality, systems integrity, and overall the STEAM’s 
security. To help decrease the severity of these risk we recommend 
 

-​ Changing any and all default credentials still in use (Tools: PW Strength tester)  
-​ Disable insecure ports and put in some type of  parameter in place for SSH (Changing default 

port, Public Key Authentication, Restrict SSH Access to specific IP Addresses, etc)   
-​ Use HTTPS instead of HTTP for more secure browsing 

 
 

 

 
 
 
 
 
 
 
 

 
 

 

https://www.passwordmonster.com/#google_vignette
https://youtu.be/qInjSZRE5cw?si=dblABDqQgYJKAq4X
https://youtu.be/qInjSZRE5cw?si=dblABDqQgYJKAq4X
https://docs.rackspace.com/docs/restrict-ssh-login-to-a-specific-ip-or-host
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