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E-Commerce Security and
Payment Systems

3.1- E-Commerce Security Environment.

3.2- Security threats in E-=Commerce
Sy/ /a b U 3.3- Technology Solutions: Encryption, Securing
Channels of Communication, Protecting
S Networks, Protecting Servers, and Clients
3.4-Payment Systemes.

What is E-Commerce security?

e-Commerce security is the guideline that ensures safe transactions

through the internet. It consists of protocols that safeguard people who
engage in online selling and buying goods and services.

DIMENSIONS OF E-COMMERCE SECURITY

There are six key dimensions to e-commerce security:
1. Integrity

Nonrepudiation

Authenticity

Confidentiality

Privacy

onhWwWN

Availability

MOHAN T, Lecturer, Dept of Computer Science, GVPP GFG College, Hagaribommanahalli

| 3ss-m |
BRI BT DD) DSS
3331

3.1- R-BoAT ¢I0 3o @WOXT,
3.2- @-ZoDI N LI 3o IO
3.3- 303259~ BOBONR: A&, 7, VOB

aaawwm oI, a’waafmm dgDEIa,
RSO ) B0, OZDID
3.4-29538 I,

QR-ZoTE TS D0BTeR?

Q-TIITE ajdéah) 0BBIFVT VS WTZ3 d&omwﬁ%}m ALIBBD1D
mﬁrdssmr\d QD oD DD JeINY esa‘ g, Srevees d)éo 20edabd
ZRBNDS BT, TS Q@,edfaemo‘ Yy m}r{fao&d

R-ZoDITF ITB0dh esadrerivd
-5 PBBrt st S3wa sadreReS:
. BRIN3

. N0B0E

 BByRB3

PR3

a3

. 02,353

[N

Uk wnN

SECURITY THREATS IN THE E-COMMERCE

From a technology perspective, there are three key points of
vulnerability when dealing with e-commerce: the client, the server, and the
communications pipeline.



we describe a number of the most common and most damaging
forms of security threats to e-commerce consumers and site operators:
malicious code, potentially unwanted programs, phishing, hacking and
cybervandalism, credit card fraud/theft, spoofing, pharming, spam (junk)
Web sites (link farms), identity fraud, Denial of Service(DoS) and DDoS
attacks, sniffing, insider attacks, poorly designed server and client
software, social network security issues, mobile platform security issues,
and finally, cloud security issues.

1. MALICIOUS CODE
Malicious code (sometimes referred to as “malware”) includes a variety of
threats such as viruses, worms, Trojan horses, ransomware, and bots.
Some malicious code, sometimes referred to as an exploit, is designed to
take advantage of software vulnerabilities in a computer’s operating
system, Web browser, applications, or other software components.

a. Virus

A virus is a computer program that has the ability to replicate or make
copies of itself, and spread to other files. In addition to the ability to
replicate, most computer viruses deliver a “payload.” The payload may be
relatively benign, such as the display of a message or image, or it may be
highly destructive-destroying files, reformatting the computer’s hard
drive, or causing programs to run improperly.

Antivirus: Antivirus software is a program or set of programs that are
designed to prevent, search for, detect, and remove software viruses, and
other malicious software like worms, trojans, adware, and more.
Example: McAfee, Norton, Bitdefender.
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B. Worm

A computer worm is a type of malware whose primary function is
to self-replicate and infect other computers while remaining active on
infected systems.

C. Ransomware
Ransomware (scareware) is a type of malware (often a worm) that
locks your computer or files to stop you from accessing them.

D. Trojan horse



Trojan horse appears to be benign, but then does something other
than expected. Often a way for viruses or other malicious code to be
introduced into a computer system.

2. potentially unwanted program (PUP):
program that installs itself on a computer, typically without the
user’s informed consent.
A. Adware
Adware is typically used to call for pop-up ads to display
when the user visits certain sites. While annoying, Adware is not
typically used for criminal activities.
B. Spyware

spyware a program used to obtain information such
as a user’s keystrokes, e-mail, instant messages, and so
on.

3. Phishing:
Any deceptive, online attempt by a third party to obtain
confidential information for financial gain.

4.Hacker
A hacker is an individual who intends to gain unauthorized access to a computer
system.
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5. CREDIT CARD FRAUD/THEFT

Theft of credit card data is one of the most feared occurrences on
the Internet. Fear that credit card information will be stolen prevents users
from making online purchases in many cases.

6. Spoofing
spoofing involves attempting to hide a true identity by using someone

else’s e-mail or IP address.

7. Spam (junk) Web sites also referred to as link farms; promise to offer
products or services, but in fact are just collection of advertisement.

8. Denial of Service (DoS) attack: Hackers flood a Web site with useless pings
or page requested that inundated the site’s Web servers.

ENCRYPTION
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Encryption is the process of transforming plain text or data into
cipher text that cannot be read by anyone other than the sender and the
receiver.

The purpose of encryption is (a) to secure stored information and
(b) to secure information transmission.

1. Message integrity- provides assurance that the message has not
been altered.

2. Nonrepudiation—prevents the user from denying he or she sent
the message.

3. Authentication—provides verification of the identity of the person

(or computer) sending the message.

4. Confidentiality—gives assurance that the message was not read by
others.
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This transformation of plain text to cipher text is accomplished by using
a key or cipher. A key (or cipher) is any method for transforming plain text
to cipher text.

Substitution cipher: every occurrence of a given letters is replaced
systematically by another letter.

Transposition cipher: the ordering of the letters in each word is changed in some
systematic way.

Symmetric Key Cryptography

In order to decipher these messages, the receiver would have to
know the secret cipher that was used to encrypt the plain text. This is
called symmetric key cryptography or secret key cryptography.

In symmetric key cryptography, both the sender and the receiver
use the same key to encrypt and decrypt the message.

PUBLIC KEY CRYPTOGRAPHY

Steps:
1. The sender creates a digital message.
2. The sender obtains the recipient’s public key from a public directory
and applies it to the message.
3. Application of the recipient’s key produces an encrypted cipher text
message.
4. The encrypted message is sent over the Internet.
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5. The recipient uses his/her private key to decrypt the message.
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Tools available to achieve website security
1. Encryption

Network security protocols
Virtual private networks
Firewalls

Proxy servers

Intrusion detection/prevention
Automated software updates
Antivirus software

O N UL WwN

Access controls
10. Authentication procedures

HOW AN ONLINE CREDIT CARD TRANSACTION WORKS

Because credit and debit cards are the dominant form of online
payment, it is important to understand how they work and to recognize the
strengths and weaknesses of this payment system.

There are five parties involved in an online credit card purchase:
consumer, merchant, clearing house, merchant bank (sometimes called the
“acquiring bank”), and the consumer’s card issuing bank.

An online credit card transaction begins with a purchase (1) When a
consumer wants to make a purchase, he or she adds the item to the
merchant’s shopping cart. When the consumer wants to pay for the items
in the shopping cart, a secure tunnel through the Internet is created using
SSL/TLS. Using encryption, SSL/TLS secures the session during which credit
card information will be sent to the merchant and protects the information
from interlopers on the Internet (2). SSL does not authenticate either the
merchant or the consumer. The transacting parties must trust one another.

S €3 abogSab TehTew 0236&’)(3)6 airianalty]
1. neEDIeI0
2. JBr PITT0 dw300NW

MOHAN T, Lecturer, Dept of Computer Science, GVPP GFG College, Hagaribommanahalli



TDES® N WK
q_S'éEb'aFOn%
D93 ISEONLD
IS 33 /BBENRED, IS
r%abozaaés ISP deo‘ 3BT
30£33,07F T ﬁeo‘m}o

B,3e3 &’Joi)oé eari%b
10 d Be3369 as-eoi)‘samaimb

CM A a‘ 3,8t FoT'r Sbetd Bert FUT DI

3&&36 D) BEF STFEAW B, ToSSodh B[ drawmﬁcb@dﬁod
%) £en" as—ao:bfa’)dsaoanéd Qowddo ewrma&m@w D) B B3 ddmcﬁ)
—ad)d £ DR a’awf‘o rwm md)éwd)cb dns) N3G.

©oNO U AW

BN 3ReF o't 0eDADY 0T JFNW yeNayeNS: Mo®3, méma,
dobOor' HOFF, Dedroes® mzsos‘ (Bodpd, "T,RRBBIZPNI msosc" QO
BBHIT), DB MYBBT FoT'e QWD w0T°.

B, ZReF Torr Jdboerd 0Bt mTodmerdId (1) MeESD
m&e&obaﬁ& B WODATN, UTD) MIBTe TR D30 eﬂaig( mémaojo fordelad
Bt} FeODTIT. MYBBD TadoN® FtFFIOWS SANYRY, @oBITeD WD,
QoIeeF OB WTZS WDToNSIY SSL/TLS ¥ SB[UnBT. MedOeSTETY,
WPABPOD), SSL/TLS 8&&3‘ BoE dmaoéo;bng( mé—aarﬁ SO eﬁ&dezﬁdm
DTZBRIDIT DR tnoasﬁm‘aief)aﬁ d)ci msmdaod m&:&o;i)ﬁ) 3333 (2). SSL
53%16 [Slap) mssdm q@es&\nd)&o d&)mw SBOD msmb m.)ddraaod)
Sowdem.

Once the consumer credit card information is received by the merchant,
the merchant software contacts a clearinghouse (3). As previously noted, a
clearinghouse is a financial intermediary that authenticates credit cards
and verifies account balances. The clearinghouse contacts the issuing bank
to verify the account information (4). Once verified, the issuing bank
credits the account of the merchant at the merchant’s bank (usually this
occurs at night in a batch process) (5). The debit to the consumer account
is transmitted to the consumer in a monthly statement (6).

m HOW AN ONLINE CREDIT CARD TRANSACTION WORKS
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E-PAYMENT (Electronic Payment)

An e-payment or Electronic Payment system allows customers to
pay for the services via electronic methods. They are also known as online
payment systems. Normally e-payment is done via debit, credit cards,
direct bank deposits, and e-checks, other alternative e-payment methods
like e-wallets, bitcoin, cryptocurrencies, bank transfers are also gaining
popularity.

Types of e-payment system

1. Internet banking — In this case, the payment is done by digitally
transferring the funds over the internet from one bank account to
another.

Some popular modes of net banking are NEFT, RTGS, IMPS.

2. Card payments — Card payments are done via cards e.g. credit cards,
debit cards, smart cards, stored valued cards, etc. An electronic
payment accepting device initiates the online payment transfer via
card.

Credit/ Debit card — An e-payment method where the card is required
for making payments through an electronic device.

3. E-wallet — Very popular among customers, an E-wallet is a form of
prepaid account, where customer’s account information like credit/
debit card information is stored allowing quick, seamless, and smooth
flow of the transaction.

4. QR payments — QR code-enabled payments have become immensely
popular. QR code stands for ‘Quick Response’ code, a code that
contains a pixel pattern of barcodes or squares arranged in a square
grid. Each part of the code contains information. This information can
be merchant’s details, transaction details, etc. To make payments, one
must scan the QR code with a mobile device.
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5. UPI payments — NPCl| (National Payment Corporation of India) has
developed an instant real-time payment system to facilitate interbank
transactions.

This payment system is titled UPI(Unified Payment Interface).
Payments via UPI can be made via an app on a mobile device.

Examples: BHIM, PAYTM, PHONEPE, GPAY.

Important questions
1-Mark
1. What is E-=Commerce security?

2. What is E-Payment?
3. Write any two Antivirus software’s.
4. What is Encryption?

5. What is malware?

5-Marks
1. What is encryption? Explain.
2. What are the tools available to achieve website security.
3. How an online credit cart transaction works? Explain.

10-Marks
1. What is E-Payment? Explain the types.
2. What is security threat? Explain different types of security threats.
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