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[bookmark: _nir7b0jr5qbg]Install WebGoat[image: A red circle with a white illustration of a goat.
]
[bookmark: _h7a59n87m0bd]BACKGROUND
WebGoat is an open source tool used to demonstrate common website security vulnerabilities.
[bookmark: _dh1q5lv6em4y]DESCRIPTION
This exercise will walk through the installation of WebGoat.
[bookmark: _17ev586kmg9q]REQUIREMENTS
Java 15 or newer (installation of JDK 17 is covered earlier in this chapter). A web browser (preferably Chrome) is also needed. This exercise assumes you’re running an instance of Linux (either virtualized or other). This exercise will run in Google Cloud Shell.
[bookmark: _s91g909phhod]PART I: Download and Run WebGoat
1. WebGoat is distributed as a runnable JAR file. JAR files are Java ARchive files. A JAR file is similar to the more commonly known ZIP file, but does have a specific internal structure. The file can be downloaded from the command line, using wget:
wget https://github.com/WebGoat/WebGoat/releases/download/v8.2.2/webgoat-server-8.2.2.jar

2. The WebGoat JAR file is runnable; once started, a web server will be launched on your machine. If you are using the Google Cloud Shell you are much safer. This warning comes directly from the WebGoat creators and should not be taken lightly:
WARNING
While running this program your machine will be extremely vulnerable to attack. You should disconnect from the Internet while using this program. WebGoat’s default configuration binds to localhost to minimize the exposure.

NOTE: If you are running in Google Cloud Shell, you do NOT need to disconnect as Google protects your system by requiring authentication.


Note that while Google Cloud Shell provides protection from unauthorized users, Google Cloud Shell users should still be judicious with their use of WebGoat.
Start the web server by issuing this command:
java -Dfile.encoding=UTF-8 -Dserver.port=8080 -Dhsqldb.port=9001 -jar webgoat-server-8.2.2.jar

	[bookmark: _1rplz8gzyo7i]EVIDENCE #1
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PASTE AN IMAGE OF WebGoat RUNNING



[bookmark: _ar8ksnowjvfm]PART 2: Create a user account
1. Open a browser and create an account. The URL will be different depending on your setup, but here are some guidelines:
· Traditional Linux systems will be reachable via: http://localhost:8080/WebGoat
· Google Cloud Shell systems are a bit different; a "web preview" will need to be opened. Click the "Web Preview" button:
[image: The WebPreview button]
Next, make sure that the web preview port matches the port that WebGoat was launched from (Part 1, step 2). The default is 8080.
[image: ]
With Google Cloud Shell, you will need to alter the URL that is launched. The default URL will be something like:
 https://8080-cs-65291530751-default.cs-us-east1-pkhd.cloudshell.dev/?authuser=0
You MUST change:
· The FIRST part of the URL - this instance ID will be unique every time you start the server
· The last part (?authuser=0) of the URL to "WebGoat". Continuing the example, this is what a Google Cloud Shell URL would look like:
https://8080-cs-65291530751-default.cs-us-east1-pkhd.cloudshell.dev/WebGoat

3. Click the "Register new user" and create a user. Note that the user is local to your machine
4. Fill in the new user form:[image: ]
	[bookmark: _kgiej9sp8l6r]EVIDENCE #2
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PASTE AN IMAGE OF THE WebGoat HOME PAGE FOR LOGGED IN USERS



[bookmark: _6eybizjo44wv]PART 3: Walk through a lesson
1. WebGoat provides a number of lessons, each illustrating one aspect of security. Each lesson has one or more steps. Note the different colors:[image: ]
The GRAY steps denote a LEARNING step. These steps often have some reading or a link to additional information.
The RED steps denote an INCOMPLETE ACTION step. These steps have specific actions that need to be completed but the actions have not been successfully completed.
The GREEN steps denote a COMPLETE ACTION step. The actions on these steps have been completed satisfactorily.
CAREFULLY READ the instructions for subsequent lab exercises as not all steps will need to be completed in order to get full credit.
2. Select the "(A2) Broken Authentication" topic on the left navigation bar.
3. Complete the “Secure Passwords” lesson. There is one ACTION step (step 4).

	[bookmark: _jfu73g568us0]EVIDENCE #3
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PASTE THE IMAGE OF THE SECURE PASSWORDS EXERCISE WITH A GREEN STEP 4
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1ghidiu@DESKTOP-8FCEL30:~$ java -Dfile.encoding=UTF-8 -Dserver.port=8680 -Dhsqldb.port=9001 -jar webgoat-server-8.2.2.jar
21:38:10.700 [main] INFO org.owasp.uebgoat.StartWebGoat - Starting WebGoat with args:
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Spring v2.4.3)

2022-03-25 :11.721 INFO 4436 main] org.owasp.webgoat . StartiebGoat Starting StartWebGoat v8.2.2 using Java 17.6.2 on DESKTOP-8FCEL30 with PID 4436 (/home/jghidiu/webgo

[
2022-03-25 1.723 DEBUG 4436 [ main] org.owasp.webgoat . StartiebGoat Running with Spring Boot v2.4.3, Spring v5.3.4
2022-03-25 INFO 4436 [ main] org.owasp.webgoat . StartiebGoat : No active profile set, falling back to default profiles: default
2022-03-25 INFO 4436 [ main] .s.d.r.c.RepositoryConfigurationDelegate : Bootstrapping Spring Data JPA repositories in DEFAULT mode.
2022-03-25 INFO 4436 [ main] .s.d.r.c.RepositoryConfigurationDelegate : Finished Spring Data repository scanning in 91 ms. Found 2 JPA repository interfaces.
2022-03-25 WARN 4436 [ main] io.undertow.uebsockets.jsr : UTe26016: Buffer pool was not set on WebSocketDeploymentInfo, the default pool will be used
2022-03-25 INFO 4436 [ main] io.undertow.serviet Initializing Spring embedded WebApplicationContext
2022-03-25 INFO 4436 [ main] w.s.c.ServletuebServerApplicationContext : Root WebApplicationContext: initialization completed in 2082 ms
2022-03-25 INFO 4436 --- [ main] org.owasp.webgoat .HSQLDBDatabaseConfig  : Starting internal database on port 96e1 ...

2622-03-25 INFO 4436 --- | main] o.s.s.concurrent.ThreadPoolTaskExecutor : Initializing ExecutorService "applicationTaskExecutor®
2622-03-25 INFO 4436 [ main] o.5.b.a.e.web.EndpointLinksResolver Exposing 2 endpoint(s) beneath base path '/actuator’

2622-03-25 INFO 4436 [ main] io.undertow starting server: Undertow - 2.2.4.Final

2622-03-25 INFO 4436 [ main] org.xnio : XNIO version 3.8.6.Final

2622-03-25 INFO 4436 [ main] org.xnio.nio XNIO NIO Implementation Version 3.8.6.Final

2622-03-25 INFO 4436 [ main] org.jboss.threads JBoss Threads version 3.1.6.Final

2622-03-25 INFO 4436 [ main] o.5.b.u.e.undertow.UndertowtebServer : Undertow started on port(s) 8686 (http) with context path '/WebGoat®
2622-03-25 INFO 4436 --- [ main] org.owasp.webgoat . StartiebGoat : Started StartWebGoat in 9.367 seconds (JVM running for 10.623)
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