ZennoBrowser Public API



Getting Started with the ZennoBrowser API

The API Token is required to execute all requests. It can obtained as follows:

1. Log in to UserAreaZ2 with active ZennoBrowser subscription;
2. Open "ZennoBrowser" section at the top of the main page;

E ZennolLab

Main Buy Bots ZennoBrowser ZennoProxy

3. Click the "API Control" link;

Home Update Plan AP Cj;trol o, Download ZennoBrowser

4. Specify token name (minimum 3 characters);

<¥ Generate New Token

Token Name: | MNamefortoken |

5. Select the period which this token will be valid for (7 days, 30 days, 60 days, etc.);

Validity Period: )jj

7 days

30 days
90 days
180 days
365 days

Specify Date



6. Click "Generate token";

<% Generate New Token

Token Name:  Namefortoken

Validity Period: | 30 days | Generate Token

7. Copy the generated token. After closing the window, it is not possible to copy the
token again, so be sure to save the generated token.

<% Token Generated

Be sure to save the token—you will not be able to access it after closing

this window.

a

| have saved the token. Close window

8. Use the generated token to execute requests.

Note:

1. After deleting the token, it will continue functioning within 1.5-2 hours;

N

After token has expired, it will cease to function;

3. If you have lost a previously created token, you can create a new one.



Work with WorkSpaces

Getting accessible workspaces

Description: The operation retrieves the list of workspaces accessible to the current user.
This information is required to execute most subsequent queries.

Request parameters:

Parameter | Type | Format Default Description

start integer | int32 0 Start index for pagination

total integer | int32 1000 Maximum number of results to return
id integer | int64 (empty) Optional workspace ID filter

name string (empty) Optional workspace name filter
roles string (empty) Optional roles filter

Example request:

GET
CURL:
curl

"http://localhost:8160/v1/workspaces?start=0&total=1000&id=&name=&ro

les="

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;

var client
var request

{

new HttpClient();
= new HttpRequestMessage

Method = HttpMethod.Get,
RequestUri =
"http://localhost:8160/v1/workspaces?start=0&total=1000&id=&name=&ro

les="),

Headers

{

new Uri(




{ "Api-Token", "YOUR_SECRET_TOKEN" },

}.
i
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode() ;
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Main Maore Proxy

http://localhost:8lel/v1l/workspaces?start=0&total=1000&id=Ename=E&roles
URL =

H
1)
2

¢

Referer

Encoding utf-8 -
Timeout 20

Load Content only -

[BlPut to variable
WaorkSpaceld - @

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

+ Redirect g
Use ariginal url

Headers:  User settings -

Request User-Agent: {-Profile. UserAgent-—}
headers: Api-Token: {-Variable.Token-}

v | Use Cookie Container

Response API:


http://localhost:8160/v1/workspaces?start=0&total=1000&id=&name=&roles=
http://localhost:8160/v1/workspaces?start=0&total=1000&id=&name=&roles=

Response

code Result Response
{
"totalCount": 1,
"items": |
{
260 OK Success "workspaceId": 1,
"name" : null,
"role": "Owner"
}
Internal {
500 Error Server ‘message”: null
Error }




Folder Management

Getting folder list

Description: This retrieves a list of folders available in the specified workspace.
Optionally, it is possible to limit the number of results, specify filters, or define sorting
conditions.

Request parameters:

Parameter | Type Format Default Description
workspac |integer [ int64 -1 ID of the workspace where the profile
eIld folder will be created. Defaults to -1 if

not specified.

start integer int32 0 Index of the first folder (starting from
zero).

total integer int32 1000 Maximum number of folders to retrieve.

id string uuid (empty) Unique folder identifier (optional filter).

name string (empty) Folder name (optional filter).

sorting | string (empty) Sorting condition: Id, Name, FolderType,
Quantity (optional filter).

location | string Local Folder location: "Local" or "Cloud".

(enum)

Example request:

GET
CURL:
curl
"http://localhost:8160/v1/profile_folders?workspaceId=-1&start=0&total=
1000&1id=&name=&sorting=&location=" \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;
var client = new HttpClient();



var request = new HttpRequestMessage
{

Method = HttpMethod.Get,

RequestUri = new Uri (
"http://localhost:8160/v1/profile_folders?workspaceld=-1&start=0&total=
1000&1id=&name=&sorting=&location="),

Headers =

{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}
s
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode() ;
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:
http://localhost:8160/v1/profile_folders?workspaceld=-1&start=0&total=1

000&id=&name=&sorting=&location=

Main Maore Proxy

http://localhost:8lel/vl/profile folders?workspaceld=—l&start=0&total=

'{'E",*\-'URL 1000&id=&name=&sorting=&location=

Referer
Encoding utf-a -
Timeout 30

Load Content only

Put to variable
Response - EJ

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.


http://localhost:8160/v1/profile_folders?workspaceId=-1&start=0&total=1000&id=&name=&sorting=&location=
http://localhost:8160/v1/profile_folders?workspaceId=-1&start=0&total=1000&id=&name=&sorting=&location=

Main More Proxy

+ Redirect g
Use ariginal url
Headers:  User settings

Request User-Agent: [-Profile.Userkgent-}
headers: Api-Token: {-Variable.Token-}

@

+  Use Cookie Container

Response API:
Response Result Response
code
{
"totalCount": 1,
"items": |
{
"id":
"123e4567-e89b-12d3-a456-426614174000" ,
200 0K Success "name": null,
"location": "Local",
"quantity": 1
}
]
}
Internal {
500 Error Server ‘message”: null
Error }

Creating new profile folder

Description: This method creates a profile folder. The caller must ensure that the specified
workspace ID and location are valid.

Request parameters:



Parameter Type Format Default Description

name string Name of the profile folder. Cannot be
null or empty.

workspac | integer int64 -1 ID of the workspace where the profile

eld folder will be created. Defaults to -1 if

not specified.

location | string Local The location where the profile folder
(enum) will be created. Folder location:

"Local" or "Cloud".

Example request:

POST
CURL:
curl
"http://localhost:8160/v1/profile_folders?name=&workspaceld=-1&locat
ion=Local' \

--request POST \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage
{

Method = HttpMethod.Post,

RequestUri = new Uri(
"http://localhost:8160/v1/profile_folders?name=&workspaceld=-1&locatio
n=Local"),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },

/i
)
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode();

var body = await response.Content.ReadAsStringAsync();

Console.WriteLine(body);



Cube:
h //1 1h 181 vl/profile folders?name=&work Id=-1
on=Local

Main Maore Proxy

http://localhost:8lé0/vl/profile_folders?name=TestFolder&workspaceld=-
e JRL lélocation=Local
h

Referer
Encoding utf8 -

Timeout 20

[} Data

Data type urlencoded -

Load Content only -
[ElPut to variable
Response - @
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

v Redirect g
Use ariginal url

Headers:  User settings -

Request User-Agent: {[-Profile Userkgent-}
headers: Api-Token: {-Variable.Token-}

~  Use Cookie Container

Response API:


http://localhost:8160/v1/profile_folders?name=&workspaceId=-1&location=Local
http://localhost:8160/v1/profile_folders?name=&workspaceId=-1&location=Local

Response Result Response
code
280 0 S id new profile folder
K uccess (123e4567-e89b-12d3-a456-426614174000)
Internal {
500 Error Server message": null
Error }

Updating profile folder

Description: This method can be used to update the profile folder name.

Request parameters:

Parameter Type Format Default Description
profileFold | string uuid Unique identifier of the profile
erId folder to update.
name string The new name for the profile
folder.

workspaceld | integer int64 -1 The identifier of the workspace
associated with the profile folder.
Defaults to -1 if not specified.

Note: The ID of the edited profile folder should be specified inside curly braces{ } inthe
URL path.

Example request:

CURL:
curl
"http://localhost:8160/v1/profile_folders/{profileFolderId}?name=8&wo
rkspaceId=-1" \

--request PUT \

--header 'Api-Token: YOUR_SECRET_TOKEN'



C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage
{

Method = HttpMethod.Put,

RequestUri = new Uri(
"http://localhost:8160/v1/profile_folders/{profileFolderId}?name=&wo
rkspaceld=-1"),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },

y
i
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode() ;

var body = await response.Content.ReadAsStringAsync();

Console.WriteLine(body);

Cube:
http://localhost:8160/v1/profile_folders/{profileFolderId}?name=&wor

Mair Maore Proxy

Put -

http://localhost:81le0/vl/profile folders/l23e45€7-e83b-12d3-ad4be-42¢€6l
@ URL 4174000 ?name=FolderRename&workspaceld=-1
Referer
Encoding utf-8 -

Timeout 30

[} Data

Data type urlencoded v
Load Content only -

[l Put to variable
Response - EJ


http://localhost:8160/v1/profile_folders/%7BprofileFolderId%7D?name=&workspaceId=-1
http://localhost:8160/v1/profile_folders/%7BprofileFolderId%7D?name=&workspaceId=-1

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main Maore Proxy

+ Redirect g
Use ariginal url
Headers: = User settings

Reguest User-REgent: [-Profile Userigent-—}
headers: Api-Token: {-Variakle.Token-}

@

+ Use Cookie Container

Response API:
Reiggzse Result Response
200 0K Success
Internal {
500 Error Server message”: null
Error }

Deleting profile folder

Description: This method is used for deleting a profile folder. The profileFolderld value must
match the existing folder in the specified workspace.

Request parameters:

Parameter Type Format Default Description
profileFold | string uuid Unique identifier of the profile
erId folder to delete.




workspaceld | integer int64 -1 The identifier of the workspace
associated with the profile folder.
Defaults to -1 if not specified.

Note: The ID of the edited profile folder should be specified inside curly braces { } inthe
URL path.

Example request:
DELETE
CURL:
curl
"http://localhost:8160/v1/profile_folders/{profileFolderId}?workspac
eld=-1" \

--request DELETE \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Delete,
RequestUri = new Uri(
"http://localhost:8160/v1/profile_folders/%7BprofileFolderId%7D"),
Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
i
o
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WritelLine(body);

Cube:
http://localhost:8160/v1/profile_folders rofileFolderId}?workspace
Id=-1


http://localhost:8160/v1/profile_folders/%7BprofileFolderId%7D?workspaceId=-1
http://localhost:8160/v1/profile_folders/%7BprofileFolderId%7D?workspaceId=-1

Main More Proxy

Delete -
http://localhost:21e0/v]l/profile folders/123e4567-289b-12d3-a456-426¢€1
'@'URL 4174000 name=FolderRenametworkspaceld=-1
Referer

Encoding utf-8

Timeout a0

([} Data

Data type urlencoded -
Load Content only -

[BlPut to variable

Response

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

v Redirect g

Use ariginal url

Headers:  User settings -
Request User-Agent: [-Profile Userkgent-}
headers:

Api-Token: {[-Variabkle.Token-}

@

+  Use Cookie Container

Response API:

Response

code Result Response

200 OK Success




500 Error

Internal
Server
Error

{
}

"message”: null




Profile Management

Getting accessible browser profiles

Description: This method retrieves a list of profiles with their attributes from the specified
workspace and the folder. It is possible to optionally filter results by ID, name, tags, sorting.

Request parameters:

Parameter Type Format Default Description
workspac |[integer inte4 -1 Workspace identifier. -1 means the
eld default workspace.

start integer int32 0 Zero-based index of the first profile

folder to retrieve. Defaults to O.

total integer int32 1000 Maximum number of results to return
folderId |[string uuid (empty) Folder identifier for filtering (optional).
id string uuid (empty) Profile identifier for filtering (optional).
name string (empty) Profile name for filtering (optional).
tags string (empty) Tags for filtering (optional). Multiple

tags can be separated by spaces.

sorting | string (empty) Sorting parameters (optional). Id,
Containerld, Name, CreationTime,
User.Sex, User.Name,
User.Surname, User.Age,
User.Country,
OperationSystem.Name,
OperationSystem.Version,
Brand.Name, Brand.Version, Proxy,
Proxy.Name,
ProfileState.DisplayStatus,
ProfileState.Description, Status,
OperationalState.OperationStatus,
OperationalState.CanChangeOperati
onStatus, UsedTime, LastStartTime,
LastErrorMessage, Tags, Tags.|d,
Notes



http://folder.it

Example request:

GET
CURL:
curl
"http://localhost:8160/v1/profiles?workspaceld=-1&start=0&total=1000
&folderId=&id=&name=&tags=&sorting=" \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage
{

Method = HttpMethod.Get,

RequestUri = new Uri(
"http://localhost:8160/v1/profiles?workspaceld=-1&start=0&total=1000
&folderId=&id=&name=&tags=&sorting="),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },

/i
)
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode();

var body = await response.Content.ReadAsStringAsync();

Console.WriteLine(body);

Cube:
http://localhost:8160/v1/profiles?workspaceld=-1&start=0&total=1000&
folderId=&id=&name=&tags=&sorting=



Main Mare Proxy

http://localhost:8leld/vl/profiles?workspaceld=-l&start=0&total=1000&fo
'@URL lderld=&id=&name=&tags=&sorting=
Referer
Encoding utf-8 -
Timeout 20
Load Content only -

[BlPut to variable
Response - EJ

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2

Main More Proxy

~ Redirect g

Use ariginal url

Headers: User settings -

Request User-Agent: {[-Profile. UserAgent-}
headers: Api-Token: {-Variable.Token-}

v | Use Cookie Container

Response API:
Response Result Response
code
{
"totalCount": 1,
"items": [
{
"id":
200 OK Success | "123e4567-e89b-12d3-a456-426614174000"
"name" : null,
"folderId":
"123e4567-e89b-12d3-a456-426614174000",
“creationTime" :




"2025-0/-251T09:54:29./6384",
"user": {
"sex": "Male",
"name" : null,
"surname" : null,
"age": 1,
"country": null
H
"browser": {
"operationSystem": {
"name" : null,
"version": null
H
"brand": {
"name" : null,
"version": null

}
H
"proxy": {
"id":
"123e4567-e89b-12d3-a456-426614174000",
"name" : null
}
“status": null,
"usedTimeSeconds" : null,
"lastStartTime": null,
"lastErrorMessage": null,
"tags": |
{
"name" : null,
"color": null

}
1,
"notes": null
}
]
}
Internal {
500 Error Server ‘message”: null
Error }

Creating browser profile




Description: This method creates a new browser profile in the specified workspace and the

folder.

It is possible to customize various parameters such as screen size, hardware emulation,
language, timezone, proxy, etc..
All parameters are optional if another is not specified.

Request parameters:

Parameter | Type | Format Default Description

name string The profile name.
workspace |[intege |int64 -1 Workspace identifier. -1 means the
Id r default workspace.

| | (empty) R
folderId string | uuid The folder identifier (optional).

| (empty) o
screen string Screen configuration settings. The

allowed values are: “auto” to use value
from fingerprint, “ignore” to use system
value or “width x height” to set custom
screen resolution (auto, ignore oror
manual screen resolution entry, such as
SVGA, WSVGA, HD+, etc. The
complete list of manually configurable
resolutions is provided below)

"SVGA" = 800%600;
"0.69M3" = 960x720;
"0.59M9" = 1024x576;
"WSVGA" = 1024x600;
"0.66MA" = 1024x640;
"XGA" = 1024x768;
"1152%648" = 1152x648;
"XGA+" = 1152x864;

"HD" = 1280x720;




"WXGA" = 1280%768;
"WXGA+" = 1280%800;
"SXGA-" = 1280x960;
"SXGA" = 1280x1024;
"1360%768" = 1360%768;
"WXGA HD" = 1366x768;
"SXGA+" = 1400%1050;
"WSXGA" = 1440x900;
"1.56M3" = 1440%x1080;
"1536x864" = 1536%864;
"HD+" = 1600%900;
"UXGA" = 1600x1200;
"WSXGA+" = 1680x1050;
"1832x1392" = 1832x1392;
"FHD" = 1920%1080;
"WUXGA" = 1920%1200;
"2.76M3" = 1920%x1440;
"QWXGA" = 2048%1152;
"QXGA" = 2048x1536;
"3.32MA" = 2304x1440;
"WQHD" = 2560x1440;
"WQXGA" = 2560%1600;
"QSXGA" = 2560x2048;
"5.18MA = 2880x1800;
"4K UHD-1" = 3840%2160;
"9.44M9 = 4096%2304;
"5K" = 5120x2880;

"8K UHD-2" = 7680%4320;

cpu

string

(empty)

CPU configuration settings. The allowed
values are: “auto” to use value from




fingerprint, “ignore” to use system value
or integer number to set custom
processor core count (auto, ignore,
or number of cores ("2/4", "4/8",

H6/12", "8/16”, vv10/20n’ 1112/2411,
"14/28”, "16/32", H32/64H,
"64/128"))

memory

string

(empty)

Memory configuration settings. The
allowed values are: “auto” to use value
from fingerprint, “ignore” to use system
value or integer number to set custom
memory size (auto, ignorate or
memory size ("2", "av, g, "lg",
"32m, "e4m, "128M))

language

string

(empty)

Browser language settings. The allowed
values are: “auto” to use value from
fingerprint, “ignore” to use system value
or language locale value (auto,

ignorate, or locale:

Russian - ru

English (United States) - en-US
German - de

French - fr

Spanish - es

English (United Kingdom) - en-GB

geolLocati
on

string

(empty)

Geographic location settings. The
allowed values are: “auto” to use value
from fingerprint, “ignore” to use system
value. It is also possible to specify from
one to seven floating point numbers that
represent the following geo coordinates:
Latitude, Longitude, Altitude, Accuracy,
AltitudeAccuracy, Heading, Speed,
Radius. Some coordinates can be
skipped. For example, the following
value sequence is valid: 10, , 40, , 60,
70 - means Latitude = 10, Longitude =
random, Altitude = 40, Accuracy =
random, AltitudeAccuracy = 60,
Heading = 70, Speed = random, Radius




=random (auto, ignore or
coordinates (latitude, longitude, etc.))

timeZone

string

(empty)

Timezone settings. The allowed values
are: “auto” to use value from fingerprint,
“ignore” to use system value or custom

timezone value (auto, ignore, or
specific value (e.g. Europe/Moscow))

webG1l

string

(empty)

WebGL configuration settings. The
allowed values are: “auto: to use value
from fingerprint, “ignore” to use system
value. (auto or ignore)

webGpu

string

(empty)

WebGPU configuration settings. The
allowed values are: “on” to enable or

“off” to disable this feature.(on or off)

webRtc

string

(empty)

WebRTC configuration settings. The
allowed values are: “Emulate” to use
value from fingerprint, “Real” to use
system value or “Hide” to disable this
feature.(Emulate, Real or Hide)

domRect

string

(empty)

DOM Rectangle configuration settings.
The allowed values are: “Ignore” to
disable this feature or “Noise” to use
dom rect noising.(Ignore or Noise)

audio

string

(empty)

Audio configuration settings. The
allowed values are: “on” to enable or
“off” to disable this feature. (on or off)




(empty)

fonts string Font configuration settings. The allowed
values are: “on” to enable or “off” to
disable this feature. (on or off)
| (empty)
battery string Battery configuration settings. The
allowed values are: “on” to enable or
“off” to disable this feature. (on or off)
_ (empty)
plugins string Browser plugins configuration. The
allowed values are: “on” to enable or
“off” to disable this feature. (on or off)
| | (empty)
proxyServ |string | uuid Proxy server identifier (optional).
erId
| (empty)
speechVoi | string Speech voices configuration. The
ces allowed values are: “on” to enable or
“off” to disable this feature. (on or off)
(empty) Cookies configuration
cookies string
| (empty)
notes string Additional notes for the profile.
_ (empty) _
tags string Profile tags separated by spaces. (e.g.

12 3 4)

Example request:

POST
CURL:
curl




"http://localhost:8160/v1/profiles/create?name=&workspacelId=-1&folde
rId=&screen=&cpu=&memory=&language=&geolLocation=&timeZone=&webGl=8&we
bGpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxyServerId
=&speechVoices=&cookies=&notes=&tags=" \

--request POST \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage
{

Method = HttpMethod.Post,

RequestUri = new Uri(
"http://localhost:8160/v1/profiles/create?name=&workspaceld=-1&folde
rId=&screen=&cpu=&memory=8&language=&geolLocation=&timeZone=&webGl=8&we
bGpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxyServerId
=&speechVoices=&cookies=&notes=&tags="),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },
}.
i
using (var response = await client.SendAsync(request))
{

response.EnsureSuccessStatusCode() ;

var body = await response.Content.ReadAsStringAsync();

Console.WriteLine(body);

Gpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxyServerld=

&speechVoices=&cookies=&notes=&tags=


http://localhost:8160/v1/profiles/create?name=&workspaceId=-1&folderId=&screen=&cpu=&memory=&language=&geoLocation=&timeZone=&webGl=&webGpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxyServerId=&speechVoices=&cookies=&notes=&tags=
http://localhost:8160/v1/profiles/create?name=&workspaceId=-1&folderId=&screen=&cpu=&memory=&language=&geoLocation=&timeZone=&webGl=&webGpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxyServerId=&speechVoices=&cookies=&notes=&tags=
http://localhost:8160/v1/profiles/create?name=&workspaceId=-1&folderId=&screen=&cpu=&memory=&language=&geoLocation=&timeZone=&webGl=&webGpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxyServerId=&speechVoices=&cookies=&notes=&tags=
http://localhost:8160/v1/profiles/create?name=&workspaceId=-1&folderId=&screen=&cpu=&memory=&language=&geoLocation=&timeZone=&webGl=&webGpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxyServerId=&speechVoices=&cookies=&notes=&tags=

Main Mare Proxy

http:/ localhost:8leld/ /vl /profiles/createname=apiProfilesworkspacel 4
WE'" URL d=-l&folderld=e&55c070-bb03-42ef-bE€ll-cda223ifTceE€lascreen=aCcpu=em
emory=:&language=sgeclocation=stimelone=swebiEl=twebEpu=swebBtoc=&do

Referer
Encoding utf-8 -
Timeout 30

[} Data

Data type urlencoded -

Load Content only -
Put to variable
Response - @
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2

Main More Proxy

~ Redirect g

Use original url

Headers:  User settings -

Request User-Agent: {[-Profile. UserAgent-}
headers: Api-Token: {-Variable.Token-}

+ Use Cookie Container

Response API:
Response Result Response
code
U . id new profile
vecess (123e4567-e89b-12d3-a456-426614174000)




500 Error

Internal
Server
Error

"message”: null

}

Creating browser profiles (bulk)

Description: This method is used to create new multiple browser profiles in the specified
workspace and the folder.
Each profile can have its own configuration, including screen size, hardware emulation,

language, timezone, proxy, and other parameters.

All fields are optional if another is not specified.

Request parameters:

Parameter Type Format Default Description
count integer int32 Number of profiles to create
workspace | integer int64 -1 Workspace identifier. -1 means the
Id default workspace.
(empty)
folderId string uuid Folder identifier (optional).
(empty)
screen string Screen configuration settings. The

allowed values are: “auto” to use
value from fingerprint, “ignore” to use
system value or “width x height” to
use custom screen resolution

(auto, ignore or manual screen
resolution entry, such as SVGA,
WSVGA, HD+, etc. The complete list
of manually configurable resolutions
is provided below)

"SVGA" = 800%600;
"0.69M3" = 960%720;

"0.59M9" = 1024x576;




"WSVGA" = 1024x600;
"0.66MA" = 1024x640;
"XGA" = 1024x768;
"1152%648" = 1152x648;
"XGA+" = 1152x864;
"HD" = 1280x%720;
"WXGA" = 1280%768;
"WXGA+" = 1280%800;
"SXGA-" = 1280x960;
"SXGA" = 1280%1024;
"1360x768" = 1360%768;
"WXGA HD" = 1366x768;
"SXGA+" = 1400x1050;
"WSXGA" = 1440%900;
"1.56M3" = 1440%1080;
"1536x864" = 1536%864;
"HD+" = 1600x900;
"UXGA" = 1600x1200;
"WSXGA+" = 1680%1050;
"1832x1392" = 1832x1392;
"FHD" = 1920%1080;
"WUXGA" = 1920x1200;
"2.76M3" = 1920%1440;
"QWXGA" = 2048%1152;
"QXGA" = 2048x1536;
"3.32MA" = 2304x1440;
"WQHD" = 2560%1440;
"WQXGA" = 2560%1600;
"QSXGA" = 2560%2048;

"5.18MA = 2880x%1800;




"4K UHD-1" = 3840x2160;
"9.44M9 = 4096x2304;
"5K" = 5120%2880;

"8K UHD-2" = 7680%4320;

)

cpu

string

(empty)

CPU configuration settings. The
allowed values are: “auto” to use
value from fingerprint, “ignore” to use
system value or integer number to
use custom processor core count

(auto, ignore, or number of cores
<u2/4u, "4/8", "6/12", "8/16",
l|10/20l|’ ll12/24ll, Ill4/28'l,

"16/32", "32/64", H64/128H>)

memory

string

(empty)

Memory configuration settings. The
allowed values are: “auto” to use
value from fingerprint, “ignore” to use
system value or integer number to
custom memory size (auto, ignore or
memory size (2", "4v, "g",

"16", "32", "64", "128"))

language

string

(empty)

Browser language settings. The
allowed values are: “auto” to use
value from fingerprint, “ignore” to use
system value or custom language
value (auto, ignore, or locale
Russian - ru

English (United States) - en-US
German - de

French - fr

Spanish - es

English (United Kingdom) - en-GB

geolLocati
on

string

(empty)

Geographic location settings. The
allowed values are: “auto” to use
value from fingerprint, “ignore” to use
system value. You can also specify
from one to seven floating point
numbers that represent the following




geo coordinates: Latitude,
Longitude, Altitude, Accuracy,
AltitudeAccuracy, Heading, Speed,
Radius. Some coordinates can be
skipped. For example, the following
sequence is valid: 10, , 40, , 60, 70 -
means Latitude = 10, Longitude =
random, Altitude = 40, Accuracy =
random, AltitudeAccuracy = 60,
Heading = 70, Speed = random,
Radius = random (auto, ignore or
coordinates (latitude, longitude,
etc.))

timeZone

string

(empty)

Time zone settings. The allowed
values are: “auto” to use value from
fingerprint, “ignore” to use system
value or custom timezone value
(auto, ignore, or specific value (e.g.
Europe/Moscow))

webG1l

string

(empty)

WebGL configuration settings. The
allowed values are: “auto” to use
value from fingerprint, “ignore” to use
system value. (auto or ignore)

webGpu

string

(empty)

WebGPU configuration settings. The
allowed values are: on to enable or
off to disable this feature.(on or off)

webRtc

string

(empty)

WebRTC configuration settings. The
allowed values are: ‘Emulate’ to use
value from fingerprint, ‘Real’ to use
system value or “Hide” to disable this
feature.(Emulate, Real or Hide)

domRect

string

(empty)

DOM Rectangle configuration
settings. The allowed values are:
“Ignore” to disable this feature or
“Noise” to use dom rect
noising.(Ignore or Noise)




| (empty) o |
audio string Audio configuration settings. The
allowed values are: “on” to enable or
“off” to disable this feature. (on or off)
(empty)
fonts string Font configuration settings. The
allowed values are: “on” to enable or
“off” to disable this feature. (on or off)
_ (empty) - _
battery string Battery configuration settings. The
allowed values are: “on” to enable or
“off” to disable this feature. (on or off)
_ (empty) _ -
plugins string Browser plugins configuration. The
allowed values are: “on” to enable or
“off” to disable this feature. (on or off)
| | e -
proxyServ | string uuid Proxy server identifier (optional).
erId
| (empty) . o
speechVoi | string Speech voices configuration. The
ces allowed values are: “on” to enable or
“off” to disable this feature. (on or off)
| (empty) |
tags string Profile tags separated by spaces or
commas. (e.g. 1 2 3 4)

Example request:

POST

CURL:
curl

"http://localhost:8160/v1/profiles/create_bulk?count=&workspacelId=-1
&folderId=&screen=&cpu=&memory=8&language=&geolLocation=&timeZone=8&web
Gl=&webGpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxySe

rverId=&speechVoices=&tags="'
--request POST \

\

--header 'Api-Token: YOUR_SECRET_TOKEN'




C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage

{
Method = HttpMethod.Post,

RequestUri = new Uri(
"http://localhost:8160/v1/profiles/create_bulk?count=&workspaceld=-1
&folderId=&screen=&cpu=&memory=8&language=&geolLocation=&timeZone=&web
Gl=8&webGpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxySe
rverId=&speechVoices=&tags="),

Headers =

{
{ "Api-Token", "YOUR_SECRET_TOKEN" },

fio
;o
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:
http://localhost:8160/v1/profiles/create_bulk?count=&workspaceIld=-1&
folderId=&screen=&cpu=&memory=&language=&geolLocation=&timeZone=&webG
1=8webGpu=&webRtc=&domRect=&audio=&fonts=&battery=&plugins=&proxySer
verId=&speechVoices=&tags=



Mair Mare Proxy

http://localhost:8led/vi/profiles/create_bulk?count=5&workspaceld=— 4
@URL lefolderId=ec55cl70-bbl3-42ef-bEl0-cd4a223f7cetlsscreen=aCpu=amemo
ry=&language=itgeclocation=&ttimeZone=iwebEl=twebGpu=&twebRtoc=tdomBe

Referer
Encoding utf-8 -
Timeout 30

[J Data

Data type urlencoded -

Load Content only -

Put to variable
Response - @

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2

Main More Proxy

+ Redirect g

Use ariginal url

Headers:  User settings -
Request User—Agent: {-Profile.UserAgent-—}
headers: Api-Token: {-Variable.Token-}

+  Use Cookie Container

Response API:

Response

code Result Response

id new profiles

[
2606 OK Success "123e4567-e89b-12d3-a456-426614174000"




500 Error

Internal
Server
Error

{

"message”: null

}

Updating browser profile

Description: This method updates an existing browser profile.

Request parameters:

Parameter Type Format Default Description

profilelI | string uuid (required) Unique identifier of the edited profile

d (required).

workspac | integer int64 -1

eId Workspace identifier. -1 means the
default workspace.

folderId | string uuid (empty) New folder which the profile will be
moved to (optional).

name string (empty) New profile name.

notes string (empty) New profile notes (optional).

tags string (empty) New profile tags separated by spaces

(optional).

Note: The ID of the edited profile should be specified inside curly braces { } inthe URL

path.

Example request:

CURL:
curl

"http://localhost:8160/v1/profiles/{profilelId}?workspaceld=-1&folder
Id=a2f76986-8064-4c2f-b109-64a84b4ce137&name=NewName&notes=Note123&t
ags=tagl tag2' \

--request PUT \

--header 'Api-Token: YOUR_SECRET_TOKEN'




C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage
{

Method = HttpMethod.Put,

RequestUri = new Uri(
"http://localhost:8160/v1/profiles/{profileld}?workspaceld=-1&folder
Id=a2f76986-8064-4c2f-b109-64a84b4cel137&name=NewName&notes=Note123&t
ags=tagl tag2"),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },

H
)
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode() ;

var body = await response.Content.ReadAsStringAsync();

Console.WriteLine(body);

Cube:
http://localhost:8160/v1/profiles/{profileId}?workspaceld=-1&folderlI
d=a2f76986-8064-4c2f-b109-64a84b4ce137&name=NewName&notes=Note123&ta
gs=tagl tag2



Main More Proxy

Put -

http://localhost:28leld /vl /profiles,/cS98kb47bE-568e-4lel-bec2oc-d%e0154838d4d0k
@ URL 2workspaceld=-lsfolderId=es55c070-bb03-42ef-bEll-cd4a223fTocetlcname=N
ewllameinotes=lotell3Ltags=tag? tagé

Referer
Encoding utf-8 -
Timeout 30

[} Data

Data type urlencoded -

Load Content anly -
[E]Put to variable
Response - E‘J
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

+ Redirect g

Use ariginal url

Headers:  User settings -
Request User—Agent: {-Profile.UserAgent-—}
headers: Api-Token: {-Variable.Token-}

+  Use Cookie Container

Response API:

Response

code Result Response

200 OK Success




Internal {
500 Error Server message”: null
Error )

Deleting browser profile

Description: This method deletes an existing browser profile.

Request parameters:

Parameter Type Format Default Description

profilelI | string uuid (required) Unique identifier of the profile to delete

d (required).

workspac | integer int64 -1

eId Workspace identifier. -1 means the
default workspace.

Note: The profile ID should be specified inside curly braces { } inthe URL path.

Example request:

DELETE
CURL:
curl
"http://localhost:8160/v1/profiles/{profileId}?workspaceld=-1" \
--request DELETE \
--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Delete,
RequestUri = new Uri(
"http://localhost:8160/v1/profiles/{profileld}?workspaceld=-1"),
Headers =

{
{ "Api-Token", "YOUR_SECRET_TOKEN" },

}



o
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WritelLine(body);

Cube:
http://localhost:8160/v1/profiles/{profileld}?workspaceld=-1

Main Mare Proxy

Delete -
http://localhost:8lel/v]l/profiles, / bellag78-1240-45e5-886d-2TacT7e9af£3d0
"E" URL Tworkspaceld=-1
Referer

Encoding utf-8 -

Timeout 30

[[7 Data

Data type urlencoded -

Load Content only -
[2Put to variable
Response - @
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.



Main

More Proxy

+ Redirect g

Headers:

Request
headers:

Use ariginal url

User settings

@

+  Use Cookie Container

User-Lgent:

{—Profile.Usechgent-}
Lpi-Token: [{-Variable.Token-}

Response API:
Rezgg:se Result Response
200 0K Success
Internal {
500 Error Server message": null
Error }

Deleting browser profiles (bulk)

Description: This method is used to delete several existing browser profiles at once.

Request parameters:

Parameter Type Format Default Description
workspac |[integer int64 -1 Workspace identifier. -1 means
eld the default workspace.
body JSON-Arr | UUID Target Browser Profile IDs.
ay profiles Example: [ "uuid1",
"uuid2"]

Note:




The list of profiles which will be deleted should be specified as the array in the request body
using the following format:
[

"884d8f8d-9a4e-4b1e-9dd3-a028d3ae419b",
"d24eba34-12d6-4412-ab20-80fae618c264"

Example request:
DELETE
CURL:
curl
"http://localhost:8160/v1/profiles/delete_bulk' \
--request DELETE \
--header 'Content-Type: application/json' \
--header 'Api-Token: YOUR_SECRET_TOKEN' \
--data '[
“uuid1”,
"uuid2”

] 1

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Delete,
RequestUri = new
Uri("http://localhost:8160/v1/profiles/delete_bulk"),

Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}
Content = new StringContent("[\n " +

"\"uuid1\"," +
"\"uuid2\"," +
"\n]")
{
Headers =
{
ContentType = new

MediaTypeHeaderValue("application/json")

}



3

using (var response = await client.SendAsync(request))

{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:

http://localhost:8160/v1/profiles rofileId}?workspaceId=-1
Data:

["uuid1", "uuid2"]

Main Mare Proxy

Delete

http://localhost:21€0/v1l/profiles/delete_bulk

fa URL

Referer
Encoding utf-8

Timeout a0

([} Data

[
"ae3228cc-eff3-4127-bd53-84054465%eebs",
"7£545128-T28f-4£f58e-bBdl-5el4c5e3Taca"
1

Data type COther * | application/json
Load Content only
[2lPut to variable
Response - IE;'
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.


http://localhost:8160/v1/profiles/%7BprofileId%7D?workspaceId=-1

Main

+ Redirect

Headers:

Request
headers:

More Proxy

5
Use ariginal url

User settings

@

+  Use Cookie Container

User-Lgent:

{—Profile.Usechgent-}
Lpi-Token: [{-Variable.Token-}

Response API:
Reiggzse Result Response
200 0K Success
Internal {
500 Error Server message": null
Error }

Export cookies from a profile

Description: This method allows exporting cookies from an existing profile in JSON format.

Request parameters:

Parameter Type Format Default Description

workspac |[integer int64 -1 Workspace identifier. -1 means

eld the default workspace.

profileI |string uuid (required) The unique identifier of the profile

d from which to export cookies
(required).

Example request:




CURL:
curl 'http://localhost:8160/v1/profiles/{profileld}/cookies/export'
\

--request POST \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Post,
RequestUri = new
Uri("http://localhost:8160/v1/profiles/%7BprofileId%7D/cookies/expor

t),
Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
H
Vo

using (var response = await client.SendAsync(request))

{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:
http://localhost:8160/v1/profiles/{profileld}/cookies/export



Main More Proxy
http://localhost:5160/v1l/profiles/ {BFOS7C2F-FoR0-4455-828B-1R11€E4336C

'@'URL €} /cookies/export

Referer
Encoding utf-8
Timeout 20

[} Data

Data type urlencoded

Load Content only

Put to variable
| -

Additionally:
User-Agent: {-Profile.UserAgent-}

Api-Token: Token from UserArea2.

Main More Proxy

v Redirect g

Use ariginal url

Headers:  User settings

{—Profile Userfhgent-}

Request User-Rgent:
{-Variable . Token-}

headers: Api-Token:

@

~  Use Cookie Container

Response API:

Response Result Response

code




200 0K Success
Internal {
500 Error Server message": null
Error }

Import cookies into a profile

Description: This method allows importing cookies into an existing profile in JSON format.

Request parameters:

Parameter Type Format Default Description
workspac |[integer int64 -1 Workspace identifier. -1 means
eld the default workspace.
profileI |string uuid (required) The unique identifier of the target
d profile for cookie import
(required).

body JSON-Arr | UUID Cookies in JSON format

ay profiles [cookie]

Example request:

CURL:

curl 'http://localhost:8160/v1/profiles/{profileld}/cookies/import’

\

--request POST \
--header 'Content-Type: application/json' \
--header 'Api-Token: YOUR_SECRET_TOKEN' \

--data '{}'




C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Post,
RequestUri = new
Uri("http://localhost:8160/v1/profiles/%7BprofileId%7D/cookies/impor
t"),

Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
+
Content = new StringContent("{}")
{
Headers =
{

ContentType = new
MediaTypeHeaderValue("application/json")
}

3
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode() ;
var body = await response.Content.ReadAsStringAsync();
Console.WritelLine(body);

Cube:
http://localhost:8160/v1/profiles/{profileld}/cookies/import



Mai

in Mare Proxy

http://localhost:8160/v1l/profiles/{F1775453-4€R2-4E5]1-BC1RA-20D813E5057

i URL 9}/cookies/import

Referer

Encoding utf-3 -
Timeout 20

[y Data

[{"name™:"_ga", "value™:"GALl.1l.10&62752755.17€4746453%", "domain™ :" .pixelscan.net"™,

"path™: ", "expirationDate™:1733306458.7428¢8, "secure™:false, "httplbnly™:false

L "sameSite”: "unspecified™, "sourceScheme" :"secure"™, "sourcePort™:443, "sourcelyp
c"script™, "hostOnly":false, "session":false}, {"name™:"_ga ZHICYL30OHNM", "value
=52.1.5176474€45585015gl5t17€474€50157175105h0", "domain™ " .pixelscan.net
path™:"/", "expirationDate" 1753306501 .533707, "secure™:false, "httplnly":false,
"sameSite" :"unspecified”, "sourceSchems secure”, "sourcePort™:443, "sourcelype
"iTseript”, "hostOnly" :false, "session":false}]

Data type Other ~ | | application/json

Load Content only -

Additionally:

Put to variable

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main

More Proxy

v Redirect g

Use ariginal url

Headers:

Request
headers:

@

User settings

User-Rgent: {-Profile.Usexligent-—}
Api-Token: {[-Variabkle.Token-}

+  Use Cookie Container

Response API:



Response

code Result Response
200 0K Success
Internal { )
500 Error Server message”: null
Error }




Proxy Management

Getting proxy list with parameters

Description: This method provides functionality for filtering, sorting, and paginating proxies.
It is used to utilize the available parameters to customize the output. If parameters are not
specified, the response will return the default page with results in standard order.

Request parameters:

Parameter Type Format Default Description

workspac [ integer int64 -1 Workspace identifier. -1 means the

eld default workspace.

start integer int32 0 Starting index for the list of proxies to
retrieve.

total integer int32 1000 Maximum number of proxies to
retrieve.

folderId | string uuid (empty) Optional folder ID for filtering proxies.

Pass null to ignore this filter.

id string uuid (empty) Ooptional proxy ID to filter. Pass null to
ignore this filter.

name string (empty) Optional name for filtering proxies.
Pass null to ignore this filter.

sorting string (empty) Ooptional sorting string to determine
the order of the returned proxies. Pass
null to ignore this filter.

Example request:

GET
CURL:
curl
"http://localhost:8160/v1/proxies?workspaceld=&start=&total=&folderId=&
id=&name=&sorting=" \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;
var client = new HttpClient();



var request = new HttpRequestMessage
{

Method = HttpMethod.Get,

RequestUri = new Uri(
"http://localhost:8160/v1/proxies?workspaceld=&start=&total=&folderId=&
id=&name=&sorting="),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },
}
s
using (var response = await client.SendAsync(request))
{

response.EnsureSuccessStatusCode() ;

var body = await response.Content.ReadAsStringAsync();

Console.WriteLine(body);

Cube:
http://localhost:8160/v1/proxies?workspacelId=&start=&total=&folderId=&i

d=&name=&sorting=

Main Mare Proxy

http://localhost:8lel/ /vl /proxies?workspaceld=&start=&total=&folderId=&
.\3‘;\. URL id=&tname=&Lsorting=
Referer
Encoding utf-8 -
Timeout 30
Load Content only -

[BlPut to variable
Listlistbad - [

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.


http://localhost:8160/v1/proxies?workspaceId=&start=&total=&folderId=&id=&name=&sorting=
http://localhost:8160/v1/proxies?workspaceId=&start=&total=&folderId=&id=&name=&sorting=

Main

More Proxy

+ Redirect g

Use ariginal url

Headers:

Request

headers:

@

User settings

User-Lgent:

+  Use Cookie Container

{—Profile.Usechgent-}
Lpi-Token: [{-Variable.Token-}

Response API:
Response Result Response
code
{
"totalCount": 1,
"items": |
{
"id":
"123e4567-e89b-12d3-a456-4266141746000",
"folderId":
"123e4567-e89b-12d3-a456-426614174000",
200 0K Success "name": null,
"proxyUri": null,
"checkStatus": "Unknown",
"checkStatusLastUpdateTime": null,
"ipChangeUrl": null
}
]
}
Internal {
500 Error Server ‘message”: null
Error }




Adding new proxy

Description: This method is used to add a new proxy entry using the provided configuration
parameters. It returns the generated unique identifier.

Request parameters:

Parameter Type Format Default Description

name string (empty) Name of the added proxy. This value
cannot be null or empty.

proxyUrl | string (empty) URL-address of the proxy. This value
must be a valid URL. (cannot be null or
empty, for example
http://login:pass@host:port).

workspac |[integer |[int64 -1 Workspace identifier. -1 means the

eld default workspace.

folderId | string uuid (empty) Optional identifier of the folder to
associate with the proxy. Can take null
value.

ipChange | string (empty) Optional URL to trigger IP change for

Url the proxy. Defaults to an empty string if

not specified.

Example request:

POST

CURL:
curl
"http://localhost:8160/v1/proxies/create?name=&proxyUri=&workspaceld=&f
olderId=&ipChangeUrl=" \

--request POST \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Post,
RequestUri = new
Uri("http://localhost:81608/v1/proxies/create?name=&proxyUri=&workspacel
d=&folderId=&ipChangeUrl="),



Headers =

{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}.
i
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();

Console.WritelLine(body);

Main Mare Proxy

http://localhost:8leld/vl/proxies/createfname=sproxylri=&workspaceld=&f
@ URL clderId=&ipChangeUrl=|
Referer
Encoding utf-8

Timeout 20

[[) Data

Data type urlencoded -

Load Content only

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.


http://localhost:8160/v1/proxies/create?name=&proxyUri=&workspaceId=&folderId=&ipChangeUrl=
http://localhost:8160/v1/proxies/create?name=&proxyUri=&workspaceId=&folderId=&ipChangeUrl=

Main Maore

Headers:

+ Redirect

Use ariginal url

Request
headers:

@

5

User-Lgent:

Proxy

User settings

+  Use Cookie Container

{—Profile.Usechgent-}
Lpi-Token: [{-Variable.Token-}

Response API:
Response Result Response
code
id of the newly created proxy
[
200 OK Success "123e4567-e89b-12d3-a456-426614174000"
]
Internal {
500 Error Server message”: null
Error }

Editing existing proxy

Description: This method modifies configuration of an existing proxy server based on
specified parameters.

Request parameters:

Parameter

Type

Format

Default Description

proxyId

string

uuid

(empty) Unique identifier of the proxy
(Required)




workspac | integer int64 -1 Workspace identifier. -1 means the
eld default workspace.

folderId | string uuid (empty) New folder for the proxy. Set to empty
to leave the current value unchanged.

name string (empty) New name for the proxy. Set to null to
retain the current name.

proxyUrl | string (empty) Nnew URL for the proxy.
ipChange | string (empty) New URL for IP rotation.
Url

Note: The ID of the edited proxy should be specified inside curly braces { } in the URL
path.

Example request:

CURL:
curl
"http://localhost:8160/v1/proxies/{proxyId}?workspaceld=&folderId=&name
=&proxyUri=&ipChangeUrl=" \

--request PUT \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage
{

Method = HttpMethod.Put,

RequestUri = new
Uri("http://localhost:8160/v1/proxies/{proxyId}?workspaceId=&folderId=&
name=&proxyUri=&ipChangelrl="),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },

J
il
using (var response = await client.SendAsync(request))

{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();



Console.WriteLine(body);

Main Maore Proxy

Put -

http://localhost:8lel/vl/proxies/ {proxyld] ?workspaceld=&ifolderld=&name
@ URL =gproxylri=&ipChangelzl=

Referer
Encoding utf-8 -

Timeout =0

[[7 Data

Data type urlencoded -

Load Content only -

| L S S

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main Maore Proxy

v Redirect g
Use ariginal url
Headers: | User settings
Request User-REgent: [-Profile UserZgent-}

headers: Api-Token: {-Variabkle.Token-}

@

+  Use Cookie Container

Response API:

Response

code Result Response



http://localhost:8160/v1/proxies/%7BproxyId%7D?workspaceId=&folderId=&name=&proxyUri=&ipChangeUrl=
http://localhost:8160/v1/proxies/%7BproxyId%7D?workspaceId=&folderId=&name=&proxyUri=&ipChangeUrl=

200 0K Success

Internal {
500 Error Server message”: null
Error }

Deleting proxy

Description: This method deletes proxy from a list by specified ID.

Request parameters:

Parameter Type Format Default Description

proxyId | string uuid (empty) Unique identifier of the proxy
(required).

workspac | integer int64 -1

eId Workspace identifier. -1 means the
default workspace.

Note: The ID of the edited proxy should be specified inside curly braces {} in the URL path.

Example request:

DELETE

CURL:

curl 'http://localhost:8160/v1/proxies/{proxyId}?workspaceld=" \
--request DELETE \
--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Delete,
RequestUri = new
Uri("http://localhost:81608/v1/proxies/{proxyId}?workspaceld="),
Headers =


http://localhost:8160/v1/proxies/%7BproxyId%7D?workspaceId=

{ "Api-Token", "YOUR_SECRET_TOKEN" },

i
;o
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);
}

Cube:

Main More Proxy

Delete

http://localhost:81€0/v]l /proxies/ {proxyld} *workspaceld=

i LRL

R

Referer
Encoding utf-8

Timeout 30

[y pata

Data type urlencoded

Load Content only

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.


http://localhost:8160/v1/proxies/%7BproxyId%7D?workspaceId=

Main

More Proxy

+ Redirect g

Use ariginal url

Headers:

Request
headers:

@

User settings

User-Lgent:

+  Use Cookie Container

{—Profile.Usechgent-}
Lpi-Token: [{-Variable.Token-}

Response API:
Reiggzse Result Response
200 OK Success
Internal {
500 Error Server message": null
Error }

proxies.

Deleting proxies (bulk)

Description: This method sends a bulk delete request to the API to remove specified

Request parameters:

Parameter Type Format Default Description
workspac | integer int64 -1
eId Workspace identifier. -1 means the
default workspace.
body JSON GUIDJ] The array of UUIDs containing the
array proxies to be deleted.

Note:




The list of proxies to delete should be specified as the array in the request body using the
following format:

[
"884d8f8d-9ade-4b1e-9dd3-a028d3ae419b",

"d24eba34-12d6-4412-ab20-80faec618c264"
]

Example request:

DELETE
CURL:
curl 'http://localhost:8160/v1/proxies/delete_bulk?workspaceId=" \
--request DELETE \
--header 'Content-Type: application/json' \
--header 'Api-Token: YOUR_SECRET_TOKEN' \
--data '|

] 1

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Delete,
RequestUri = new
Uri("http://localhost:8160/v1/proxies/delete_bulk?workspaceIld="),

Headers =
{

{ "Api-Token", "YOUR_SECRET_TOKEN" },
i
Content = new StringContent("[\n \"\"\n]")
{

Headers =

{

ContentType = new MediaTypeHeaderValue("application/json")

}

}

i

using (var response = await client.SendAsync(request))

{
response.EnsureSuccessStatusCode() ;
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);



Cube:
http://localhost:8160/v1/proxies/delete_bulk?workspaceld=

Main Mare Proxy

http://localhost:81€0/vl/proxies/delete bulk?workspaceld=

W URL

e

Referer
Encoding utf-g

Timeout 20

[[7 Data

["{-Variable.
"[-Variakle.F

Data type Other * | application/json

Load Content only

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy
~ Redirect g

Use original url

Headers:  User settings

Request User-Agent: {[-Profile. UserAgent-}
headers: Api-Token: {-Variable.Token-}

+ Use Cookie Container

Response API:

Response Result Response
code

200 OK Success




500 Error

Internal
Server
Error

{
}

"message”: null




Proxy Folders Management

Getting proxy folder list

Description: This method is used to get the list of proxy folders. It supports filtering, sorting,
and pagination in returned results. Optional query parameters can be used to refine the
result set. If parameters are not specified, the method returns the first page of proxy folders
in the default sorting order.

Request parameters:

Parameter Type Format Default Description
workspac | integer int64 -1
eId Workspace identifier. -1 means the

default workspace.

start integer int32 0 Index of the first folder to return
(zero-based)

total integer int32 1000 Maximum number of results to return

id string uuid (empty) Filter by certain folder identifier

name string (empty) Filter by folder name

sorting string (empty) Result sorting condition

location | string (empty) Proxy type filter (Local or Cloud)
(enum)

Example request:

GET

CURL:
curl
"http://localhost:8160/v1/proxy_folders?workspaceld=&start=&total=&id=&
name=&sorting=8&=" \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage

{



Method = HttpMethod.Get,

RequestUri = new
Uri("http://localhost:8160/v1/proxy_folders?workspaceld=&start=&total=&
id=&name=&sorting=&="),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },

H
i
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode();

var body = await response.Content.ReadAsStringAsync();

Console.WritelLine(body);

Cube:
http://localhost:8166/v1/proxy_folders?workspaceld=&start=&total=&id=8&n
ame=&sorting=&=

Main More Proxy
http://localhost:81&0/v]l/proxy folders?workspaceld=&start=&total=&id=&
@ URL name=&tsorting=s
Referer
Encoding utf-8
Timeout 30
Load Content only

[l Put to variable
Listlistbad - @

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.



Main

+  Redir

More Proxy

ect | g

Use ariginal url

Headers:

Request
headers:

@

User settings

User-Lgent:

{—Profile.Usechgent-}

Lpi-Token: [{-Variable.Token-}

+  Use Cookie Container

Response API:
Response Result Response
code
{
"totalCount": 1,
"items": |
{
"id":
"123e4567-e89b-12d3-a456-426614174000" ,
200 OK Success "name": null,
"location": "Local",
"quantity": 1
}
]
}
Internal {
500 Error Server "message”: null
Error b

Creating proxy folder

Description: This method creates a new proxy folder.

Request parameters:

Parameter Type Format Default

Description




name string (empty) The name of the new folder

(Required)
workspac |[integer int64 -1
eId Workspace identifier. -1 means
the default workspace.
location | string (enum) Local Storage location (Local or Cloud)

Example request:

POST

CURL:

curl 'http://localhost:8160/v1/proxy_folders?name=&workspaceId=&=" \
--request POST \
--header 'Api-Token: YOUR_SECRET_TOKEN'

Ci#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Post,
RequestUri = new
Uri("http://localhost:8160/v1/proxy_folders?name=&workspaceld=&="),
Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
i
)
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:
h //1 1h ;81 v1/proxy folders?name=&work Id=&=


http://localhost:8160/v1/proxy_folders?name=&workspaceId=&=

Main Mare Proxy

http://localhost:81e0/vl/proxy folders?name=&workspaceld=&=

e URL

Referer
Encoding utf-8

Timeout 20

[} Data

Data type urlencoded -

Load Content anly

Additionally:
User-Agent: {-Profile.UserAgent-}

Api-Token: Token from UserArea2.

Main Maore Proxy

v Redirect g
Use ariginal url

Headers: | User settings

Reguest User-REgent: [-Profile UserZgent-}
headers: Api-Token: {-Variabkle.Token-}

+  Use Cookie Container

Response API:
Response Result Response
code
The identifier of the newly created
200 0K Success proxy list. (
123e4567-e89b-12d3-a456-426614174000)




Internal {
500 Error Server message”: null
Error }

Editing proxy folder

Description: This method updates the name of the specified proxy folder. This is the only
editable property.

Request parameters:

Parameter Type Format Default Description
proxyFold | string uuid (empty) The folder identifier (Required)
erld
name string (empty) The new folder name
workspace |[integer int64 -1
Id Workspace identifier. -1 means

the default workspace.
Note:

The ID of the edited proxy list should be specified inside curly braces {} in the URL path.

Example request:

CURL:
curl
"http://localhost:8160/v1/proxy_folders/{proxyFolderId}?name=&workspace
Id=" \

--request PUT \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage

{
Method = HttpMethod.Put,



RequestUri = new
Uri("http://localhost:8160/v1/proxy_folders/{proxyFolderId}?name=&works

paceld="),
Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
/i
)

using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();

Console.WriteLine(body);

Cube:
http://localhost:8160/v1/proxy folders roxyFolderId}?name=&workspacel
d=
Main More Proxy
Put -
http://localhost:8le0/vl/proxy_folders/{proxyFolderId} ’name=&workspace
e LURL Td=
Referer
Encoding utf-8 -
Timeout 20
[y Data
Data type urlencoded
Load Content anly -
| L | SPPIPIR
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.


http://localhost:8160/v1/proxy_folders/%7BproxyFolderId%7D?name=&workspaceId=
http://localhost:8160/v1/proxy_folders/%7BproxyFolderId%7D?name=&workspaceId=

Main More Proxy

+ Redirect g

Use ariginal url

Headers:  User settings

Request User-Agent: [-Profile.Userkgent-}
headers: Api-Token: {-Variable.Token-}

+  Use Cookie Container

Response API:
Reiggzse Result Response
200 0K Success
Internal {
500 Error Server message”: null
Error }

Deleting proxy folder

Description: This method deletes a proxy folder. The parameter proxyFolderld must match
the existing folder within the specified workspace.

Request parameters:

Parameter Type Format Default Description
proxyFold | string uuid (empty) The identifier of the proxy folder
erId to be deleted (Required)
workspace |[integer int64 -1
Id Workspace identifier. -1 means the

default workspace.




Note:
The ID of the deleted proxy folder should be specified inside curly braces {} in the URL path.

Example request:

DELETE

CURL:
curl
"http://localhost:8160/v1/proxy_folders/{proxyFolderId}?workspaceld=" \
--request DELETE \
--header 'Api-Token: YOUR_SECRET_TOKEN'

Ci#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Delete,
RequestUri = new
Uri("http://localhost:81608/v1/proxy_folders/{proxyFolderId}?workspaceld

1

Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}
s
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode() ;
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:
http://localhost:8160/v1/proxy folders roxyFolderId}?workspaceld=


http://localhost:8160/v1/proxy_folders/%7BproxyFolderId%7D?workspaceId=

Main Maore Proxy

Delete

http://localhost:8le0/vl/proxy_ folders/|proxyFolderld}?workspaceld=

)

=
3
2
=
A
e

€

Referer
Encoding utf-8

Timeout 30

[[7 Data

Data type urlencoded -

Load Content only

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

v Redirect g

Use ariginal url

Headers:  User settings

Request User-Agent: [-Profile.Userkgent-}
headers: Api-Token: {-Variable.Token-}

+  Use Cookie Container

Response API:
Reiggzse Result Response
200 0K Success
Internal {
500 Error Server message”: null
Error }




Browser Instances

Getting browser instances

Description: This method returns the list of browser processes available for the current user

with detailed information.

Results can be filtered by profile ID or process ID and optionally sorted or limited by number
of returned entries.

Important: These actions are applied only to browser instances launched via the API.

Request parameters:

Parameter Type Format Default Description

workspac [ integer int64 -1 Workspace identifier. -1 means the

eId default workspace.

start integer int32 0 Starting index for pagination

total integer int32 1000 Maximum number of results to return

profilelI | string uuid (empty) Filter by profile ID (optional).

d

processI |integer int32 (empty) Filter by browser process ID

d (optional).

sorting | string (empty) Sorting parameters:ConnectionString,
Processld, Profileld (optional).

Example request:

GET
CURL:
curl

"http://localhost:8160/v1/browser_instances?workspaceld=-1&start=0&t
otal=1000&profileId=&processId=&sorting=" \
--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;



var client = new HttpClient();
var request = new HttpRequestMessage
{

Method = HttpMethod.Get,

RequestUri = new Uri(
"http://localhost:8160/v1/browser_instances?workspaceld=-1&start=0&t
otal=1000&profileId=&processId=&sorting="),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" 1},
}
3
using (var response = await client.SendAsync(request))
{

response.EnsureSuccessStatusCode();

var body = await response.Content.ReadAsStringAsync();

Console.WriteLine(body);

Cube:
http://localhost:8160/v1/browser_instances?workspaceld=-1&start=0&to
tal=1000&profileId=&processId=&sorting=

Main Mare Proxy

http://localhost:8160/vl/browser_instances?workspaceld=—l&start=0&tota
1=1000&profileld=&processId=&sorting=

]

E]
¥
F

=

el
=

€

Referer

Encoding utf-8 -
Timeout 30

Load Content only -

[2] Put to variable
Response - E}'

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.



Main

+ Redirect

More Proxy

5

Use ariginal url

Headers:

Request
headers:

@

User settings

User-Lgent:

{—Profile.Usechgent-}

Lpi-Token: [{-Variable.Token-}

+  Use Cookie Container

Response API:
Reiggzse Result Response
{
"totalCount": 1,
"items": [
{
"profileId":
200 0K Success "123e4567-e89b-12d3-a456-426614174000",
"processId": 1,
"connectionString": null
}
]
}
Internal {
500 Error Server ‘message”: null
Error )

Creating browser instance

Description: This method creates the new browser instance using the specified profile with
optional workspace and desktop settings.

Request parameters:




Parameter Type Format Default Description

profilel | string uuid (required) Unique identifier of the profile to

d associate with the browser instance.

workspac | integer |int64 -1 Workspace identifier. -1 means the

eld default workspace.

desktopN | string (empty) The name of the desktop environment

ame (optional).

threadTo | string (empty) Thread token for the browser instance.

ken To create a new execution thread
(optional) pass empty string (default).

Example request:

POST
CURL:
curl
"http://localhost:8160/v1/browser_instances/create?profileId=PROFILE
_ID&workspaceld=-1&desktopName=&threadToken=" \

--request POST \

--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage
{

Method = HttpMethod.Post,

RequestUri = new Uri(
"http://localhost:8160/v1/browser_instances/create?profileId=PROFILE
_ID&workspaceld=-1&desktopName=&threadToken="),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },

/i
i
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode();



var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:
http://localhost:8160/v1/browser_instances/create?profileId=PROFILE_
ID&workspaceld=-18&desktopName=&threadToken=

Main Mare Proxy

http://localhost:28lé0/v]l/browser instances/create?profileld=EFZ5ED3L-4
@ URL L3T7-4E5C-RABSE-TCESBEAFLOSE2Beworkspaceld=-ladesktopllame=&threadTloken=

Referer
Encoding utf-8 -

Timeout 30

[[7 Data

Data type urlencoded -

Load Content only -
[ElPut to variable
Response - E‘J
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

v Redirect g

Use ariginal url

Headers:  User settings -

Request User-Agent: [-Profile Userkgent-}
headers: Api-Token: {-Variable.Token-}

+  Use Cookie Container



Response API:

Response

code Result Response
{
"profileId":
"123e4567-e89b-12d3-a456-426614174000" ,
200 0K Success "processId”: 1,
“connectionString": null
}
}
Internal {
500 Error Server message”: null
Error }

Creating multiple browser instances

Description: This method is used to create browser instances in bulk for the specified
profiles. Please ensure that the provided profile IDs are valid and the specified workspace ID

exists.

Request parameters:

Parameter Type Format Default Description

workspac | integer int64 -1 Workspace identifier. -1 means

eld the default workspace.

desktopN | string (empty) The name of the desktop

ame environment (optional).

keepAliv | nornyeckoe true This value indicates if the browser

e 3Ha4yeHune instances should remain active
after creation. Set "true” to keep
the instances active; otherwise,
false. Defaults to true (true nnu
false).

body JSON-Array The array of profile UUIDs to

create browser instances for.
Example: [ "uuid1", "uuid2"]




Note:
The list of browser instances to create should be passed as the array in the request body
using the following format:

[
"884d8f8d-9ad4e-4b1e-9dd3-a028d3ae419b",
"d24eba34-12d6-4412-ab20-80fae618c264"

Example request:

POST
CURL:
curl
"http://localhost:81606/v1/browser_instances/create_bulk?workspaceld=
-1&desktopName=&keepAlive=true' \
--request POST \
--header 'Content-Type: application/json' \
--header 'Api-Token: YOUR_SECRET_TOKEN' \
--data '[
“uuid1"”,
"uuid2"”

] 1

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Post,
RequestUri = new Uri(
"http://localhost:8160/v1/browser_instances/create_bulk?workspaceld=
-1&desktopName=8&keepAlive=true"),

Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" 1},
}
Content = new StringContent("[\n " +

"\"uuid1\"," +
"\"uuid2\"," +
"\n]")



Headers =
{
ContentType = new
MediaTypeHeaderValue("application/json")

}

3

using (var response = await client.SendAsync(request))

{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:

http://localhost:8160/v1/browser_instances/create bulk?workspaceld=-
1&desktopName=&keepAlive=true

Data:

["uuid1", "uuid2"]

Main More Proxy

http://localhost:8led/vl/browser_ instances/create bulk?workspaceld=-l&
desktoplame=tkeepllive=trus

@
=

Referer
Encoding utf-8 -

Timeout 20

[} Data
[
"d5f3a440-d470£-421€-855b-54f108bc2508™,
"cS98b4Tb8-5c8e-4lel-becio-dSe01548840b"

Data type Other ~ | application/json

Load Content only -

[B] Put to variable
Response - TJ

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.


http://localhost:8160/v1/browser_instances/create_bulk?workspaceId=-1&desktopName=&keepAlive=true
http://localhost:8160/v1/browser_instances/create_bulk?workspaceId=-1&desktopName=&keepAlive=true

Main More Proxy

+ Redirect g
Use ariginal url

Headers:  User settings

Request User-Agent: [-Profile.Userkgent-}
headers: Api-Token: {-Variable.Token-}

+  Use Cookie Container

Response API:
Response Result Response
code
[
{
"profileld":
"123e4567-e89b-12d3-a456-426614174000" ,
200 OK Success "processld": 1,
"connectionString": null
}
]
}
Internal {
500 Error Server message”: null
Error }

Deleting browser instance

Description: This method deletes the existing browser instance associated with the

specified profile.

This operation permanently closes the browser instance and releases all associated

resources.

Request parameters:

Parameter Type Format

Default Description




profilelI | string uuid (required) The target browser instance 1D
d

workspac | integer int64 -1 Workspace identifier. -1 means the
eld default workspace.

Example request:

DELETE
CURL:
curl
"http://localhost:8160/v1/browser_instances/{profileld}?workspaceld=
-1\
--request DELETE \
--header 'Api-Token: YOUR_SECRET_TOKEN'
C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Delete,
RequestUri = new Uri(
"http://localhost:8160/v1/browser_instances/{profileld}?workspaceld=

-11"),
Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}.
i

using (var response = await client.SendAsync(request))

{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WritelLine(body);

Cube:
http://localhost:8160/v1/browser_instances/{profileId}?workspaceld=-
.



Main Mare Proxy

Delete -

http://localhost:8160/vl/browser_instances/d5f£3a440-d70£f-4216-8550b—54f£

'@'URL 108bc2508?workspaceId=-1

Referer

Encoding utf8 -
Timeout 20

[ Data

Data type urlencoded -
Load Content only -

[2]Put to variable
Response - @

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

v Redirect g

Use ariginal url

Headers:  User settings -
Request User-Agent: {[-Profile Userkgent-}
headers: Api-Token: {-Variable.Token-}

~  Use Cookie Container

Response API:

Response

code Result Response

200 OK Success




Internal {
500 Error Server message": null
Error }

Deleting browser instances (bulk)
Description: This method deletes multiple existing browser instances associated with the
specified profiles.
This operation permanently closes all specified browser instances and releases their
resources.

Request parameters:

Parameter Type Format Default Description
workspac [ integer int64 -1 Workspace identifier. -1 means
eld the default workspace.

body JSON-Array The array of profile UUIDs of

those browser instances which
should be deleted.

For example: [ "uuid1"”,
"uuid2"]

Note:
The list of browser instances to delete should be specified as the array in the request body
using the following format:

[
"884d8f8d-9a4e-4b1e-9dd3-a028d3ae419b",

"d24eba34-12d6-4412-ab20-80fae618c264"

Example request:

DELETE
CURL:
curl
"http://localhost:81606/v1/browser_instances/delete_bulk?workspaceld=
-1\

--request DELETE \

--header 'Content-Type: application/json' \



--header 'Api-Token: YOUR_SECRET_TOKEN' \
--data '[

"uuid1",

"uuid2”

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Delete,
RequestUri = new Uri(
"http://localhost:8160/v1/browser_instances/delete_bulk?workspaceld=

_-III)‘
Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}.

Content = new StringContent("[\n +
"\"uuid1\", " +
"\"uuid2\"," +
"\n]")
{
Headers =
{

ContentType = new
MediaTypeHeaderValue("application/json")

}

3

using (var response = await client.SendAsync(request))

{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WritelLine(body);

Cube:
http://localhost:8160/v1/browser_instances/delete_bulk?workspaceld=-
i

Data:



http://localhost:8160/v1/browser_instances/delete_bulk?workspaceId=-1
http://localhost:8160/v1/browser_instances/delete_bulk?workspaceId=-1

["uuid1", "uuid2"]

Main Mare Proxy

Delete -

http://localhost:51l€0/vl/browser_instances/delete_bulk?workspaceld=-1

i LURL

Referer

Encoding utf8 -
Timeout 20

[} Data
[ &
"oS8b4ThbE-5c8e—-4lel-boc2o-dSe01548840b",
"ac2b4Tb2-5c8e-4lel-bo2oc-dSe0ls482d419™,

1 =
Data type Other * | application/json
Load Content only -
Put to variable
Response - TJ
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main Maore Proxy

v Redirect g
Use ariginal url

Headers:  User settings -

Reguest User-Agent: {[-Profile Userkgent-}
headers: Api-Token: {-Variable.Token-}

+  Use Cookie Container

Response API:

Response

code Result Response

200 0K Success




500 Error

Internal
Server
Error

{
}

"message”: null




Thread Management

Getting execution threads

Description: This method retrieves the list of execution threads for the specified workspace.
Threads can be filtered by token or type, limited by number of results, and sorted optionally.

Request parameters:

Parameter Type Format Default Description
_ _ Workspace identifier. -1 means the
workspace | integer int64 -1 default workspace.
Id
start integer int32 0 Starting index for pagination.
total integer int32 1000 Maximum number of threads to
return.
(empty)
thread_to | string Filter by certain thread token
ken (optional).
_ (empty)
type string Filter by token type (Manual,
enum BrowserInstance) (optional).
_ (empty) _
sorting string Sorting parameters: CreatedAt,
ThreadToken, Type, Workspaceld
(optional).

Example request:

GET

CURL:
curl



"http://localhost:8160/v1/threads?workspaceld=&start=0&total=1000&th
read_token=&type=&sorting=" \
--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage
{

Method = HttpMethod.Get,

RequestUri = new Uri(
"http://localhost:8160/v1/threads?workspaceld=&start=0&total=1000&th
read_token=&type=&sorting="),

Headers =

{

{ "Api-Token", "YOUR_SECRET_TOKEN" },
}.
3
using (var response = await client.SendAsync(request))
{

response.EnsureSuccessStatusCode() ;

var body = await response.Content.ReadAsStringAsync();

Console.WritelLine(body) ;

Cube:
http://localhost:8160/v1/threads?workspaceld=&start=&total=&thread_t

oken=&=&sorting=

Main More Proxy
http://localhost:21le0/vl/threads?workspaceld=&start=0&total=1000&threa
-.\E.\- URL d_token=stype=&sorting=
Referer
Encoding utf-8 -
Timeout 20
Load Content only -

[3] Put to variable
Response - @


http://localhost:8160/v1/threads?workspaceId=&start=&total=&thread_token=&=&sorting=
http://localhost:8160/v1/threads?workspaceId=&start=&total=&thread_token=&=&sorting=

Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

+ Redirect

5

Use ariginal url

Headers: User settings
Request User-Agent: {-Profile. UserAgent-—}
headers: Api-Token: {-Variable.Token-}

v | Use Cookie Container

Response API:
Response Result Response
code
{
"totalCount": 1,
"items": |
{
"workspaceId": 1,
"threadToken": null,
200 OK Success "type": "Manual",
"createdAt":
"2025-07-25T09:34:29.768Z"
}
Internal {
500 Error Server ‘message”: null
Error )

Running thread

Description: This method runs a new execution thread.



Request parameters:

Parameter Type Format Default Description

Workspace identifier. -1 means the

workspac | integer int64 l default workspace.

eld

Example request:

POST

CURL:
curl
"http://localhost:8160/v1/threads/create?workspaceld=-1"' \
--request POST \
--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Post,
RequestUri = new Uri(
"http://localhost:8160/v1/threads/create?workspaceld=-1"),
Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}.
L
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode() ;
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:
http://localhost:8160/v1/threads/create?workspaceld=-1



Main Mare Proxy

http://localhost:2leld/vl/threads/create?workspaceId=-1
v URL

Referer
Encoding utf-8

Timeout 20

[[}) Data

Data type urlencoded -

Load Content only
Put to variable
Response
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

v Redirect g
Use ariginal url
Headers:  User settings

Request User-Agent: {[-Profile Userkgent-}
headers: Api-Token: {-Variable.Token-}

@

~  Use Cookie Container

Response API:
Response Result Response
code
{
260 OK Success "workspaceId": 1,




"threadloken™: null,
"type": "Manual",

"createdAt":
"2025-07-25T09:34:29.768Z"
}
Internal {
500 Error Server ‘message”: null
Error }

Running multiple threads

Description: This method can be used to start execution threads in bulk.

Request parameters:

Parameter Type Format Default Description

count integer int32 Number of threads to run.

_ _ Workspace identifier. -1 means
workspac | integer int64 -1 the default workspace.
eld

Note:
The number of threads to run should be specified as a path parameter in the URL.

Example request:

POST

CURL:
curl
"http://localhost:8160/v1/threads/create_bulk?count=5&workspacelId=-1
A\

--request POST \

--header 'Api-Token: YOUR_SECRET_TOKEN'



C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Post,
RequestUri = new Uri("
http://localhost:8160/v1/threads/create_bulk?count=5&workspaceId=-1"
)

Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}.
i
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode() ;
var body = await response.Content.ReadAsStringAsync();
Console.WriteLine(body);

Cube:
http://localhost:8160/v1/threads/create_bulk?count=5&workspaceId=-1



Main Mare Proxy

http://localhost:21lel/vl/threads/create_bulk?count=5&workspaceld=-1

)

£
»
2
=
a
=

€

Referer
Encoding utf-8

Timeout 20

[[7 Data

Data type urlencoded -
Load Cantent only

[2 Put to variable

Respanse -

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

+ Redirect g

Use ariginal url

Headers:  User settings -

Request User—Agent: {-Profile.UserAgent-—}
headers: Api-Token: {-Variable.Token-}

+  Use Cookie Container

Response API:

Response

code Result Response

200 0K Success {




"workspaceld™: T,
"threadToken": null,
"type": "Manual",
"createdAt":
"2025-07-25T09:34:29.768Z"
}
]
Internal {
500 Error Server ‘message”: null
Error }

Updating execution thread

Description: This method is used to continue work of the execution thread associated with
the thread token.

Request parameters:

Parameter Type Format Default Description
(required)

threadTo | string Unique identifier of the execution

ken thread to continue.

Workspace identifier. -1 means the

workspac | integer int64 -1 default workspace.

eld

Note:
The ID of the updated thread should be specified inside curly braces {} in the URL path.

Example request:

CURL:
curl
"http://localhost:8160/v1/threads/use/{threadToken}?workspaceId=-1"'
\

--request PUT \



--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Put,
RequestUri = new Uri(
"http://localhost:8160/v1/threads/use/{threadToken}?workspaceId=-1")

!’

Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}.
¥
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode() ;
var body = await response.Content.ReadAsStringAsync();
Console.WritelLine(body);

Cube:
http://localhost:8160/v1/threads/use/{threadToken}?workspaceld=-1



Main More Proxy

Put

http://localhost:8le0/vl/threads/use/eyIhbEci0iJIUzIINLiISInRScCIEIk 4

b
=

pHVCIS eyJodHRwOiSve2NoZWlheyS4bWxsb i FwlmSyZya3oy8yMDRI LRI L21kZIW

S0a¥ROLINSYTHltocySulWllaWRlbnRpZml leileImTI 3YJEIZTZJLWISHGYtNGZi0S1l «

Referer
Encoding utf-8

Timeout 30

[} pata

Data type urlencoded

Load Content only
[l Put to variable
Response
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

~ Redirect g
Use ariginal url
Headers: User settings

Reguest User-Rgent:
headers: Api-Token:

@

v | Use Cookie Container

Response API:

{-Profile UserhAgent-—}
{-Variable .Token-}

Response

code Result

Response

200 0K Success




500 Error

Internal
Server
Error

{
}

"message”: null

Updating multiple threads

Description: This method is used to update the specified execution threads allowing them
to continue working. The threadTokens parameter should contain the array of valid tokens
with existing workspace ID’s.

Request parameters:

Parameter Type Format Default Description
_ _ Workspace identifier. -1 means
workspac | integer int64 -1 the default workspace.
eld
JSON-Arra
body y The array of thread tokens to
update execution threads.
Cannot be null or empty.
Example: [ "uuid1",
"uuid2"]
Note:

The list of threads to update should be specified as the array in the request body using the
following format:

[

"threadToken1",

"threadToken2"

Example request:




CURL:
curl
"http://localhost:8160/v1/threads/use_bulk?workspaceId=-1" \
--request PUT \
--header 'Content-Type: application/json' \
--header 'Api-Token: YOUR_SECRET_TOKEN' \
--data '|
"threadToken1",
"threadToken2"

] 1

C#:
using System.Net.Http.Headers;
var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Put,
RequestUri = new Uri(
"http://localhost:8160/v1/threads/use_bulk?workspaceIld=-1"),

Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}
Content = new StringContent("[\n " +

"\"threadToken1\"," +
"\"threadToken2\"," +
"\n]")

Headers =
{
ContentType = new
MediaTypeHeaderValue("application/json")
}

¥
using (var response = await client.SendAsync(request))
{

response.EnsureSuccessStatusCode() ;
var body = await response.Content.ReadAsStringAsync();
Console.WritelLine(body);



Cube:
http://localhost:8160/v1/threads/use_bulk?workspaceld=-1
Data:

["threadToken1", "threadToken2"]

Mairn Maore Proxy

Put

http://localhost:31e0/vl/threads/use bulk?workspaceld=-1

)
5

Referer
Encoding utf-8

Timeout 20

[[7 Data

[

"eyJhbEcifi JIU=zIINIiIsInRScCIe IkpEVCTS ey JodHRWD1 BveZNoZWlheyS4bWxzb2 FwlmSyZya
ScydyMDAI LRl L2l kZWS 0aX¥RELENSYWltoySuYWllaWR1bnRpEZml 1ciTeImT 3YJESZTZJ LW ISHG
YtNEZi051hM=Nj LW ZNFjOWMENDdiZ S IsImh0dHRE Ly S =Y 2 h IEWF = lnht bHNwYHBub3 InL3d=L

Data type Other v | application/json
Load Content only
[B]Put to variable
Response -
Additionally:

User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.

Main More Proxy

~ Redirect g

Use ariginal url

Headers: User settings -

Request User-Agent: {[-Profile. UserAgent-}
headers: Api-Token: {-Variable.Token-}

v | Use Cookie Container

Response API:

Response Result Response




code

200 0K Success
Internal {
500 Error Server message": null
Error }

Deleting execution thread

Description: This method can be used to delete an existing execution thread.

Request parameters:

Parameter Type Format Default Description
(required)

threadTok | string Target thread token (required).

en

. . Workspace identifier. -1
workspace | integer int64 -1 means the default workspace.
Id

Note:
The ID of the thread to delete should be specified inside curly braces {} in the URL path.

Example request:

DELETE

CURL:
curl
"http://localhost:8160/v1/threads/{threadToken}?workspaceld=-1" \
--request DELETE \
--header 'Api-Token: YOUR_SECRET_TOKEN'

C#:
using System.Net.Http.Headers;



var client = new HttpClient();
var request = new HttpRequestMessage
{
Method = HttpMethod.Delete,
RequestUri = new Uri(
"http://localhost:8160/v1/threads/{threadToken}?workspaceld=-1"),
Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" },
}
s
using (var response = await client.SendAsync(request))
{
response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WritelLine(body);

Cube:
http://localhost:8160/v1/threads/{threadToken}?workspaceId=-1

Main Mare Proxy

Delete v

http://localhost:8lel/ /vl /threads /ey JhbGciCiJIUzsI1lNiIsInBScCIcIkpEVC 4
ﬁw',':.'} URL J5% _eyJodHEwDi8veZNoZWlhey54bixesb2 PwlmSyZyS3cy8yMDAI LA L21 kZWS 02X
BSL2NsYWltoySu¥WllaWRlbnBpZimllciI€ImI3YJEZZTZjLWIAMEYtNGZi051hNesN

Referer
Encoding utf-a -

Timeout 20

[} Data

Data type urlencoded -
Load Content only -

[Bl Put to variable
Response - @

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.



Main

Headers:

Request
headers:

More Proxy

+ Redirect g

Use ariginal url

User settings

@

+  Use Cookie Container

User-Lgent:

{—Profile.Usechgent-}
Lpi-Token: [{-Variable.Token-}

Response API:
Reiggzse Result Response
200 OK Success
Internal {
500 Error Server message”: null
Error }

Request parameters:

Deleting multiple threads

Description: This method deletes multiple execution threads.

Parameter Type Format Default Description
_ _ Workspace identifier. -1 means
workspac | integer int64 -1 the default workspace.
eld
JSON-Arra Target execution thread tokens
body y
Example: [ "uuid1",
"uuid2"]




Note:

The list of threads to delete should be specified as the array in the request body using the
following format:
[

"threadToken1",
"threadToken2"

Example request:

DELETE

CURL:
curl
"http://localhost:8160/v1/threads/delete_bulk?workspaceId=-1" \
--request DELETE \
--header 'Content-Type: application/json' \
--header 'Api-Token: YOUR_SECRET_TOKEN' \
--data '|
"threadToken1",
"threadToken2"

k

C#:

using System.Net.Http.Headers;

var client = new HttpClient();

var request = new HttpRequestMessage

{

Method = HttpMethod.Delete,

RequestUri = new Uri(
"http://localhost:8160/v1/threads/delete_bulk?workspaceld=-1"),

Headers =
{
{ "Api-Token", "YOUR_SECRET_TOKEN" 1},
}
Content = new StringContent("[\n " +

"\"threadToken1\"," +
"\"threadToken2\"," +
"\n]")

{

Headers =



ContentType = new
MediaTypeHeaderValue("application/json")

}

¥
using (var response = await client.SendAsync(request))

{

response.EnsureSuccessStatusCode();
var body = await response.Content.ReadAsStringAsync();
Console.WritelLine(body);

Cube:
http://localhost:8160/v1/threads/delete_bulk?workspaceld=-1
Body:

["threadToken1", "threadToken2"]

Mairi More Proxy

Delete

http://localhost:281le0/vl/threads/delete_bulk?workspaceld=-1
i LRL

Referer
Encoding utf-8

Timeout 20

[[7 Data

[

"eyJhbEci0iJIUsIINiIsInRScCIe I kpiViTS ey JodHRWwDiSwvelNoZWlhey54bWxesbi Fwlma vy
3cySyMDRAILzA1L21 kZWS 0aXRESL2NsYWltocySuYW11aWR1bnRpEmlleciT6ImTI3YJEZZTZILWI 3ME
YeNEZi051hN=NiLWN ) ZWFJOWMaNDdiZSIsImh0dHAE Ly S =Y 2hl1 bWz Lnh t bHNwY X Aubk3 Inl3d=L

Data type Other ~ | |application/json

Load Cantent only

[Tl Put to variable

Response -

Additionally:
User-Agent: {-Profile.UserAgent-}
Api-Token: Token from UserArea2.



Main

More Proxy

+ Redirect g

Use ariginal url

Headers:  User settings
Request User-Rgent:
headers: Api-Token:

+  Use Cookie Container

{—Profile.Usechgent-}
{-Variabkle . Token-}

Response API:
Regsgzse Result Response
200 OK Success
Internal {
500 Error Server message”: null
Error }
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