3aganne: NoCcTPpOoUTH (POPMATIBLHYIO MOJIEJIb MPOTOK0JIA KOHCeHcyca IBFT
(Istanbul Byzantine Fault Tolerant) u npoBeputsh eé meTogom Model
Checking

Anroputm IBET Broxnosnen anroputmom PBFT u taxoke pemraet npoGiemMy A0CTHKEHHS

KOHCEHCYCa B PACIPEAEICHHBIX CUCTEMAX, KOT/Ia BCE KOPPEKTHBIE Y3JIbl JOJDKHBI IPUHATH
peIIeHre 0 HEKOTOPOM 00IIeM TpeiaracMOM 3HAUCHHUH.
Cchuika Ha OPUTHHAIBHYIO CTaThIO: https://arxiv.org/abs/2002.03613

[IceBnokon anropurma:

Algorithm 1 IBFT pseudocode for process p;: constants, state variables,
and ancillary procedures

1. constants:

2: i - The identifier of the process
3: state variables:

4: A > The identifier of the consensus instance
5: T > The current round
G: pr; > The round at which the process has prepared
T pU; > The value for which the process has prepared
8: inputValue; > The value passed as input to this instance
9: timer:
10: timer;

11: procedure START(A, value)
122 A A

13: i+ 1

14: pr; +— L

15: pu; — L

16: nputValue; < value

17: if LEADER(h;, ;) = p; then

18: broadcast (PRE-PREPARE, \;, r;, tnputValue;) message
19: set timer; to running and expire after £(r;)

Algorithm 2 IBFT pseudocode for process p;: normal case operation

1: upon receiving a valid (PRE-PREPARE, )\;, r;, value) message m from LEADER(A;,
round) such that JUSTIFYPREPREPARE(m) do

2: set timer; to running and expire after ¢(r;)

3: broadcast (PREPARE, A;, r;, value)

4: upon receiving a quorum of valid (PREPARE, \;, r;, value) messages do
) pri 1y

6: pu;  value

7 broadeast (COMMIT, X;, r;, value)

8: upon receiving a quorum Q.ommit of valid (CDMMIT. Ai, round, value) messages do
9: set timer; to stopped
10: DECIDE(A;, value, Qeommit)



https://github.com/ethereum/EIPs/issues/650
https://arxiv.org/abs/2002.03613

Algorithm 3 IBFT pseudocode for process p;: round changes

1: upon timer; is expired do

2 i 11

3: set timer; to running and expire after ¢(r;)
4 broadcast (ROUND-CHANGE, A;, r;, pry, pu;)

w

upon receiving a set .. of f + 1 valid (ROUND-CHANGE, A;, r;, —, —) messages such
that V(ROUND-CHANGE, Ay, 75, —, —) € Fre 17 > 1; do
let (ROUND-CHANGE, h;, min, —. —) € Fy. such that:
V(ROUND-CHANGE, \;, 7j, —, ) € Fye i Typin <75
i 4= Tmin
set timer; to running and expire after ¢(r;)
broadcast (ROUND-CHANGE, \;, r;, pri, pu;)

e e

11: upon receiving a quorum Q.. of valid (ROUND-CHANGE, X;, r;, _, _) messages such
that LEADER(A;, 7;) = p; A JUSTIFYROUNDCHANGE(Q,..) do
12: if HIGHESTPREPARED(Q,..) # L then

13: let v such that (_,v) = HIGHESTPREPARED(Q,..))
14: else
15: let v such that v = inputValue;

16: broadcast (PRE-PREPARE, A;, ;. v)

> We can omit this if we assume some mechanism external to the consensus algorithm that ensures
synchronization of decided values.

17: upon receiving a valid (ROUND-CHANGE, X;, _, _, _) message from p; A p; has decided
by calling DECIDE(Ai,— , Qeommit) do

18: send Qeommat Lo process p;

Algorithm 4 IBFT pseudocode for process p;: message justification

1: predicate JUSTIFYROUNDCHANGE(Q,.)
2: return
V{RDUND-CHANGE, A;, 15, prj, pv;) € Qpeipr; = L Apy; =L
V received a quorum of valid (PREPARE, A,, pr, pv) messages such that:
(pr,pv) = HIGHESTPREPARED (@)

3: predicate JUSTIFYPREPREPARE((PRE-PREPARE, \;, round, value))
4: return
round =1
V received a quorum Q,.. of valid (ROUND-CHANGE, A;, round, pr;, pv;) messages
such that:
V{ROUND-CHANGE, \;, round, pr;, pv;) € Q.. :pr; = LApr; =1
V received a quorum of valid (PREPARE, A;, pr, value) messages such that:
(pr,value) = HIGHESTPREPARED(Q,..)

> Helper function that returns a tuple (pr, pv) where pr and puv are, respectively, the prepared round
and the prepared value of the ROUND-CHANGE message in Q. with the highest prepared round
5: function HIGHESTPREPARED(Q;.)
6: return (pr, pv) such that:
J(ROUND-CHANGE, \;, round, pr, pv) € Q¢ :
V{ROUND-CHANGE, \;, round, pr;, pv;) € Q.. :pr; = LV pr > pr;




3a/iada 3aKJI04aeTcs B MOCTPOCHUU (HOpMaIbHON MOJIENIN alropuTMa (pearnoYyTUTENFHO Ha
TLA+) u ganeHeiimei nposepke moaenu (model checking) B mo60it yno6HOM HHCTpYMEHTE
(npennouturensHo TLC).

Jlj1a MoJienu anropuTMa KOHCEHCYca He0OXOMMO ITPOBEPUTH 3 OCHOBHBIX CBOMCTBA:

1. CoracoBaHHOCTb: BCe KOPPEKTHO padoTaroume y3Jbl IPUHUMAKT OUHAKOBOE
3HaAYeHmue.

2. KoppeKkTHOCTh: NpUHATOE 3HAYCHHE OBLI0 MPEAI0KEeHO OTHUM M3 MMEIOIINXCH
y3JI0B.

3. 33BepHIaeMOCTI>: BCE€ KOPPEKTHO paﬁoTaloume Y3JIbl JOCTUTAKOT onpeueﬂé}moro
3HAYCHMUA.



