3a ga ce 0TBOpYM case KbM CbMNopTa Ha MeTa, ce JOCTbMNBa akayHTa 3a peknamu -> Billing &

payments -> Payment settings

v [ siling & payments X € Facebook X | @ DeeplTranslate:T X | & Personal Cloud Stc X

x | B METACASE-Goo: X | + - [} X

<« c 25 business.facebook.com/billing_hub/payment_activity?asset_id=510597429654329&business_id=&placement=ads_manager&date=1716422400_1718841600 Reg Q :

3 Activewoman.bg
0Q Meta
Ads Manager

Payment activit:
Martina Gavrailova v Y Y

. A Account disabled
Account Overview

Martina Gavrailova (510597429654329) w

We noticed some unusual activity, so we've disabled your ad account. Verify your account to run ads again.

G )
B Campaigns Contact support
[&) Ads Reporting

&% Audiences

Ad accounts WhatsApp Business accounts
E5 Billing & payments
- Ad account
Advertising settings < .
® 9 9 Martina Gavrailova (510597429654329)
— Alltools
Transactions w Q Search by transaction ID.
? Help

™~ & A Q&

https://business.facebook.com/billing_hub/payment_activity/?asset_id=5105974296543298business_id=&placement=ads_manager

S8 O Type here to search " e @ 6 E @

What to do if your payment fails
Billing & payments
Payment settings

49 Payment settings

—'V\- Payment activity A Account disabled

Current balance @

$41.05

b @ May 23,2024 - Jun 19,2024 w»

Download w u
(%]

= 7:51 AM
, 23°C suny A~ @ E 7 9% ENG S %

Martina Gavrailova (510597429¢

Payment history

‘We noticed some unusual activity, so we've disabled your ad account. Verify your account to

run ads again.

Contact support

Current balance

$41.05 ...

ent due at this time.

How you'll pay
n MasterCard - 4443

Manko no-Hagony B cTpaHuuara ce usbupa: let us know

& Download last receipt

Help center

2% Troubleshoot Billing and payments
& How ads billing works

(S What to do if your payment fails

( Open Help Center



(6] 25 business.facebook.com/business/help/268196136699959 hx¢

3 Activewoman.bg

0Q Meta Get started Advertise Learn Support Q @ i m

Business Help Center @ Get sup|

e Decreasing your payment threshold to match your credit card limit. Some credit ¥ Help chosen for you

cards have limits for the maximum amount that can be charged in a single About Meta Business Support

transaction. Home ->
Business Help Center

¢ Adding a backup payment method on your account.

¢ Checking the expiration dates on your credit or debit cards to make sure they How to fix a disabled ad
account due to failed payment

y ->
issues on Meta

aren't expiring for your future charges.

Business Help Center

Once your balance is paid, we resume any active or scheduled ads. We attempt to make

up any lost time to meet the original campaign dates and budgets you've set.
Troubleshoot arestricted

Need more help? account

Business Help Center

If you continue to experience failed payment method issues, pleasd

M3bupa ce akayHTa 3a peknamu, eauH nbT 7031 Ha CnekTa u cref ToBa CTbIkMTe TpsibBa Aa
ce NoBTOPSIT 3a akayHTa Ha LLlonayTo.
< > C 25 business.facebook.com/billing_hub/payment_settings/?wizard_name=PAYMENT_SUPPORT&support_state=ad_account_menu_state&asset_id=7432894470173374 Y o

3 Activewoman.bg

Ads Payment Support X

Select the ad account you need help with

Martina Gavrailova >
Ad account ID: 7432894470173374

Green Rent A Car S
Ad account ID: 2433343663440305

Martina Gavrailova %
Ad account ID: 510597429654329



« Ads Payment Support

What do you need help with?

A payment
My payment threshold

My payment method

&« Ads Payment Support

Get help with a payment

| need help with a failed payment

Why was | charged?

How do | download a receipt?

| need to edit information on a receipt

| need help making a payment

| want to report an unauthorized payment
| want to request a refund

None of the above



usiness.tacenook.comy/bIlliNg_nup/payment_settungs/ fWizard_name=FAYIVIEN | _SUFFURI &SUpPOrT_state=ad_account_menu_statextasset_Ia= /4328

How to report an unauthorized payment

If you don't recognize activity on your advertising account, try to
learn more about the charges and the possible causes. Here are a
few steps:

1 View your Payment Activity in the Billing section.

2 Review the Billing Reason listed on each payment receipt to
find out if you were charged because you reached your
payment threshold or monthly bill date.

3 Check your daily budget or lifetime budget to verify if you set a
daily budget but meant to set a lifetime budget (or the other
way around), since you may be billed differently than expected
in either scenario.

4 Check for other spenders on your account if you share your
payment method or ad account with others as it's likely that
another person has run separate ads using your payment
method or ad account.

If you think your personal Facebook account may be hacked,
learn how to secure your account.

Learn more about unrecognized ad account activity

Report unauthorized payment



&« Ads Payment Support X

Report an unauthorized payment

To report an unauthorized payment, please provide some
information that can help with our investigation.

Were these charges made on your advertising account?

Select an option
Yes, these charges are on my ad account but | do not reco...

What type of payment method was used?
Payment method type ‘/ -
Direct debit

PayPal email address

If the charges in question were on a PayPal account, please enter the
email address associated with your PayPal account.

Email ><

Date and amount
Enter the date and amount of each charge you're reporting. If applicable,

eanr tha niirrhaca ranfirmatinn rada fanind Aan vninir hank etatamant Tha

Tyk ce cnara HoMepa Ha dakTypaTta KosiTo TpsibBa a ce Bb3CTaHOBM M TEKCTa C NoApOGHO
obsiCHeHVe Ha cuTyauuaTa:

Dear Sir/Madam,

| am writing to you regarding a hacker attack on the Facebook account of our employee,
Martina Gavrailova.

On the night of June 17th to 18th, 2024, a hacker accessed Martina Gavrailova's account
from a desktop computer located in the USA. Please note that we are based in Bulgaria and
have no history of accessing our accounts from other countries.

The hacker managed to access the ads account and gain administrative rights. | am sending
you photographic evidence to support this claim. Subsequently, the hacker launched ads for
shoes and spent hundreds of dollars from our account. We do not sell shoes; we represent
the Toyota brand.



Please review this case carefully and take the necessary actions to refund the amounts for
the invoices issued for the ads launched by the hacker. We feel that our personal data and

business are at risk.

We look forward to your prompt response and thank you in advance for your assistance.

Sincerely,

Vladimir Nikolov

HOoMepa Ha dakTypuTe ce Hammnpa Tyk Ha Billing & payments -> Payment activity

Transaction ID Date @

TSz seeeen 019202
Tesozsnnersaan; 19202
Tesozaogsrsaey: 019202

Amount @ :;yt:l:;t (i ] Payment status ?‘:)AT oice [ ] :ctiu
$36.31 [ o [T )S
$70.00 [ o [ s
$70.00 n gﬁg;gj‘c& ‘ Refunded &

[ o |

Cnieq kaTo ce nonbnHM MHpopmaumsaTa BbB hopmara -> Submit n gupekTHo ce n3bupa ->
Support message. Manko no-Hagony nma MACTO 3a KayBaHe Ha ¢halinose:

< Cc 2% facebook.com/support/?item_id=7900523476653605&shimmed _in_item=18&notif id=1718723798711019&notif t=scase response&ref=notif

[0 Activewomanbg

ﬁ Q, Search Facebook

Support Inbox o)

Welcome!

The Support Inbox is your place to get updates
about things that you've reported, check and reply
to messages from the Help Team, and see
important messages about your account.

Help Center
Q, Search Help Center

@ Safety Center

Policies, tools and resources to help you stay
safe.

e Bullying Prevention Hub

Tools and tips for teens, parents and educators

@ Safety Check

Cannact with friande and lnuad anac dirina 2

& ® 2 HH

apologize for any inconvenience this has caused.

Thanks,

>On Tue Jun 18, 2024 07:39:49, Martina Gavrailova wrote:
>Please reimburse me. For my small business this is a lot of money. It's not

normal for someone to steal my personal data so easily through your platform.
>

Your reply

Write your reply here...

Yesterday at 5:39PM
You replied

Please reimburse me. For my small business this is a lot of money. It's not

KayBaT ce Te3n CHMMKK C AoKa3aTesricTBa 3a n3mama.



People

These are people with access to the [lamcku CnopTtHu Exunu business portfolio. Add, remove, or edit people's access here.

Q_ Search by name or ID or email 25 Filters 8 Export w
e Martina Gavrailova 1 januarybuen@gmail.com
@1 Full control: Eve_ryihing ) ) Assign assets e X
B\ Marting G i & Added by: Martina Joined Business: Jun 18,
@- artina Gavrailova Caitallava 2024
y . Summary
@1. Martina Gavrailova 1
Assigned assets Assign assets

Here are the assets Martina Gavrailova 1 can access.



1210u. 2 @ & e % all 35% 8

&~

Martina Gavrailova * Facebook

[leiiHOCT, CBbp3aHa C
B/IN3aHe Ha aKayHTa

B MOMeHTa CTe BNie3Nn Ha Te3n YCTPOUCTBA:

Logins on other devices

(A

(=2

Samsung Galaxy S23
Burgas, Bulgaria - Buepa B 9:36

HacTtoneH komnioTbp ¢ Windows
Burgas, Bulgaria « [1Hec B 1:30

HacTtoneH koMnioTbp ¢ Windows
Farmer, OH, United States * [lHec
B 0:01




c 25 adsmanager.facebook.com/adsmanager/manage/ads/edit?act=5105974296543298selected_ad_ids=120211762890340506&breakdown_regrouping... 0¥ ¥r R g

vewoman.bg

88 My6nukaums 8 Inst @ Ny6nukaumn s Instagram: Kora ® Active .

Q, search
& Edit  ® Review

D NyBnukaums ...
Use a catalog to automatically advertise relevant
4 products or services to people based on their unique

oo . .
60 Mybnukay.. interests, intent and actions. Learn more @ rdpreview «" Advanced preview (5

B nyGnuk.. e &0 O 0 =] o

Get started Remind me later

) Facebook Feed

Creative source #aVacy aspactratic
Choose how you'd like to provide the media for your ad
@_ Cresra Ayro ToyotaByprac 3¢ 3 @_ Cnexa Ayro Toyoia Byprac 3¢
® Manual upload ) Comiortable, bresthable mesh slide sandals Comortabla, breathable mesh slide sandals
Manually upload images or videos. for women for women!

4 Posture comection, hammer ioe _Ses

5 Posture correction, hammer toe

g #

Format
Choose how you'd like to structure your ad.

By clicking "Publish;” you agree to Facebook’s Terms and Advertising Guidelines.

Close

Ot meTa Wwe BbpHAT OTrOBOp 40 2 - 3 Yaca Ha menna. Tpabea ga ogobpat
Bb3CTAHOBSIBAHETO Ha dakTypuTte ctatyca um B Billing & payments -> Payment activity
TpsibBa ga ce npomeHun ot Tax Ha Refunded. Crnieq koeTo Ao 2 gHu TpsibBa Aa BbpHaT
cymara no kapTtara.



