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Overview 
This document proposes a solution to check if the required environment variables are 
configured during the deployment Github Action workflow run and fail the CD pipeline workflow 
when they are missing. ​
The current configuration in Github Actions of both staging (Register and deploy Slash 
Commands) and production (Register and deploy Slash Commands) environments does not fail 
when the required environment variables are missing. 
 

Current Behavior 
●​ Currently all the environment variables are being configured per environment (i.e. 

staging, production, etc) as environment secrets, which are injected as environment 
variables in each job  

●​ Even when some of the environment variables are missing, the Github Action finishes 
the deployment successfully, but the logs contain errors related to the missing 
environment variables.​
​
Sample run (tested on a forked repo in my github account on the test-main branch):  
​
Sample Github Action run in staging on forked repo​
​
The above link points to a Github Action workflow which finished successfully when 
some of the env var were missing​
​
​

​
​
​
 

https://github.com/Real-Dev-Squad/discord-slash-commands/actions/workflows/register-commands-staging.yaml
https://github.com/Real-Dev-Squad/discord-slash-commands/actions/workflows/register-commands-staging.yaml
https://github.com/Real-Dev-Squad/discord-slash-commands/actions/workflows/register-commands-production.yaml
https://github.com/Saitharun279/discord-slash-commands/actions/runs/11297700312


●​ But upon checking the logs in Register-Commands, there is an error related to the 
missing BOT TOKEN which is passed as DISCORD_TOKEN environment variable​

 
●​ Below are the only environment secrets configured for staging environment during the 

above Github Action run. (BOT TOKEN, i.e. DISCORD_TOKEN is missing.)

 

 

Expected Behavior 
●​ The CD pipeline should check if all the required environment variables are configured. 

And it should fail when any of them are missing. 

 

Goals  
●​ Add one more job to the Register and deploy Slash Commands Github Action in 

sequence before the jobs Register-Commands and Deploy-to-Cloudflare 
●​ This job should run at the beginning of the Github Action before all other jobs in 

sequence to check if the required environment variables are configured and fail the 
workflow when they are not. 

 
 



​ Solution 
POC: POC implementation in forked repo 
 
Add one more job: 
 

●​ Adding one more job (called env-var-check1 in POC ) to the existing Github Action which 
runs first in sequence before Register-Commands and Deploy-to-Cloudflare. This job 
should check the environment variables. 

●​ It fails the workflow in case they are missing. 
●​ If all the required environment variables are present, then the other jobs would execute. 

 
Below picture ( from POC )  shows the workflow graph, failed job when env var are missing 
 
The suitable name for the job can be: Environment-Variable-Check instead of env-var-check1 
which was used for testing multiple such approaches. 
 

 
 
The Environment-Variable-Check job configuration: 
 

●​ The Environment-Variable-Check runs a bash script (called validator.sh in POC) 
with all the required environment variables of the entire workflow injected. 

●​ The bash script reads the names of all the environment variables for the entire 
workflow from a file (called env-vars.txt in POC) 

●​ Iterates through each of them and checks if they are empty. 
●​ It exits with code 1, if any of the environment variables is empty. ​

 

https://github.com/Saitharun279/discord-slash-commands/actions/runs/11297700320
https://github.com/Saitharun279/discord-slash-commands/blob/07abfe2e58df3a5c1a61ce964f5ca6fd2d9f7352/.github/workflows/register-commands-env-var-check1.yaml#L6
https://github.com/Saitharun279/discord-slash-commands/blob/test-main/validator.sh
https://github.com/Saitharun279/discord-slash-commands/blob/test-main/env-vars.txt


 

Adding one more job at the beginning of the workflow which needs to be finished successfully 
before the execution of the other jobs in sequence. ​
This way all the required environment variables can be checked only once at the beginning. 

As per the current POC implementation, the file which contains the names of the environment 
variables has been hard coded in the bash script for now,  since currently all the environment 
variables names are the same in both staging and production environments.​
In the future if they require different variables, 2 different files can be created to store variable 
names per environment. And the file name can be passed as input to the bash script while 
running the bash script in the respective environment’s Github Action. 

 

Conclusion 

●​ To check if required environment variables are present, a new job can be added at the 
beginning of the workflow. This new job runs a bash script which reads the environment 
variables from a file. Iterates and checks if each environment variable is set. Raises an 
error & exits execution otherwise. 
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