
Rekall Corp​ ​ Penetration Test Report 

 

    Cybersecurity 
Penetration Test Report 

 
 
 
 
 
 
 
 
 
 

Rekall Corporation 

Penetration Test Report 

 
 

Aaron Feldman Penetration Testing, LLC 
 
 
 
 
 
 

 

  © 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.​ ​ ​ ​ ​ ​ ​                    1 



Rekall Corp​ ​ Penetration Test Report 

Confidentiality Statement 
 
This document contains confidential and privileged information from Rekall Inc. (henceforth known 
as Rekall). The information contained in this document is confidential and may constitute inside or 
non-public information under international, federal, or state laws. Unauthorized forwarding, printing, 
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are 
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or 
its parts is prohibited. 
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Introduction 
 
In accordance with Rekall policies, our organization conducts external and internal penetration tests 
of its networks and systems throughout the year. The purpose of this engagement was to assess the 
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted 
testing methodology and best practices. 
 
For the testing, we focused on the following: 
 

●​ Attempting to determine what system-level vulnerabilities could be discovered and exploited 
with no prior knowledge of the environment or notification to administrators. 

●​ Attempting to exploit vulnerabilities found and access confidential information that may be 
stored on systems. 

●​ Documenting and reporting on all findings. 
 
All tests took into consideration the actual business processes implemented by the systems and 
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual 
exposure levels to online hackers. This document contains the results of that assessment. 
 
Assessment Objective 
 
The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s 
web applications, networks, and systems. This assessment was conducted to identify exploitable 
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to 
provide a greater level of security for the environment. 
 
We used our proven vulnerability testing methodology to assess all relevant web applications, 
networks, and systems in scope.  
 
Rekall has outlined the following objectives: 
 

Table 1: Defined Objectives 
 

Objective 
Find and exfiltrate any sensitive information within the domain. 

Escalate privileges. 

Compromise several machines. 
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Penetration Testing Methodology 
 
Reconnaissance 
  
We begin assessments by checking for any passive (open source) data that may assist the 
assessors with their tasks. If internal, the assessment team will perform active recon using tools 
such as Nmap. 
 
Identification of Vulnerabilities and Services 
 
We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain perspective 
of the network security from a hacker’s point of view. These methods provide Rekall with an 
understanding of the risks that threaten its information, and also the strengths and weaknesses of 
the current controls protecting those systems. The results were achieved by mapping the network 
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities, 
attempting to discover unexpected hosts within the environment, and eliminating false positives that 
might have arisen from scanning.  
 
Vulnerability Exploitation 
 
Our normal process is to both manually test each identified vulnerability and use automated tools to 
exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us 
unauthorized access to the system or the sensitive data.  
 
Reporting 
 
Once exploitation is completed and the assessors have completed their objectives, or have done 
everything possible within the allotted time, the assessment team writes the report, which is the final 
deliverable to the customer. 
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Scope 
 
Prior to any assessment activities, Rekall and the assessment team will identify targeted systems 
with a defined range or list of network IP addresses. The assessment team will work directly with the 
Rekall POC to determine which network ranges are in-scope for the scheduled assessment.  
 
It is Rekall’s responsibility to ensure that IP addresses identified as in-scope are actually controlled 
by Rekall and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization). 
In-scope and excluded IP addresses and ranges are listed below.  
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Executive Summary of Findings 
 
Grading Methodology 
 
Each finding was classified according to its severity, reflecting the risk each such vulnerability may 
pose to the business processes implemented by the application, based on the following criteria: 
 
Critical:​  Immediate threat to key business processes. 
High:​ ​  Indirect threat to key business processes/threat to secondary business processes. 
Medium:​  Indirect or partial threat to business processes.  
Low:​ ​  No direct threat exists; vulnerability may be leveraged with other vulnerabilities. 
Informational:    No threat; however, it is data that may be used in a future attack. 
 
As the following grid shows, each threat is assessed in terms of both its potential impact on the 
business and the likelihood of exploitation: 
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Summary of Strengths 
 
While the assessment team was successful in finding several vulnerabilities, the team also 
recognized several strengths within Rekall’s environment. These positives highlight the effective 
countermeasures and defenses that successfully prevented, detected, or denied an attack technique 
or tactic from occurring.  
 

●​ Rekall was proactive in seeking out help to mitigate the effects of its network 
●​ Rekall executives were responsive to the penetration testing team’s suggestions 

 
 
 
Summary of Weaknesses 
 
We successfully found multiple critical vulnerabilities that should be immediately addressed in order 
to prevent an adversary from compromising the network. Other less critical vulnerabilities also need 
addressing. These findings are not specific to a software version but are more general and systemic 
vulnerabilities. 
 

●​ Significant security issues were found with regard to Rekall’s web page, as well as its Linux 
and Windows operated systems. 
 
 

●​ Web page weaknesses 
▪​ Interactive webpage susceptible to Cross Site Scripting (XSS) 
▪​ Open source data exposed potentially sensitive information 
▪​ Potentially harmful files uploadable via local file inclusion 
▪​ User credentials exposed via SQL injection  
▪​ Administrative credentials within visible HTML coding 
▪​ Server information obtained through command injection 
▪​ Weak passwords for administrative users 

 
 

●​ Linux OS weaknesses 
▪​ Potentially sensitive data exposed via open source intelligence 

●​ Personal data, public facing ip address, security certificates 
▪​ Potentially sensitive data exposed via open source information 
▪​ Open ports used outdated software versions that were able to be exploited to 

gain access to Rekall network 
▪​ Weak passwords 
▪​ Able to escalate to root level privileges once user privileges were obtained 

 
 

●​ Windows OS weaknesses 
▪​ Open source intelligence exposed user credentials 
▪​ Weak passwords 
▪​ Gained initial access to the network through an open port running a 

vulnerable version of File Transfer Protocol (FTP) 
▪​ Gained initial access to the network through an open port running a 

vulnerable version of an email protocol (POP3)​  
▪​ Kept access post exploitation via Active Directory 
▪​ Raised privilege level using Mimikatz tools 
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Executive Summary 
 
Rekall Inc. has significant security concerns throughout its network. Freely available data online 
provided enough information to get access into Rekall resources. Weak security controls on the 
company webpage enabled multiple modes of attack. Once the network was breached the 
penetration testers were able to expose more sensitive information and gain even greater access 
into the network.  
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Summary Vulnerability Overview 
 
 

Vulnerability Severity 
Cross Site Scripting (XSS) high 
Open Source Reconnaissance (web server information, personal 
information, certificate authority) 

low - 
medium 

Local File Inclusion high 

Weak Passwords high 

Command Injection high 

Port Scanning (open ports) medium 

Reconnaissance (vulnerability scanning) critical 

Initial Access (via reverse shell) high 

Privilege Escalation (via open source reconnaissance) high 

Open Source Intelligence (user credentials) high 

Initial Access (via user credentials) high 

Initial Access (via FTP) medium - 
high 

Initial Access (via POP3) medium - 
high 

Persistence (valid accounts) medium - 
high 

Lateral Movement (valid accounts) high 

Post Exploitation  (persistence) high 
 
 
The following summary tables represent an overview of the assessment findings for this penetration 
test: 

 
Scan Type Total 

Hosts 192.168.14.35 

Ports 80 

 
 

Scan Type Total 

Hosts 192.168.13.13 

Ports 80 

 
 

Scan Type Total 

Hosts 192.168.13.12 
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Ports 80, 8080 

 
 

Scan Type Total 

Hosts 192.168.13.14 

Ports 8080, 22 

 
 

Scan Type Total 

Hosts 192.168.13.10 

Ports 80 

 
 

Scan Type Total 

Hosts 172.22.117.20 

Ports 80, 21, 110, 4444 

 
 

Scan Type Total 

Hosts 172.22.117.10 

Ports 445 

 
 

Exploitation Risk Total 
Critical 1 

High 10 

medium - high 3 

Medium 1 

Low - Medium 4 
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Vulnerability Findings 
 
 
 

Vulnerability 1 Findings 

Title Cross Site Scripting (XSS) 

Type Web Application 

Risk Rating Medium 

Description XSS was effectively used in multiple ports within Rekall Corporations webpage 

Image 1  
 
A simple HTML 
script was 
placed into an 
input field  
enabling 
exposure of 
hidden data 
within the 
‘Welcome.php’ 
subdomain 
 

 

Image 2  
 
Modified HTML 
script was able 
to bypass Rekall 
Corporation’s 
input validation 
and expose 
private data 
within the 
‘Memory-Planner
.php’ subdomain 
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Image 3 
 

A simple HTML 
script was 
placed into an 
input field on the 
Rekall 
Corporations  
a subdomain 
enabling 
exposure of 
hidden data 
within the 
‘comments.php’ 
subdomain 

  

Affected Hosts 192.168.14.35 (multiple sub domains) 

Remediation Implement input validation 

 
 

Vulnerability 2 Findings 

Title Sensitive Data Exposure - Open Source Reconnaissance 

Type  Web Application 

Risk Rating Low 

Description curl tool exposed information regarding the web server 

Image  
 
Potentially 
sensitive 
information 
exposed via curl 

 

Affected Hosts 192.168.14.35 

Remediation  Inspect curl output periodically to make sure no potential vulnerabilities are 
exposed 
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Vulnerability 3 Findings 

Title Local File Inclusion 

Type  Web Application 

Risk Rating High 

Description able to upload a potentially harmful .php file into subdomain 

Image 1 
 
Insertion of a 
.php file 
extension, no 
input validation 

 

Image 2  
 

Successful 
insertion 
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Image 3 
 

Insertion of file 
with .jpg.php 
extension, 
bypassing basic 
input validation  

 

 

Image 4  
 

Successful 
insertion 

 

Affected Hosts 192.168.14.35 

Remediation  implement more advanced input validation 

 
 

Vulnerability 4 Findings 

Title SQL Injection 

Type Web Application 

Risk Rating High 

Description SQL injection used to access user account 
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Image 
 

SQL injection 
used for 
successful login 

 

Affected Hosts 192.168.14.35 

Remediation  Implement more advanced input validation. Have whitelists for account access. 

 
 

Vulnerability 5 Findings 

Title Sensitive Data Exposure 

Type Web Application 

Risk Rating High 

Description Exposed login credentials allowed administrative access, exposed subdomain 
contained sensitive information 

Image 1 
 

Highlighted web 
page reveals 
administrative 
credentials 
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Image 2  
 

Successful login 

 

Image 3  
  

‘robots.txt’ file 
found online 
exposes 
sensitive data 

 

Affected Hosts 192.168.14.35 

Remediation  Cleanse html code of any credentials, remove ‘robots.txt’ from the web 

 
 

Vulnerability 6 Findings 

Title Command Injection 

Type Web Application 

Risk Rating Low 

Description Command Injection exposed potentially sensitive information 
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Image 1   
 

Injection into 
DNS Check field 

 
 
 

Image 2   
 

Command 
Injection into MX 
Record Checker 

 

Affected Hosts 192.168.14.35 

Remediation  Improve input validation  

 
 

Vulnerability 7 Findings 

Title Brute Force Attack 

Type  Web Application 

Risk Rating Medium to High 

Description Weak administrative password enabled access to internal site 
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Image1  
 

Command 
injection using ‘ls 
/etc/passwd’ 
exposed users 

 

Image 2 
 

User credentials 
easily guessed: 
 
Username: 
melina 
 
Password: 
melina 

 

Affected Hosts 192.168.14.35 

Remediation  Implement complex password requirements (i.e. a minimum of 8 characters, 1 
uppercase, 1 lowercase, 1 number and 1 symbol) 

 
 

Vulnerability 8 Findings 

Title Open Source Reconnaissance 

Type  Linux OS 

Risk Rating Low 

Description Freely available information online has the potential to create security risks 
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Image 1 
 

Address of 
personal user 

 

Image 2 
 

Public IP 
address 

 

Image 3 
 

Certificate  
Issuer 

 

Affected Hosts totalrekall.xyz domain 

Remediation  Monitor open source information to make sure no information can be found to 
allow hackers a foothold into the domain 

 
 
 
 
 

Vulnerability 9 Findings 

Title Reconnaissance - Port Scanning 

Type Linux OS 

Risk Rating Medium 

Description Port scanning using nmap identified open ports 
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Image 1 
 

Windows open 
ports 

 

Image 2  
 

Linux open port  
running Drupal 

 

Affected Hosts 192.168.13.1, 192.168.13.10, 192.168.13.11, 192.168.13.12, 192.168.13.13 

Remediation  Close open ports when not in use. Consider using a firewall. 

 

 
 

Vulnerability 10 Findings 

Title Reconnaissance - Vulnerability Scanning 

Type Linux OS 

Risk Rating Critical 
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Description Nessus scan revealed a critical vulnerability 

Image 
 

Nessus scan 
showing a critical 
vulnerability   
 
CVSS 10 
ID 97610  
 
Apache Struts - 
Jakarta Multipart 
Parser RCE 

 

 

Affected Hosts 192.168.13.12 

Remediation  Upgrade to Apache Struts version 2.3.32 / 2.5.10.1 or later 

 
 
 

Vulnerability 11 Findings 

Title Initial Access through Metasploit and Meterpreter 

Type Linux OS 

Risk Rating High to Critical 

Description A reverse shell was created using Metasploit and Meterpreter that gained 
access into Rekall’s network  
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Image 1 
 
Module 
exploit(multi/http/
tomcat_jsp_uplo
ad_bypass) was 
able to create a 
shell within 
TotalRekall’s 
network 
 
Host: 
192.168.13.10 

 

Image 2 
 

Sensitive data 
found upon 
entering the 
network 
 
Host: 
192.168.13.10 
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Image 3 
 

Metasploit 
module 
(multi/http/struts
2_content_type_
ogal)  
able to access 
Rekall network 
 
Host: 
192.168.13.12 
 
(Vulnerability 9 
above told us 
this was 
vulnerable to 
struts attack)  
  

Image 4 
 

Access to 
sensitive data 
 
Host: 
192.168.13.12 

 

Image 5 
 

File from Image 
4 opened to 
reveal sensitive 
data 
 
Host: 
192.168.13.12 
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Image 6 
 

Metasploit 
module 
(unix/webapp/dr
upal_restws_uns
erializel)  
able to access 
Rekall network 
 
Host: 
192.168.13.13 

 

 

Affected Hosts 192.168.13.10, 192.168.13.12, 192.168.13.13 

Remediation  
Create outbound firewall rules to detect potential signals coming from reverse 
shells. Train employees to avoid phishing attacks that would allow for the 
creation of a reverse shell. 

 

 
 
 

Vulnerability 12 Findings 

Title Privilege Escalation 

Type  Linux 

Risk Rating High 

Description Able to escalate to a root account 

Image1  
 

Username 
obtained through 
open source 
intelligence 
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Image 2 
 
1) SSH access 
with password 
‘alice’ 
 
2) Privilege 
escalation via 
CVE-2019-1428
7 
 
3) Sensitive data 
exposed 

 

Affected Hosts 192.168.13.14 

Remediation  Upgrade sudo to a version after 1.8.28. Enforce password complexity. 

 

 
 

 

Vulnerability 13 Findings 

Title Reconnaissance - User Credentials 

Type Windows 

Risk Rating High 

Description User credentials and hashed password found using open source intelligence 

  © 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.​ ​ ​ ​ ​ ​ ​                    27 



Rekall Corp​ ​ Penetration Test Report 

Image 1 
 

Credentials 
found on 
totallrekall 
GitHub page 

 

Image 2 
 

John the Ripper 
successfully 
cracks password 
hash  

 

Affected Hosts 172.22.117.20 

Remediation  Remove user credentials from GitHub  

 

 
 

 
 

Vulnerability 14 Findings 

Title Initial Access - User Credentials 

Type  Windows OS 

Risk Rating High 

Description Access into Rekall Windows machine achieved through user credentials 

Image 1  
 

Credentials 
 
usenamer:  
trivera 
 
password: 
Tanya4life 
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Image 2 
Successful 
access 

 

Affected Hosts 172.22.117.20 

Remediation  Remove credentials from the web 

 

Vulnerability 15 Findings 

Title Initial Access - FTP 

Type  Windows OS 

Risk Rating High 

Description FTP access gained through an anonymous account 

Image 1 
 
FTP open with 
exploitable FTP 
version 
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Image 2 
 
1. FTP access 
 
2. Anonymous  
    credentials  
    entered 
 
3. Access    
    granted 
 
4. Sensitive data   
    exposed 

 

Affected Hosts 172.22.117.20 

Remediation Disable anonymous access for FTP port 21 

 

Vulnerability 16 Findings 

Title Initial Access - POP3 

Type  Windows OS 

Risk Rating Medium 

Description Reverse shell used to gain access via Port 110 
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Image 1 
 

Vulnerable port 

 

Image 2 
 

Successful 
Meterpreter 

session created 
via module 

‘windows/pop3/s
eattlelab_pass’ 

 

Image 3  
 

Initial Access 
into Rekall 

network 
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Affected Hosts 172.22.117.20 

Remediation  Update to a more secure version of POP3 protocol 

 

Vulnerability 17 Findings 

Title Post Exploitation - Scheduled Tasks 

Type Windows OS 

Risk Rating Medium 

Description Able to maintain access through accessing scheduled tasks within the 
Windows server 

Image 
 

 
Within the 
meterpreter 
session from 
Vulnerability 15 
above - ability to 
gain access to 
scheduled tasks 

 

Affected Hosts 172.22.117.20 

Remediation  
Limit usage of automated tasks to administrative users. Trigger alerts for any 
changes to automated tasks. See attack.mitre.org/techniques/T1053/005/ for 
more details. 

 
 
 
 

Vulnerability 18 Findings 

Title Persistence - User Enumeration (Valid Accounts) 

Type  Windows OS 

Risk Rating Medium to High 

Description Able to crack a password using Mimikatz inside a Meterpreter session 
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Image 1 
 

1. Mimikatz 
loaded within 
Meterpreter 
session 

 
2. Search for 
credentials 

 

Image 2 
 
User credentials 
found 

 

Image 3 
 

Additional 
dumped 
credentials for 
User ADMBob 
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Image 4 
 

User ADMBob 
password 
cracked using 
John the Ripper 
 
Password - 
Changeme!  

Image 5 
 

Reverse shell 
created using 
credentials from 
Image 4 

 

Image 6 
 

Successful 
access into 
Admin account 

 

Affected Hosts 172.22.117.10 

Remediation  Enforce password complexity. Use a stronger hashing algorithm. 
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Vulnerability 19 Findings 

Title Lateral Movement 

Type  Windows OS 

Risk Rating High 

Description Able to move through system account to get to root directory 

Image 
 

Access to root 
directory through 
ADMBob 
account (refers 
to Vulnerability 
17) 

 

Affected Hosts 172.22.117.20 

Remediation  Prevent initial access to Windows machines. Limit users who are given root 
access.  

 
 
 

Vulnerability 20 Findings 

Title Post Exploitation - Lateral Movement 

Type Windows OS 

Risk Rating High 

Description Mimikatz used to obtain administrator’s New Technology LAN (NTLM) hash 
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Image 1 
 

dcsyn_ntlm 
administrator 

command able 
to get admin 

hash 

 

Affected Hosts 172.22.117.20 

Remediation  See vulnerability 19 above. Prevent initial access to Windows machines. Limit 
users who are given root access. 
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