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NETWORK SECURITY OF CONNECTED AND
AUTONOMOUS VEHICLES

ABSTRACT :

The vehicles are increasingly connected, automated and computer-like, with the ability to
synchronize mobile phones, provide passengers with the latest navigation updates, and
communicate safety information to other vehicles and surrounding infrastructure. They too are
able to drive on their own without human intervention. This kind of vehicles are known as -
CAVs (connected and autonomous vehicles) .They are able to understand the environment,
travel, navigation and behavior responsibly without the input of a person who at the same time
has communication functions that make them efficient, cooperative, informative and integrated.
However, with the increasing level of connectivity and automation, malicious users/hackers are
easily able to use various types of attacks, which threaten the safety of CAVs.

This new generation of vehicles can have over 100 million lines of code in their modules with
large number of messages being exchanged among vehicles. These vehicles have multiple
connection points to the Internet. Bad code, misconfiguration and Internet exposure makes these
vehicles vulnerable to different kind of malicious attacks.

So, study and risk analysis of CAV’s Network and Communication Security is very important as
vulnerabilities in these vehicles can be damaging to quality of life and human safety.

KEYWORD :

Auto industry; Attack; Connected and autonomous vehicles; Cyber-attacks; Cyber security;
Privacy; Safety; Smart mobility; Standards; Vehicle safety;

THEME :

Security and threat analysis related to Connected and Autonomous Vehicles.

INTRODUCTION :

The automotive industry is a fast-growing and ever-emerging industry, integrating and embracing
IT networks, computers and, information and communication technology (ICT) systems in
general. Connected and Autonomous Vehicles (CAVs) are future of transportation but it is a
technology, still in its infancy, with the potential, if used responsibly, it can transform urban
landscapes and can establish the era of smart city [5].



source: https://gowlingwlg.com/

The global market for CAVs is becoming one of the largest markets in the world. It is expected to
reach $7 trillion by 2050. In addition, many large car manufacturers and high-tech giants are
rushing to bring active CAVs to market [3].

Specifically: from an economic point of view, CAVs can reduce energy costs , improve fuel
efficiency, create more productive periods; From a social point of view, CAVs are marketed
because of their increased risk and safety capabilities, which could potentially reduce traffic
congestion, a beneficial impact on public health and well-being , travel behavioral improvement,
increased travel equity and accessibility; From an environmental point of view, CAVs can help
reduce emissions and air pollution, reduce energy consumption, and improve fuel consumption,
preventing environmental degradation and reducing noise disturbance [5] .

As vehicles become more technologically advanced and connected, the threatening environment
and the potential for cyber-attacks become bigger and more natural. For the widespread
deployment of CAVs in future transportation systems, the potential cyber-security risks and
vulnerabilities need to be addressed [3]. The attacks on self-driving cars can allow attackers to
control, manipulate, or suppress the information being routed in the network. This control over
the information of the users can be used for their benefit or completely disrupt the network [4].

source: towardsdatascience.com
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Considerable research efforts have been carried out for identifying vulnerabilities in CAVs,
recommending potential mitigation techniques, and highlighting the potential impacts of
cyberattacks on CAVs and related infrastructures.

The main aim of this review/survey paper is to:

e identify various attacks, vulnerabilities and cyber-risks to CAVs.
e find appropriate mitigation and defense solutions.
e conduct an analysis of the risk through risk assessment.

Also, I would present some several challenges and open problems that can be considered as
future research directions.

PHYSICAL ATTACKS NETWORK ATTACKS ROAD INFRASTRUCTURE

= Physical damage » Communication stack « V2V interfaces wrong
= Theft vulnerabilities communication
» Modifications to » Mobile Application + Compromise road
Sensors vulnerabilities signs data
« Damaging sensors = GNSS Spoofing + Traffic Sign
= Damaging Cameras + Communication authentication
Jamming attacks
» Cloud server attacks
» Do attacks on
Servers

VARIOUS ATTACK types
source: [35]

In this survey paper, I have focused more on the connected feature or the network part of CAVs
(V2X - vehicle to everything attacks) as connected feature is relatively new and less research has
been done on it.

The paper is structured as follows. Section 2 introduces technical background on CAVs (what it
is and basic information) and its cyber-threats and V2X (vehicle to everything communication)
and then in Section 3 I have done analyzed some papers and done their literature review. In
Section 4, the potential cyber-attacks are listed. Mitigation methods of cyber security attacks on
CAVs are then recommended in Section 5. Section 6 has summary of different attacks and their
risk assessment is done. Section 7 summarizes the paper and discusses the future challenges that
could be used for CAV cyber security research.



BACKGROUND :
CVs, AVs and CAVs :

A CAV is not synonymous to a Connected Vehicle (CV) or an Autonomous Vehicle (AV); these
are different.

A CV is a vehicle that can communicate and exchange information wirelessly with other
vehicles, external networks and infrastructure through Vehicle-to-Vehicle (V2V),
Vehicle-to-Infrastructure (V2I), Vehicle-to-Network (V2N) and Vehicle-to -Everything (V2X)
technologies [5]. While AVs are vehicles that are capable of driving themselves without human
intervention.

source: http://eprints.hud.ac.uk/

If a vehicle is both connected and autonomous, then it can be classified as a CAV. Therefore,
CAV is any vehicle able to understand its surroundings, move, navigate and behave responsibly
without human input which at the same time has connectivity functions enabling it to be
proactive, cooperative, well-informed and coordinated [34].

CAVs not only have highly connected internal components but also are highly connected to their
external environments via communication networks.
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A CAV consists of many sensing components such as laser, radar, camera, Global Positioning
System (GPS), and light detection and ranging (LiDAR) (Wyglinski et al., 2013), as well as their
connection mechanisms such as cellular connection, Bluetooth, Wireless Access in Vehicular
Environments (WAVE) and Wi-Fi, etc. And these components open door for malicious people to

exploit vulnerability and bring down the network security of CAVs.

Cyber-threats, vulnerabilities to CAVs :

Connected and Autonomous Vehicles:
Cyber Vulnerabiliies Overview

DAR

Light Detection and Azd

: Haotspot

Wi Hotepat
{ 1 ;-'.._

Diagnastics™

E‘ﬂ‘ﬂ‘lr‘[‘:@
®  Cantml

Units

Camaras
Camerds & nfaned 2y

Rogue Updats
Unaulhansed Seflware
Updales \
Pk Adtack
.
Pazeworl & Kay

NP Attack
Hetenrk Protaco

Deniad of Ecmch&d‘;

st Malicious Unsalicited Email
Attack Types Attack Vectors Attack Surfaces

5 GRS
&/ Global Posticoning Sys
Local f
Shori-rangs k= Eluetooth
T = Device pairing

A TR TR

o Media & Infotainmen

TPMS %
Tyre-Prammire Monifedng Sy

source: [3]

Threats can be Internal (attacking an internal vehicle systems and network communication) or
External (hacking through devices, systems, applications and other technologies connected to the
vehicle; for example, remote diagnostic programs, third-party applications). Attacker can take



complete or minor but important car controls such as automotive systems, motor sensor
technology, and navigation systems infrastructure or unauthorized access to sensitive personal
information. [22].

In the network level attacks, the attacker may target the vehicle-to-vehicle (V2V) communication
network, the vehicle-to-interface (V2I) network, and interface-to-interface (I12I) network, all of
which pose a significant threat to the vehicle and its ecosystem [35].

V2X:

The vehicle to everything (V2X) network enables data transfer between connected vehicles,
other vehicles and CAV’s infrastructure. V2X (Vehicle-to-Everything) includes V2V, V2I, and
communications between vehicles and other entities such as cloud database or pedestrians. This
communication is used to prevent road accidents with vulnerable pedestrians, cyclists and
motorcyclists [25]. Various adversary uses this type of communication to identify network access
points. Communication channels between car and external devices, for example smartphones, are
established via Wi-Fi, Bluetooth, Near Field Communication (NFC) and a global mobile
communication system. Once the vehicles are connected to the communication channels, they
are vulnerable to network attacks. Then, the attacker may target the vehicle-to-vehicle (V2V)
communication network, the vehicle-to-interface (V2I) network, all of which pose a significant
threat to the vehicle as well as to its ecosystem [35].
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LITERATURE REVIEW:

Considerable research efforts have been carried out for identifying vulnerabilities in CAVs,
recommending potential mitigation techniques, and highlighting the potential impacts of
cyberattacks on CAVs.

Here, is literature summary of few papers.



PAPERS

A Survey on Cyber- Security
of Connected and
Autonomous Vehicles
(CAVs)

Cybersecurity challenges in
vehicular communications

Research Challenges and
Security Threats to
AI-Driven 5G Virtual
Emotion Application s using
Autonomous Vehicles,
Drones and Smart Devices

A survey on security attacks
and defense techniques for
connected and autonomous
vehicles

Impact of cyber-attack on
the wireless communication
technologies used in an ITS

Safety failures and security
attacks on autonomous
vehicles

Review and classification of
automotive security attacks

HIGHLIGHTED ISSUES / SUMMARY

In this paper, they classified the existing cyber-security
risks and vulnerabilities into in-vehicle network attack
Cyber-security in the environment of CAVs, introducing
Existing cyber- security risks and vulnerabilities using
surveys, explaining several related security and safety
standards for CAVs

In this paper, authors have proposed 3 layer framework of
autonomous and connected vehicles, threats to vehicular
communication and intra-vehicle security, potential
countermeasures for various threats in V2X.

This paper has Design of and Al-driven virtual emotion
system in 5G environments consisting of 5G- enabled
autonomous vehicles, smart UAVs, and smart devices, and
It also highlights the security threats and issues caused by
Al applicability.

This survey paper attempts to classify attack models and
defense strategies based on their characteristic without
diving into technical aspects of CAVs.

Presents recent and significant cybersecurity is sues
affecting many areas of wireless communication networks
used in VANET and ITS. The cybersecurity resilience of a
futuristic VANET/ITS model is also estimated in this

paper.

This paper highlights the studies that focus on the safety
failures and security attacks of an autonomous vehicle and
their mitigation solutions.

Paper categorizes security attacks on CAVs using a new
classification taxonomy that can represent attacks in a
better way for the concept of development and testing an
automotive system.



Attacks on Self-Driving Cars The paper discusses the recent attacks that have been

and Their Countermeasures: | reported/demonstrated on self-driving cars, the adopted or
possible mitigation approaches, and most importantly
highlights techniques proposed to ensure safe and resilient
operation of CAVs even when a vehicle is currently under
attack. This paper also presents government projects and
initiatives for preventing vehicular networks from
cyber-attacks The paper also gives future research
directions to combat security vulnerabilities.

Also, I have a risk analysis of attacks on analysis part. It too has inputs from different
research/survey paper.

SECURITY ATTACKS:

Since, I am focusing on network part of CAVs , I will identifying different attacks on
V2X,V2I,V2V networks.

Internet
CAV Wireless Access Technologies
...... B
em==TT - T % Cellular Network: 4G,5G
" - ’ : v Smart device % RFID
- ’: - m < VANET
. S T e .. <+ UWB
\ ellular Tower ]" Teal < Wi-F
o :ﬂ] 9 . %* Bluetooth
RSUs E,Sl etwork Operation Centye % Zigbee
[/ '
L) . 2 Bluetooth Enabled Communication
H = . Tag Reader R""'l';"" key ¢
I ’ ! ! CAV-3
L v i N & 7
o, ] ’ (] §'f‘ ] e Zigbee !
X r’ ’f | b -

Cyber-attack vectors in CAVs Vehicle to Everything (V2X) Communicatior. | .

source: [10]



1) DoS attacks:

DoS attacks occur when an attacker blocks the entire communication channel with interfering
signals. The attacker installs useless messages or creates certain problems in network nodes.
Thus, real users do not have access to network resources. Correct messages cannot reach their
destination. DoS attacks can cause delays and interfere with the recipient's response. In the case
of CAVs, certain delays may affect the driving safety of the vehicle. Even one second can cause
or avoid an accident. Moreover, the response time response is relatively high [3]. Also, this is
attack would not cause information leakage but might cause physical damage especially in the
rural area, where the V2V communication is the main data source for vehicle planning [6]. DoS
attacks are dangerous and fatal to CAVs.

2) REPLAY attacks:

In a replay attack, the attacker records and retrieves the pre-valid packets over time. It usually
occurs in a network or transport layer. It may confuse the authorities, confuse all roads, or
damage the safety of traffic. In order to impersonate a legitimate car or RSU, playback attacks
often occur in other authorizations and key agreement protocols [3].

3) Impersonation Attacks:

Every vehicle has an unique identification, which can help to recognize the vehicle and the
messages. Impersonation attacks are implemented by using another identity or a fake identity. If
the attackers send fake messages, the target vehicle would take wrong reactions. In addition, if
the target vehicle trusts the fake message, it may respond to the attacker with private information.
There are two kinds of impersonation attacks, namely node impersonation attacks and sybil
attacks. In the node impersonation attacks, a single identity is spoofed at a time. Different
identities are spoofed simultaneously in the sybil attacks. In addition, the sybil adversary can
carry out several malicious operations, such as sending fake messages, spreading modified
received messages, and dropping critical messages.

4) Eavesdropping Attacks:

The attack is done through sniffing the wireless medium. the attack is also known as a secret
attack. In this attack, the adversary monitors network traffic and current victim positions and
activities silently. After that, the attacker can collect the secret information of the CAVs. The
difficulty in recognizing this attack is that the victim is not conscious of it. There is no direct
impact on the network.

5) Data Falsification Attacks:

In attack, the adversary can send or broadcast false information and safety alerts. Message
tampering, suppression, fabrication, and alteration may produce the fake message The Attack can
effectively disrupt route routes, cause heavy traffic congestion, increase travel time, and resulted
in unequal use of mobility resources in transport-based cyber-physical systems.



6) Routing Attacks:

Routing attacks exploit the drawback and vulnerability of routing protocols. In these attacks, the
adversary can disturb the normal routing process or drop passing packets. The adversary captures
packets at a location. Then, they are tunneled to another location. Routing attacks include black
hole attacks , grey hole attacks , and wormhole attacks [3].

7) Infrastructure-Sign Change Attack:

This is one kind of V21 communications attack. Transport infrastructure signs help vehicles
move, find, or control speed. CAVs can ‘read’ the symbol and perform related actions. If the
attackers change the infrastructure signs such as a road sign, that will lead the vehicle in the
wrong direction. In addition, if too many signs are intentionally altered, they can cause traffic
congestion or traffic congestion. However, this attack will not cause information leakage. The
combined severity of this attack is medium [6].

8) Attack on Cloud ID dataset and Cloud real-time traffic dataset (V2X communication):

Authority is essential for a CAV network. Each CAV will be given a Unique ID as an electronic
plate. To ensure the reliability of the connection, only information from trusted CAVs from
database can be accepted. All communications and information are based on authorization from
the CAV cloud. If attacker infilterates the cloud and changes its configuration, then whole
database would get disrupted and the CAV ecosystem will stop working. If he/she gets to know
about traffic dataset, then he/she can create havoc through traffic congestion and accidents.

Similarly, If the attackers inject fake messages or modify messages, all the vehicles in the cloud
database would receive wrong information. Also, the attackers could also access valuable
information in the dataset.

9) Password and Key Attacks:

In this kind of attacks, attack is carried out until the system is compromised. These attacks may
be categorized into three classes, namely dictionary attacks, rainbow table attacks, and brute
force attacks. In the dictionary one, the adversary uses a listing of words to crack the password
repeatedly. Other two forms of attacks are comparable with dictionary attacks. However, in the
rainbow table attack, the adversary uses a list of precomputed hashes, which are computed from
all the viable passwords and the given algorithm. The brute force one can perceive
non-dictionary phrases by using operating via all of the alpha-numeric combos [3].

DEFENCE METHODS:
1) Against DoS Attacks:




DoS attacks are difficult to correct although it can be detected. Early detection will help to
prevent an attack or warn the driver to take effective action. To resist DoS attacks, there are some
strategies, including sliding mode and adaptive estimation, bandwidth and entropy [36], and
similarity of sliding windows [37].

A real-time mechanism, which includes a set of viewers that are designed by the usage of sliding
mode and adaptive estimation theory, can be used to detect DoS attacks, and estimate the effect
of these attacks on the connected vehicle system. Using port-hopping mechanism, researchers
have designed a simple and effective defense mechanism, which has the advantage that the
detection and filtering out of malicious packets can be implemented without any change in the
existing protocol. Based on the usage of bandwidth and entropy [36], authors have proposed an
algorithm for the detection of DoS attacks in vehicular networks and also proposed a packet
detection algorithm that can be used for preventing DoS attacks.

2) Against Replay attacks:

To combat replay attacks, famous defense strategies include noisy control signal method and
cross correlator [38], reset controller [39], and techniques of timestamping and XOR encoding
[40].

In noisy control signal method and cross correlator [38], author used a decentralized diagnosis
algorithm to detect the replay attacks for a cooperative adaptive cruise control CAVs system. Xu
et al. [39] proposed a dynamic output-feedback robust controller to improve the speed tracking
ability of a connected car under a replay attack. Greene et al. [95] proposed an improved remote
keyless entry system for CAVs by using timestamping and XOR encoding. It acts as a
countermeasure to the replay attacks.

3) Against Impersonation Attacks:

To defend CAVs from impersonation attacks, available strategies include - secure transmission,
integrity verification, authentication, and secure key agreement [38].

In integrity verification, researchers have proposed hash-based integrity verification mechanism
that can be used to defend impersonation attacks effectively in vehicular cloud computing. Li et
al. [41] proposed a certificate-less conditional privacy-preserving authentication protocol against
impersonation attacks which also supports both privacy and security requirements in the CAV
system. For secure transmission of data, researchers have proposed use of one-way hash function
for transmission of valuable data to the receiver side quickly. Authentication can be achieved by
using Elliptic Curve Cryptography mechanism in the CAVs.

4) Against Eavesdropping Attacks:



To prevent the eavesdropping attacks on the vehicles’ queries, a fog server with the fog
anonymizer [42] is used to anonymize (remove identifying particulars) the messages from the
fog node. Also, resource management and scheduling mechanism can also be used as together
they can provide secrecy provisioning. Prevention method includes a new trust-based
recommendation mechanism [43] that ensures real-time data transmission and security in a
vehicular cyber physical systems network.

5) Against Data Falsification Attacks:

For the detection of data falsification attacks, various methods include forged data filtering,
reputation threshold, information sharing, location detection, dynamic time window [44].

Using the dynamic time window method, Shukla and Sengupta [44] proposed an anomaly
detection strategy. In forged data filtering mechanism, the falsified traffic data is removed during
data transmission in vehicular networks. In location detection mechanism, vehicles’ falsified
location is alleviated before it can result in a crash among an array of CAVs. In reputation
threshold method, newly proposed cooperative spectrum sensing mechanism is used that helps to
prevent data falsification attacks that usually happen under imperfect common control channels.

6) Against Routing Attacks:

There are various methods to prevent routing attacks and on one of them is ant colony
optimization method. Here, a multi-path intelligent routing protocol is used to find an optimal
path from the sender to the receiver plus it increases lifetime of the network. In order to defend
attacks in CAVs, Hassan et al. [45] proposed an intelligent detection scheme. Researchers of [46]
have proposed a mechanism which uses the ad hoc on-demand distance vector routing protocol
and does the trust calculation. Other important strategies include swarm algorithms of artificial
intelligence and variable control chart.

7) Against Password and Key Attacks:
Here we can use multifactor authentication and secure cryptographic mechanism.

In secure cryptographic mechanisms, we use keys with large sizes, secure algorithms, and secure
passwords but with advanced computing power some of the cryptographic algorithms can be
cracked. So, multifactor authentication can be used which puts different layers of identity
security on every account. Also, it uses biometric authentication and hard tokens. Multifactor
authentication can increase the security but it may not defend all password and key attacks.

8) Against Attack on CAV Cloud and dataset:



Here, all the possible attacks can happen on cloud therefore, a combination of all these
mentioned techniques could be used to mitigate the cloud attack.

Also, For CAV system, the authority of each CAV’s identity should be assigned by the
government or relevant legitimate organizations. All the CAVs information and its security
should be handled safely by trusted third-parties , vehicle manufacturers/suppliers and the
government.

ANALYSIS:

In this section, I would be providing summary and doing risk assessment/analysis of some of the
attacks that I mentioned in the paper. I would be using the formula:

Risk is calculated as combination of all the factors to do the assessment .
Risk Range — (0-5)
Likelihood -> (0-10)

So, here I have made a table having columns for the analysis : attack type, access requirements,

assets affected, Importance, Detection possibilities, severity level, likelihood, CIA affected, Risk.

RISK

1.5

ATTACK TYPE CONSEQUENCE @ ASSETS IMPORTANCE @ DETECTION @ SEVERITY @ LIKELIHOO CIA AFFECTED
AFFECTED LEVEL D

Eavesdropping Leakage of In-vehicle High Low Medium @ 5-9 Confidentiality = 3

attack personal system security
information and V2X

communication.

Dos Attack Block vehicle With other Medium High Medium | 3-5 Availability
communication & vehicles, and Integrity
channel Infrastructure

communication

Replay attack Confuse Damages Low Medium Low 5-7 Availability
authorities, different and Integrity
mislead the sensors, keyless
entire traffic system of CAVs
and damage the
CAV safety

Infrastructure Infrastructure Confuses the Low - Medium Medium | 2-4 Integrity

change attack changing CAV system Medium

(Wrong
reaction)

Cloud/dataset Wrong info CAV’s Cloud Medium Medium Medium | 1-3 All three are

attack from Cloud database affected
database

Routing attack Disturb normal = V2X High Low Medium | 3-8 Availability
routing process = Communication

and also causes



Password and
Key attack

dropping of
passing packets

Falsification

Password or Keyless High Medium High 5-9 Authenticity
key gets features,
cracked. Telematic
Personal info modules of
can also leak. system, also
communication
system gets
compromised.
Mislead IoT, CPS High Low High 4-6 Integrity
receiver’s system of CAV
reaction and gets confused.
result in
fatalities

With the development of CAVs, the vulnerabilities as well as their counter-measures are going to
increase. These attacks mentioned and many more can be prevented or defended with appropriate
defense/mitigation strategies. The balance between low overhead and secure communication is
an on-going challenge for CAVs, as the algorithm must maintain a highly reactive system
response rate while ensuring communication is protected from sniffing or spoofing. Proper use of
authentication plus encryption can be the key for mitigation techniques and safe-secure CAV
ecosystem.

CAVs must be able to mitigate against the vulnerabilities of an unsecured communication
channel. As CAVs have their own unique requirements and limitations that restrict their ability to
implement the existing authentication and encryption mechanisms used in other industries,
manufacturing companies and government should work together to create an
ecosystem/environment where CAVs can be produced safely as well as the research on-going and
new researches get boost and funding.

FUTURE RESEARCH TRENDS:

Are CAVs safe and secure? Not yet.

CAV development is an emerging environment, and much information about CAVs is
confidential. In addition, no international standards for AV development, safety, and security are
available. This makes CAV safety and security research extremely difficult [17].

Main future research is going to be focused on connection, security, data processing and
efficiency of CAVs. Also, companies and governments have to create ‘“TRUST’ among people
around CAVs so that people can feel safe and but these futuristic, self-driving, autonomous
vehicles. Therefore, governments have started making rules, standards for CAVs. Many research
is still going-on on defining the standards that can be implemented by manufacturers and still the
cars are safe for transportation.

3.5
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Also, research is going on adding more connection features to CAVs to make it Truly Connected
Vehicle (with 5G/6G) such as integrating RFID tags, adding online payments to cars i.e.
vehicular paymentss, 24*7 connected to internet, cloud and nearby vehicles.

Future trends would also include functioning of CAVs in real-time traffic environment, how
CAVs going to work in smart cities and that to securely.

CONCLUSION:

CAVs are future of transportation. They help reduce road accidents, improve quality of life, and
promote efficient accident-free transportation systems. However, there are various security and
privacy challenges in the CAV area. But they place great concern on safety and are vulnerable
victims of invaders. Therefore, interest in the safety of CAVs has been growing rapidly. Over the
past decade, many attack models and CAV defense strategies have been discussed and evaluated.

In this paper, I have focused on network/connected part of CAVs . I have highlighted major
attacks possible on CAVs as well as suggested mitigation techniques to neutralize them and also
done risk assessment of the attacks I highlighted.
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