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BiBany NaBno AHaToninosuy

dakynbTeT iHpopMaUiMHMX TEXHOSOrIN
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Kadeapa: Komn'toTepHunx cuctem, Mepex Ta kibepbesnekn
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CneuianbHicTb: Komm'toTepHa iHxeHepis (https://nubip.edu.ua/node/2969/5 )

OcBiTHA nporpama: Komn'toTEpHi CUCTEMMU | MepEXi

Tema marictepcbkoi poboTu: [ocnigXeHHs CUCTEMIU MOHITOPUHIY Ta yNpaBiHHA eleMeHTaMu
loT

KepiBHuk: CmipHoB Onekcin AHaToninoBKY, CYMICHUK - JOKTOP TEXHIYHUX HayK, npodecop

kadpegpu KCM T1a KIb

NYBNIKALUI

e [I. A. BiBnuu, A.IL. brio3sa: [IpoekryBaHHs 1 po3poOka KOMI'TOTEPHOT MEPEXi st
YHIBEPCUTETCHKUX CEPBICIB Ha 0a3i ToMeHHUX ciyk0 Active Directory 1mo mpoToxory
LDAP. 36ipuuk marepianiB XII Mi>kHapoHOT HayKOBO-IIPAaKTHUHOI KOH(DepeHLii
monoaux Buernx “THOOPMAIIMHI TEXHOJIOT'Ti: EKOHOMIKA, TEXHIKA,
OCBITA “2021”. 11-12 nucronana 2021 poxy, HYBill Vkpainu, Kuis. — C. 137.
Pexxum nocrymy:
https://drive.google.com/file/d/1LhyVBHBvpMKiV3glJFsF3EKv_n6MfY2L/view

e [I. A. BiBauu, O.A. CmipHoB: Jloci)KeHHSI CHCTEMHM MOHITOPUHTY Ta YIPABIIHHS
enementamu [OT. 36ipuuk marepianiB XIII MixkHaponHOi HayKOBO-ITPAKTUYHOT
KOH(EPEHITiT MOJIONX BYCHUX “IH@OPMAHIﬁHI TEXHOJIOTI'II: EKOHOMIKA,
TEXHIKA, OCBITA “2022”. 26-27 xoBtHs 2022 poky, HYbill Ykpainu, Kuis. — C.
125. Pexxum pocrymy:

https://drive.google.com/file/d/1f2AWFKVgk3WOs2Eh0q6fSuA2qpgQeD97/view

e [I. A. Biauu, O.A. CmipHOB: JloCHi)KEHHS] CHCTEMHU MOHITOPUHTY Ta YIIPaBIiHHA
enementamu [OT. 36ipHuk marepianiB XIV MixkHapogHOT HAyKOBO-TIPAKTUIHOT
KOH(EPEHITiT MOJIONX BYCHUX “IH@OPMAHIﬁHI TEXHOJIOTI'II: EKOHOMIKA,
TEXHIKA, OCBITA “2023”. 26-27 xoBtHs 2023 poky, HYbill Ykpainu, Kuis. — C.
.... Pexxum gocrtymny:
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MinicTepcTBo OCBITH i HayKn YKpainn
HanionaabHuH yHiBepcHTeT OiopecypciB i npEpoAOKOpHCTYBaHHA YKpainu
Jocaixxennst cHCTeMN MOHITOPHHTY Ta ynpasiaiHas exeMentamu loT

BHKOHABEIE: Bibmua [1aBno AHATOTIFOBHY, KOMITFOTEPHI CHCTEME, MEpEski Ta Kidepoesmeka, KI-22005m
HaykoBuii kepieank: CmipHos Onckcili AHaTONiii0BHY JOKTODP TCXHIUHKX Hayk., npodiecop

Mera — focnijpkeHHss iCHYIOYMX 3ac0biB Ta
BH3HAYEHHs METOMIB YIPABNiHHA T4 MOHITOPHHIY
emeMeHTaMH [HTepHET pedeii.

O6 ekt — cucTeMa, iKa 3abe3nedye MOHITOPHHT Ta
ynpasninas kommnonenTamu [oT.

IIpenmer — 3aco6M, IPOTOKONH, anapaTHe Ta
nporpaMHe 3a0e3nedeHHs, 3a I0NOMOTO0 SKOTO
Bi1OYBaETHCA YIPABNIHHA TA MOHITOPHHT

B po6oti nposenero aHami3 apxitexrypu [HTEPHETy pedeii, BABYEHO PI3HI
THIM MEPEX Ta NPOTOKOJIH, OLIHEHO anaPaTHe Ta IPOrpaMHe 3a0e3nedeHHs.
PosrisryTO 334241 MOHITOPHHTY Ta PO3po0IEHa CHCTEMa L0 A03BOISE
YNPaBJIATH, KOHTPOJIIOBATH NPHCTPOsAMHE IHTEpHeT pedeii Ha 6a3i MiHI—TIK
Raspberry Pi ta nporokony ZigBee ans 0e3ApOTOBHX MEPEX 3 HU3BKHM
COOXMBAHHAM eHeprii. [ ynpasaiHHsI CHCTEMOK BUKOPUCTAHO MPOrPaMHe
3abesneuenns Home Assistant, sxe nanae 3pyunuii intepdeiic Ta MoxknuBicTh
B3a€MOZinTH 3 iHmumu cepsicamu. IIpoBeaeHO ananis Ta nOpiBHAHHS

Qnememmn ToT. OTPUMAHHUX PE3YNBTATIB 3 NONEPEAHIMH JOCTIHKEHHAMH B LM ramysi. /
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PesynsraTi gocnijpkeHHs JOMOMArarOTh 3'ACYBaTH, SKi IPOrpaMHi Ta anapatHi 3aco0u HeoOxiaHi 11 noOyX0BH CHCTEMH yHOPABIIHHS T2
MOHITOPHHTY eneMeHTaMH IHTepHer pedeli. Bymo BcranosineHo, mo cucrema, sika 6asyerscs Ha TexHonorii ZigBee 1 Raspberry Pi ta
BHKOPHCTOBY€E nporpamHe 3a6esneuenns Home Assistant, Moxe CTaTd rapHMM PilUEHHSM JUIs 3aCTOCYBaHHA B pisHux cdepax. e
JOCHIDKEHHS € OCHOBOIO [UIA PO3POOKH PEeKOMEeHAaLllH Ta pilleHb, SKi NoOKpamaTs e)eKTHBHICTh Ta HAAIHHICTD CHCTEM MOHITOPHHTY Ta

ynpasnidas enemerramu [oT.

e https://drive.google.com/file/d/1L.aJE2v6cq4SXKr6oM VoOf3YTYvqiFAk2/view?usp

=sharing
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OCOBUCTI AOCANHEHHA

e daiinu BCiX HAIBHUX CEPTU(IKATIB 32 MOCUIAHHSAM:

https://drive.google.com/drive/folders/1r7upNP2Nv606CTTczk32DY ImZ-tD-SPG?us
p=share_link

e Ceprudikar 3a npoxomkeHHs kypcy «CCNAv7: Enterprise Networking, Security, and

Automationy.

Corporate
LD LKL LK ees . :
Social Cisco Networking Academy

CIsSCO Responsibility

CCNAVT: Enterprise Networking, Security, and Automation

The student has successfully achieved student level credential for completing CCNAv7: Enterprise Networking, Security, and
Automation course administered by the undersigned instructor. The student was able to proficiently:

* Configure single-area OSPFv2 in both point-to-point and multiaccess = Explain techniques to provide address scalability and secure remote
networks. access for WANs

* Explain how to mitigate threats and enhance network security using * Explain how to optimize, monitor, and troubleshoot scalable network:
access control lists and security best practices. architectures.

* Implement standard IPv4 ACLs to filter traffic and secure administrative * Explain how networking devices implement QoS
access. * Implement protocols to manage the network.

+ Configure NAT services on the edge router to provide IPv4 address * Explain how technologies such as virtualization, software defined
scalability networking, and automation affect evolving networks.

Nasno Bisaus

Student
] i TyBaHHs YKpail
Academy Name
Ukraine 03/06/2021
Lecation Date

5@ e Dyuinfana_
Ladra Guintana
P & General Manager, Cisco Networking Academy

o CepTtudikat 3a npoxomxeHHa kypcy « CCNAV7: Introduction to Networks».

C I
ot uan ], Cororae )
Social Cisco Networking Academy

CIsCO Responsibility

CCNAV7: Introduction to Networks

The student has successfully achieved student level credential for completing CCNAV7: Introduction to Networks course
administered by the undersigned instructor. The student was able to proficiently:

* Configure switches and end devices to provide access to local and * Create IPv4 and IPv6 addressing schemes and verify network
remote network resources. ‘connectivity between devices

* Explain how physical and data link layer protocols support the operation * Explain how the upper layers of the OSI model support network
of Ethernet in a switched network. applications.

* Configure routers to enable end-to-end connectivity between remote * Configure a small network with security best praclices.
devices * Troubleshoot connectivity in a small network.

Nasno Bisgu4

Student

is i rysanHa YkpaiHu

Academy Name

Ukraine 06/04/2021
Location Date
e Ruintana_
Latra Guntana
VP & Genaral Manager, Cisco Netwarking Academy
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e Ceptudikar 3a npoxomxeHHsa kypcy «CCNAv7: Switching, Routing, and Wireless
Essentials».

Corporate
11 LKL L Eees ) .
Social Cisco Networking Academy

CISCO Responsibility

CCNAV7: Switching, Routing, and Wireless Essentials

The student has successfully achieved student level credential for completing CCNAv7: Switching, Routing, and Wireless Essentials
course administered by the undersigned instructor. The student was able to proficiently:

* Configure VLANSs and Inter-VLAN routing applying security best * Explain how to support available and reliable networks using dynamic
practices. addressing and first-hop redundancy protocols.

* Troubleshoot inter-VLAN routing on Layer 3 devices. * Configure dynamic address allocation in IPv6 networks.

* Configure redundancy on a switched network using STP and * Configure WLANs using a WLC and L2 security best practices.
EtherChannel. * Configure switch security to mitigate LAN attacks.

* Troubleshoot EtherChannel on switched networks. * Configure IPv4 and IPv6 static routing on routers.

Maeno Bisguy

Student

HauiosHansuui yHisepcuteT Diopecypcie i npupoaokopucTyBaHHA YKpaiHu
Academy Mame

Ukraine 03/06/2021
Location Date
(56»»\...- 'gaui-ﬂ-em\a._

Laura Quintana
P & Ganeral Manager, Cisco Networking Academy

e CepTudikar 3a npoxomkeHHs kypcy «Network Securitys».

Corporate

il Social Cisco Networking Academy
CISCO Responsibility

Network Security

The student has successfully achieved student level credential for completing Network Security course administered by the
undersigned instructor. The student was able to proficiently:

* Describe the security threats facing modern network infrastructures. * Mitigate common Layer 2 attacks.
* Secure Cisco Routers. * Implement the Cisco 10S firewall feature set.
* Implement AAA on Cisco routers using a local router database and * Deploy the Cisco ASA for firewall and NAT/PAT services.
external server. * Implement a site-to-site IPsec VPN.
* Mitigate threats to Cisco routers and networks using ACLs. * Explain encryption types, confidentiality, integrity and authentication.
* Implement secure network design, management, and reporting. * Implement Zone-Based Policy Firewall.

Maeno Bisgu4

Student

Hauionaneumui yHisepcuter biopecypcie i npupoa PHCTY Yrpaiumn
Academy Name

Ukraine 17/01/2022
Location Date
Xn.u.nk. Q;ui-nfam._

Laura Quintana
VP & General Manager, Cisco Networking Academy
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