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Little Eco Citizens: Caring for our Planet - Story Safari - Digital
Safety Matters

Nurdan Salman, Meryem Usta - Gazi Mustafa Kemal
Primary School

Emir and the Fake Contest

Emir was a 9-year-old boy who loved the internet. In his free time, he enjoyed watching
educational videos, playing games, and chatting with his friends. One day, he saw an
advertisement featuring his favorite cartoon character. The ad said, "A big prize is waiting for
you! Join now!" To enter the contest, he only needed to enter his name, surname, and phone
number.

Excited about winning the prize, Emir was about to type in his information. Just as he was
about to press the "Submit"button, he remembered what his mother had told him before:
“Never share your personal information online!”

He immediately stopped and showed the contest to his mother. She carefully checked the
website and realized it was a fake contest. These types of scams were designed to collect
people’s personal information! If Emir had entered his details, scammers could have sent

him messages and tried to trick him.

The next day, his teacher gave a lesson on protecting personal information as part of Safer
Internet Day. Emir shared his experience with his classmates, and together they learned
these important rules:

e Never share your name, phone number, address, or passwords with anyone online.
e Don’t believe in unrealistic big prizes or free gifts.
e Always ask a trusted adult if something seems suspicious.

From that day on, Emir decided to be more careful. He started using the internet safely and
helped those around him become more aware of online dangers. Because the real prize was
staying safe!




Esma ERDEM - Bahgelievler Primary School
Ayse's Test with Cyber Bullying

Ayse was sitting at the table with the computer. While she was browsing through an
application, someone she didn't know messaged her. Ayse didn't care at first, but then she
got curious. she saw a person using bad words towards her. At first she didn't pay much
attention, but then she saw that he started making threats and using bad words. Ayse was
so scared that she didn't say anything to her family. In the evening, she realized that she had
to tell her family. she told her family what happened, one by one. Her family was very
surprised and sad. Her family reported the user and the application. Ayse learned that this
situation was CYBER BULLYING.




Nihan iSLEK - Bahgelievler Primary School
Bora's Internet Adventure

Little Bora loved his tablet very much. He played games, watched cartoons, and even
listened to songs on it. One day, while Bora was browsing on his tablet, he accidentally
clicked on a link. Suddenly, colorful lights appeared on the tablet screen, and the
screen went black. Bora was very scared. He didn't know what to do. Then, the screen
turned on by itself, and a picture of a very beautiful toy car suddenly appeared on the
screen. It said, "Do you want to win? Then click on the link." Bora loved cars very much.
He was confused. He said to himself, "This car should be mine." Just as he was about to
click on the link, he remembered his mother's words: "Bora, don't go to websites you
don't know on the internet and don't talk to people you don't know." Remembering his
mother's words, Bora decided to be careful and called his mother. He told his mother
what had happened. His mother said, "You should always be careful on the internet."
From that day on, Bora started using the internet more carefully. Now he knew that
the internet had dangers as well as its fun world. But as long as he was careful, the
internet would continue to be both a learning environment and a place of discovery for
him.
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Natalia Savitska - Dolyna Lyceum 6 “European
“The Invisible Trap”

Liia was very fond of social media. She was
constantly sharing her life on them: photos with
friends, even places she had been. She thought there
was nothing wrong with that - everyone does it!

One day, Liia shared a photo of herself in a park
she frequented. She captioned it “My favorite park in
Dolyna”.

Soon she received a message from her best friend
Max. The boy had moved abroad a long time ago and
rarely communicated with
Liia. He asked her to send a
new photo for her avatar.
When Liia saw the photo
from Max, she was so
happy that he had written to
her that she immediately
sent it, not even noticing that her house was visible in
the background.

A few days later, the guy wrote again and
started asking strange questions: whether she was home often, whether she had
any precious things. Liia didn't think to check his profile, but luckily her friend
Alice noticed Liia and Max's correspondence. She told the adults about it. It
turned out that Max's page had been hacked by scammers who were trying to
get information from children.

After this incident, Liia changed her privacy
settings and never posted personal information
without her parents' permission.

Conclusion: Not everyone online can be trusted!
Never post personal data and your location in the
public domain! Your safety is in your hands!




Juliana Koleva - DG 44 "Valentina Tereshkova"

The children were introduced to the rules for a safe Internet. To be careful with whom they
share their personal information; Not to trust strangers on the internet, Not to open
suspicious messages and ask for help from adults at home. Then they got to know the @
sign by arranging a puzzle, colored pictures on phones and computers.




Encarnita Fernandez Guirado - Vicente Medina, Primary
School

Dangers online

One sunny day, Juan and Manuel go to the park to have some fun. They decide to play
football. While they play, Juan accidentally falls down and starts to cry. Manuel, instead of
helping him right away, takes out his phone and starts recording the moment.

The next day, Manuel thinks it is funny to send the video to a classmate without asking Juan
first. Before long, the video is shared all around the class! Juan's friend Maria sees it and
quickly runs to tell him that a video of him has been shared online. Juan feels really sad
when he hears this.

Maria and Juan decide to talk to their teacher about what happens. The teacher listens
carefully and then talks to the whole class. She explains how important it is to ask for
permission before posting a video or a photo of someone online. Everyone learns a valuable
lesson about respect and kindness that day.
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Gozde Asik - Gazi Mustafa Kemal Primary School

"The Mysterious Map of the Internet Forest"

Lina was sitting in front of her computer, excitedly waiting. Her mother had given her a game
called "Safe Internet Adventure." The cover of the game featured Hero Cat Piril . It said,
"Find the map, defeat the dangers!"

Lina clicked the "Start" button. Suddenly, she found herself in the Internet Forest! The leaves
of the trees were shaped like emojis, and the rivers were flowing blue data. Piril appeared in
front of her:

"Be careful, Lina! Here are your powers:"

1.Ask the Adults Flower (She will ask her mother if she sees something suspicious).

2. Secret Box (She will store personal information here).

As she progressed, she saw a Red Box. It said, "Click to get your gift!" She was about to
click it when Pirll shouted: "Stop! Use the flower first." Lina heard her mother's voice: "Don't
click on unknown boxes, they might be viruses!"She quickly moved away.

Then, a Mysterious Fox appeared in front of them: "If you tell me your name, I'll give you a
special game!" it said. Lina opened the Secret Box and found a note inside that said "Never
tell your name!" The fox quickly disappeared.

The Most Dangerous Moment: In a dark corner of the forest, the screen suddenly froze, and
a Big Eyed Monster appeared. "Give me your password, or you'll be stuck here forever!" it
said. Lina's heart was pounding... But Piril whispered: "Stop the game immediately and call
your mother!"

Lina closed her eyes and shouted, "MOM!" When she returned to the real world, her mother
hugged her: "Well done, my girl! You remembered the rules."

From that day on, Lina became the bravest explorer of the Internet Forest. She taught all her
friends:
"Being safe makes the adventure even more fun!"




Betiil Bagci Kapkac - Gazi Mustafa Kemal ilkokulu
Bilge and the Mysterious Message

Bilge was a girl who was very interested in technology. She loved playing computer games
and often went online to make new friends. One day, while playing an online game, she
received a message from a stranger:

"Hello! I want to be friends with you. Can you give me your phone number?"

Bilge didn't know who this person was. At first, she felt excited, but then she remembered
the internet safety rules she had learned at school. Her teacher had told her never to share
personal information with strangers.

She immediately went to her parents and told them about the situation. Her father said, "You
did the right thing, Bilge! If someone you don't know asks for your personal information
online, you should never share it."

From that day on, Bilge became more careful when communicating with strangers online. On
Safer Internet Day, she shared her story with her friends and taught them how to use the
internet safely.

Now, Bilge knew: The internet was fun, but staying safe was the most important thing!




Ismini Anastasopoulou, 13th Primary School of Marousi,
Greece

Title: A Sunny Day's Lesson on Online Safety

One sunny day, | was playing Fortnite at home with a friend—at least, that’s what | thought.
A few hours later, | realized that it wasn’t actually him.

At first, he was sending me a lot of messages, asking me where | live and where my house
is. He kept insisting on getting this information.

Later, | received a phone call from an unknown number. | didn’t answer. In both situations, |
informed my parents. My parents checked the profile of the stranger who had asked for my
Fortnite details. | then called the friend | thought | had been playing with, and | realized that
he hadn’t been online at all that day.

Afterward, | searched the unknown number on Google and discovered that it belonged to a
scammer who makes phone calls to deceive people...

From this experien | learn h

I should not communicate with strangers while playing games.
| should not make friends with people | don’t know.

3. | should not share personal details (such as where | live, my school, or my phone
number) with anyone online.

4. | should not answer phone calls from unknown numbers.

5. | should talk to my parents whenever something worries me.

6. | should always verify the identity of my online friends.

Explanation of the Story and the Lessons Learned:

This story describes an online gaming experience that turned into a potentially dangerous
situation. The child believed they were playing Fortnite with a friend, but the person they
were communicating with was actually a stranger pretending to be their friend.

The red flags in this situation were:

The stranger persistently asked where the child lives and where their house is.

1. The child later received a phone call from an unknown number, which turned out to
be connected to a scam.

2. By informing their parents, the child was able to confirm that they had been
interacting with a stranger and avoided potential harm.



3. The key lessons learned from this experience emphasize online safety, especially for
young gamers:

4. Never share personal information online: Even if someone seems friendly, they may
have bad intentions.

5. Always verify who you're talking to: Just because someone claims to be a friend
doesn’t mean they really are.

6. Strangers can pretend to be someone else: Online, anyone can create a fake profile
and try to deceive others.

7. Tell a trusted adult about suspicious behavior: If something seems off, it's important
to get help.

This real-life example highlights the importance of staying cautious and prioritizing
safety in online gaming environments.
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This is the moment
that he started playing
Fortnite and later
someone unknown called
him at his mobile phone
B and he’s wondering what to do. 48
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Andreea Preda, Liceul International IOANID, Bucharest,
Romania

How not to get cyber bullied

One day, Mary was looking on Snapchat. A few minutes later, she received a friend request
from a unknown boy. She accepted it and the boy wrote “If you don’t give me all your money,
I will enter you house and scare you at night!!!” After reading that awful message, Mary was
really scared. She told the boy that she would never give him the money and told him to
stop. She tried to delete him from Snapchat list but she couldn’t do it. The boy kept sending
her messages. She was desperate and she told her mum about this situation. Her mum
helped her and told her the following:

-My dear daughter, don’t accept any unknown person in your list,

don’t give any personal information, it can be dangerous. What this boy did to you is called
cyberbullying.

-Thank you, mum!

Figen ULUS - Bahgelievler Primary School




Arzu CiHAN - Adacami Primary School

TECHNOLOGICAL EVIL

Arzu and her family stopped by a shopping mall while traveling. She sees the tablet she likes
in a colorful store. She insists her father buy the tablet. Her mother installs harmless games.
Arzu does not like them and installs the games she wants. She had to buy the character she
likes in the game. She sent a photo of her father's credit card to the creator of the game. Her
father received messages on his phone. Just when she thought she would continue playing
the game, her father entered the room. Arzu was very scared. She regretted what she did.
She realized her mistake and apologized. They reported the scammers to the police. Arzu
promised that she would never do things without her family's permission or in secret again.




Ozlem Cinar Kebesoglu - Fatos Biiyiikkusoglu Primary
School
SAFE INTERNET

DAY

Kemal Is In Danger

Kemal was playing a game on his computer when suddenly
a message appeared on the sereen: "Share your personal
information to win a gift!" Kemal immediately went to his
mother and asked. "Mom, is this message safe?"

is mother said. "No, Kemal. You should never share vour

H tl d. "No, Kemal. You should hare )

personal information. It's very important to be careful on
the internel.”

Kemal understood what his mother said and deeided to use
the internet more safely from now on.
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