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This is a one-pager to collect all documents and resources about MiraclePtr<T>. This document 
is editable for chrome-memory-safety@ -- feel free to add your documents :) 

TL;DR of the project 
Chrome's biggest security problem is a constant stream of exploitable (and exploited) 
Use-after-Frees. Our goal is to stop them being exploitable by turning them from security 
bugs to non-security crashes or memory leaks. 
 

●​ MiraclePtr rewrites member field raw pointers in the Chromium repository (and 
eventually some third party libraries). For performance reasons, function parameters, 
on-stack variables etc are not the target of the rewrite. The rewrite is tool-assisted and 
99% is done by the auto rewriter. The rewrite can be rolled out incrementally on a 
per-directory basis. [Note: The rewrite is not needed for PCScan / DCScan.] 

●​ The raw pointer => MiraclePtr rewrite is mostly orthogonal to the underlying 
implementation of MiraclePtr. We can consider enabling different underlying 
implementations on different processes and platforms. 

●​ MiraclePtr can be used for other purposes like pointer compression. 
●​ MiraclePtr needs memory allocator support and depends on 

PartitionAlloc-Everywhere (i.e., route malloc() in Chrome to PartitionAlloc). 
PartitionAlloc-Everywhere has its own benefits: fewer allocators in Chrome and improved 
security. 

●​ ARM has a plan to support hardware MTE and Android has a plan to support it from "S". 
We are discussing with ARM to support it in PartitionAlloc. Once it's supported, (some of) 
our software implementation will move to hardware. The software implementation is still 
needed for non-ARM CPU devices / desktops. 

●​ The launch criteria is: no significant regression in performance, memory, binary size and 
stability. We will not launch MiraclePtr until we meet the launch criteria. 

●​ The primary goal is to stop UaF bugs being exploitable. The diagnosability (i.e., getting 
actionable stack traces) is the secondary goal. For that purpose, we have a better tool 
like GWP-ASan. MiraclePtr is the backstop to ensure that UAF crashes are not 
exploitable. 

https://docs.google.com/document/d/1pnnOAIz_DMWDI4oIOFoMAqLnf_MZ2GsrJNb_dbQ3ZBg/edit#
https://groups.google.com/a/google.com/g/chrome-memory-safety
https://docs.google.com/document/d/1cnpd5Rwesq7DCZiD8FIJfPGHvQN3-Gul6xib_4hwfBg/edit
https://docs.google.com/document/d/1vD_vXd2ONvgvoz_ajnFewLi6PMY0GlsJFsYgL9KqCgA/edit#heading=h.lib0zsyf5z1q
https://docs.google.com/document/d/1TNNFa4CwiTSzlqbDkWFyLKLn66lj0Rj_bSwsSaWUJK0/edit#heading=h.w2a3djekr1gm
https://docs.google.com/document/d/1BTEeY2YJBiT39w_t7kzrAJPjY5L-TcMrnksBM0AOV4w/edit
https://docs.google.com/document/d/1sKT7LaVbZsqocvnlyIEID08p-5WRgmGHnfYk_ofSDeQ/edit#heading=h.wsaoi0fogo42
https://groups.google.com/a/google.com/g/chrome-memory-safety/c/BmjIpH8GRrA
https://docs.google.com/document/d/1j7S5EZeXesdL2eLC5D6dTAbF8Us9QNUcxAhD9cmWKMg/edit
https://chromium.googlesource.com/chromium/src.git/+/master/docs/gwp_asan.md


●​ Per the feedback from Project Zero, we are exploring two variants: BackupRefPtr 
(deterministic) and PCScan (mostly deterministic) / DCScan (deterministic). We are 
planning to send the two variants to the real-world A/B experiments and collect numbers. 

●​ We want to launch things incrementally. We start with the browser process on 
Windows 64 bit because 1) the browser process is less performance-sensitive and 
more security-sensitive, 2) Windows supports a binary A/B experiment and 3) 64 bit is 
easier to support than 32 bit and is where the majority of users lives. Then we iterate to 
support renderer processes and more platforms. However, it's important to have a 
plan to support renderer processes and all platforms including 32 bit because 
otherwise we cannot lower the severity of a given UaF bug, which is key to reduce 
Stable respins and the workload on the Chrome team. 

 
For more details, see the documents below. 

Documents 

Presentations & articles 
●​ OWND 0x001B article 
●​ lukasza@’s and bartekn@’s MiraclePtr breakout talk BlinkOn 13 

○​ Slides 
○​ Video recording 

●​ lukasza@’s MiraclePtr presentation for Chrome-WA (links are Google-internal, sorry): 
○​ Slides 
○​ Video recording (MiraclePtr starts around 16:15 timestamp) 

●​ bartekn@’s MiraclePtr presentation for Q3 ENG JP All Hands (links are Google-internal, 
sorry): 

○​ Slides 
○​ Video recording (MiraclePtr starts around 36:38 timestamp) 

●​ adetaylor@’s and lukasza@’s infodump presentation for chrome-security@ (links are 
Google-internal, sorry): 

○​ Slides 
●​ bartekn@’s MiraclePtr lightning talk for BlinkOn 15 

○​ Slides 
○​ Video recording (MiraclePtr starts around 31:17, it’s preceded by an interesting 

talk about PartitionAlloc-Everywhere) 
●​ keishi@’s and bartekn@’s breakout talk at BlinkOn 16 

○​ Slides 
○​ Video recording 

https://docs.google.com/document/d/18J5hxivQ1YXLdVnxsqARHjrEGu7WDD31GT7-aNypVys/edit#heading=h.b7g2ty418aqo
https://docs.google.com/document/d/1m0c63vXXLyGtIGBi9v6YFANum7-IRC3-dmiYBCWqkMk/edit?usp=sharing
https://docs.google.com/document/d/1vD_vXd2ONvgvoz_ajnFewLi6PMY0GlsJFsYgL9KqCgA/edit#heading=h.lib0zsyf5z1q
https://docs.google.com/document/d/1TNNFa4CwiTSzlqbDkWFyLKLn66lj0Rj_bSwsSaWUJK0/edit#heading=h.w2a3djekr1gm
https://sites.google.com/corp/google.com/ownd-0x001b/home?authuser=0
https://docs.google.com/presentation/d/1QvfZXx5HdUl0IdkBcrx-NM0ua-PVcTi2jNx0Sf-n8Fo/edit?usp=sharing
https://www.youtube.com/watch?v=ohlxw5kDn-k
https://docs.google.com/spreadsheets/d/1MDi946Kliz9FyvfOnJWVMkMEuz6w8iCoXmZ8WDOYeS4
https://docs.google.com/presentation/d/1t7KB272omfRPmcd3bkhJPrH5-KEoTAzK6KCQSKtHHd8/edit?usp=sharing
https://drive.google.com/file/d/1WEm6XPs_3gBk-DGiZipggYiLvO6N2cnn/view
https://docs.google.com/presentation/d/1N-B0Q1d7XGXgvd8uhwJ2TijPhnO9LgNP-hJYpTvk1Dk/edit#slide=id.g9da3bd074e_0_4
https://drive.google.com/file/d/1hEZof7k5vySvkJJoC_9LfJYOmqfIP9TY/view
https://docs.google.com/presentation/d/1jTSU_CZO_Nq6ohb8wHkXY_1brOwbQ3zhOV3LOx8rZr0/edit?usp=sharing
https://docs.google.com/presentation/d/12pu9e1i5xWxETK3FeEOo9mryAIpJO2JyroN6jyvSTbs/edit?usp=sharing
https://youtu.be/oxwQ7M7PXao?t=1876
https://docs.google.com/presentation/d/1Faou7_Jxu03uPbVne5JYiUpx7q_w20wwNYw2pViHK80/edit#slide=id.ga8d3167efb_0_12
https://www.youtube.com/watch?v=WhI1NWbGvpE


Pointer safety proposals 
●​ Protection for pointers on heap: 

○​ Pointer safety ideas - comparison of proposals (bartekn@, lukasza@, haraken@) 
●​ Protection for pointers on the stack: 

○​ Deterministic stack scanning (haraken@) 
○​ BorrowRefPtr (markbrand@;  this is an extension of BackupRefPtr) 

Important documents 
●​ MiraclePtr Security Impact [Googlers only, sorry, but summary here] (adetaylor@, 

lukasza@, palmer@, tsepez@) 
●​ MiraclePtr Security Properties Comparison [adetaylor@, markbrand@] 
●​ Eng Review: 

○​ MiraclePtr / Scan Eng Review one pager (2021 Aug) (haraken@) 
○​ MiraclePtr Roadmap (haraken@, bartekn@, keishi@) 
○​ Scan Roadmap (hpayer@, mlippautz@) 

●​ raw_ptr.md - usage rules (bartekn@, lukasza@) 
●​ BackupRefPtr Support Coverage (bartekn@ et al) 
●​ BackupRefPtr 2022 Roadmap (keishi@, bartekn@) 

Other / old documents 
●​ Team meeting notes 
●​ PartitionAlloc Everywhere (lizeb@) 
●​ BigRewrite-related docs: 

○​ rewrite_raw_ptr_fields clang tool (lukasza@, bartekn@) 
○​ rewrite instructions (incl. post-rewrite steps) (bartekn@, keishi@) 
○​ Applying MiraclePtr (API draft & transition challenges) (bartekn@, lukasza@) 
○​ Comparison of rewrite choices - one-time BigRewrite VS on-the-fly/build-time 

rewrite VS LLVM integration (lukasza@) 
○​ Big Rewrite vs. LLVM Rewrite (lukasza@) 
○​ Big Rewrite execution: PSA, checklist, issues, tracking bug (keishi@ et al) 

●​ Security-related docs 
○​ Initial Feedback from Project Zero [Googlers only, sorry] (markbrand@, 

glazunov@) 
○​ MiraclePtr Security Impact - see the link in “Important documents” section above 
○​ M78-M80 UaF in security bugs [Googlers only, sorry - I’d love to share more 

broadly, but some of the security bugs are not yet public] 
○​ M82-M90 UaF [Googlers only, sorry] 
○​ 100 most recent security bugs [Googlers only, sorry] (adetaylor@) 
○​ [somewhat old/stale] Sheriffing algorithm proposal (markbrand@) 

https://docs.google.com/document/d/1qsPh8Bcrma7S-5fobbCkBkXWaAijXOnorEqvIIGKzc0/edit?usp=sharing
https://docs.google.com/document/d/1jPOHdPH5zvyaL3z2X-r_drz0qDrLB8SOQAGKQxHWXSI/edit
https://docs.google.com/document/d/1AOn3zZPy9hBnMFQACCKIs2DZ-uObDUJr1I1Qg-5_42w/edit#
https://docs.google.com/document/d/1VTJAqsQ004ydSPxPcFirM1ukS8uvmR49ppA4OM_9AQI
https://www.chromium.org/Home/chromium-security/memory-safety
https://docs.google.com/document/d/1H2LOZEMMnJuUgvg-0vjU_Vr5dwrFSoGVp4dfJhiZ0wQ/edit?ts=60e6cd43#
https://docs.google.com/document/d/1THo6K9vHJmQVL-lH3vt2Ij55MLMKXhDLY9UzufGasVc/edit
https://docs.google.com/document/d/126x0-KeFcdBebaEnDkPrnRGTAz73btYC9yfLm2pXFFQ/edit#
https://docs.google.com/document/d/1q4zyXeNOuOuOC1sqmKNz8a13kjOHD4HX3cw_Mb-furs/edit
https://source.chromium.org/chromium/chromium/src/+/main:base/memory/raw_ptr.md
https://docs.google.com/document/d/1-H8zS4p2jKNo4Zsv2rbXcYvGKn2CsCTtd1W1HPl3z_M/edit?usp=sharing
https://docs.google.com/document/d/1h0oeh8j_0nIIjOXa1x8pDBCnM9VLRw7E-1pbZ0438jU/edit?usp=sharing
https://docs.google.com/document/d/17vv-zCbgPNsMbq8v9GkOrV8W8P9Ejty1wkIuVnBpdwM/edit#
https://docs.google.com/document/d/1R1H9z5IVUAnXJgDjnts3nTJVcRbufWWT9ByXLgecSUM/edit
https://docs.google.com/document/d/1chTvr3fSofQNV_PDPEHRyUgcJCQBgTDOOBriW9gIm9M/edit?ts=5e9549a2#heading=h.394parvmzgqd
https://docs.google.com/document/d/1matDOeMvnQOdxYAFJppva1aJ6ugEUWzBRkfDQfgNVDs/edit?usp=sharing
https://docs.google.com/document/d/1cnpd5Rwesq7DCZiD8FIJfPGHvQN3-Gul6xib_4hwfBg/edit?usp=sharing
https://docs.google.com/document/d/1wJ5Mn9eJRZJHutPrjB2Xz-J8y7FvJie8GAJYj9e35gk/edit#
https://docs.google.com/document/d/1heaj16nF-f1Ez9MAzvbpFPmQwBcGNXo_s1Jnq_KQ2F8/edit
https://groups.google.com/a/chromium.org/g/chromium-dev/c/vAEeVifyf78
https://docs.google.com/document/d/1kBZn-xPRGu-EvWbTH6oo92Go4gZmg1oH2PoRkZ006r0/edit?usp=sharing&resourcekey=0-7aXkT7SlH0zMNFaagmq4mA
https://docs.google.com/spreadsheets/d/1jjQVBoLLHA5SVDpnrcKkBSXU59Y1iIw7U4GGFuUhr_U/edit?usp=sharing
https://bugs.chromium.org/p/chromium/issues/detail?id=1272324
https://docs.google.com/document/d/18J5hxivQ1YXLdVnxsqARHjrEGu7WDD31GT7-aNypVys/edit#heading=h.b7g2ty418aqo
https://docs.google.com/spreadsheets/d/18g007RBfgu3VXj5aN6FGEk3vrqyd5F8_3YHa7GIB8OY/edit?ts=5eab782b#gid=1123693892
https://docs.google.com/document/d/1xg7NPcawZM5siDE1cBEvRNzHASJLEJRkWYuMC-PrPsA/edit?usp=sharing&resourcekey=0-jnVmaZtaKnVu2uWl-DzP7g
https://groups.google.com/a/google.com/g/chrome-memory-safety/c/88hd_SbgIkM
https://docs.google.com/document/d/15oT_gV7ElQQTxhveanlLFFT9GxhHylhqOQjzOcSTfn0/edit#


●​ CheckedPtr/BackupRefPtr Limitations (bartekn@, lukasza@, glazunov@) 
●​ Esoteric issues encountered when working with BRP (bartekn@ et al) 
●​ raw_ptr clang plugin (keishi@) 
●​ NoOpImpl overhead (yukiy@) 
●​ crbug.com/1272324 - master bug to track the process of landing Big Rewrite 
●​ Implementation ideas: 

○​ BackupRefPtr design 
○​ PartitionTag per PartitionAlloc object [Googlers only, sorry] (tasak@) 
○​ BackupRefPtr on top of ASan (markbrand@ and glazunov@) 
○​ Dangling pointer detector (haraken@)  
○​ MiraclePtr Perf Improvement Ideas (glazunov@, bartekn@, tasak@, lukasza@) 
○​ How to solve the address reuse problem (haraken@) 

●​ Performance evaluation: 
○​ CheckedPtr2 Performance on micro-benchmarks (lizeb@) 
○​ PA Tag Perf Analysis (tasak@) 
○​ Initial performance / memory / binary size results (bartekn@) 
○​ Initial Renderer results on benchmarks (tasak@ keishi@) 
○​ … see more in the “Experiments” section 

●​ Experiments: 
○​ Initial Experimentation Plan [Googlers only, sorry] (bartekn@) 
○​ BRP Canary "Pulse" experiments (keishi@, bartekn@) 
○​ BRP Binary A/B Dev experiments (keishi@, bartekn@, yukishiino@) 

■​ Experiment Release Timelines [Googlers only] (srinivassista@) 
■​ BRP experiment results (Dev) [Googlers only] (keishi@ et al) 

○​ BRP Binary A/B Stable & Beta experiments (bartekn@, keishi@) 
■​ Stable & Beta experiment plan [Googlers only, sorry] (bartekn@) 
■​ Stable & Beta experiment population setup [Googlers only] (bartekn@) 
■​ Stable & Beta Experiment Release Flow [Googlers only] (srinivassista@) 
■​ BRP experiment results for Beta [Googlers only] (bartekn@) 
■​ BRP experiment results for Stable [Googlers only] (bartekn@, keishi@, 

mpearson@) 
○​ New experiment model: 

■​ Design [Googlers only, sorry] (bartekn) 
■​ Results for BRP support compiled in, but disabled at run-time (Dev): 

Google-internal, public 
■​ Finch experiments [Googlers only, sorry] (bartekn) 

●​ Testing plan for Eng Review (haraken@, bartekn@, lukasza@) 
●​ MiraclePtr: Post Eng Review Roadmap (bartekn@) 
●​ Initial Eng Review: 

○​ MiraclePtr decision tree (haraken@ et al) 
○​ Eng Review one pager (haraken@) 
○​ Eng Review deck (haraken@ et al) 
○​ Meeting notes 

https://docs.google.com/document/d/1HbtenxB_LyxNOFj52Ph9A6Wzb17PhXX2NGlsCZDCfL4/edit?usp=sharing
https://docs.google.com/document/d/14Ol_adOdNpy4Ge-XReI7CXNKMzs_LL5vucDQIERDQyg/edit
https://docs.google.com/document/d/1opKaq9o06UkaAcraEiiyI3Wb6U-Jkwtv3wNmFtK93Nc/edit?usp=sharing
https://docs.google.com/document/d/1f5Xv-zVHN1JUotjePvZ5jN6and8RxqHnXDu0esZr3rk/edit#
https://bugs.chromium.org/p/chromium/issues/detail?id=1272324
https://docs.google.com/document/d/1m0c63vXXLyGtIGBi9v6YFANum7-IRC3-dmiYBCWqkMk/edit?usp=sharing
https://docs.google.com/document/d/1hDTD3XaR1g94Orm74kvPloDqQrAIb5IRoefJ-61S5Gc/edit?usp=sharing
https://docs.google.com/document/d/1yf7jD26itsMoibM2lAwo4eQ6b8-v2W97XyA7JsvUca4/edit?usp=sharing
https://docs.google.com/document/d/15qq2wr7Xza5awgJAfXUzO1UZFAG7lXDm4K8hd7vC3GU/edit?usp=sharing
https://docs.google.com/document/d/1jbhHvYiovA_zQd_Ag0Q38sLcBGyDflcTd72Fcp3S2Gg/edit?usp=sharing
https://docs.google.com/document/d/1Xf_jEOQTm6alOzA9ewVLbuMqqpiqpTQLlMfni3OrKl4/edit
https://docs.google.com/document/d/1Z6m6MPMdoJQP2xqnROqbaa1_aQd620TkAR9KgRbi3iM/edit#heading=h.2e4hyqb850gd
https://docs.google.com/document/d/1vS0OtswOA7BcDQhblv6cJ1Z8TdNV1qDCpboTDab2VhU/edit?usp=sharing
https://docs.google.com/document/d/1yh9gZ659FQQjDytCnqidmLycrn_mdPS8pvUsEh6EXlA/edit?ts=5f3bebf0#
https://docs.google.com/document/d/1btNYRiAlcbaFIJKSz3N2IfHI2d5iUy5shoJbjepLyQQ/edit#heading=h.mpmbsh5arzkx
https://docs.google.com/document/d/1uRcmMaGyMCTVj9ARxpEIbr-qkCS73E4JlKJrfwQS0GQ/edit#
https://docs.google.com/document/d/1zKoTPWl_lEBmQcSSpKtXSjWXMs-1oWRwZp8dCu3KRyA/edit?usp=sharing&resourcekey=0-3tbMv2PBZnCHFvHcSPS7NQ
https://docs.google.com/document/d/12FLUQfty916NIyh_2Iqdh75Qsc0q-HfToROHMEKtmhY/edit?usp=sharing
https://docs.google.com/document/d/1KEMnTVJ5M9x-P6xzXJJiQz4SL1gWi9uuUq3oKcW_vtw/edit?usp=sharing&resourcekey=0-xjlqMXUA8TybcZ2DuzyBqA
https://docs.google.com/document/d/1bt90gYZmVfSV36cagWx1SpdlJFKS08RXdNbVsDjtPms/edit?ts=60dc6311
https://docs.google.com/document/d/1R0EYCXF-k0XPKM6vwsWkVR5ikl4bANxfEkvA9JcU-fg/edit?usp=sharing&resourcekey=0-xbOYHnoWuvTIemGJUhGlBQ
https://docs.google.com/document/d/1wpd81nvby2H6fQNNMpmFDfTfD5l_M-x9NqZXX7EMOPo/edit
https://docs.google.com/document/d/1F1ra13q2Drl6ihuUHyfY3xYVLnBKBM6RMsSxkYG4JCw/edit?usp=sharing
https://docs.google.com/document/d/1CWQnT4f4eWTiN5xAM11O8lmdMXE5J8LTfeK5BMEiXJ4/edit?usp=sharing&resourcekey=0-UjIEZNOHwwx6IfMnHivRWg
https://docs.google.com/document/d/1BmfSFjAYSUIF8uy-jFpL4c2950dwP7vZynwsGqXDxUA/edit
https://docs.google.com/document/d/1uMzUGTHIdhTD_qkL_Ej2Tjns4V4c88AcIXHTQw_pA-4/edit?usp=sharing&resourcekey=0-GI1jS2aDWp_eemNSUXoj9A
https://docs.google.com/document/d/1Vb7UNd9mr5YDFisia88ohIz5vSV9GiPyFfEmc3XdmYw/edit?usp=sharing&resourcekey=0-B3OHSfJTDMRQiDa9ybqMhg
https://docs.google.com/document/d/14TinSQrvcbpGoGO85j1xrDldVK4aD9GVo5KOAaUIUrY/edit?usp=sharing&resourcekey=0-YYlTwRuv2rkkpxthR9dQqw
https://docs.google.com/document/d/1MfDT-JQh_UIpSQw3KQttjbQ_drA7zw1gQDwU3cbB6_c/edit?usp=sharing
https://docs.google.com/document/d/1HJsFHpvi2V84suIao6WW41TLc36ZoMR6pmSanI6E7rk/edit
https://docs.google.com/document/d/1l2XBwL61c_Xfa1nYUygUgiRjMadGNokMrxfvYVfnxdY
https://docs.google.com/document/d/1N-dAfk5ZtXbWlxuUGU13H49K11LNUpd7rTFh3BD6aS8/edit?usp=sharing
https://docs.google.com/document/d/1W5u090X2TgkHIZ0VefXqV3owThOG2bXTjKEC-_re1HI/edit
https://docs.google.com/document/d/1XnlG1z7hVIT2vxtZddPirM9WnYvCloU-MoBPVDLr8x0/edit#
https://docs.google.com/presentation/d/1m5aSXw6OUGfNyO0vdREQWG0W64C0YFI9C3zpXdakBRY/edit#slide=id.g3ccbf6ac24_63_0
https://docs.google.com/document/d/1VTEZlv8ebFiR60cIgFAXrwvSgRO5NyBw9cci59HZ8dw/edit


●​ Final Eng Review: 
○​ Eng review deck (haraken@ et al) 
○​ Pre-review Q&A 
○​ Meeting notes 
○​ See more in Important documents 

 
 
 

https://docs.google.com/presentation/d/1g4qvcfXbSNGMjYqMQOOnFNh1x9iWtunq3nrELtcnR98/edit#slide=id.ge7530cc2b9_0_24
https://docs.google.com/document/d/1NXNkb4Q43yOXhfXavP480Q1hZWy3Djff7azlttZEk_s/edit?usp=sharing&resourcekey=0-TrmB0jGsmzcYTeuGZqvzlQ
https://docs.google.com/document/d/1jgGwq8Uq6NW-0KMznjN580bvjD1hDXeGxHcmTC4Azu4/edit?usp=sharing&resourcekey=0-lAxIK2X5XJDtZlSedyYkXw
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