Using SMS Authentication for
VPN Access - Windows

These instructions provide information on how to use the SMS Authentication to access the
OCIO VPN. You may also view this video for additional assistance.

1. Open Cisco Anyconnect
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2. Remove the existing information (if applicable)

3. Go to the Okta VPN Server Access list to locate the URL associated with your agency. If this
is your first time logging in, please refer to the Server Access - First Time Login (the 3rd column
in the list)

Okta VPN Server Access

Please note that the URLs listed under Server Access - First Time Login (column 3) are cas
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4. Enter in the correct server access URL in the Cisco AnyConnect Secure Mobility Client dialog
box
5. Select Connect



https://youtu.be/B3GFA_SvzQ0
https://sites.google.com/iowa.gov/okta/okta-vpn-server-access

% Cisco AnyConnect Secure Mobility Client — X

6. Ensure username is your full email address,
7. Enter your network (Active Directory) password
8. Select OK.

NOTE: If you are having issues with receiving a (sms) text message or need an alternate
authentication method to access VPN, select from the authentication instructions below.
e Phone-Voice Alternate Instructions

e Okta Verify 6 Digit Code Alternate Instructions

e Google Authentication 6 Digit Code Alternate Instructions

8 Cisco AnyConnect | OCIO-OKTA

% Please enter your usemame and passward,

Type Email Address

Usemame: | john.manternach@iowa.gov

Password: | ==s=s=== - Type Active

Directory Password

9. Type 2 in the answer field
10. Select Continue


https://docs.google.com/document/d/1r7xP0pIrELM3tyPBKrqf4E-cJR3REhCLNcjweluLY7s/edit#bookmark=id.4nw0uxj9jxf7
https://docs.google.com/document/d/1r7xP0pIrELM3tyPBKrqf4E-cJR3REhCLNcjweluLY7s/edit#bookmark=id.y53nhwr7ho4x
https://docs.google.com/document/d/1r7xP0pIrELM3tyPBKrqf4E-cJR3REhCLNcjweluLY7s/edit#bookmark=id.f60h5n7f198g
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Answer: | |

Select an option to continue: 1-Call, 2 - SMS,
Enter '0" to abort.

Continue Cancel

11. Enter code that was text to you
12. Select Continue
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Enter the code sent to your phone, Enter '0' to
abart.

Continue Cancel

13. Select Accept of the Cisco AnyConnect popup on your computer.
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Congratulations! You are now connected to VPN using SMS Authentication.

After you connect to the OCIO VPN for the first time, an XML profile will be automatically

installed to your workstation and the AnyConnect window will be pre-populated with the correct
URL.



This means, the next time you login you can skip Steps 2-4 and start at Step 5 “Select Connect”
to continue. You may also locate your new VPN Profile - “After First Time Login” on Okta VPN
Access.
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The VPN Profile will vary per Agency.

To verify the VPN Profile name for your agency, go to Okta VPN Access
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