NHOOPMAILIMOHHA A ITAMSTKA
JUIA OBYHAIOIIMXCA AJIA PASMEIIEHMA
HA OOUIIMAJIbHBIX UHTEPHET-PECYPCAX

C xaxapIM ToJOM MOJIOJCKH B HUHTEPHETE CTAHOBUTHCSA Oouble, a
IIKOJIbHUKHA OJHW W3 CaMbIX AaKTUBHBIX ITosb3oBarenen Pynera. Mexny Ttewm,
MIOMHMO OTIPOMHOIO KOJIMYECTBA BO3MOYKHOCTEH, MHTEPHET HECET M NPOOJIEMBI.
OTa naMsTKa J0JKHA IOMOYb TeOe 0€30I1acCHO HAXOJUTHCS B CETH.

KomnerorepHsie BUPYChI

KoMmnbroTepHblli BUPYC - 3TO Pa3sHOBUAHOCTb KOMIIBIOTEPHBIX IMPOrpamw,
OTIIMYUTETHbHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIOCOOHOCTh K Pa3MHOXKEHHUIO.
B nononHeHue k 3TO0MY, BUPYCHI MOTYT NOBPEAUTDH WJIU MOTHOCTBIO YHUUYTOXKUTH
Bce (pailyipl M JaHHbBIE, TOJKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHHU KOTOPOro Oblia
3alylieHa 3apaKeHHas MporpamMma, a TAKXKe NOBPEIUTb WM JaKE€ YHHUYTOXKUTH
OIEpaIlMOHHYI0 CHCTEMY €O BceMH (aiinamu B 1iesioM. B GonpIIMHCTBE ciayyaeB
PacIpOCTPaHAKTCA BUPYCHI YEPE3 NHTEPHET.

MeTozpb! 3aIlUTHI OT BPEAOHOCHBIX IIPOrpaMM:

1. Hcnonas3yil COBpPEMEHHBIE OIEPALMOHHBIE CHCTEMBI, HMEIOIINE
CEPBE3HBIN YPOBEHb 3aLUTHI OT BPEIOHOCHBIX MPOrPAMM;

2. [loctossHHO ycTaHaBnuBail madyTu (UUGPOBBIE 3allIaTKU, KOTOPBIE
ABTOMAaTHYECKH YCTAHABIMBAIOTCA C LEJIbI0 JOPaOOTKM NPOrpaMMmbl) U JApPYyTHE
OOHOBJICHMSI CBO€H  omnepallMOHHOW cuctembl. CkaunMBail UX TOJIBKO C
opunmansHoro caiita paspaborunka OC. Ecim  cymecTByer  pexum
aBTOMAaTH4E€CKOTO0 OOHOBJIEHUS, BKIIIOYH €r0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE IMOJ MpaBaMH T[OJb30BaTENs, a He
aJIMMHHCTpaTopa. OTO HE NO3BOJUT OOJBIIMHCTBY BpPEAOHOCHBIX IPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHAIBHOM KOMIIBIOTEPE;

4. Ucionb3yil  aHTUBHPYCHBIE IPOTPAMMHBIE  MPOAYKTBl  M3BECTHBIX
MIPON3BOJUTENICH, C aBTOMATHUYECKUM OOHOBJICHHEM 0a3;

5. Orpanuup HU3HUECKHUM JOCTYI K KOMIBIOTEPY JJIsl HTOCTOPOHHUX JIMIL;

6. Vcnonb3yli BHEIIHUE HOCUTENIH HMH(OpMalUu, Takue Kak (remka, TUCK
win (paiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBbIC (Daiibl, MOMYYEHHbIE M3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (haiisibl, KOTOpbIE MPUCIIAT TBOM 3HAKOMBIW. Jlydllie yTOUHH y
HEro, OTIIPABJISUI JIU OH Te€0E HX.

Cetn WI-FI

Wi-Fi - 370 He Buj nepenadyu JaHHBIX, HE TEXHOJIOTHUSI, a BCEro JIUIIL OpeHI,
mapka. Eme B 1991 roay Huaepianjckass KOMIIAHUS 3aperucTpupoBana OpeH.



«WECA», 4dro o0o3nauano cnoBocouetanue «Wireless Fidelity», xoTopslii
NEPEBOJUTCS KaK «OeCIpOBOAHAS TOYHOCTDY.

Jlo Hamiero BpeMeHu Jonuia apyras abOpeBuarypa, Kotopas siBJIsSeTCs TaKoh
&Ke TexHosjorued. 1o abOpeBuarypa «Wi-Fi». Takoe Ha3Banume ObUIO JaHO C
HaMEKOM Ha CTaHJapT BhICIIEH 3ByKoBOM TexHuku Hi-Fi, uto B mepeBoje o3HauaeT
«BBICOKAsI TOUHOCTbBY.

Jla, OecruiaTHBI HHTEPHET-AO0CTYI B Kade, OTeNAX U a’poropTax SBISICTCS
OTJIMYHOUN BO3MOKHOCTBIO BbIX0/1a B UHTEPHET. HO MHOTHE 3KCIIEPThI CYUTAIOT, UTO
obmenoctynubie Wi-Fi ceTu He sBIsIOTCS 0€30MacHbIMHU.

CoBetbl 10 6€301aCHOCTH pabOTHI B 00IEAOCTYIHBIX ceTax Wi-fi:

1. He nepenarait cBoto muuHyro nHpopMaiuio yepes oomienocrynusie Wi-Fi
cetu. PaGorass B HHMX, ’XeJlaTeJIbHO HE BBOAWTH MAPOJU JOCTyMa, JOTUHBI U
KaKHe-TO HOMEpa;

2. Wcnionb3yit 1 OOHOBISH aHTUBUPYCHBIE MpOrpaMMbl U OpaHaMayep. Tem
caMbIM Thl 00€30MacHIllb ce0sl OT 3aKaYKH BUpyca Ha TBOE YCTPOMUCTBO;

3. Ilpu wucnons3oBanuu Wi-Fi otkmroun Qynkmuro «OO0mmii moctynm K
daiinam u npunTepam». JlanHas (yHKIMS 3aKphiTa MO YMOJYAHHUIO, OJHAKO
HEKOTOPBIE TMOJIb30BATENN aKTUBUPYIOT €€ JIJIsl yI0OCTBa MCIIOJIb30BaHUS B paboTe
WM yueoe;

4. He wucnonw3yid nyOnumunsii WI-FI s nmepenaunt JAWMYHBIX JaHHBIX,
HaIpuMep, JUIsl BBIXO/1a B COLIMAIbHBIE CETH WU B AJIEKTPOHHYIO MOUTY;

5. Wcnone3yii Tosbko 3ammuieHHoe coenunenne yepes HTTPS, a ne HTTP,
T.€. TIpu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOunsHOM Tenedone orkimoun ¢yHkuuio "llonkmrouenune k Wi-Fi
apromMaruuecku'". He pomyckail aBTOMarMm4yecKoro MOJKIIOYEHUS YCTPOWMCTBA K
cetsim Wi-F1 6e3 TBoero cornacusi.

CounanbHbie CETH

ConuanbHble CETH aKTUBHO BXOJSIT B HAIlly U3Hb, MHOTHE JIIOAHU PabOTaIOT
M JKUBYT TaM TNOCTOSIHHO, a B Facebook yke 3apeructpupoBan Musinaps 4yeioBexk,
YTO SIBJISIETCS OJHOW CEIbMOM BCEX KUTEJICU IUIaHEThl. MHOIrMe moJib30BaTeliv He
MOHUMAIOT, 4YTO WH(GOpPMAIMs, pa3MEIICHHAs UMU B COIMAIBHBIX CETAX, MOXKET
ObITh HalJICHa W HWCIOJb30BaHA KEM YTOIHO, B TOM YHCJI€ HE O00S3aTebHO C
OnmaruMu HaMEpEeHHSIMHU.

OCHOBHBIE COBETHI IO OE30MTACHOCTH B COLIMAIBHBIX CETSIX:

1. Orpanuub cnucok apy3eil. Y Te0st B Apy3baxX HE JOIKHO OBITh CITy4YalHbIX
U HE3HAKOMBIX JIFOJICH;

2. 3amuMinail cBOKO 4YacTHYIO >ku3Hb. He ykaspiBail maponu, TtenedoHsl,
ajgpeca, Jary TBOETO POXICHUS H  JPYryl0 JUYHYIO  HH(POPMAIHIO.
3J1I0yMBIIIJIEHHUKU MOTYT UCTIOJIb30BaTh Jaxke HHGOPMAIUIO O TOM, KaK Thl U TBOU
POJIUTENN IIJIAHUPYETE NPOBECTU KAHUKYJIBI;



3. 3amuuiail cBOIO pemyTalMio - JEpKU €€ B YHCTOTE M 3ajaBail cebOe
BOMPOC: XOTeJ ObI ThI, YTOOBI APYTHe MOJb30BATEIN BUIEIH, YTO ThI 3arpy’Kaeiib?
[Tomymaii, mpex e ueM 4yTo-To OMmyOIMKOBATh, HAITUCATh U 3arPy3UTh;

4. Ecny Tl TOBOPUIIB C JIOABMH, KOTOPBIX HE 3HACIlb, HE UCIOJIB3Yl CBOE
pea’gbHOEe UMSI U JPYTYIO JIMYHYIO WH(OpMAIMU: UM, MECTO KUTEIbCTBA, MECTO
y4eObl U pouee;

5. W36erait pasmemienns dororpaduii B UHTEepHETE, T/IE THI M300pakeH Ha
MECTHOCTH, IO KOTOPO MOKHO ONPEIETUTh TBOE MECTOIIOIOKECHHE;

6. [Ipu peructpanuu B COLUUAIBHOW CETH HEOOXOJUMO HCIOIh30BAThH
CJIIOKHBIE TAPOJIH, COCTOSUIME U3 OyKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHEE
8,

7. Ans  couManbHOM CEeTH, MOYThl M JAPYTHX CAUTOB HEOOXOJUMO
MCIIOJIb30BaTh pa3zHble napoiu. Torma eciu TeOs B3JIOMAIOT, TO 3JI0YMBIIIEHHUKH
NoJIy4ar IOCTYIl TOJIBKO K OJTHOMY MECTY, & HE BO BCE Cpa3sy.

DNEKTPOHHBIE JEHbIU

DJIEKTPOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIM CHOCOO IuIaTeXel, OXHAKO
CYILIECTBYIOT MOIIIEHHUKH, KOTOPbIE€ XOTAT MOJIYYUTh 3TU JE€HBIU.

DJIEKTPOHHBIE JIEHBIM MOSBWINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOTO BO
MHOTUX T'OCyJapCTBax J0 CHUX MOP HE NPOMKUCAHO MPO HUX B 3aKOHAX.

B Poccum xe oHM (yHKIHOHUPYIOT M O HUX YX€ MPOIMUCAHO B 3aKOHE, /e
UX Pa3AeNIAI0T Ha HECKOJIBKO BUJOB - aHOHMMHBIE U HE aHOHUMHBbIE. PazHuna B
TOM, YTO AHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPoBOAUTh onepauu 0e3
UAEHTU(UKALIMK T0Jb30BaTENsl, @ B HEAHOHUMHBIX UACHTU(UKALINS MOJIb30BATENSA
ABIIAETCS 00513aTENBHOM.

Taxke crnemyer pas3nuuyaTh dJIEKTPOHHbIE (UaTHbIE JACHBI'M (PaBHBI
roCyJapCTBEHHbIM BaJllOTaM) W DJEKTPOHHbIE HE(PHUATHBbIC JEHBIH (HE pPaBHBI
roCyJJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI MO O€30MACHOM padOTe C ANEKTPOHHBIMU JICHBIAMH:

1. [IpuBsiku K c4eTy MOOWIIbHBIN TeIeOH. DTO CaMblil yIOOHBIN U OBICTPHII
Croco0 BOCCTAHOBUTH AOCTYN K cuery. lIpuBs3aHHBIN TenepOH MOMOXKET, e€clu
3a0y/enib CBOM IJIATEKHBIA Taposib WM 3aiJellb HAa CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Ucnonb3yit omgHopa3oBbie mapoiu. llocne mnepexoga Ha yCUJIEHHYIO
aBTOpHU3ALMIO TeOE yKe He OyIeT yrpoXkarb ONAacCHOCTh KpaKW WM IepexBara
IJIaTE€KHOTO MapoJis;

3. Boibepu cnoxublid maponb. [IpectynHukam Oyaer HE MPOCTO yrajaarhb
CIOXKHBINA Maposib. HamexHple mapoiu - 3T0 Mapoju, KOTOpbIe COAEpKaT HE MEHEe
8 3HAaKOB W BKJIFOUAIOT B C€OsI CTPOYHBIEC U MPOIUCHBIC OYKBBI, ITU(PHI U HECKOIBKO
CUMBOJIOB, TakM€ KakK 3HaK joiuiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK W T.II.
Hampuwmep, $tROng!;



4. He BBOAM CBOM JIMYHBIE JAaHHBIE HA CANTaX, KOTOPBIM HE JIOBEPSECIIb.

DNEeKTpOHHAs MoYTa

DJEKTPOHHAS 1I0YTA - 3TO TEXHOJOTHS M MPENOCTABISEMBIE €H0 YCIYTH 110
NEPECHUIKE U MOJYYECHUIO JEKTPOHHBIX COOOIIEHUMN, KOTOPhIE PacTIpeiEsSIoTCs B
KOMIBIOTEpHOU ceTh. QOOBIYHO AJICKTPOHHBIM TMOYTOBBIM  SIIIIUK  BBITISJIAT
CIIEAYIOIMM 00pa3oM: UMs_IOJb30BaTeIsi(@uMs_joMeHa. Takke Kpome nepenadu
MPOCTOrO TEKCTa, UMEETCS BO3MOKHOCTb IepeIaBaTh (ailsibl.

OcCHOBHBIE COBETHI IO O€30MACHOM pabOTe C AIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh mNpaBUJIBHBIA MOYTOBBIM cepBUC. B uHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JYULIE JOBEPATH TEM,
KOTO 3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3piBail B TMUHOM MouTe JIUYHYI0 HHGopManuo. Hanpumep, ayurie
BBIOpATh «MY3bIKaJIbHBIN _(haHaT@» min «pok2013» BmecTo «temal3»;

3. Ucnonb3yil [BYX3TAallHYK) aBTOPHU3ALHI0. JTO KOIZAa MOMHMO Napos
HY>KHO BBOJIUTbH KOJ, IPUCHITIA€MbI 110 SMS;

4. Boibepu CIOXHBIA Maposib. [ KaKI0T0 MOYTOBOTO SIIUKA JOKEH OBITh
CBOU HAJEKHBIW, YCTOMYMBBIN K B3JIOMY I1apOJIb;

5.Ecin ecTp BO3MOXHOCTH HallMCaTh CaMOMY CBOW JIMYHBIA BOIMPOC,
HCIMOJIb3yH 3Ty BO3MOKHOCTB;

6. Ucnonb3yii HECKOJIBKO TOYTOBBIX SIIUMKOB. IlepBwiii st 4acTHOM
MEPENUCKU C aJpecaraMH, KOTOPBIM Thl JOBEpSEHIb. JTO 3JIEKTPOHHBIA aJpec He
HaJI0 UCTIONB30BaTh MPU PErUCTpaluu Ha (popyMax U CalTax;

7. He otkpeiBail (ailsibl U Opyrue BIOKEHUS B NMUCbMax, JaXKe€ €CIU OHU
NPUILUIA OT TBOMX Apy3el. Jlydille yTOUHM y HHUX, OTHPABISUIA JIU OHU TeOe 3Th
(aiinsi;

8. Ilocne oxoHuaHus paOOTHl HA MOYTOBOM CEpPBUCE IMEpesd 3aKpbITHEM
BKJIQJIKW C CAUTOM He 3a0y/b Ha)KaTh Ha « BBIATIY.

KubepOymuiiHr WiIn BUPTYyaIbHOE U3/1€BATEIHCTBO

KubepOymmuHr - mpeciieqoBaHUE  COOOUIECHUSIMU,  COAEPIKAITUMU
OCKOpOIeHus, arpeccuto, 3aIlyTUBaHUE; XyJINTaHCTBO; COLIMAJIbHOE
OOMKOTHPOBAHUE C TIOMOLIBIO PA3IUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpHOE C KNOEPOYILTUHTOM:

1. He Gpocaiicst B 60ii. JIyummii crioco0: mMOCOBETOBAThCS KaK ceOst BECTH H,
€CJIM HEeT TOro, K KOMy MO)XHO OOpaTrUThCs, TO BHa4Yajle yCHOKOUThCA. Eciu Thl
HauHEeIlb OTBEYAaThb OCKOPOJIEHWAMHM Ha OCKOPOJEHUS, TO TOJBKO elle OoJblie
pa3oXxKelIb KOH(PIUKT;

2. Ynpasnusii cBoell kubeppernyTanue;

3. AHOHUMHOCTh B ceTu MHHMAas. CylEeCcTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOWT 332 aHOHUMHBIM AKKAyHTOM;



4. He cTtouT BeCTH XYJIMTAaHCKUM 00pa3 BUPTyalbHOM XKu3HU. MHTEpHET
¢duKkcupyeT Bce TBOM JACHCTBUS M COXpaHSET HX. YIaIuTh UX OyIeT KpaiiHe
3aTPyJHUTEIBHO;

5. Cobmrofait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyit  equHuuHbli  HeratuB. OJIHOpa3oBbIE OCKOPOHTEIbHBIC
coobmieHuss Jyurie urHopupoBarb. OOBIYHO arpeccus TNpeKpamaercs Ha
HayaJbHOM CTaJIUH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSMH, B
COIIMATIbHBIX CETSIX €CTh BO3MOXHOCTH OJOKUPOBKM OTHPAaBKU COOOILEHHI C
ONPEACIIEHHBIX aPECOB;

8. Ecnu 11 cBuaeTens kubepOyminHra. TBoW AEHCTBUS: BBICTYIIUTh MPOTUB
MpecienoBarens, IMoKa3aTb €My, 4YTO €ro JCWCTBUS OLECHUBAIOTCS HETaTHUBHO,
MOJJIEpKaTh JKEPTBY, KOTOPOM HY)KHA IICHXOJIOTMYECKasi TMOMOIb, COOOIIUTH
B3pOCIBIM O (haKTe€ arpeCCUBHOTO MOBE/ICHUS B CETH.

Moo6wibHBIN TenehoH

CoBpeMeHHbIe cMapTHOHBI U MJIAHIIETHI COJIEPKAT B ce0e BITOJIHE B3POCIbIi
GyHKIIMOHAN, W TeNepb OHU MOTYT KOHKYPHpPOBaTh CO CTallMOHAPHBIMU
KoMmmbioTepamMu. OMHAKO, CPEJICTB 3AIIUTHI JUIsl TIOJOOHBIX YCTPONCTB MOKA OYEHb
Mano. TecTupoBaHWe M TOUCK YSA3BUMOCTEH B HHUX MPOUCXOAMT HE Tak
MHTEHCUBHO, Kak 1151 [1K, To e camoe kacaeTcss 1 MOOUJIBHBIX MPHUIIOKEHHI.

CoBpeMeHHBIE  MOOWJIBHBIE Opay3epsl YK€ MPaKTUYECKH JIOTHAIH
HACTOJIbHBIE AHAJIOTM, OJIHAKO paclIMpeHue (yHKIMOHANa BIEYET 3a coOoM
OOJIBIIYIO CIIO)KHOCTh M MEHBIIYIO 3aITUIIIEHHOCTD.

Jlanexo He Bce MPOU3BOJUTENIU BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIME
KPUTUYECKHUE YA3BUMOCTH JJIsl CBOUX YCTPOWCTB.

OcCHOBHBIE COBETHI JIs1 0€30MaCHOCTH MOOMIIBHOTO TeledoHa:

Huuero He sBiseTcs mo-HacTosleMy OecruiaTHbIM. Byab ocTopoxeH, Belb
Korma Tebe mpenyararoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO IUIaTHBIE YCIIYTH;

Hymaii, pexxae yeM oTnpaBuTh SMS, ¢poto miu Bumeo. Tol TOUHO 3HAEIID,
r7ie OHU OyIyT B KOHEYHOM HUTOTE?

Heob6xonnmo 0OHOBIISATH OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(hOHa;

Hcrnonb3yii aHTUBHPYCHBIC TTPOTPAMMBI JIJ1s1 MOOUITEHBIX TeIe()OHOB;

He 3arpyxaii mpuinoXeHuss OT HEM3BECTHOTO HMCTOYHHKA, BEJIb OHH MOTYT
coJiepkKaTh BPEJOHOCHOE IPOTrpaMMHOE 00ECIIEUEHNUE;

[locne Toro kak Thl BBIMJEIIb C CaiiTa, IA€ BBOAWUJ JIMYHYIO MH(POPMALUIO,
3aiiin B HACTpOMKM Opay3epa u yaaiu cookies;

[Teproguuecku mpoBepsiii, KAKUE IJIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;



JlaBail cBOl HOMep MOOWJIBHOIO Tele(oHA TOJIBKO JIFOASM, KOTOPBIX Thl
3Haellb U KOMY JI0BEpsIEIlIb;

Bluetooth nomkeH ObITH BBIKIIOUEH, KOTZAa Thl UM He mosb3yelibes. He
3a0bIBail HHOTIa IPOBEPSITH ITO.

Online urpsi

CoBpeMEHHbIE  OHJIAHH-UIPBl - 3TO  KpPacO4YHbIe, 3aXBaThIBAIOIIME
pas3BieueHusi, OOBEIUHAIONIME COTHH ThHICSY YeJIOBEK Mo Bcemy mupy. Urpoku
UCCIIEAYIOT JaHHBIA MM MHUp, OOIIAIOTCSA JIPYr C APYTOM, BBIMOJHSIOT 3aJaHMUs,
CPA)KAIOTCSI C MOHCTPAMHM M TOJYy4YalOT OMNBIT. 3a YAOBOJIBCTBUE OHHU IUIATAT:
MOKYNAalOT AUCK, OIJIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKKUEe-TO ONIUH.

Bce aTu cpencTBa uayT Ha NOAJAEp)KaHUE U PA3BUTHE UTPbI, @ TAKKE HA camy
0€30MacHOCTb: COBEPUICHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMM, BBITYCKAIOTCS HOBBIE
naTuu (Hu@pOoBbIE 3aIUIATKU JIJISl IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1nonoOHBIX Wrpax CTOMT omacarbCsi HE CTOJIBKO CBOMX COIEPHUKOB,
CKOJIBKO Kpa)XM TBOET0 MapoJis, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALUU
OOJIBILIMHCTBA UTD.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOETO UIPOBOTO aKKAyHTA:

1. Eciim npyroit urpok BenmeT ceOs TUIOXO WU CO3/JaeT TeOe HEMPHUATHOCTH,
3a0JIOKUPYH €T0 B CIIUCKE UTPOKOB;

2. Ioxamyiics aIMUHHACTPATOPaM UIPhI HA IJIOXO€ MMOBEAEHUE 3TOr0 UTPOKA,
KeJIaTeIbHO MPUIOKHUTh KAKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yxa3bIBaii TM4HY0 HHPOPMALUIO B MPOQaiiie Urpsl;

4. YBaxkail ApyruX y4aCTHHUKOB I10 UTPE;

5. He ycranaBnuBail Heo(puaibHble TATYU U MOJIBI;

6. Mcnonb3yii CII0KHBIE U Pa3HbIE MAPOIIH;

7. Jlaxxe BO BpeMs UTPbl HE CTOUT OTKJIIOUaTh aHTUBUpYC. [loka Thl Urpaelb,
TBOI KOMIIBIOTEP MOT'YT 3apa3HTh.

@OUIIMHT WK KpaXka JINYHBIX TAHHBIX

OObIYHOM Kpakell JeHEr M JIOKyMEHTOB CEroJHs YK€ HUKOIO HE Y/IMBHIIb,
HO C pa3BUTUEM HHTEPHET-TEXHOJOTUN 3J0yMBIIUIEHHUKA IEPEMECTUINCH B
UHTEPHET, U NMPOJOHKAIOT 3aHUMAThCS «JIFOOMMBIM» JIETIOM.

Tak mosBuiach HOBas yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIUHT,
[IaBHAsl LEJdb KOTOPOTO COCTOMT B IMOJNYYEHHWU KOH(PHUIECHIIMANBHBIX JAHHBIX
MoJIb30BaTeNieii - TOTMHOB U maposeid. Ha anrmmiickom si3bike phishing unrtaercs
kak ¢pumuHr (ot fishing - peiOHas noBs, password - Taposisb).

OcHOBHBIE COBETHI IO OOPHOE C PUIIMHIOM:

I. Cnequ 3a cBOoMM akkayHTOM. Eciy Thl mOmO3peBaciilb, 4TO TBOS aHKETa
ObLJ1a B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKUPOBATh €€ U COOOUIUTH aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MO>)KHO CKOPEE;



2. Ucnonb3yii O6e3omacHble BEO-CAlThI, B TOM YKCIIe, HHTEPHET-Mara3uHoB U
MIOMCKOBBIX CUCTEM;

3. Ucnonb3yii clokHbIE W pa3Hble maponu. Takum oOpasom, eciau Teos
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TMOJIy4aT AOCTYN TOJIBKO K OJHOMY TBOEMY
pOUIIIO B CETH, a HE KO BCEM;

4. Ecnu TeOs B3JO0Maii, TO HEOOXOAMMO TMPEIYyNpPeIuTh BCEX CBOUX
3HAKOMBIX, KOTOpPbIE TOOABIICHBI y T€Os B PY3bsAX, O TOM, 4TO TeOs B3JOMalu H,
BO3MOXXHO, OT TBOETO UMEHU OYy/IeT pacChlIaThCsl CllaM M CCHUIKU Ha (DUITMHTOBBIC
CAWTHI;

5. YcranoBu HaznexHbli naponb (PIN) Ha MoOUIbHBI TenedoH;

6. OTKJII0YM COXpaHEHHUe Maposisi B Opaysepe;

7. He otkpeiBail (ailibl U apyrue BIOKEHUS B MUCbMax, JaKe €CJIU OHU
MPUIIUTH OT TBOUX Jpy3ei. Jlydie yTouHM y HUX, OTHPaBJISIN JU OHU TeOe ITH
(haiisb.

[udposas pemyranus

[udposas permyTarusi - 3T0 HEraTWBHas WM MO3UTHMBHAs WMHOOpMAIUS B
cetu o Tebe. Kommpomerupyromias uHpopmarus, pasMelieHHas B HHTEPHETE,
MOXET CEPhE3HBIM 00pa3oM OTPa3uThCA Ha TBOEH peasnbHOU *)u3HH. «{udposas
penyTarnus - 3T0 TBOM UMUK, KOTOPBIH Gopmupyercs u3 nHbopMauu o Tede B
HMHTEpHETE.

TBoe MecTo KUTEIbCTBA, Yy4eObl, TBOE (DUHAHCOBOE MOJOXKEHHUE,
0COOEHHOCTH XapaKTepa U paccKa3bl O OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICIEHHO OTHOCSATCA K NyONMKauuu JIMYHOU
uHpopmanuu B MHTEepHETE, HE MOHMMAas BO3MOXHBIX MocieacTBUil. Thl gaxe He
CMOXKElIb A0rafarbcsi 0 TOM, 4To ¢ororpadus, pasmMelieHHas 5 JeT Hazajl, craja
MPUYUHON OTKa3a MPUHATH TeOS Ha padoTy.

KommenTapuu, pasmenienue TBoux ¢dororpaduili u apyrue AeMcTBUS MOTYT
HE MCUE3HYTh JAXKE MOCIIE TOT0, KaK Thl UX yAadUIlb. Thl HE 3HACIIb, KTO COXPAaHUII
3Ty MHGOPMAIINIO, TTOTaa JIU OHA B MIOMCKOBBIE CUCTEMbI M COXPAHMIIACh JIU OHA, a
[JIaBHOE: YTO MOAYMAIOT O TeOe OKPY’KAIOIIHUE JIONU, KOTOPhIE HAWAYT U YBUISAT
st0. Haiftn mHbOpManMio MHOTO JIET CIYCTSI CMOXKET JI000# - Kak U3 J00phIX
MoOYyX/IEHUH, TaK U C HAMEPEHUEM IIPUUUHUTD BPEJl. ITO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI M0 3aIUTE TU(PPOBOI perryTaIuu:

1. TTomymaii, mpexae 4em 4To-To IMyOIMKOBaTh U TiepeaaBarh y ceds B Orore
WJIM B COLIMAJILHOM CETHU;

2. B nactpoiikax mpoduiis yCTaHOBM OrpaHUYEHHUs Ha MPOCMOTP TBOErO
npoduIsi ¥ €ro COACPKUMOT0, ClIeNIail €r0 TOJBKO «IUIs APY3eily;

3. He pa3memiaii u He yka3biBail MH(OpMAIIMIO, KOTOPAsi MOXKET KOro-11u00
OCKOPOJISTh UK OOMKATh.

ABTOpPCKO€E TIPaBO



CoBpeMeHHbIE IIKOJABHUKM - aKTHUBHBIE TIOJb30BaTeNM  LU(POBOTO
npocTpaHcTBa. OJIHAKO [NAJIEKO HE BCE 3HAKOT, 4YTO IOJb30BAaHUE MHOTHMH
BO3MOXKHOCTSIMU ~ LM(poBOro  mupa  TpeOyer  cOOMIOACHHMS  TpaB  Ha
MHTEIJIEKTYalIbHYI0 COOCTBEHHOCTD.

TepmuH «MHTEIEKTyallbHAsE COOCTBEHHOCTb» OTHOCHUTCA K Pa3IMYHBIM
TBOPEHHUSM 4YEJIOBEUECKOI0 yMa, HAuMHas C HOBBIX H300pETEHUN U 3HAKOB,
0003HAYaIONIMX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTW, U 3aKaHYUBasi KHUTAMH,
dororpadpusimu, KUHOPUIEMaMU U My3bIKaJIbHBIMU TIPOU3BEICHUSIMHU.

ABTOpCKME TIpaBa - 3TO MpaBa HAa HMHTEJUIEKTYaJbHYI COOCTBEHHOCTH Ha
IIPOU3BENECHUS HAYKH, JINTEPATYpPbl U UCKYyCCTBA. ABTOPCKHE ITpaBa BBICTYIIAOT B
Ka4eCTBE rapaHTUU TOTO, YTO HWHTEJIEKTYyaJlbHBII/TBOPUECKUNA TPYHA aBTOpa HE
OyIeT HampacHbIM, JacT €My CIpPaBeIJUBbIE BO3MOXKHOCTH 3apaboTarh Ha
pe3yapTarax CBOETO TpyAa, MOIYYUTh H3BECTHOCTh M mpu3zHanue. Hukro 6e3
pa3pelieHrss aBTopa HE  MOXKET BOCIPOM3BOIUTH €ro  IPOU3BEICHHUE,
pacnpocTpaHaTh, MyOJIMYHO JIEMOHCTPUPOBATH, IMPOJABaTh, HMIIOPTUPOBATH,
NycKarb B MPOKAaT, MyOJIMYHO HUCIHOJHATH, MOKA3BIBATH/UCHOIHATh B dUpE WIH
pa3memars B lHTEepHETE.

Hcnonp3oBaHUE  «IMUPATCKOTO»  MPOTPAaMMHOTO  OOECIIEUEHHUS  MOXKET
IIPUBECTH K MHOTMM pPHUCKaM: OT MOTEPHU JAHHBIX K TBOMM aKKayHTaM g0
OJIOKMPOBKM TBOETO YCTPOICTBA, IJI€ yCTAaHOBJICHA HeleranbHas mporpamma. He
CTOUT TaKkke 3a0bIBaTh, UTO CYIIECTBYIOT JIerajibHbIe U OECIUIaTHBIE MPOTPAMMBEI,
KOTOPBIE MOYKHO HalTH B CETH.

O nopraine

CeteBUUOK.p( - TBOU IIaBHBIM COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATh
0 0€30MMacCHOCTH B CETH MOHITHBIM U JIOCTYIHBIM SI3bIKOM, a TP BOBHUKHOBEHUU
KPUTUYECKON cHUTyaluu OOpaTUThCS 3a COBETOM. A TakXe MPUHSTH ydyacTue B
KOHKYpCax M CTaTh CaMbIM HU(DPOBBIM I'paxaIaHUHOM!



