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Design doc
Explainer

This feature is similar to other web app manifest features in that it has both developer
facing and user facing experiences. It introduces these new user experiences:
1. When a user clicks on a URL link and as a result the Chromium browser is launched
by the OS to handle the navigation, an installed web app can be launched instead of
a regular browser window (current behavior).
2. Anintent picker dialog is displayed with choices of installed web apps that are able
to handle the link navigation. The user is able to save their choices.
3. New options in chrome://settings/content allow the user to remove saved choices.

This feature does not currently integrate with OS features and APIs so only browser UI/UX
is in scope.

Web App Install, Uninstall, Manifest Update

The install, uninstall, and update user experiences are unchanged. There are no additional
prompts or options presented to the user during those actions. “url_handlers” information
from the web app manifest will be registered silently.

Launch from URL Activation

When activated, URL links in the system are often handled by launching the default
browser. This can be tested in a native app with clickable links like Notepad++ or with a
run.exe dialog in Windows. This can be done from the command line using “xdg-open [url]”
in Linux, and “open [URL]" in MacOS.


mailto:luhua@microsoft.com
mailto:mandy.chen@microsoft.com
https://bugs.chromium.org/p/chromium/issues/detail?id=1072058
https://docs.google.com/document/d/19dGklalQTRtRrG3PKrVbDRmYPLHGLnsGEwUaed7sAFQ/edit?usp=sharing
https://github.com/WICG/pwa-url-handler/blob/master/explainer.md

[af *new 7 - Notepad++ — O >

File Edit Search View Encoding Language Settings Tools Macro Run

Plugins  Window 7
X

PN = R=RENIFY =1 ey x2x(BHE(=1EE2E ~
Enew'l_JlEnewE_JlEnewE_JlEnewd_JlEnewEJlEnewE_J Enew?ml

length:49 Ln:1 Col:50 Pos:50 Windows (CR LF) UTF-2 INS
' Run *
=7 Type the name of a program, folder, document, or Internet
= rescurce, and Windows will open it for you,

Open: https://island-alpi

QK Cancel Browse...

Normally this would cause a new browser window or browser tab to be opened and

navigated to the target URL.
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Hi there! You found me!

When this feature is enabled, if the link URL matches the “url_handlers” manifest field of an
installed web app, the user is prompted to launch the app through the use of an intent
picker dialog. This intent dialog is being developed for the PWA Protocol Handling feature
and should undergo UX review in that launch process. See crbug/1105257.

The intent picker dialog is shown every time unless the user has previously launched an
app and asked the browser to remember their choice. There should always be a choice to
open the URL in the browser. |.e. The browser should appear as an option in the app list,
and it should be possible for the user to save this as their choice. The browser option
should appear top-most in the list. No option should be pre-selected in the list. The ‘Open’
button should be disabled until a selection is made.
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When an app is selected and accepted, the app window will launch and navigate to the
target URL. When “Cancel” is selected, the process will exit and nothing will happen.
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Hi there! You found me!

Note that the intent picker dialog could be shown where there are no other browser

windows or Ul visible. The browser as the topmost option is the most important clue to the
user that this dialog is browser Ul.



App client behavior

URL Launches will always open a new app window by default. This prevents loss of current
web contents.
This is true even if:
- PWA tabstrip feature is enabled
(chrome://flags/#enable-desktop-pwas-tab-strip-link-capturing)
- There is an existing app window open
This is false if:
- The web app is configured to open in browser window
Future work could apply the manifest's “capture links"” preference.

Launch to out-of-scope URLs

When handling a URL that is outside of a web app’s app scope, the new app window will
navigate directly to that URL. This could cause a CCT Ul bar to appear at the top of the web
contents.

Future work will allow the launched app to handle out-of-scope URLs in more sophisticated
ways (with document events or service worker events).

User Profiles

Web apps can be installed from different user profiles. The user will be able to choose from
the same web app installed on 2 or more different user profiles using a suitable Ul
treatment (under development) in the dialog or be allowed to change profiles in the app
window Ul.

“Remember My choice”

The intent picker dialog has a “Remember my choice” checkbox. When checked and
accepted, all paths that matched the input URL will be marked. The accepted and launched
app will be the default app for those paths.

Here is an example:
There are 2 apps installed:
App1: https://app-1.com/
- Registered to handle https://contoso.com for paths:
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App2: https://app-2.com/
- Registered to handle https://contoso.com/ for paths:
- IA*

Input URL: https://contoso.com/index.html

The input matches App1 but not App2. App1 is the only choice in the intent picker. The user
checks “Save my choice” and accepts. This causes the /* entry of App1, for
https://app-1.com to be marked in preferences.

When the same input is seen again, App1 matches again with the /* path. Since this path is
marked and is the only marked option, App1 is launched by default with no intent picker
dialog.

Input URL: https://contoso.com/A/index.html

The input matches both App1 and App2. The /* path is marked and is the only marked
option, App1 is launched by default even though App2 also matches the input. The user
can remove the saved default from the chrome://settings/urlHandlers page to access the
intent picker dialog again.
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We will add a “URL Handlers” sub-page to the “Additional permissions” list at
“chrome://settings/content”.

This sub-page will have a main toggle switch the user can use to disable all PWA URL
handling behavior. The sub-page URL will be “chrome://settings/urlHandlers".
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Furthermore we will list groups of saved choices from the “Remember my choice”
checkbox, grouped by origins. The user is able to remove these defaults from
chrome://settings/urlHandlers or when clearing “Site Settings” from
chrome://settings/clearBrowserData. After relevant saved defaults are removed, the intent
picker dialog will be presented again so the user will be able to save a different choice as
default.
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(Out of date. see current implementation below.)
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Current Implementation
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Screen capture video of settings page usage

Site Details (Site Permissions)

chrome://settings/content/siteDetails will include a “URL handlers” permission entry for

origins that include at least 1 installed web app. This entry will be hidden for origins that do
not have any installed web apps.
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https://microsoft-my.sharepoint-df.com/:v:/p/luhua/Efy9LVnP3_JFhhKOwBVATH0BL0RgE2wFq1F1LJk8MQoCaw

The permission options are [ Allow (default), Allow, Block, Manage ]. This follows the
pattern established by other permissions. Manage is a completely new option not seen
with any other previous permission.

e Allow (default) - this is the default option for all origins with installed web apps.

e Allow - this is the allow option that the user can explicitly choose.

e Block - the user must explicitly set this option to prevent any installed web apps

from the origin from asking to handle URL launches
e Manage - this option is not persisted. If the user selects this option in WebUI, the

page will navigate to the chrome://settings/urlHandlers page

Accessibility

All the new strings are localizable.

Windows Mac Linux
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Questions

e Dialog is not modal, but it doesn’t show input URL to open. There can be multiple
dialogs which would not be distinguishable. Should we present the URL in the

dialog?
e Are there guidelines for dialog size and placement? Can it be resizable?
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