
IPv4 
https://www.binarydefense.com/banlist.txt 
http://www.botvrij.eu/data/ioclist.ip-dst 
https://feodotracker.abuse.ch/downloads/ipblocklist.csv 
https://sslbl.abuse.ch/blacklist/sslipblacklist.csv 
http://cinsscore.com/list/ci-badguys.txt 
https://check.torproject.org/exit-addresses 
https://reputation.alienvault.com/reputation.data 
http://rules.emergingthreats.net/blockrules/compromised-ips.txt 
http://labs.snort.org/feeds/ip-filter.blf 
http://dataplane.org/sshpwauth.txt 
http://dataplane.org/vncrfb.txt 
https://malsilo.gitlab.io/feeds/dumps/ip_list.txt 
https://blocklist.greensnow.co/greensnow.txt 
https://mirai.security.gives/data/ip_list.txt 
https://www.dan.me.uk/tornodes 
https://osint.digitalside.it/Threat-Intel/lists/latestips.txt 
https://talosintelligence.com/documents/ip-blacklist 
https://rescure.fruxlabs.com/rescure_blacklist.txt 
http://osint.bambenekconsulting.com/feeds/c2-ipmasterlist.txt 
http://lists.blocklist.de/lists/bots.txt 
http://lists.blocklist.de/lists/bruteforcelogin.txt 
http://www.urlvir.com/export-ip-addresses/ 
http://malc0de.com/bl/IP_Blacklist.txt 
http://blacklists.cert.gov.ge/ip_suspicious.txt 
https://report.cs.rutgers.edu/DROP/attackers 
http://danger.rulez.sk/projects/bruteforceblocker/blist.php 
otx.alienvault.com 
https://www.threatsourcing.com/ipall-free.txt 
 
Domains 
https://github.com/jjsantanna/booters_ecosystem_analysis/blob/master/booterblacklist.csv 
https://www.botvrij.eu/data/ioclist.domain 
https://www.botvrij.eu/data/ioclist.hostname 
https://www.dshield.org/feeds/suspiciousdomains_High.txt 
https://www.dshield.org/feeds/suspiciousdomains_Medium.txt 
https://www.dshield.org/feeds/suspiciousdomains_Low.txt 
http://osint.bambenekconsulting.com/feeds/c2-dommasterlist.txt 
https://hosts-file.net/emd.txt 
https://osint.digitalside.it/Threat-Intel/lists/latestdomains.txt 
http://www.urlvir.com/export-hosts 
http://www.joewein.net/dl/bl/dom-bl.txt 
http://www.joewein.net/dl/bl/dom-bl-base.txt 
https://gitlab.com/ZeroDot1/CoinBlockerLists/raw/master/list.txt 
https://iocfeed.mrlooquer.com/feed.csv 
http://blacklists.cert.gov.ge/domains_malware.txt 



https://www.threatsourcing.com/dnall-free.txt 
otx.alienvault.com 
 


