OcHoBHbIE paBuJia 0e30macHOro nopeaeHust B Uurepuere
Uto0Ob1 M30€kKaTh ATUX OMACHOCTEH, CIeAyHTE HAIIIUM PEKOMEHAALIHSIM.
1. Ucnosb3yiiTe Hage;KHOE HHTEPHET - COCIMHEHHE.

MpbI He PEeKOMEHJYyeM HCIONb30BarTh MmyonuuHble cetu Wi-Fi, ogHako moHumaew,
YTO MHOIJA 3TO HEM30€XHO, OCOOEHHO NJisi Te€X, KTO BCeraa B MyTH. Bwixoas B
UHTEpPHET uepe3 o0uiecTBeHHylo ceTh Wi-Fi, Bbl He KOHTpoiupyeTre ee
0€3011acCHOCTb, @ 3HAYMT, JETKO MOXKETE CTaTh LEIbI0 i1 KuOeprnpecTynHuka. B
3THX CIIydasX pEeKOMEHyeTcsl n30eraTh BBIIOJIHEHUS ONepalfil ¢ NCIOIb30BaHUEM
NEPCOHAIIBHBIX JIaHHBIX — B YAaCTHOCTH, IOJIb30BATHCS YCIyraMH MHTEpHET-OaHKa
Y COBEpIIATh MOKYIIKH OHJIAH.

2. Ucnonb3yiiTe HA/Ie:KHbIE MTAPOJIH.

[Taponmu — omHO M3 caMmbIX CilHaObIX MECT B CHUCTEME KuOepOe30macHOCTH.
[lonp3oBarenn  4acTO  CO3JAIOT  MApOJM, KOTOPBIE  JIETKO  3allOMHUTB.
CrnenoBarenbHO, 3J0yMBINUICHHHMKAM HE COCTABISIET Tpyda IOA00paTe HX C
IIOMOIIBIO CIEIUAIbHBIX IporpaMM. lMcnonb3ys OOMH M TOT K€ IAposb JUIs
HECKOJIbKMX YYETHBIX 3alliCeid, Bbl NOJBEPracTe CBOM JaHHBIE ele OoJblIeMy
PHUCKY, BE€Ib, MOJYyYHMB YYETHBIE JAHHBIE OT OAHOTO CANTa, 3JI0YMBIIIJICHHUKN
CMOT'YT BOWTH U B APYTrH€ Balllid AKKAYHTBHI.

BriOupaiite HaiexKHbIE MapoJiv, KOTOPbIE CI0XKHO nofgoOpars. HanexHblil napoib
o0naiaer ciaeayomuMI CBOMCTBAMH:

e JlnuHHBIN: MUHUMYM 12 CHMBOJIOB, B HjieaJie Jlaxke OOJIbIIIe.

o (CIOXHBIN: CONEPKUT 3ariIaBHBIE U CTPOYHBIC OYKBBI, @ TAKKE CIIEI[HATBHBIC
CUMBOJIBI U ITU(PHI.

e He oueBuaHBINA: B mapoje HE HMCHOJIB3YIOTCSA MOCJeN0BaTeNbHbIC TUDPHI
(1234) n nwunras wHpOpMAIUSA, KOTOPYHO JIETKO Yy3HAaTh WU HAWTH B
WHTEpHETE: Balll ICHb POXKACHUS, UMSI JIOMAITHErO )KUBOTHOIO U TaK Jajiee.

o (Cry4allHbIW: HE COEPKUT 3AMOMUHAIOIIUXCS COUETAHUM KIJIABUILL.

B stoMm ciayuae MoxeT OBITh MOJE3HBIM HCIOJIB30BaHHE MEHEDKEpa MapoJieH.
MeHemxkepsl mapojied MOMOTarT CO3/1aBaTb HAACKHBIE MApOid, XPAaHUTh UX B
nu(poOBOM  XpaHWIMINE,  3AUIMIICHHOM  €IWHBIM  MacTep-napoyieM, HU
ABTOMAaTUYECKHU IMOJICTABIIATH UX MPU BXOJIE B yUETHBIE 3aITUCH.



3. I1o BO3MOKHOCTH BKJIIOYMTE MHOTO(PAKTOPHYIO ayTEHTU(PHKAIUIO.

MHorogdakropHas ayTeHTU(UKALUS — 3TO CIOCO0 MPOBEPKHU MOIIMHHOCTHU, NPU
KOTOPOM JJIsl IOCTYyTNa K YYETHOM 3alMCH MCHOJB3YIOTCS J1Ba MM Oojiee MeToAa
npoBepku. Harmpumep, BMECTO NIpoCTOro 3ampoca HWMEHM II0JIb30BAaTeNsl WM
naposis Mpu MHOTO(aKTOPHOM ayTeHTH(HUKAIIMK 3allpalliiBaeTCs JOTOJIHUTEIbHAS
uH(popMaLHS:

® JIONOJHUTEIBHBIN OJTHOPA30BBbIN 11apoJib, KOTOPBIN CepBeEPHI
ayTeHTU(UKAIMK BeO-caiiTa OTHpaBISIIOT Ha TeleQoH WM  afpec
IEKTPOHHOH IOYTBHI.

e (OTBeTHI HA JTUYHBIC BOIIPOCHI 0C30IacCHOCTH.

e (OTtneyarok maiblla WU JApyras OuomeTpuueckas nHdoOpmallus, Hampumep,
rOJIOCOBBIE JJaHHBIE WIIM PACcIiO3HABAHUE JIUIIA.

MHuorodakropHas ayTeHTH(UKAIMS CHUXKACT BEPOATHOCTH ycCIiexa KHOepaTaku.
UroObl  3alIUTUTHh  OHJIAH-aKKAyHTbl, PEKOMEHAYeTCS IO BO3MOXXHOCTHU
UCIIOJIb30BaTh  MHOTO(akTOpHyl0  ayTeHTHukanuioo. [ns  oOecreueHus
0€30MacHOCTH B WHTEPHETE MOXHO TaKKe MPUMEHSITh CTOPOHHUE MPHUIIOKCHHUS
IPOBEPKU MOMAJIMHHOCTHU, Takue kak Google Authenticator unu Authy.

4. O0HOBJIANTE IPOrPaMMHOe O0ecrieyeHue M ONePAlMOHHYI0 CHCTEMY.

Pa3zpaboTunku mocTostHHO paboTarOT Hall 6€30MaCHOCTHIO MIPOIYKTOB, OTCIICKUBAS
MOCJICTHAE YIPO3bl W BBIMYCKas HCIpaBICHUS OE30MaCHOCTH B  Ciydae
OOHapyXeHUsl YSI3BUMOCTEH B MNPUIIOKEHUsX. Vcmosb3yilTe mocienHue Bepcuu
OTIEPAIlMOHHBIX CHUCTEM U NPWIOKEHUM, YTOObI HE TNPOIMYCKaTh CBEXKHUE
0OHOBJICHHST 0€30MaCHOCTH. ITO 0COOCHHO BaXKHO JIJIsl IPUJIOKEHUM, COACPIKAIIUX
IUTAT€XKHbIE  JIaHHbIE, CBEACHUS O COCTOSHUM  3/0POBbS U MPOUYIO
KOH(PUACHIIMAIbHYIO HH(POPMAIUIO MOJIH30BATEIIS.

5. Yoenurech B HAJCKHOCTH CalTA.

HanexxHocTh — BaykHBIN aTpuOyT BCEX MOCENIaeMbIX B€O-CaliTOB, 0COOCHHO TeX, Ha
KOTOPBIX OCYIIECTBIIAIOTCS TpaH3akUuUM. B 4YacTHOCTH, CalTOB JJIEKTPOHHOU
komMmepuuu. IIpu mnepexone Ha HEU3BECTHBIM CaWT MPOBEPHTE, 3ALIUIICH JIH
oH SSL-ceprudukarom. Anpeca Takux caiitoB HaumHatorcs ¢ HTTPS Bmecto
HTTP (GykBa S o3HauaeT «Oe30mMacHBI»), a B aIpECHON CTPOKE OTOOpa)kaeTcs
3HAYOK 3aMKa. J[pyrue npu3Haku HaJEKHOCTHU CaiiTa BKIIIOUAIOT:

e [pammarhyeckd  TpPaBUIBHBIA  TekcT 6e3  opdorpaduueckux u
NYHKTYallMOHHBIX ~ OIMMOOK. ABTOPUTETHBIE OpEHIBl MPUKIAIBIBAIOT



3HAYUTCIIbHBIC YCHJIUSA JJIsg OOCCIICUCHHS HAJJIC)KAIIEro KadyecTBa CBOUX
B€0O-CalTOB.

e KauecTBeHHBIC H300pPAKECHHS, COOTBETCTBYIOIIHNE MTUPUHE dKPaHA.

o (OObsBIECHHS, OPraHUYHO BIMCAaHHbIE B CTPYKTypy cailiTa H He
IIEPETPYKAIOLIUE €r0.

e EnunooOpa3Hoe 1BeTOBOE oOQopMIieHHE U BbIACpKaHHas Tema. EnBa
3aMETHBIC M3MEHEHUS 1IBETOBOM T'aMMbI MJIM CTHJIS CTPAHHIIBI, HA KOTOPYIO
BBl BO3BpallaeTeCh MOCJE IMepexo/ia MO CChUIKE, MOTYT OBbITh MPU3HAKOM
MOILIEHHUYECKOI'O CanTa.

e (ComacHO oOTpaciieBbIM TpeOOBaHUSM, BCE OHJIAWH-TPAH3aKUUU IO
KPEAUTHBIM M J€OETOBBIM KapTaM JOJDKHBI MPOXOJUTh YEpe3 IUIATEKHBIN
U3 MO0 oIUiara JOJKHA OCylIecTBIAThCsA uepe3 cepBuc PayPal. Ecnu
BaM IMpeAJiaraloT MEePEeYUCIIUTh ACHbI'M HHBIM CIIOCOOOM, BEPOSTHO, 3TO
MOILIEHHUKH.

6. IIpoBepbTe HACTPOMKHM NPUBATHOCTH M O3HAKOMBLTECHh C MOJIMTHKAMH
KOH(pUIEHIIUATBLHOCTH.

MapxkeTonor, Kak W 3JIOYMBINUICHHUKH, XOTSIT 3HaThb O Bac Bce. OHM MOTYT
MOJTYYUTh ATy WHQPOPMAIIUI0 W3 HCTOPUU TIOMCKOBBIX 3alPOCOB M COIHMATBHBIX
cereii. Ho BB MoOXeTe KOHTPOIMPOBaTH JAOCTYIHYHO UM uHpopmanuio. B
BeO-Opay3epax M MOOWIBHBIX OINEPALMOHHBIX CHUCTEMax IMPEIyCMOTPEHBI
napameTpbl s obecriedeHus KOHGUICHIIMAILHOCTH B MHTepHeTe. Ha caiitax
comuanbHBIX ceTell, Takux kak BKontakre, Facebook, Twitter, Instagram,
LinkedIn u npouue, PETYCMOTPEHBI napamMeTpbl obecrnieueHus
KOH(PHUACHIIMATBPHOCTH, KOTOPBIMHA BBl MOXKETE YIPaBIATb. MBI pPEKOMEHIyeM
XOpPOIICHBKO pa3o0parbcs C MapaMeTrpamMu KOH(PHICHIIMATHHOCTH M HACTPOUTH
YYETHBIE 3aITMCH TaK, Kak BaM KOM(OPTHO.

MHorue npUHUMAIOT YCJIOBUSA TMOJUTUKM KOHPUACHIMAIBHOCTH, HE YHTas.
OpHako OrpoMHOE KOJMYECTBO JIAHHBIX 00pabarbiBaeTCsd B MapKETHHIOBBIX H
peKiIaMHbIX (M IPECTYNHBIX) LENSIX, HOITOMY PEKOMEHIYETCS O3HAKOMHUTBCS C
HNOJUTUKAMH KOH(PHUIECHUIUATbHOCTU UCIOJIb3yEMbIX BEO-CAaTOB U MPUIOKEHUHN U
HOHATH, KaK OCYIECTBIseTCS cOop U aHayIn3 AaHHBIX. HO naxe eciu Bbl 3aKpbuIN
NOCTOPOHHUM JIOCTYIl K CBOMM JIaHHBIM, HE CJeIyeT 3a0bIBaTh, YTO 0OECIIEUUTH
NOJHYI0 KOH(UIEHIMAIBHOCT, B HMHTEPHETE MPAKTHYECKH HEBO3MOXKHO.
31M0yMBIIIJIEHHUKH, aIMUHUCTPATOPHI BEO-CaiTOB U MPAaBOOXPAHUTEIbHBIE OPTaHbI
MOTYT MOJYYUTh JOCTYI K HHPOpPMALMHU, KOTOPYIO Bbl CYHUTAETE 3aKPBITOM.



7. Cneaure, 0 KAKUM CCHLIIKAM BbI MepeXoauTe.

OIrMH HEOCTOPOKHBIM MEPEXOM MO CCHUIKE — U BalllM JIMYHBIC JAHHBIC MOMAIU K
3JIOYMBIIIJICHHUKAM WM YCTPOMCTBO OBUIO 3apa’k€HO BPEIOHOCHOW MpOrpaMMOH.
[TosToMy Ba)XHO CIEAMTH 32 TEM, IO KaKUM CCHUIKaM BBI MIEPEXOJUTE, U N30erarh
OIPEJICJICHHBIX THUIIOB KOHTEHTA: CCBUIOK W3 HEHAJEKHBIX HMCTOYHHUKOB,
CIIaM-COOOIICHUH, OHJIAMH-BUKTOPHH, KIMKOCHTHBIX 3arojIOBKOB, «OECILIATHBIX)
MPEJIOKEHUN U HEXKEIIATEIIbHOM PEKIIAMBI.

[Ipy 1onydyeHUM SIEKTPOHHOIO MHUCHbMA, B IOMIMHHOCTH KOTOPOTO  BBI
COMHEBAETECh, HE MEPEXOAUTE IO COIACPNKAIIMMCA B HEM CCbUIKAM M HE
OTKPBIBANTE BIIOXKECHUS.

Pexomenmyercs BOOOIIe HE OTKPHIBATh Takue cooOmieHus. Eciu Bel HE yBEpEHBI B
NOJJIMHHOCTH  3JIEKTPOHHOTO  MNHUChbMa, OOpaTUTECh HEMOCPEACTBEHHO K
oTnpaBuTeao. Hampumep, npu moaydeHUH MOAO3PUTEIBHOTO MHUChMa SIKOOBI U3
Ballero 0aHka MO3BOHUTE B OAHK U CIIPOCUTE, ACHCTBUTEIIHHO JIM MUCHMO MPHUIILIO
OT HUX.

[Tpu mpocmoTpe caiita yOeauTech, YTO MEPEXO]l MO CChUIKaM OCYILIECTBISETCS Ha
CTpPaHMIIbl CO CBSI3aHHBIM WJIM OXKHMJIA€MbIM COACpX UMbIM. Hampumep, eciu BbI
NepexouTe IO CChUIKE Ha omnucanue cadpapu B Adpuke, HO BMECTO 3TOTO
NOTIaJJaeTe Ha KIMKOEHTHYIO CTpaHMIy O TOM, KaK MOXYyHEJId 3HAMEHUTOCTH, WU
Ha CTarel0 C 3arojJoBkoM «Ilne oHM celyac?», HEMEUIEHHO NOKHUHBTE 3Ty
CTpaHHUILY.

8. Yoenurecsh, 4T0 Bamm ycTPpOMCTBA 3alIMIEHBI.

Oxono 60% mnonb30Bareeil UCHOIB3YIOT MOOMIIbHBIE YCTPOIMCTBA /1JIsi COBEPILICHUS
HOKYIIOK U TIOMCKa MHPOPMALlMK B UHTEPHETE ropaszo yalle, 4eM KOMIIBIOTEPHI, U
TaKU€ YCTpOMCTBAa JOJKHBI OBITh HAJAEXKHO 3aiuileHbl. PexkoMmeHnayercs
UCTOJIb30BaTh MapOJH, CEKPETHBIE KOJBI U JAPyTHe cpeacTBa 0€30MacHOCTH, TaKHe
KaK CYMTBHIBAHHE OTIEYATKOB IMAJbLEB WM TEXHOJOTHIO PACIO3HABAaHUS JULA Ha
BCEX YCTPOMCTBaX: Teie(poHaX, KOMIbIOTEPAX, MJIAHIIETaX, YMHBIX Yacax, YMHBIX
TEJIeBU30pax M JAPYrHMX YCTpoMcTBaX. OTH Mepbl 0O€30MaCHOCTU CHU3AT
BEPOATHOCTb KMOEpaTaky WM KPak BAaIlIUX JIMYHBIX JAHHBIX.



9. Pery/isipHO BBINOJHANTE pe3epBHOE KONMUPOBAHUE.

Crnegyer uMeTh pe3epBHbIE KOMUMU BaXKHOW JIMYHON HHGOpMAlMd HA BHEUIHUX
HKECTKUX JCKax u pEryisipHO CO3/71aBaTh HOBBIE  pE3EpBHbIC
xonuu. [IporpaMMbI-BbIMOTaTeNI —  3TO  TUN ~ BPEAOHOCHBIX  MPOrPaAMM,
OJOKUPYIOMUX KOMIBIOTEP W HE TMO3BOJSIONIUX TMOJYYUTh TOCTYN K BaKHBIM
daiinam. Pe3epBHOE KONMMpPOBAHHWE JAHHBIX [OMOTae€T MHUHUMHU3UPOBATH
HEraTUBHBIE MOCIEJCTBUS aTak MporpaMM-BbIMOrareneil, a cneuuaibHoe 110 ms
3alllUThl TIOBBICUT YPOBEHb Balleil Oe3omacHocTu. EcTh W Apyrue THUIIBI
BPEIOHOCHBIX TIPOrPaMM, KOTOpPbIE OJIOKHPYIOT TOCTYI K NEPCOHATIBHBIM JIaHHbIM,
co3/1aBasi Ype3MEPHYIO HArpy3Ky Ha CUCTEMY, I TIPOCTO YAAISIOT (ailiibl.

10. Ynaaurte HeHCIIOJIb3yeMble YYeTHbIE 3aNUCH.

Y MHOTruX €CTh YYETHBIC 3aIlMCH, KOTOPbIE JaBHO HE UCHIOJIB3YIOTCA. VX Hanuuue
MOXET CTaTb UCTOYHUKOM YSA3BUMOCTEH MPU UCIOIB30BaHUM MHTEpHETa. CTapble
yYETHBIE 3alUCH YaCTO MUMEIOT Oojee ciadble mapoiu, a cailThl, Ha KOTOPBIX OHU
VCIIOJIb30BAJIUCh, MOTYT UMETh HEHAJCKHYIO IOJUTHUKY 3aluThl JaHHBIX. Kpome
TOTO, TO JAHHBIM B CTAPBIX MPOQUIIAX COIMHAIBHBIX CETEeH KUOEPIPECTYyIMHUKU
MOTYT C€OOpaTh O Bac pa3IUYHBIC JJaHHBIC, HANPUMEp Jary pPOXICHUS W
MECTOHAXOXJCHHUE, U UCIOJb30BaTh MX I mociedyrome araku. [loatomy Mbl
PEKOMEHAYEM YAAIUTh CTAPbIE YUYETHBIE 3alMCU U OTIPABUTH 3asBKY Ha YAaJECHUE
BAaIlIMX JIAHHBIX CO CTOPOHHUX CEPBEPOB.

11. ByabTe 0cTOPOKHBI € 3arpy3KaMH.

[lenb 370yMBINIUIEHHUKOB — 3aCTaBUTh BaC CKadyaTb BPEAOHOCHYKO MPOTrpaMmy,
KOTOpasi OTKPOET UM JOCTYIl K BalleMy YCTPOMCTBY. BpemoOHOCHBIE IpOrpamMMsbl
MOTYT OBITH 3aMackupoBaHbl moja jto0oe [1O, HaunmHas ¢ MOMYJSIPHBIX UTP U
3aKaHYMBas TPUJIOKEHUSIMU JJIsi MPOBEPKH TMOTOAbl WM HAJIUYHUS MPOOOK Ha
nopore. Kpome TOro, oOHM MOryT OBITh CKPBITBI Ha  CO3JAaHHBIX
3JI0YMBIIIJIEHHUKaMH Be0-calTax, KOTOPBIE MBITAIOTCS yCTAaHOBUTH BPEIOHOCHBIC
IIPOrpaMMBbI HA Balle YCTPOKCTBO.

BpenonocHble mporpaMMbl HaHOCAT yuiepO: HapymialoT paldoTy YCTpOMCTBa,
KpaayT JIMYHbIE [aHHbIEC, MPEIOCTABISIIOT HECAHKIMOHUPOBAHHBIA JOCTYIN K
koMmrbroTepy. OOBIUHO At 3arpy3KH BPEIOHOCHBIX Mporpamm TpelOyercs psn
JNEUCTBUN CO CTOPOHBI MOJIb30BATENS, HO BCTPEUAETCS TAKKE 3apaKCHHE IyTEM
CKpPBITOM 3arpy3kH, Korga BeO-CallT TBITAeTCS YCTaHOBUTH BPEIOHOCHBIE
OporpaMMbl Ha KOMIIBIOTEp, HE CHpalluBas MPEeIBAPUTEIBLHOTO pa3pelieHusl.
Bynbsre 0CTOpOXKHBI IIPH MEPEXO/I€ HA HEU3BECTHBIN CalT U MpU 3arpy3Kke 00bEKTOB
Ha YCTpPOMCTBO, 3arpykaiiTeé KOHTEHT TOJIbKO M3 HAACKHBIX WM OQPUIIMATBHBIX



VCTOYHUKOB. PeryisipHO NpoBepsiiTe Manku 3arpy3Kd U HEMEJICHHO YIAJISIUTe
HEU3BECTHBIC (Dailyibl — OHM MOTJIM TOMAcTh Ha Ballle YCTPOMCTBO B pe3yJibTaTe
CKPBITOM 3arpy3KH.

12. BynbTe 0CTOPOKHBI ¢ MyOJIMKAIUSIMH.

B unTEepHeTEe HET BO3MOXKHOCTH yAaJIeHHsl OIMyOJMKOBaHHOW mHbopmanmu. Bee
OMyOJIMKOBaHHBIE KOMMEHTApUH U U300pakeHUs MOTYT HaBcerna ocrarscs B CeTH,
MOCKOJIbKY TPH YAQJICHUU OPHUTHMHANA Bbl HE yAaJsieTe KOMUHU, KOTOPHIE MOIIU
caenarb JApyrue mojibp3oBarenu. [locme mnyOnuMKalMd KOMMEHTapHUsl YK€ HET
BO3MOXKHOCTHU «B34Thb CBOM CJIOBa OOpaTHO», TakK€ HEBO3MOXKHO YAAJIUThH
OIMyOJIMKOBAaHHOE KOMIIPOMETHpYIolIee n3o0paxkenue. Ecnu Bbl HE XOTUTE, YTOOBI
Bally MyOJUKALUIO YBHJETU POAMUTENM WM MOTCHIMAIbHBIA paboTo/aTeNb, HE
CTOUT ITyOJIMKOBATH ATOT MaTepual.

N Oynbre OCTOpPOXKHBI, MyOIUKYs JHWYHYHO HHQOpPMAIUI0O B HHTEpPHETE: HE
yKa3blBaliTe HOMEpP COLHUAJIBHOIO CTPaxOBaHUs, aJpec U Jary pPOXKJIEHUS B
npouiIaxX conuaiIbHBIX ceTeil. B peanbHO#l KU3HM BhI Obl HE CTajJu COOOIATH
JUYHBbIE JIaHHbIE HE3HAKOMIIaM, U TOYHO TaK K€ HE CleayeT MyOJMKOBaTh UX B
UHTEPHETE U JIeJIaTh JOCTYIHBIMI MUJUTMOHAM TOJIb30BATENICH.

CoOmromaiiTe OCTOPOKHOCTh TPH IMPEAOCTABICHUM aApeca 3JIESKTPOHHON ITOUTHI.
[Tone3Ho WMETh JOMOJHHUTEIBHYI0 BPEMEHHYIO YYCTHYIO 3alMCh 3JEKTPOHHOU
MOYTHI, HWCIOJB3YEMYIO0 HUCKIIOYUTENBHO ISl perucTpanuu u moamucku. OHa
JOJDKHA OTIWYAThCSI OT pabodeid M OT UCTIONB3YEMOU JIJIst IEPETTUCKU C APY3bSIMH U
OJIM3KHMHU.

13. ByabTe 0CTOPOKHBI C OHJIANH-3HAKOMCTBAMH.

Bamm nHTEpHET-3HaKOMBIE HE BCET/IA SBISIOTCS TEMU, 3a KOTo ce0s BhImaoT. OHU
MOTYT JaKe HE SIBISITHCS PEaTbHBIMH JIOAbMHU. VICTIONB3ys MOAAEIbHbBIE TPOQUITH
B COLMAJBHBIX CETAX, 3JIOYMBIIUIEHHUKH OXOTIATCA 34 HEOCTOPOKHBIMU
MOJIL30BATENSIMU C LIEJIBIO KPayku UX CpeAcTB. K colManbHON dKWU3HU B UHTEPHETE
CTOUT OTHOCUTBHCSI C TAKOM K€ OCTOPOKHOCTBIO, KAK U K COLMAJIIbHOMU >KU3HU B
peaJbHOM MHpe. DTO 0OCOOEHHO BaKHO B CBSI3M C BO3POCIIMM B MOCIJIETHUE TOMbBI
KOJTMYECTBOM CITy4aeB MOIIIEHHUYECTBA B cPpepe OHIANH-3HAKOMCTB.

14. IlepenpoBepsiiTe HHPpOPMALNIO, HAWTEHHYI0 B MHTEPHETE.

K COXAJICHUIO, B HMHTCPHCTC IPHCYTCTBYCT OOJIBIIIOE KOJIMYECTBO IIoAACIbHBIX
HOBOCTEH M JIOXKHBIX CBe,Z[GHI/Iﬁ. B mortoke HOHy‘IaCMOﬁ CXKCIAHCBHO I/IH(I)OpMaIII/II/I
JICTKO TIIOTCPATHCA. Ecau BBl coMHEBaeTeCh B AJOCTOBCPHOCTH HquHTaHHOﬁ
HH(bOpMaLII/II/I, IIPpOBCAUTC COOCTBEHHOE HCCIICAOBAHUC M YCTAHOBHUTC PCAJIBLHBIC



¢daktel. Ha HanmexHslx BeO-caiiTaXx, Kak NpaBWIO, NPUBOIATCA CCHUIKM Ha
NEPBOMCTOYHUKU. & Ha IOAO3PUTEIBHBIX CTpaHUIAX BOOOIIE HE IPUBEICHO
HUKAaKUX CCBUIOK. BBl MOXETe O3HAKOMUTBHCS C PEKOMEHJIAUMSAMHU MO BBISIBICHUIO
(e KOBBIX HOBOCTEM 3/1€Ch.

15. Ucnoaib3yiiTe XOpOIMi aHTUBUPYC U PeryJspHO O0OHOBJISIiTE €ro.

[Tomumo coOmroneHuss peKoMeHAAIMii 1Mo obecrneueHnto Oe30MacHOCTH B
UHTCpHETE, Ba)XHO  KCIIOJNB30BAaTh  HAJICKHOE aHTUBUPYCHOE  PCIICHUE.
[Iporpammuoe oOecniedueHue s O€30MACHOCTH B WHTEPHETE 3allUIIACT
YCTPOWCTBA U JaHHBIC M OJIOKUPYET HE TOJIBKO PacHpOCTPaHEHHBIE YTPO3bI, TAKHE
KaK BHMPYCbl M BPEIOHOCHBIC MPOrpaMMbl, HO U KOMILUICKCHBIC aTakh C
WCIIOJIb30BAaHMEM TPHIIOKCHHI-IIIITUOHOB, MU(POBAIBIIUKOB M MEKCAUTOBOTO
ckpuntuara. Kak u B ciiy4ae ¢ ONepanroOHHBIMHA CHCTEMaMHU M MPHIOKEHUSIMH,
AHTUBUPYC HEOOXOIUMO PETYASIPHO OOHOBIATH, YTOOBI MOJYYaTh 3aIIUTy OT
HOBEHIIINX KHOEPYTPO3.

Tpu npaBuiIa HHTEPHET-0€30MACHOCTH ISl AeTel

Bosnpmas yacth npaBuil 0€30aCHOCTH B MHTEPHETE aKTyallbHA KaK JUIsl B3POCIIbIX,
Tak U Uit aered. OnHako OOBSICHUTHh MX JETSIM HE BCeraa Jierko. Jleth Moryr
COBEpIICHHO CIIy4allHO BBIJATh 3JI0yMBIIINIEHHUKAM HH(POPMAIIHIO, OTKPBIBAOIIYTO
J0cTyn K BamuM cucreMam. OOyuuB JeTeil ocHoBaM 0€30MacHOCTH B UHTEPHETE,
BBl CMOXKETE 3alIUTUTh YCTPOWCTBA Ballle CEMbH OT HENPUATHOCTEH. BoT Tpm
TEMbI, KOTOPbIE HY>KHO 0OCYJIUTh C PEOCHKOM.

Hudposoiu caex

[udposoit cnen, KOTOPBIM OCTaBIAET B MHTEPHETE KaXKIbIH IMOJIB30BATEIb, —
Ba)KHAsI KOHIIEMIIMSA, O KOTOPOM JETSAM HYXKHO 3HaTh. Pacckaxurte peOCHKyY, Kak
uH(poOpManusi, TOMABIIass B WHTEPHET, CTAHOBUTCSA JOCTyMHOW JPYyTHM
MIOJTb30BaTEIIM M KaK OHU MOTYT €l BOCIOJL30BaThCs (Hampumep, aapecamu
AJNIEKTPOHHON TIOYTHI W HA3BaHUSAMHU YYETHBIX 3alUCEH, KOTOphIC COAEpIKaT
NIEPCOHANIbHBIE JTaHHbIE, MOTYT BOCIIOJIb30BAaThCs 3JIOyMBINUIEHHUKH). OOcyauTe
3Ty TeMy OoJjiee MPeAMETHO: HapHUMep, MOrOBOPUTE 00 0OMEHE KOHTEHTOM (Yepe3
COIMAJIbHBIEC CETH, UTPOBBIE AKKAYHTHI U DJIEKTPOHHYIO MOUTy). YeTko 00BsiCHUTE,
KaKkue JTaHHbIE HENb3s MyONuMKoBaTh B mHTEepHETEe (pororpaduu, aapeca, HOMEpa
TeneOHOB, IOTHOE UMS).

IHapoJu

Hanexnplli mapoib — HeoThemJIeMash 4YacTh 3alllUThl OT KuOepyrpos. Camplid
IPOCTOM croco0 caenars 1udpoBoii MUp O6e30macHee JJIs Ballle CeMbU — HAYYUTh



pebeHKa co3aBaTh CIOXKHBIE MAPOJHU (COCTOSIINE KaK MUHUMYM U3 12 OykB, 1Iudp
U CHEIUAaJbHBIX CHMBOJIOB) M HAJEXKHO XpaHuTh ux. C 3TOW 3ajayell MOMOMKET
CIIPABUTHCSI MEHEIIPKEP IMAapoJIe, KOTOPbIA aBTOMATUYECKU 3aMOIHSET Y4YETHbIC
JTaHHBIE Ha caulTax.

OO0ureHue ¢ APYruMu MoJib30BaTeJIAMU

Paccpuika cooOiieHnid — OJIMH U3 CaMbIX MOIMYJIPHBIX CIIOCOOOB OOMaHYTh KEPTBY
B UWHTEpPHETE. OJTO OJHA M3 BAXKHEUIIUX TEM, KOTOPYIO HYKHO O0OS3aT€IbHO
obcynuth ¢ pedenkom. [Ipexae Bcero oObsICHUTE, KaK OMPEIETUTh, YTO CChLIKA,
3arpy3ka WIH THCBMO OT HE3HAKOMIlA, 3alpalivuBaioNmIero JUWYHBIC TaHHBIC,
SIBJISIIOTCSI OMACHBIMU, U KaK U30exkarh HenpusiTHocTel. bonee moapoOHo oOcynute
npu3HaKy (DUIIMHTOBBIX aTaK M TOJICIbHBIX BeO-caliToB. Kpome TOro, BakHO
Hay4YuTh peOCHKa MpaBuiaM OOIIEHUS B MHTEPHETE. B ceTH, Kak M B peallbHOM
MHUpE, BaXHO OCTaBAaThCSI OCTOPOKHBIMH W BEXKIMBBIMU, YMETh PAaCIO3HABAThH
TPaBJIIO M HE BCTYIaTh B KOHTAKT C TEMH, KTO MBITAETCA Bac TPaBUTh. Pacckakure
peOeHKY 0 KMOEepOYJUTMHTE U O TOM, KaK OCTaBaThCs JOOPOKEIATETLHBIM K CBOUM
cobeceqnukam B CeTH.



