Spark 1 Security

n0s1 Documentation

About n0s1

-'{\ ndsl is an open-source secret scanner designed for ticketing and

Zendesk, Linear, GitHub, and Gitlab. It scans all
channels/tickets/items/issues within the chosen platform in search of any

leaked secrets in the titles, bodies, messages and comments.

These secrets are identified by comparing them against an adaptable
configuration file named regex.yaml. Alternative TOML format 1is also
supported: regex.toml. The scanner specifically looks for sensitive

information, which includes:

e Github Personal Access Tokens
e GitLab Personal Access Tokens
e AWS Access Tokens

e PKCS8 private keys

e RSA private keys

e SSH private keys

e npm access tokens

Currently supported target platforms:

Slack Jira Confluence Asana



https://spark1.us/n0s1
https://slack.com
https://www.atlassian.com/software/jira
https://www.atlassian.com/software/confluence
https://asana.com
https://www.wrike.com
https://www.zendesk.com
https://linear.app/
https://github.com/
https://gitlab.com/
https://github.com/spark1security/n0s1/blob/main/src/n0s1/config/regex.yaml
https://github.com/spark1security/n0s1/blob/main/src/n0s1/config/regex.toml
https://slack.com/
https://www.atlassian.com/software/jira
https://www.atlassian.com/software/confluence
https://asana.com
https://www.wrike.com
https://www.zendesk.com
https://linear.app/
https://github.com/
https://gitlab.com/

Quick Start

nOsl 1is available in the most common distribution channels. The complete list
of dinstallation options is available in the Integration section. Here are a

few popular examples:

e python3 -m pip install nO@sl --upgrade

e docker run sparklsecurity/n@sl

e Download source code from https://github.com/sparklsecurity/n0sl

e See Integration for more

nOsl is dintegrated with many popular platforms and applications. Here are a

few popular options examples:

° itH Action

e Docker

nds1 -h
usage: n@s1 [-h] COMMAND ..

positional arguments:

COMMAND Subcommands
slack_scan Scan Slack messages
asana_scan Scan Asana tasks
zendesk_scan Scan Zendesk tickets
github_scan Scan GitHub repos
gitlab_scan Scan GitlLab repos
wrike_scan Scan Wrike tasks
linear_scan Scan Linear issues
jira_scan Scan Jira tickets

confluence_scan Scan Confluence pages

n@s1 jira_scan [-h] [--regex-file [REGEX_FILE]]
[--config-file [CONFIG_FILE]]
[--report-file [REPORT_FILE]] [--post-comment]
[--skip-comment] [--server [SERVER]] [--email [EMAIL]]
[--api-key [API_KEY]]

Examples:


https://github.com/spark1security/n0s1
https://github.com/marketplace/actions/spark-1-n0s1
https://hub.docker.com/r/spark1security/n0s1

Jira scan
n@s1 jira_scan --server "https://myjira.atlassian.net"

Result: scan Jira server myjira.atlassian.net using $JIRA_TOKEN env variable
as API key. The report will be saved to n@sl_report.json

Slack scan
n@s1 slack_scan --api-key $SLACK_TOKEN

Result: scan Slack messages using $SSLACK_TOKEN env variable as API key. The
report will be saved to nOsl_report.json

Slack scan limiting the scope with Slack search
n@s1 slack_scan --api-key SSLACK_TOKEN --scope "search:database"

Result: scan all Slack messages with the word database

GitLab scan
n@s1 gitlab_scan --api-key SGITLAB_TOKEN --owner "sparkl.us" --branch
"default"”

Result: scan only the default branch of all repos under GitLab group
sparkl.us. Use PAT $GITLAB_TOKEN env variable as API key

GitHub scan
n@s1 github_scan --api-key SGITHUB_TOKEN --owner sparklsecurity --repo
anthillpy

Result: scan public GitHub repository
https://github.com/sparklsecurity/anthillpy using PAT S$SGITHUB_TOKEN env
variable as API key. The report will be saved to n@sl_report.json

GitHub scan limiting the scope with GitHub search
n@s1 github_scan --api-key SGITHUB_TOKEN --scope "search:org:sparkilsecurity
action in:name"

Result: scan all GitHub repositories with the word action in the name from the
org sparklsecurity

Confluence scan
n@s1 confluence_scan --server "https://myjira.atlassian.net"


https://myjira.atlassian.net
http://spark1.us
https://github.com/spark1security/anthillpy
https://myjira.atlassian.net

Result: scan Confluence server myjira.atlassian.net/wiki using
$CONFLUENCE_TOKEN env variable as API key. The report will be saved to
n@sl_report.json

Confluence scan with CQL query

nBs1 confluence_scan --server "https://myjira.atlassian.net"--scope
"cql:space=KB and type=page"

Result: scan all pages from workspace KB only on Confluence server
myjira.atlassian.net/wiki

Jira scan API key paramater

n@s1 jira_scan --server "https://myjira.atlassian.net" --api-key
"<YOUR_JIRA_API_TOKEN>"

Result: scan Jira server myjira.atlassian.net passing API key as an argument.

Jira scan with JOL query

n@s1 jira_scan --server "https://myjira.atlassian.net" --scope
"jgl:project=MAR OR project=\"Auto Service\""

Result: scan only Jira projects MAR and Auto Service.

Jira scan for large sites - Split scan in 5 parts

n@s1 jira_scan --server "https://myjira.atlassian.net" --map --map-file
jira_map.json

n@s1 jira_scan --server "https://myjira.atlassian.net" --scope 1/5 --map-file
jira_map.json -report-file jira_report_1_5.json

n@s1 jira_scan --server "https://myjira.atlassian.net" --scope 2/5 --map-file

jira_map.json -report-file jira_report_2_5.json

n@s1 jira_scan --server "https://myjira.atlassian.net" --scope 3/5 --map-file

jira_map.json -report-file jira_report_3_5.json

n@s1 jira_scan --server "https://myjira.atlassian.net" --scope 4/5 --map-file

jira_map.json -report-file jira_report_4_5.json

n@s1 jira_scan --server "https://myjira.atlassian.net" --scope 4/5 --map-file

jira_map.json -report-file jira_report_5_5.json

Result: map the Jira server myjira.atlassian.net and save the mapping to
“jira_map.json”. Run 5 Jira scans covering 1/5 of the Jira site for each scan,
and save the results to report files “jira_report_1_5.json” to
“jira_report_5_5.json”.

Asana scan
nB@s1 asana_scan

Result: scan Asana using $ASANA_TOKEN env variable as API key.


https://myjira.atlassian.net
https://myjira.atlassian.net
https://myjira.atlassian.net
https://myjira.atlassian.net
https://myjira.atlassian.net
https://myjira.atlassian.net
https://myjira.atlassian.net
https://myjira.atlassian.net
https://myjira.atlassian.net

Zendesk scan
nBs1 zendesk_scan

Result: scan Zendesk using S$ZENDESK_TOKEN env variable as API key.

Zendesk scan with query to limit scope
n@s1 zendesk_scan --scope "query:type:ticket subject:AWS"

Result: scan only Zendesk tickets that have the word AWS in the title.

Wrike scan
nBs1 wrike_scan

Result: scan Wrike using SWRIKE_TOKEN env variable as API key.

Linear scan
nBs1 linear_scan

Result: scan Linear server using SLINEAR_TOKEN env variable as API key.

Jira scan custom regex file

curl
https://raw.githubusercontent.com/sparkisecurity/n@si1/main/src/n@sl1/config/reg
ex.yaml -o my_regex.yaml

vi my_regex.yaml

n@s1 jira_scan --server "https://myjira.atlassian.net" --regex-file

my_regex.yaml --report-file my_jira_report.json

Result: scan Jira server myjira.atlassian.net using $JIRA_TOKEN env variable
as API key matching regexes from my_regex.yaml file and writing a report to
my_jira_report.json.

Jira scan post comment to ticket
nBs1 jira_scan --server "https://myjira.atlassian.net" --post-comment

Result: scan Jira server myjira.atlassian.net and add a comment to Jira
tickets warning users about potential secret exposure. A report will be also
saved to my_jira_report.json.



https://raw.githubusercontent.com/spark1security/n0s1/main/src/n0s1/config/regex.yaml
https://raw.githubusercontent.com/spark1security/n0s1/main/src/n0s1/config/regex.yaml
https://myjira.atlassian.net
https://myjira.atlassian.net

Jira scan using docker and custom TOML regex file

docker run -v /home/user/my_regex.toml:/my_regex.toml sparklsecurity/n@s1
jira_scan --server "https://myjira.atlassian.net" --email <MY_EMAIL> --api-key
SJIRA_TOKEN --post-comment --regex-file /my_regex.toml

Result: run n@sl from a docker container to scan Jira server
myjira.atlassian.net using a custom regex file “/home/user/my_regex.toml”

Integration

You can use nOsl directly from your local machine by 1installing the pip
package, or by downloading the source code. You can also use integration

options such as Docker and GitHub Actions. See a few examples below:

python3 -m pip install nOsl
nOsl jira_scan —--server "https://<YOUR_JIRA_SERVER>.atlassian.net" --api-key
"<YOUR_JIRA_API_TOKEN>"

git clone https://github.com/sparklsecurity/n@sl.git

cd nOsl/src/nBsl

python3 -m venv n@sl_python

source n@sl_python/bin/activate

python3 -m pip install -r ../../requirements.txt

python3 n@sl.py jira_scan --server "https://<YOUR_JIRA_SERVER>.atlassian.net"
——api-key "<YOUR_JIRA_API_TOKEN>"

Deactivate

docker run sparklsecurity/n@sl jira_scan --server
"https://<YOUR_JIRA_SERVER>.atlassian.net" --api-key "<YOUR_JIRA_API_TOKEN>"

See nBsl.yml for a live example.

jobs:


https://myjira.atlassian.net
https://pypi.org/project/n0s1/
https://pypi.org/project/n0s1/
https://github.com/spark1security/n0s1#quick-start
https://hub.docker.com/r/spark1security/n0s1
https://github.com/marketplace/actions/spark-1-n0s1
https://github.com/spark1security/n0s1/blob/main/.github/workflows/n0s1.yml

jira_secret_scanning:
steps:
- name: Run nOsl secret scanner on Jira
uses: sparklsecurity/nOsl-action@main
env:
JIRA_TOKEN: ${{ secrets.JIRA_API_TOKEN }}
with:
scan-target: 'jira_scan'
user—-email: 'service_account@<YOUR_COMPANY>.atlassian.net'
platform-url: 'https://<YOUR_COMPANY>.atlassian.net'
report-file: 'jira_leaked_secrets.sarif'
report-format: 'sarif'
- name: Upload nOsl secret scan results to GitHub Security Codescanning
uses: github/codeql-action/upload-sarif@v2
with:
sarif_file: jira_leaked_secrets.sarif
- uses: actions/upload-artifact@v3
with:
name: nOsl-artifact
path: jira_leaked_secrets.json
retention-days: 5

@ github.com

O sparkisecurity /| nOs1-scheduled-scans

<> Code ( lIssues {9 Pullrequests () Actions {J Projects (O Security 2 [~ Insights

@ Overview Code scanning

Reporting @ All tools are working as expected ® Tools 2 + Add tool
&5 Policy
@) Advisories Q_ is:open branch:main

© 20pen . 0 Closed

Vulnerability alerts
£3 Dependabot
Language v Tool v Branch~ Rule~v Severity v Sort ~
@ Code scanning
£ Secret scanning © SSH private key = & Note main

#2 open 3 minutes ago « Det by n0s1in None:1

© AWS Access Token = Note

#1 opened 1 hour ago - Detected by n0s1in None:1

Q ProTip! You can run CodeQL locally using Visual Studio Code. Learn more

Add the following job to your .gitlab-ci.yml file:

jira-scan:
stage: test
image:



name: sparklsecurity/n0sl
entrypoint: [""]
script:
- nOsl jira_scan --email "service_account@<YOUR_COMPANY>.atlassian.net"
--api-key $SJIRA_TOKEN --server "https://<YOUR_COMPANY>.atlassian.net"
- apt-get update
- apt-get -y install jgq
- cat nO@sl_report.json | jq

&) Potential Secret Leak on Jira ¢ X +

C @ @& gitlab.com

@ jira-scanner > Vulnerability Report > 97657817

SN Next ] o+ & @ sparkl.us

o 12 & ) R ;
Needs triage  Detected - 1 day ago in pipeline 1045006743 Status = Needs triage v

Q Search or go to...

Potential Secret Leak on Jira comment.

& Ultimate Trial Day 2/30
C Description
grolect Potential Secret Leak on Jira comment. Sensitive data type: [AWS] - Sensitive data description: [AWS Access Token] - Platform: [Jira] - Field:
. jira-scanner [ticket comment] - Source: https://sparkius.atlassian.net/browse/IT-2
5% Pinned > Severity: ® Info
8 Manage 5 Project: spark1l.us / jira-scanner
Plan 5 Tool: DAST
@b G 3 Scanner: n0s1 secret scanner by Spark 1 Security - version: [1.0.9]
URL: https://sparklus.atlassian.net/browse/IT-2
¢ Build >
Evidence: Potential leaked secret (sanitized): [ access key such as XxXXXXxxxxxx, the scanner that w]
O secure v
Security dashboard Links
I Vulnerability report * Jira comment

. ¢ Documentation - n0Os1 Secret Scanner
Dependency list

(@ Help Identifiers

User Manual

Find the available command 1line CLI inputs parameters and GitHub Actions
parameters available. The CLI +inputs definition can be found here, and the
GitHub Actions parameters list can be found here.

*Note: CLI inputs arguments in orange and GitHub Actions in rose.

Name Type | Default Example Description

COMMAND String None jira_scan Command to be executed. It
scan-target currently supports: slack_scan,

jira_scan, confluence_scan,
asana_scan, wrike_scan, zendesk
and linear_scan



https://github.com/spark1security/n0s1/blob/main/src/n0s1/n0s1.py#L21
https://github.com/spark1security/n0s1-action/blob/main/action.yaml

--regex-file String <PIP-PKG> --regex-file File .yaml or .toml with a list of
regex—f‘i'le /config/r | ~/my_regs.yaml regexes to be matched.
egex.yaml
——conf'ig—f'i'le String <PIP-PKG> | --config-file Configuration file (YAML format)
conf‘ig—f'i'le /config/c | ~/my_conf.yaml to be used.
onfig.yam
1
--report-file String ./nBsl_re | ——report-file Output report file for the leaked
report—f‘i'l.e port.json | report.json secrets.
--report-format String nosl --report-forma | Output report format. Supported
report—format t sarif formats: nOsl, sarif, gitlab.
--post-comment flag disabled By default, scans only flag leaked
post-comment secrets; this adds a warning
comment to every ticket with a
potential secret leak
--skip-comment flag disabled By default, scans check the ticket
. title, description and comments;
skip-comment ’ ’
P this flag disables ticket comment
scanning
--api-key String None Jira, Confluence or Linear API
password-key key. If not provided, nOsl will
try to use SJIRA_TOKEN,
CONFLUENCE_TOKEN or SLINEAR_TOKEN
env variables
-—-server String None --server Jira/Confluence server uri
" : o
platform-url bhttps://myiir
a.atlassian.ne
ET——————————
—-——email String None -—email Jira/Confluence user email.
user—email svc@mycompany.
com
--show-matched-s | flag disabled By default, only a sanitized
ecret—on—logs version of the leak is shown on
h hed logs. This flag makes the actual
show-matched-sec leaked secret to be displayed on
ret-on-logs logs. Be extra careful when
enabling this flag because you
might make the leak worse by
sending sensitive info to logs.
--secret-manager | String "a secret | --secret-manag | Secret manager tool name to be
secret-manager manager er 1lPassword suggested when leaks are found.
tool"
--contact-help String --contact-help | Contact information for assistance
contact-help “Security when leaks are detected.
Team”
—-=1label String --label Unique identifier to be added to
label fa4b101f-1ad5- the comments so that the nOsl bot

4c18-9ad0-a2b8
9186641

can recognize if the leak has been
previously flagged.



https://myjira.atlassian.net
https://myjira.atlassian.net
https://myjira.atlassian.net
mailto:svc@mycompany.com
mailto:svc@mycompany.com

--debug flag disabled Debug mode. Warning it may further

debug expose sensitive data.

-—-insecure flag disabled Insecure mode. Ignore SSL

insecure certificate verification.

—-—timeout integer | disabled HTTP request timeout in seconds

timeout (currently supported only by Jira
and Confluence scans).

—=1limit integer | disabled The limit of the number of pages

limit to return per HTTP request
(currently supported only by Jira
and Confluence scans).

--map integer | -1 Generate a JSON file with a list

map of all tickets/pages/issues
organized hierarchically for the
target site. (currently supported
only by Asana, Jira, and
Confluence).

--map-file String ./nBsl_ma | ——map-file Output JSON map file.

map—f'i'le p.json jira_map.json

--scope String disabled --scope Use a query to limit the scan

scope “jgl:project=M scope.

AR” Or split the scan coverage in
equal parts. c/n where '"c" is the
--scope 2/5 chunk number you want to scan, and

"n" the total number of chunks you
are splitting the map.

—-—ownher String Logged —--owner GitHub owner (e.g. user or

owner user sparklsecurity organization).

--repo String All repos | —-repo GitHub repository to be scanned.

repo anthillpy If omitted all accessible repos
under the owner will be scanned.

--branch String All --branch GitHub/GitLab comma separated list

branch branches “test” of branches to be scanned. Ex:

--branch “main,test”. If omitted
all branches are scanned. If you
provide --branch “default”, the
branch marked as default 1is
scanned, regardless its name.




Community

nesl is a Spark 1 open source project.
Learn about our open source work and portfolio here.

Contact us about any matter by opening a GitHub Discussion here


https://spark1.us/
https://spark1.us/n0s1
https://github.com/spark1security/n0s1/issues

Appendix A - Common use cases

Use case: One-off scan for passwords in Jira and Confluence

Scan Jira and Confluence using GitHub Actions with a customized regex set that
includes “(?1)password ?[=:] ?.x”. Run the one-off scan from a separate branch

“password-search” and add the results to GitHub Code scanning tab.

Make a local copy of the nOsl regex config:

cd YOUR_REPO
curl
https://raw.githubusercontent.com/sparklsecurity/n@sl/main/src/n@sl/config/r

egex.toml -0 my_regex.toml

Edit the customized my_regex.toml file to include the “(?i)password ?[=:] ?.*”
pattern. Create a “config” folder under your repo “.github/workflows” folder.

Copy my_regex.toml to .github/workflows/config/my_regex.toml:

.github/workflows/config/my_regex.toml

[[rules]]

id = "plaintext password"

description = "Plaintext Password"

regex = '''(?i)password ?[=:] ?.*'"'
keywords = ["password"]

[[rules]]

id = "gitlab_personal access_token"
description = "GitLab Personal Access Token"

Create a new GitHub Action secret-scan.yml:

.github/workflows/secret-scan.yml

name: secret-scan
on:
workflow_dispatch:
push:
branches:
- "password-search"
jobs:
secret-scan:
name: Scan secret from Jira, Confluence
runs-on: docker
steps:



https://raw.githubusercontent.com/spark1security/n0s1/main/src/n0s1/config/regex.toml
https://raw.githubusercontent.com/spark1security/n0s1/main/src/n0s1/config/regex.toml

- name: Checkout config
uses: actions/checkout@v3
with:
ref: password-search
sparse-checkout: |
.github/workflows/config/my regex.toml
- name: Scan Jira for leaked credentials
uses: sparklsecurity/n0Osl-action@main
env:
JIRA TOKEN: S{{ secrets.JIRA TOKEN }}
with:
scan-target: "Jjira scan"
user-email: "service_ account@yourdomain.com"
platform-url: "https://yourdomain.atlassian.net"
regex-file: ".github/workflows/config/my regex.toml"
report-format: "sarif"
report-file: "jira secret_report.sarif"
- name: Scan Confluence for leaked credentials
uses: sparklsecurity/n0Osl-action@main
env:
CONFLUENCE_TOKEN: ${{ secrets.CONFLUENCE TOKEN }}
with:
scan-target: "confluence_scan"
platform-url: "https://confluence.yourdomain.com"
regex-file: ".github/workflows/config/my regex.toml"
report-format: "sarif"
report-file: "confluence_secret report.sarif"
- name: Upload scan results to GitHub Security tab
uses: github/codegl-action/upload-sarif@v?2
with:
sarif file: "confluence secret report.sarif"
category: confluence secret report
- name: Upload scan results to GitHub Security tab
uses: github/codegl-action/upload-sarif@v?2
with:
sarif file: "jira_secret report.sarif"
category: jira secret report
- name: Store scan results as artifact
uses: actions/upload-artifact@v3
with:
name: secret-scan-report
path: |
jira secret report.sarif
confluence secret report.sarif
retention-days: 5

Push the 2 new files to branch “password-search” to trigger the action:

git branch password-search

git add .github/workflows/config/my_regex.toml .github/workflows/secret-scan.yml
git commit -m “Scan Jira and Confluence for passwords”

git push




Use case: scan Jira and Confluence with GitLab CI

Scan Jira and Confluence using GitLab CI, display the results on CI job
standard output and add the findings to GitLab Vulnerability report:

.gitlab-ci.yml

jira-scan:
stage: test

image:

name: sparklsecurity/n0Osl

entrypoint: [""]
script:

- nOsl jira scan --email "service acclyourdomain.com" --api-key SJIRA TOKEN
--server "https://yourdomain.atlassian.net" --report-file gl-dast-report.json

--report-format gitlab

- apt-get update

- apt-get -y install jg

- cat gl-dast-report.json | Jjg
artifacts:

reports:

dast:
- gl-dast-report.json

confluence-scan:
stage: test

image:

name: sparklsecurity/n0Osl

entrypoint: [""]
script:

- nOsl confluence scan --email "service acc@yourdomain.com" --api-key
$JIRA TOKEN --server "https://yourdomain.atlassian.net" --report-file

gl-dast-report.json --report-format gitlab
- apt-get update
- apt-get -y install jg
- cat gl-dast-report.json
artifacts:
reports:
dast:
- gl-dast-report.json

ja




Ve

[0 @ sparkius > @ jira-scanner > Vulnerability report

Security reports last updated 1hour ago #1050952785

@ Critical € High V¥ Medium ® Low
0 0 0 0
Status Severity Tool
Needs triage +1 more v All severities v All tools
Group by: None v
O Detected Status 1 Severity Description
() 2023-10- Needs O Info Potential Secret Leak on Confluence description.
21 Triage
() 2023-10- Needs O Info Potential Secret Leak on Jira comment
21 Triage

© Info
2
Activity
v All activity
Identifier

AWS Access Token

AWS Access Token

@ Unknown

0

Tool Activity

DAST
Spark 1
Security

)

e
[

DAST
Spark 1
Security
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