Medium Level Al Governance Reading List
Aaron Scher | updated occasionally including through August 2026

Note: This serves as a list of “my recommendations for the most important mid-level Al
governance readings ”. If you have not first engaged with the more intro-level things such as
AISF, I recommend doing that first.

High priority

e Strategy readings (~9—16 hr)

o

O O O O O

O

Read the book If Anyone Builds It Everyone Dies by Yudkowsky and Soares. 7
hr.

Read Nearcast-based "deployment problem" analysis by Holden Karnofsky about
the Al deployment problem. 1 hr.

Deep skim Situational Awareness by Leopold Ashenbrenner. 2 hr.

Read Response to Aschenbrenner's "Situational Awareness" by Rob Bensinger. 5
min.

Read MIRI Technical Governance Team’s research agenda. 1.75 hr.
Read An International Agreement to Prevent the Premature Creation of Artificial

Superintelligence. 1.5 hr.
m There are also some blog posts explaining a few parts of the agreement in

more detail. These are medium priority. 45 min.

m  You could also watch the related lecture. 30 min.
Skim A Narrow Path by various. 1 hr.
Skim AI 2027 and their research reports. 45 min.
Skim AT 2040, Plan A. 30 min.
Skim Plans A, B. C. and D for misalignment risk. 15 min.
Skim What’s the short timeline plan? by Marius Hobbhan and its comments. 30
min.
Deep skim Chips for Peace by Cullen O’Keefe. 10 min.

e Other (~3 hr)

o

In Mechanisms to Verify International Agreements About Al Development, read
the Executive Summary, the Background and Motivation section, and the

appendix section titled Hypothetical Futures. 30 min.

Read summary and skim Verifying International Agreements on Al: Six Layers of
Verification for Rules on Large-Scale Al Development and Deployment (this is a
more recent and better paper on the overall question of how to do verification). 45
min.

Here is a synthesis for the state of the field of technical Al verification. 10 min.
without the works linked inside this doc, hours to skim them all.

The Closing Window: H rnment 1d Lose Their Ability to Restrain
Advanced Al. 20 min.

How to pace the US frontier. 25 min.



https://course.aisafetyfundamentals.com/governance
https://ifanyonebuildsit.com/
https://www.alignmentforum.org/posts/vZzg8NS7wBtqcwhoJ/nearcast-based-deployment-problem-analysis
https://situational-awareness.ai/
https://www.lesswrong.com/posts/Yig9oa4zGE97xM2os/response-to-aschenbrenner-s-situational-awareness
https://techgov.intelligence.org/research/ai-governance-to-avoid-extinction
https://arxiv.org/abs/2511.10783
https://arxiv.org/abs/2511.10783
https://www.lesswrong.com/s/238e8bGMPMuyZQQrT
https://www.youtube.com/watch?v=vxKaHHK-PSM
https://www.narrowpath.co/introduction
https://ai-2027.com/
https://ai-2040.com/
https://blog.redwoodresearch.org/p/plans-a-b-c-and-d-for-misalignment
https://www.lesswrong.com/posts/bb5Tnjdrptu89rcyY/what-s-the-short-timeline-plan
https://www.lawfaremedia.org/article/chips-for-peace--how-the-u.s.-and-its-allies-can-lead-on-safe-and-beneficial-ai
https://techgov.intelligence.org/research/mechanisms-to-verify-international-agreements-about-ai-development
https://intelligence.org/wp-content/uploads/2024/11/Mechanisms-to-Verify-International-Agreements-About-AI-Development-27-Nov-24.pdf#page=10
https://intelligence.org/wp-content/uploads/2024/11/Mechanisms-to-Verify-International-Agreements-About-AI-Development-27-Nov-24.pdf#page=147
https://arxiv.org/abs/2507.15916
https://arxiv.org/abs/2507.15916
https://docs.google.com/document/d/1FayWjh1NeUB1787gEAr4hkGOlWU114kEA75MWNv6DOE/edit?usp=sharing
https://intelligence.org/wp-content/uploads/The-Closing-Window-Peter-Barnett.pdf
https://intelligence.org/wp-content/uploads/The-Closing-Window-Peter-Barnett.pdf
https://blog.aifutures.org/p/how-to-pace-the-us-frontier

Medium priority

e Suggested Al governance readings (important work that people should be aware of) (~2

hr)
o
O
o

o

Skim Securing Al Model Weights about AI model weight security. 10 min.

Skim through the various pieces in this series about compute. 15 min.

Skim through Open Problems in Technical Al Governance laying out a bunch of
open problems in technical Al governance. 15 min.

Skim Towards Best Practices in AGI Safety and Governance overviewing what
Al governance experts want. 15 min.

Skim Societal Adaptation to Advanced Al which I think adds useful framings on
top of the traditional “prevent harm” frame. 10 min.

Skim The Semiconductor Supply Chain about the chip supply chain. 15 min.
Skim 2024 State of the Al Regulatory Landscape. 15 min

Skim Technical Requirements for Halting Dangerous Al Activities MIRI TGT
early work. 15 min.

Do a medium-depth read in order to understand the key ideas for the blog post
What Increasing Compute Efficiency Means for the Proliferation of Dangerous

Capabilities or the accompanying paper. 10 min.
How to Catch a GPU: A Taxonomy of Verification and Enforcement Mechanisms

for International Al Agreements
Warning Shots for Al Existential Risk: Will society answer the wake-up calls it

receives?
The Scramble: getting in position to pace the frontier

e Familiarize yourself with what work exists already in Al governance land, broadly (~5+

hr)

o

Briefly look at all research on GovAI’s website (read all titles, skim/read a few
that seem especially interesting). 45 min.

Briefly look at all blog posts, reports, datasets, and resources on Epoch’s website
(read all titles, skim/read a few that seem especially interesting). 1.5 hr.

Briefly look at all blog posts and papers on [APS’s website (read all titles,
skim/read a few that seem especially interesting). 20 min.

Briefly skim through relevant CSIS articles (not that many are actually relevant).
15 min.

Briefly look at the content and resources on Artificial Analysis’s website. 10 min.
Briefly skim stuff from CNAS website (not much). 5 min.

Briefly look at all blog posts and papers on this short list from CSET (they put out
tons of stuff, so start here but feel free to expand; read all titles, skim/read a few
that seem especially interesting). (I haven’t actually read these — eek). 1 hr.
Skim through the blog posts on Lennart Heim’s website (read all titles, skim/read
a few that seem especially interesting). (These might be good examples of what
the output of a shallow dive looks like). 20 min.

Look through this reading list from Lennart Heim about Transformative Al and
Compute. It’s now a bit old, but many of the things are still relevant. 20 min.
Skim through stuff from the Center for Long-Term Resilience. 10 min.



https://www.rand.org/pubs/research_reports/RRA2849-1.html
https://ifp.org/compute-in-america/
https://arxiv.org/abs/2407.14981
https://www.governance.ai/research-paper/towards-best-practices-in-agi-safety-and-governance
https://arxiv.org/abs/2405.10295
https://cset.georgetown.edu/publication/the-semiconductor-supply-chain/
https://drive.google.com/file/d/13gyYbBixU75QwFQDTku0AMIovbeTp9_g/view
https://arxiv.org/abs/2507.09801
https://www.governance.ai/post/what-increasing-compute-efficiency-means-proliferation-of-dangerous-capabilities
https://www.governance.ai/post/what-increasing-compute-efficiency-means-proliferation-of-dangerous-capabilities
https://www.governance.ai/research-paper/increase-compute-efficiency-and-the-diffusion-of-ai-capabilities
https://arxiv.org/abs/2607.22619
https://arxiv.org/abs/2607.22619
https://techgov.intelligence.org/blog/warning-shots-for-ai-existential-risk-will-society-answer-the-wake-up-calls-it-receives
https://techgov.intelligence.org/blog/warning-shots-for-ai-existential-risk-will-society-answer-the-wake-up-calls-it-receives
https://blog.peterwildeford.com/p/the-scramble-getting-in-position
https://www.governance.ai/research
https://epoch.ai/blog
https://www.iaps.ai/research/
https://www.csis.org/analysis?f%5B0%5D=topics%3A3056
https://artificialanalysis.ai/trends
https://www.cnas.org/reports?area=artificial-intelligence-ssp
https://cset.georgetown.edu/article/must-read-research/
https://blog.heim.xyz/
https://docs.google.com/document/d/1DF31DIkwS9GONzmy1W3nuI9HRAwSKy8JcIbzKYXg-ic/edit?tab=t.0#heading=h.kimhqj72mew4
https://docs.google.com/document/d/1DF31DIkwS9GONzmy1W3nuI9HRAwSKy8JcIbzKYXg-ic/edit?tab=t.0#heading=h.kimhqj72mew4
https://www.longtermresilience.org/reports/?_reports_filter=artificial-intelligence

o Skim through stuff from MIRI’s Technical Governance Team including the blog

page. 10 min.

Skim through stuff from Miles Brundage. 15 min.

Skim through stuff from Al Impacts. 15 min.

Let's give you stuff from Forethought. 15 min.

Skim through stuff from Amodo Design about Al verification. 15 min.

Skim this map of other organizations in the Al governance space (out of date),

more general Al safety map. 10 min.

e Fill in any gaps in your knowledge that seem really important to fill in (many hr).
Consider talking to ChatGPT or Claude, googling, doing other obvious things to
resolve your confusion.

o O O O O

Low priority
These are things that I don’t particularly endorse but think it’s worth being aware of

e Toward a Global Regime for Compute Governance: Building the Pause Button
o Pacing the Frontier A Framework & Research Agenda

Important topics not covered above

e AGI timelines
o This comment.
o TO DO
e AGI threat models, difficulty of alignment, overview of methods for improving Al safety

o ifanyonebuildsit.com
o TO DO


https://techgov.intelligence.org/research
https://techgov.intelligence.org/blog
https://techgov.intelligence.org/blog
https://milesbrundage.substack.com/archive
https://wiki.aiimpacts.org/doku.php?id=start&do=index
https://www.forethought.org/research
https://amododesign.com/notes/
https://aigov.world/
https://www.aisafety.com/map
https://arxiv.org/abs/2506.20530
https://pacing.tech/
https://www.lesswrong.com/posts/oC4wv4nTrs2yrP5hz/what-are-the-strongest-arguments-for-very-short-timelines?commentId=Kzam9tz2WsDnBZYAu
http://ifanyonebuildsit.com

BELOW THIS POINT ARE MORE
PROJECT-SPECIFIC READING LISTS (that I don’t
necessarily endorse)

China related

e High priority. China-related readings (most relevant for China-related projects). Skim
through (but obviously feel free to dig deeper) the following (~3 hr):
o Jeff Ding’s ChinAl newsletter (i.g., skim the last 10 issues). 30 min.
o This surprisingly outdated piece about China’s LLM landscape (maybe an
intermediate project for this SPAR project would be to do an updated version?). 5
min.

o The Governing Through the Cloud paper. 10 min.

o I haven’t read most of the things linked in this old syllabus, but maybe skim a
couple to get a general sense of what work people used to do. 10 min.

o Skim Preventing Al Chip Smuggling to China. 10 min.

o Deep Skim Countering Al Chip Smuggling Has Become a National Security

Priority, a good example of open source intelligence research, I think. 10 min.

Deep Skim Introduction to Al chip making in China. 20 min.

Deep Skim The PRC’s Domestic Approach. 20 min.
Deep Skim The PRC’s Efforts Abroad. 20 min.

Skim A Bigger Yard, A Higher Fence: Understanding BIS’s Expanded Controls
on Advanced Computing Exports about the 2023 US chip export control updates.
10 min.

O O O O

o Skim The State of Chinese Al. 10 min.
o Skim through Matt Sheehan’s research on China. 10 min.
o Skim the podcast (transcript) Sihao Huang on the risk that US—China Al

competition leads to war about China’s Al development. 30 min.
e Lower priority. Other China readings (~5 hr)

o This reading list has many things. I have not read the vast majority of them.
Consider spending 3 hr reading various things from the list that seem interesting
to you. 3 hr.

Look around the writings from Concordia Al. 30 min.

Read The Illusion of China’s Al Prowess. 20 min.

Read Lennart Heim'’s tweet thread about Jan 2025 export control updates. 10 min.
China’s Advanced Al Research CSET report. 1 hr.

Why China isn’t about to leap ahead of the West on compute. 15 min.

Artificial Analysis Country Analysis. 5 min.

DeepSeek, Huawei, Export Controls. and the Future of the U.S.-China Al Race.
30 min.

O O O O O O O



https://chinai.substack.com/
https://cdn.governance.ai/Trends_in_Chinas_LLMs.pdf
https://cdn.governance.ai/Governing-Through-the-Cloud_The-Intermediary-Role-of-Compute-Providers-in-AI-Regulation.pdf
https://cdn.governance.ai/China-AI-Syllabus-1.pdf
https://www.cnas.org/publications/reports/preventing-ai-chip-smuggling-to-china
https://www.cnas.org/publications/reports/countering-ai-chip-smuggling-has-become-a-national-security-priority
https://www.cnas.org/publications/reports/countering-ai-chip-smuggling-has-become-a-national-security-priority
https://static1.squarespace.com/static/64edf8e7f2b10d716b5ba0e1/t/657ad0033899ee32c2fd6a38/1702547474572/Introduction+to+AI+chip+making+in+China+%5Bfinal%5D.pdf
https://cset.georgetown.edu/publication/the-prcs-domestic-approach/
https://cset.georgetown.edu/publication/the-prcs-efforts-abroad/
https://cset.georgetown.edu/article/bis-2023-update-explainer/
https://cset.georgetown.edu/article/bis-2023-update-explainer/
https://press.airstreet.com/p/the-state-of-chinese-ai
https://carnegieendowment.org/people/matt-sheehan?lang=en
https://80000hours.org/podcast/episodes/sihao-huang-china-ai-capabilities/
https://80000hours.org/podcast/episodes/sihao-huang-china-ai-capabilities/
https://forum.effectivealtruism.org/posts/jhuSbNinrrZ54s8Mw/china-x-ai-reference-list-august-2025-update
https://aisafetychina.substack.com/
https://archive.ph/hfgV8
https://x.com/ohlennart/status/1879291318444437735
https://cset.georgetown.edu/wp-content/uploads/Chinas-Advanced-AI-Research.pdf
https://epoch.ai/gradient-updates/why-china-isnt-about-to-leap-ahead-of-the-west-on-compute
https://artificialanalysis.ai/trends#countries
https://www.csis.org/analysis/deepseek-huawei-export-controls-and-future-us-china-ai-race

Consumer hardware related

Quick list of relevant stuff, not necessarily endorsed.

Epoch Al Hardware data
Supply chain concentration
SemiAnalysis
Epoch where are the GPU clusters
NVIDIA’s Deep learning performance data
NVIDIA’s HPC performance data
Al 2027 Chip forecasts
ML Perf benchmarks
o https://mlcommons.org/benchmarks/inference-datacenter/
o https://mlcommons.org/benchmarks/inference-edge/
Thread about distillation
Thread with a bunch of new Al models and technical reports and similar. Relevant
highlights:
o Google DM guide on scaling models (esp on TPUs).
o Huggingface guide on scaling models
o This paper from Oak Ridge National Lab about large-scale training with AMD
GPUs seems good for generally understanding infra.

Cost Effective Deployment of DeepSeek R1 with Intel® Xeon® 6 CPU on SGLang
H2:Towards Efficient Large-Scale LLM Training on Hyper-Heterogeneous Cluster over
1.000 Chips

Artificial Analysis Hardware Benchmarking
Reddit: Consumer hardware landscape for local LLMs June 2025

Frontier Al performance becomes accessible on consumer hardware within a year

Towards Large Scale Training on Apple Silicon

Workshop: Tiny Titans: The next wave of On-Device Learning for Foundation Models
(TTODLer-FM)

Distributed and Decentralised Training: Technical Governance Challenges in a Shifting
Al Landscape

Llama.cpp

LLM Inference Benchmarking Cheat-Sheet for Hardware Reviewers

LILM Performance on Consumer Hardware

Are Consumer GPUs a Problem for US Export Controls?

A Bigger Yard, A Higher Fence: Understanding BIS’s Expanded Controls on Advanced
Computing Exports

Efficiently Scaling Transformer Inference

Inference Economics of Lan Model

Performance of llama.cpp with Vulkan #10879
LLM Inference Economics from First Principles

Inside NVIDIA GPUs: Anatomy of high performance matmul kernels
STATE OF AI REPORT 2025

HexiScale: Accommodating Large Language Model Training over Heterogeneous
Environment

huggingface.js/packages/tasks/src/hardware.ts



https://epoch.ai/data/machine-learning-hardware
https://www.governance.ai/post/computing-power-and-the-governance-of-ai
https://www.semianalysis.com/p/nvidias-new-china-ai-chips-circumvent
https://epoch.ai/data/gpu-clusters
https://developer.nvidia.com/deep-learning-performance-training-inference
https://developer.nvidia.com/hpc-application-performance
https://ai-2027.com/research/compute-forecast
https://mlcommons.org/benchmarks/inference-datacenter/
https://mlcommons.org/benchmarks/inference-datacenter/
https://mlcommons.org/benchmarks/inference-edge/
https://ai-alignment.slack.com/archives/C06UAGZ9LGL/p1749330183311459
https://ai-alignment.slack.com/archives/C06UAGZ9LGL/p1725218871430319
https://jax-ml.github.io/scaling-book/
https://huggingface.co/spaces/nanotron/ultrascale-playbook
https://arxiv.org/abs/2312.12705
https://lmsys.org/blog/2025-07-14-intel-xeon-optimization/
https://arxiv.org/abs/2505.17548
https://arxiv.org/abs/2505.17548
https://artificialanalysis.ai/benchmarks/hardware
https://www.reddit.com/r/LocalLLaMA/comments/1lmmh3l/consumer_hardware_landscape_for_local_llms_june/
https://epoch.ai/data-insights/consumer-gpu-model-gap
https://openreview.net/forum?id=TJjP8d5bms
https://icml.cc/virtual/2025/workshop/39957
https://icml.cc/virtual/2025/workshop/39957
https://openreview.net/forum?id=uihFJlLPWB
https://openreview.net/forum?id=uihFJlLPWB
https://github.com/ggml-org/llama.cpp
https://llm-tracker.info/howto/LLM-Inference-Benchmarking-Cheat%E2%80%91Sheet-for-Hardware-Reviewers
https://boredconsultant.com/2025/05/03/LLM-Performance-on-Consumer-Hardware/
https://www.iaps.ai/research/are-consumer-gpus-a-problem-for-us-export-controls
https://cset.georgetown.edu/article/bis-2023-update-explainer/
https://cset.georgetown.edu/article/bis-2023-update-explainer/
https://arxiv.org/abs/2211.05102
https://epoch.ai/blog/inference-economics-of-language-models
https://github.com/ggml-org/llama.cpp/discussions/10879
https://www.tensoreconomics.com/p/llm-inference-economics-from-first
https://www.aleksagordic.com/blog/matmul
https://www.stateof.ai/
https://arxiv.org/abs/2409.01143
https://arxiv.org/abs/2409.01143
https://github.com/huggingface/huggingface.js/blob/main/packages/tasks/src/hardware.ts

e Intelligence per Watt: Measuring Intelligence Efficiency of Local Al

e Opportunistic Expert Activation: Batch-Aware Expert Routing for Faster Decode Without
Retraining

e What share of all chips are high-end data center Al chips?

o InferenceMAX™: Open Source Inference Benchmarking

e Basic facts about GPUs

e How much computing capacity exists in GPUs and TPUs in Q1 2023?

e Which GPU(s) to Get for Deep Learning: My Experience and Advice for Using GPUs in

Deep Learning
e Openbenchmarking Machine Learning

Verification Reading List

e Overviews
o Naci’s April 2026 overview of the space:
B The state of technical Al verification

o Somebody else’s reading list: B [Shared] Verification Reading List

o In Mechanisms to Verify International Agreements About Al Development (listed
above), read the Executive Summary, the Background and Motivation section,
and the appendix section titled Hypothetical Futures. 30 min.

o Read summary and skim Verifying International Agreements on Al: Six
Layers of Verification for Rules on Large-Scale Al Development an
Deployment (listed above). 45 min.

o An International Agreement to Prevent the Premature Creation of Artificial
Superintelligence (listed above) (not exactly an overview, but useful I expect). 1
hr.

o The Compute Verification Post. 30 min.

e Foundational verification readings

o Secure, Governable Chips

o What does it take to catch a Chinchilla?

o Hardware-Enabled Governance Mechanisms

Tools for Verifying Neural Models' Training Data
o Computing Power and the Governance of Artificial Intelligence (listed above)
e Other important verification readings according to me

o Detecting Hidden ML Training With Zero-Overhead Telemetry
o Research Note: The Fundamentals and Feasibility of Secure Network Taps for

Verifying Al Datacenter Use
e Other verification work (misc., at some point these should be categorized more)

o Verification for International Al Governance

o Verification methods for international Al agreements

o Nuclear Arms Control Verification and Lessons for Al Treaties

o (from above) Read Article VII including precedent and commentary in An

International Agreement to Prevent the Premature Creation of Artificial

Superintelligence
o Hardware-Enabled Mechanisms for Verifying Responsible Al Development

o



https://docs.google.com/document/d/1FayWjh1NeUB1787gEAr4hkGOlWU114kEA75MWNv6DOE/edit?tab=t.0
https://docs.google.com/document/d/1qO27RmEqs3h2d5jEaLmdzkPv7HSg1ii9041FPJjj0Zc/edit?tab=t.0#heading=h.kcweidx1kpdb
https://arxiv.org/abs/2511.07885
https://arxiv.org/abs/2511.02237
https://arxiv.org/abs/2511.02237
https://blog.heim.xyz/share-of-ai-chips/
https://newsletter.semianalysis.com/p/inferencemax-open-source-inference
https://damek.github.io/random/basic-facts-about-gpus/
https://wiki.aiimpacts.org/ai_timelines/hardware_and_ai_timelines/computing_capacity_of_all_gpus_and_tpus
https://timdettmers.com/2023/01/30/which-gpu-for-deep-learning/
https://timdettmers.com/2023/01/30/which-gpu-for-deep-learning/
https://openbenchmarking.org/suite/pts/machine-learning
https://techgov.intelligence.org/research/mechanisms-to-verify-international-agreements-about-ai-development
https://intelligence.org/wp-content/uploads/2024/11/Mechanisms-to-Verify-International-Agreements-About-AI-Development-27-Nov-24.pdf#page=10
https://intelligence.org/wp-content/uploads/2024/11/Mechanisms-to-Verify-International-Agreements-About-AI-Development-27-Nov-24.pdf#page=147
https://arxiv.org/abs/2507.15916
https://arxiv.org/abs/2507.15916
https://arxiv.org/abs/2507.15916
https://arxiv.org/abs/2511.10783
https://arxiv.org/abs/2511.10783
https://firstscattering.com/p/the-compute-verification-post
https://s3.us-east-1.amazonaws.com/files.cnas.org/documents/CNAS-Report-Tech-Secure-Chips-Jan-24-finalb.pdf
https://arxiv.org/abs/2303.11341
https://www.rand.org/pubs/working_papers/WRA3056-1.html
https://arxiv.org/abs/2307.00682
https://arxiv.org/abs/2402.08797
https://arxiv.org/abs/2606.19262
https://nacicankaya.substack.com/p/research-note-the-fundamentals-and
https://nacicankaya.substack.com/p/research-note-the-fundamentals-and
https://aigi.ox.ac.uk/publications/verification-for-international-ai-governance/
https://arxiv.org/abs/2408.16074
https://arxiv.org/abs/2304.04123
https://arxiv.org/pdf/2511.10783#page=31.53
https://arxiv.org/abs/2511.10783
https://arxiv.org/abs/2511.10783
https://arxiv.org/abs/2511.10783
https://openreview.net/forum?id=JgxkV2jzzk

O O O O O O O

o O

o O

0O O O O O O

o

Timing and Memory Telemetry on GPUs for Al Governance
Haiku to Opus in Just 10 bits: LT.Ms Unlock Massive Compression Gains

Can governments quickly and cheaply slow Al training?
Be aware of flexHEG, Flexible Hardware-Enabled Guarantees for Al Compute

Plan A and supplements

100,000 H100 Clusters: Power, Network Topology, Ethernet vs InfiniBand,
Reliability, Failures, Checkpointing

Securing deep frontier Al evaluations

Governing Through the Cloud: The Intermediary Role of Compute Providers in
Al Regulation

Guaranteeable Memory: An HBM-Based Chiplet for Verifiable Al Workloads
Securing Al Inference at Scale

Frontier Al Auditing: Toward Rigorous Third-Party Assessment of Safety and

Security Practices at L.eading Al Companies
Requests for discussion on Al infrastructure security and Al verification

June 2026 A System Overview for Near-Term, Low-Trust Al Compute
Verificati

Petrie and Drotos Off Switch (in progress?)

Memory Wipes - Performance Analysis

Hardware-Level Governance of Al Compute: A Feasibility Taxonomy for
Regulatory Compliance and Treaty Verification

Suppressing Side Channels in an Untrusted Data Center via Retrofitted Defenses
A taxonomy of physical side channels for Al security and verification
Software-Based Memory Erasure with relaxed isolation requirements: Extended
Version

Verifying Restrictions on Frontier Al Research

Verifiable constraints on frontier training via proofs of compartmentalization
An International Al Slowdown Is Ready Whenever Politicians Are

Internationalising Al Verification
Zero knowl rification for frontier Al training i ibl

Privacy-Preserving Al Verification via Minimal Information Disclosure

e Orgs doing verification work or very-verification-related work that are worth being aware
of (mid 2026):

o

O OO O O O O O O O O

Amodo Design

Lucid Computing

RAND

MIRI Technical Governance Team
Tinfoil

Attestable

Confidential Al

Singapore Al Safety Hub (SASH)

Al Futures Project (high-level plans)

Intelligence Security Laboratories
Verifiable Compute Foundation (getting started right now I think)

Some of the frontier Al companies (not sure how public they are about this)



https://arxiv.org/abs/2602.09369
https://royrinberg.com/assets/papers/compression_powered_egress_limiting.pdf
https://www.lesswrong.com/posts/Xzf3eMnhTko7AxnEy/can-governments-quickly-and-cheaply-slow-ai-training
https://www.flexheg.com/#projects
https://arxiv.org/abs/2506.15093
https://ai-2040.com/
https://newsletter.semianalysis.com/p/100000-h100-clusters-power-network
https://newsletter.semianalysis.com/p/100000-h100-clusters-power-network
https://www.pourdemain.ngo/en/post/securing-deep-frontier-ai-evaluations
https://arxiv.org/abs/2402.08797
https://arxiv.org/abs/2402.08797
https://openreview.net/forum?id=uc79kOv0MV
https://demo.ulyssean.com/video/securing-ai-inference-at-scale-0if1
https://www.averi.org/ourwork/frontier-ai-auditing
https://www.averi.org/ourwork/frontier-ai-auditing
https://projects.aisecurity.forum/
https://techgov.intelligence.org/research/a-system-overview-for-near-term-low-trust-ai-compute-verification
https://techgov.intelligence.org/research/a-system-overview-for-near-term-low-trust-ai-compute-verification
https://github.com/JamesPetrie/off-switch
https://amododesign.com/notes/2026-07-01-memory-wiping/
https://arxiv.org/abs/2604.04712
https://arxiv.org/abs/2604.04712
https://nacicankaya.substack.com/p/suppressing-side-channels-in-an-untrusted
https://emlynsg.com/blog/mitigating_side_channels/
https://arxiv.org/abs/2401.06626
https://arxiv.org/abs/2401.06626
https://arxiv.org/abs/2606.28694
https://openreview.net/forum?id=ajrtHuFw2S
https://ai-frontiers.org/articles/an-international-ai-slowdown-is-ready-whenever-politicians-are
https://www.aisafety.sg/blog/making-ai-verification-international
https://arxiv.org/abs/2606.05433
https://arxiv.org/abs/2608.02774
https://amododesign.com/
https://lucidcomputing.ai/
https://www.rand.org/global-and-emerging-risks/centers/ai-security-and-technology.html
https://techgov.intelligence.org/
https://tinfoil.sh/
https://attestable.com/
https://confidential.ai/
https://www.aisafety.sg/
https://www.aifutures.org/
https://intelligencesecuritylaboratories.org/

o Field coordination / funding, maybe some research
m FLI
m CAIS
m Coefficient Giving
m ARIA
m SFF
o Honorable mentions (not sure if there’s ongoing work)
m GovAl
m [APS
m CNAS
m  Anthropic (1-6 people)
m  OpenAl (0-2 people)
o (There are various small research groups or individuals working on this as well,
such as MATS projects and some academics. My guess is these smaller efforts are
like 50% of the effort)

Verification: Network tap related things

® A system overview for near-term, low-trust Al compute verification
Fingerprinting All Al Cluster I/O Without Mutually Trusted Processors

Research Note: The Fundamentals and Feasibility of Secure Network Taps for Verifying
Al Datacenter Use
The Tr. Bandwidth Boun : Using a DP. Bandwidth Limiter

Network Taps - A First Test

Network Traffic Hashing

Verifying LIM Inference to Detect Model Weight Exfiltration
DiFR: Inference Verification Despite Nondeterminism

Example Schemes for Verifying High-Stakes Al Agreements
Memory Wiping - A First Test

Bit-Exact Al Inference Verification Without Performance Tradeoffs

Verification: Interconnect Limits related things

e See the Network-tap related stuff

e In Mechanisms to Verifyv International Agreements About Al Development (from above),
read Read the appendix about Interconnect Limits
e De-risking Interconnect Limits for Al Verification
o Aggressive Compression Enables LM Weight Theft
e Distributed training literature (non comprehensive)
o DiLoCo: Distributed Low-Communication Training of Language Models
o) reaming DilL ith rlappin mmunication: Towar Distri Er
Lunch
o Decoupled DiL.oCo for Resilient Distributed Pre-training

o SWARM Parallelism: Training Large Models Can Be Surprisingly
Communication-Efficient


https://futureoflife.org/
https://safe.ai/
https://coefficientgiving.org/
https://ai-challenges.nist.gov/aria
https://survivalandflourishing.fund/
https://www.governance.ai/
https://www.iaps.ai/
https://www.cnas.org/
https://www.lesswrong.com/posts/fgvmKqRGvBteKeDoc/a-system-overview-for-near-term-low-trust-ai-compute
https://aigi.ox.ac.uk/publications/fingerprinting-all-ai-cluster-i-o-without-mutually-trusted-processors/
https://nacicankaya.substack.com/p/research-note-the-fundamentals-and
https://nacicankaya.substack.com/p/research-note-the-fundamentals-and
https://amododesign.com/dpu-bandwidth-limiter/
https://amododesign.com/quick-tap-test/
https://amododesign.com/notes/2026-07-03-network-traffic-hashing/
https://arxiv.org/abs/2511.02620
https://arxiv.org/abs/2511.20621
https://amododesign.com/notes/2026-06-23-verification-algorithms/
https://amododesign.com/notes/memory-wipes-a-first-test/
https://arxiv.org/abs/2606.00279
https://techgov.intelligence.org/research/mechanisms-to-verify-international-agreements-about-ai-development
https://intelligence.org/wp-content/uploads/2024/11/Mechanisms-to-Verify-International-Agreements-About-AI-Development-27-Nov-24.pdf#page=120
https://techgov.intelligence.org/blog/de-risking-interconnect-limits-for-ai-verification
https://arxiv.org/abs/2601.01296
https://arxiv.org/abs/2311.08105
https://arxiv.org/abs/2501.18512
https://arxiv.org/abs/2501.18512
https://storage.googleapis.com/deepmind-media/DeepMind.com/Blog/decoupled-diloco-a-new-frontier-for-resilient-distributed-ai-training/decoupled-diloco-for-resilient-distributed-pre-training.pdf
https://arxiv.org/abs/2301.11913
https://arxiv.org/abs/2301.11913

Introducing the distributed training interactive simulator

INTELLECT-1 Technical Report
Lit review in Verification report: https:/arxiv.org/pdf/2506.15867#page=126

Covenant-72B: Pre-Training a 72B LLM with Trustless Peers Over-the-Internet

Does Distributed Training Undermine Compute Governance?
Rigel Base: Reaching [Llama-3.2 Quality with <1% of its Compute

O O O O O O

Verification: TEEs

On TEEs for Privacy-Preserving Monitoring in Al Governance

Attestable Audits: Verifiable Al Safety Benchmarks Using Trusted Execution
Environments

Secure Enclaves for Al Evaluation

Vulnerabilities in Partial TEE-Shielded LLM Inference with Precomputed Noise

NDAI Agreements

Agentic Witnessing: Pragmatic and Scalable TEE-Enabled Privacy-Preserving Auditing
PAL*M: Property Attestation for Large Generative Models

Guardain: Protecting Emerging Generative Al Workloads on Heterogeneous NPU
Cove: Compositional Multi-Party Confidential Workflows for Verifiable Al Governance
Roy Rinberg - Inference Verification (in a TEE)

Enabling Verifiably-Scoped Monitoring through Large Language Models and Trusted
Compute. Also Auditor-in-a-Box: Tools for Third-Party Auditing

Double Blind Evals: Resolving the Dual Confidentiality Dilemma in Al Safety Auditing

Verification: Telemetry classification

Detecting Hidden ML Training With Zero-Overhead Telemetry
Wave: Leveraging Architecture Observation forPrivacy-Preserving Model Oversight
Inspector Agents

Workload Identification with Physical Side Channels for Al Governance
(Lots of other relevant literature)

Verification: Finding compute

Tracking Hyperscale Al Data Center Growth with Satellite Imagery
Detecting Compute Structuring in Al Governance is likely feasible

How to do research well
B How To Do Research Well Reading List [Public, Shareable]


https://docs.google.com/document/d/1hnwVUNOfrA8ZoE-8pCrnZ8wP11aMKaRdEz2WTqKGt_o/edit?tab=t.0
https://epoch.ai/blog/introducing-the-distributed-training-interactive-simulator
https://arxiv.org/abs/2412.01152
https://arxiv.org/pdf/2506.15867#page=126
https://arxiv.org/abs/2603.08163
https://arxiv.org/abs/2605.29359
https://open-lm-engine.github.io/blog/rigel/
https://techgov.intelligence.org/blog/on-tees-for-privacy-preserving-monitoring-in-ai-governance
https://arxiv.org/abs/2506.23706
https://arxiv.org/abs/2506.23706
https://openmined.org/blog/secure-enclaves-for-ai-evaluation/
https://arxiv.org/abs/2602.11088
https://arxiv.org/abs/2502.07924
https://arxiv.org/abs/2604.24203
https://arxiv.org/abs/2601.16199
https://ieeexplore.ieee.org/document/11023380
https://openreview.net/pdf?id=t1dz06Vcee
https://www.youtube.com/watch?v=JOq1IbiBR58
https://openreview.net/pdf?id=AWZJq6O7Cj
https://openreview.net/pdf?id=AWZJq6O7Cj
https://www.lesswrong.com/posts/uWYk7MM9hAf9GEbGe/auditor-in-a-box-tools-for-third-party-auditing
https://storage.googleapis.com/deepmind-media/DeepMind.com/Blog/piloting-the-worlds-first-double-blind-ai-evaluations/double-blind-evaluations-technical-report.pdf
https://arxiv.org/abs/2606.19262
https://dl.acm.org/doi/abs/10.1145/3779212.3790247?__cf_chl_f_tk=zdrE6jnehB90rSQv0amPukXfzxwFa1.cl0vyUccQ7Z0-1783058295-1.0.1.1-GMFZNvn0fHziTWZJKFFl2nxO6MTgicPkj13Y62C6ymQ
https://arxiv.org/abs/2609.00309
https://fas.org/publication/tracking-hyperscale/
https://openreview.net/forum?id=qseqw1sWzz
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