IHOJIOKEHHUE

0 3aIUTC NECPCOHAJIIBHBIX JaHHBIX

1. O0mue nmoJs1oxkeHUst
1.1. ITonoxenue o 3amute nepcoHanbHbIX AaHHBIX OO0 «AMEJIMCOVJI», UHH 5043083547
(mamee — OOmecTBO) pa3paboraHo B cooTBercTBUM ¢ DemepanbHBIM  3aKOHOM  OT
27.07.2006 Ne 152-®3 u HHBIMH HOPMATHBHO-TIPABOBBIMM aKTaMH B O0JacTH 3allUTHI
NEePCOHANBHBIX JaHHBIX, JEHCTBYIOUIMMH Ha TeppuTopun Poccuu.
1.2. Lenp Hacrosmero [TonoxkeHus — 3auTa MEPCOHANBHBIX TaHHBIX KIIUEHTOB, KOHTPAreHTOB U
[OJIB30BaTelIel caiiTa universeofsoul.getcourse.ru ¥ €ro MoaJIOMEHOB OT
HECAHKIIMOHUPOBAHHOTO JIOCTYIIA M pa3MIaIlIeHus], IPeIOTBPAILLICHUE U BBISBICHUE HAPYIICHUI
3aKoHoJaTenbcTBa PO, ycTpaHeHue MOCIeICTBUI TAKUX HAPYIICHUH.
1.3. B uensix nactosiuiero [lonoxxenus:

® 101 TmepcoHaJdbHbIMU JaHHbIMH (manee —I1J[) moHumaercs mobas wuHboOpMaIus,
IPSIMO MJIM KOCBEHHO OTHOCAIIASCS K CYObEKTY NEPCOHAIBHBIX IaHHBIX;

e 101 yrpozamu OeszomacHoctu I1/[ moHHMMaeTcs COBOKYNHOCTb YCIIOBHM M (PakTOpOB,
CO3JIAIOIIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCIIE CIy4ailHOro, 10CTyIa K
NEPCOHAJIBHBIM  JIaHHBIM, pE3yIbTaTOM KOTOPOTO MOTYT CTaTh YHHUUYTOXEHHE,
u3MeHeHue, OJOKUpOBaHME, KOMHMPOBAHME, IPENIOCTABICHHUE, PACIpPOCTPAHEHUE
NEPCOHAJIBHBIX JAaHHBIX, @ TAaKXKe MHbIC HENPAaBOMEPHbIE ACUCTBUS MPU X 00paboTKe
B MH(OPMAIIMOHHOM CHCTEME NEPCOHATbHBIX JaHHBIX;

® 101 ypoBHeM 3auuiieHHOCTH [IJ[ IMOHMMaeTrcs KOMIUIEKCHBIM IIOKa3arelb,
XapakTepu3yroluil TpeOOBaHus, HCIIOJHEHNE KOTOPBIX 00eCIIeUnBaeT HEUTpaTH3AIIIO
orpeneNeHHbIX yrpo3 OesomacHoctd 1] mpu mx o0paboTke B HH(DOpMAIMOHHOMN
CUCTEME.

2. 3ammTa nepcoHaJIbLHBIX JaHHBIX
2.1. O6mecTBO MPUHUMAET CleAyoIre Mepbl o 3ammmrte [1/]:
2.1.1. Hasnauenwe nMIa, OTBETCTBEHHOTO 3a o00paboTky IIJI, koTOpoe ocCymecTBIseT
opranmzanuio obOpaborku IIJI, oOyueHne U MHCTPYKTaX, BHYTPEHHHUH KOHTPOJIb 3a
cobmonenrem O6miecTBoM TpeboBanwmii k 3ammure [1]1.
2.1.2. Pa3zpaboTka mosuTUKU B OTHOIIEHUU 00padoTku [1]].
2.1.3. Ycranosnenue npasui nocryna k [1/1, obecriedenne perucrpannu 1 yuera Bcex JeiCTBUH,
coBepiaembix ¢ I1]].
2.1.4. YcraHoBneHHE HHIUBUAYAIBHBIX MapoJiell JOCTyna COTPYAHUKOB B MH(POPMALMOHHYIO
CUCTEMY B COOTBETCTBHUH C UX MPOU3BOJICTBEHHBIMU 00S3aHHOCTSIMHU.
2.1.5. IlpumeHeHre TpOIIEAIINX B YCTAHOBIEHHOM HOPSIKE MPOLENypy OLEHKH COOTBETCTBUS
CPEICTB 3alIUTHl HHPOPMAIIHH.
2.1.6. CeptuduuupoBaHHOE AaHTUBUPYCHOE IMPOrpaMMHOE O0OecleueHHe C PEryisipHO
OOHOBJIIEMBIMU 0a3aMH.
2.1.7. Cobnronenue ycnoBuid, 00ecTeunBaroINX coXxpaHHocTh [1]] n uckiovaronmx
HECAaHKIIMOHUPOBAHHBINA K HUM JOCTYTI.
2.1.8. OGHapyxeHue GakToB HECAHKIIMOHUPOBAaHHOTO ocTyna K [1/1.
2.1.9. Boccranosnenue [1]1, MomuduImpoBaHHBIX WJIM YHUUTOKCHHBIX BCIICICTBUE
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA K HUM.
2.1.10. OOyuenue paOOTHUKOB, HEMOCPEACTBEHHO OCYIIECTBIsIIonmMX ob6padorky IIJI,
MOJIOKEHUSAM 3aKOHonaTenbcTBa PD 0 mepcoHaNbHBIX JAaHHBIX, B TOM YHUCIE TPEOOBaHHUAM K
3alllMTe TEPCOHANBHBIX JAHHBIX, JOKYMEHTaM, OIpeaessiouuM noautuky OOmecTBa B


http://universeofsoul.getcourse.ru/

oTHomeHun o6Opaborku IIJI, MOKambHBIM aKTaM MO BOIpOcaM OOpPabOTKH IEPCOHATBHBIX
JTAHHBIX.
2.1.11. OcyuecTBieHre BHYTPEHHETO KOHTPOJIS U ay/InuTa.
2.1.12. Ompenenenne TUma yrpo3 0€30mMacHOCTH W ypoBHeH 3ammmieHHoctu [1/I, xkotopsie
XpaHATCS B MH()OPMAIMOHHBIX CUCTEMAX.
2.2. Yrpo3bl 3alHIIEHHOCTH MEPCOHAIBHBIX TAHHBIX.
2.2.1. Yrpo3sl mnepBoro tuma. B cucreMHOM mporpaMMHOM obecreueHuH HH(OpMaIMOHHON
CUCTEMBl €CTh (DYHKIIMOHAJbHbIE BO3MOXHOCTH IPOTPAMMHOIO OOeCHeueHusi, KOTOpble
HE yKa3aHbl B OIMCAaHUM K HEMY JHMOO He OTBEYAIOT XapaKTepUCTHKAM, KOTOpPbIE 3asiBHI
npou3BoAuTeNs. M 3T0 MOTEHUMAIbHO MOXET MPHUBECTH K HEIPABOMEPHOMY HCIOJIb30BaHUIO
MEPCOHANBHBIX JTaHHBIX.
2.2.2. VYrpo3pl Broporo tuma. [loTeHuuanpHble TPOOIEMBI C MPUKIATHBIM HPOTPAMMHBIM
o0OecriedeHHeM —  BHEIIHUMM TMpPOTrpaMMaMH, KOTOpble€ YCTAHOBJEHbI Ha KOMIIBIOTEPAx
pabOTHHKOB.
2.2.3. VYrposel Tperbero Thna. [loTeHIMaNpbHOM ONACHOCTM HU OT CHCTEMHOIO, HU OT
IPOrpaMMHOT0 00€CTIEUEHHSI HET.
2.3. YpOBHHU 3aIIMUIEHHOCTH IEPCOHAIBHBIX TAHHBIX.
2.3.1. IlepBslit ypoBeHsb 3amuuieHHOCTU. Ecinu O61iecTBo oTHECIO HHDOPMALIMOHHYIO CUCTEMY
K IEpBOMY THITy YIpPO3bl HJIM €CIM THUIl Yrpo3bl BTOpoi, HO OOmecTBo 00padaThiBacT
cnenuanpuble kareropuu [1/1 6onee 100 Thic. puznueckux iui 6e3 yuera pabOTHUKOB.
2.3.2. Bropoit ypoBeHb 3auuiieHHocTH. Ecnu tun yrpo3sl Bropoii u O6mmectBo oOpabarsiBaeT
cnenuanbpie kareropuu IIJ[ cyObeKTOB NEepCcOHANbHBIX JAHHBIX BHE 3aBHCHUMOCTH OT UX
KOJIMYeCcTBa MM creuuanbHele kareropuu I1J menee uwem 100 Thic. (pu3HYECKUX JUL, WIN
mo0ble apyrue kareropuu I1J] 6onee yem 100 ThIC. pU3MUECKUX JIML, WIK HPU TPETHEM THUIIE
yrpo3bl OOGmecTBo oOpabaTbiBaeT cHelnMajgbHble KaTeropuu JaHHbIX Oosnee yeM 100 ThiC.
(hU3MYECKUX JIULL.
2.3.3. Tperuii ypoBeHb 3amuineHHoctd. Ecim mnpu  Bropom Tume yrpos3bl  OOriecTBo
obOpabarpiBaer oOmme [1J[ cyObeKTOB mepCOHANBHBIX NaHHBIX wWin MeHee 4yeM 100 ThIC.
¢u3nYecKux JMI, WIM MpH TpeThbeM Tume yrpo3bl OOmecTBo oOpadarbiBaeT CHEIMAIbHbIE
kareropuu I/l cyopexkroB unu menee yeM 100 Teic. PpU3MUECKUX JUL, WINA NPU TPETHEM THIIE
yrpo3bl  O6miecTBo oOpabareiBaeT Ouomerpuueckue IIJI, wim mpu TpeTbeM THUIE YTpO3bl
Oo6mectBo o6padareiBaeT obmme [1/] 6omee wem 100 ThIC. HU3MUECKUX JIHII.
2.3.4. YerBepThlii YpOBEHb 3allMIIEHHOCTU. Eciam mpu TpeThem Tume yrpos3bl OOmiecTBo
oOpabarsiBaeT Tonbko obOmme [1/] cyObeKTOB MmepcoHaIBHBIX MaHHBIX Wi MeHee yeM 100 Thic.
(bU3MYECKUX JIULL.
2.4. I1pu 4eTBepTOM YPOBHE 3aUTUIIICHHOCTH MEPCOHATLHBIX JaHHBIX OOIIECTBO:
e o0ecrmeunBaeT pEKUM  OE30MACHOCTH  IOMEUICHHH, B KOTOPBIX  pa3Mellaere
HH()OPMAITMOHHYIO CUCTEMY
e oO0ecreunBaeT COXPaHHOCTh HOCUTENEN HH(pOopMaLnu;
® YTBEPXKAAeT NepedeHb PabOTHHUKOB, NomyiieHHbIX 10 [T/ cyOBexkToB mepcoHaIbHBIX
JTAHHBIX;
® JICIIOJIB3YET CPEICTBA 3aLIUTHI MHPOPMALIMHU, KOTOPHIE MPOILIH OLIEHKY COOTBETCTBUS
TpeOoBaHUSAM 3aKOHA B 001acTu oOecreueHns 6e30MacHOCTH HHPOPMALIUH.
2.5. Ilpu TpeTtbeM ypoBHE 3amuiieHHOCTH [IJ[ TOmoMHUTENBLHO K MepaMm, MEepEeYUCICHHBIM
B nmyHkTe 2.4 Hactosimero [lomoxxenusi, OOIIecTBO Ha3HAYaeT OTBETCTBEHHOIO 3a o0ecreueHue
6e3omacuoctu [1]] B mHGOpMAIIMOHHOH crcTeMe.
2.6. Ilpu Bropom ypoBHe 3amuiieHHOCTH [IJ] 1OomoONMHUTENBRHO K MepaM, MEepEeYUCICHHBIM
B IyHKTax 2.4, 2.5 Hacrosmero [lonoxkenuns, OOMIECTBO OTPaHUYUBAET JOCTYI K SJICKTPOHHOMY
KypHaAITy COOOILICHHH, 3a UCKIIOYEHHEM pPaOOTHUKOB, KOTOPHIM TaKUE CBEIEHHUS HEOOXOAMMBbI
TSt pabOoTBHI.
2.7. llpm nepBoMm ypoBHe 3amuiieHHOCTH [IJ[ 1OMOMHUTENBbHO K MepaMm, MEPEUYUCICHHBIM
B yHKTax 2.4—2.6 Hacrosuiero [lonoxenus, O0mecTBo:



e o0ecreynBaeT aBTOMaTHYECKYIO PETHCTPAIIMIO B JIEKTPOHHOM XKypHasie 0€301acHOCTH
M3MEHEHUs TOJTHOMOYUI pabOTHUKOB 10 nomycky K I1] B cucteme;

® Cco37aeT OTACN, OTBETCTBEHHBIN 3a Oe3omacHocTh IIJ[ B cucreme, nmubGo Bo3jaraeT
TaKylo 00S3aHHOCTb Ha OJIUH U3 CYIIECTBYIOLIUX OT/IENIOB.

2.8. B nensx 3amutel [1/] Ha OymaxubIX HOcuTensx OO1ecTBo:

® [IPUKA30M Ha3HA4YaeT OTBETCTBEHHOTO 3a 00paboTKy I1/1;

® OrpaHMYMBAaET JONYCK B IOMEIIECHHUA, TIE€ XPAHATCS TOKYMEHTBI, KOTOpPbIE COAEpkKar
[1/] cyObeKTOB MepCOHATBHBIX JaHHBIX;

® XpaHUT JOKYMEHTHI, coaepkauiue [1/] cyObekToB nmepcoHambHBIX JAaHHBIX B HIKadax,
3aMyparoInXcs Ha KITIOY.

2.9. B nensax obecrnieueHrss KOH(MOUICHIIMATBHOCTA TOKYMEHTHI, coaepxkamiue [1/] cyonexkron
MEPCOHATBHBIX JAHHBIX, O(QOPMIISIOTCS, BEAYTCS M XPAHATCSA TOJIBKO PaOOTHHKAMU OTAEa
MapKETUHTa, OYXTaJITePUH U CITYKObI O€30ITaCHOCTH.

2.10. PaGoTHukHM oTAeNna MapKeTHWHTa, OyXraiaTepuu W CIyKObl Oe3zomacHocTu OOmiecTsa,
nonymenable Kk IIJ[  paOOTHMKOB, TOANMMCHIBAIOT OO0s3aTelIbCTBA O  HEpas[IallleHUH
MEePCOHANIBHBIX TaHHBIX. B mpoTuBHOM cityuae 10 06pabotku [1]] He momyckarorcs.
2.11. Ilepenaua I/l o 3ammpocaM TPETbUX JIHL, €CIM Takas Nepegada npsMo He PEeaycMOTpeHa
3aKoHOJaTeabCTBOM P®, nomyckaeTcsi MCKIIOYUTENBHO C coracHus CyObeKTa MepCOHATbHBIX
JAHHBIX Ha 00pabOTKy €ro MEepCOHAJbHBIX JAHHBIX B YACTH MX MPEJOCTABICHUS UM COIVIACHs
Ha pacnpoCTpaHeHHE MEPCOHATbHBIX TAHHBIX.
2.12. Tlepenaya undopmarum, coaepsxaieii ceeaenus o [1/] cyopexToa mepcoHanbHbIX 1aHHBIX,
no TeneoHy B CBSI3U C HEBO3MOXKHOCTBHIO HWIACHTH(PUKAIMKM JIMIA, 3alpalldBaroIiero
UH(POPMALIUIO, 3alPEIIACTCs.

3. MNpanTun KoHpUAEHINATBHOCTH MEPCOHAIBHBIX JAHHBIX
3.1. Bce paboTHHKM OpraHM3aluu, ocyuiecTBistomue oopadorky I1/1, oOGs3aHbl XpaHUTH TailiHy
o cBemeHmsx, comepkamux IIJ, B coorBerctBum ¢ I[lonmoxenuem, TpeOOBaHUIMHU
3aKoHonarenbcTBa PO.
3.2. CyObekT mnepcOHaNbHBIX JaHHBIX BIIpaBe TPeOOBaTh MOJHYI0 HH(POpPMAIMIO O CBOUX
NepCOHAJBbHBIX JAHHBIX, 00 UX 00pabOTKe, UCIOIB30BAHUH U XPAHEHUH.
3.3. Jluna, BUHOBHbBIE B HApYyLIEHUU HOPM, PETYIUPYIOLIMX MOJy4YyeHHe, 0OpabdoTKy M 3alIUTy
[1/l, HECYT IMCUUMIUIMHAPHYO, aJIMUHUCTPATUBHYIO, I'Pa)XJIaHCKO-IIPAaBOBYIO WM YTOJOBHYIO
OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOAATEIHCTBOM.



