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Important Notice 
This document is the complete, binding Privacy Policy and Terms of Service for BrainBoost. It 
mirrors the in-app privacy.tsx and terms.tsx screens. In the event of any discrepancy, the in-app 
text governs after an update. 
 
By downloading, installing, or using BrainBoost, you confirm that you have read, understood, 
and agree to be bound by both parts of this document. 
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PART I 

Privacy Policy 

 

At BrainBoost, your privacy is our priority. This Privacy Policy explains how we collect, use, and protect 
your information when you use our AI-powered learning platform. By using BrainBoost, you agree to the 
practices described in this policy. 

 

1. Information We Collect 
Sign in with Apple or Google is optional. If you sign in, your usage and subscription can be securely 
tracked across devices and reinstalls. When you use the app, we collect the following: 

 
•​ Account Information (optional): If you sign in with Apple or Google, Apple may share your name 

and a private relay email; Google may share your name and email. We do not collect or store your 
Apple ID or Google password. We store your Supabase user ID linked to your usage and 
subscription. 

•​ Learning Content: Photos of homework you scan, questions you ask the AI tutor, calculator 
inputs, text or images provided for Quiz Generator and Flashcard Generator, image prompts for 
the AI Image Generator, content added for Import & Summarize, Study Plan, Style & Tone Refiner, 
and AI Detector, and audio or video uploaded for Transcribe Notes (Premium). 

•​ Study Data: Flashcard decks, syllabus-derived plans, and review progress stored locally on your 
device; synced to our backend when you are signed in. 

•​ Notification Preferences: Study reminder settings stored on your device and used only to send 
local push notifications. 

•​ Subscription Data: Payment tier (Free, Weekly $5.99, Monthly $19.99, or Yearly $149.99), 
auto-renewal status, and purchase history. Payment details are processed by Apple, Google, or 
Stripe — never stored by us. 

•​ Usage Analytics: App interactions, feature usage patterns, session duration, and performance 
metrics. 

•​ Device Information: Device type, operating system, app version, and unique identifiers. 

2. How We Use Your Information 
We use your information solely to deliver and continuously improve our services: 

 
•​ Process homework scans and deliver AI-generated step-by-step solutions. 
•​ Power the AI Tutor, Quiz Generator, Flashcard Generator, Study Plan, Import & Summarize, Style 

& Tone Refiner, AI Detector, AI Image Generator, and Transcribe Notes. 
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•​ Send local push notifications for study reminders when you have enabled them. 
•​ Manage your subscription, billing, and premium feature access, including auto-renewal. 
•​ Save solution history for Premium members. 
•​ Improve AI model quality and app performance through analytics. 
•​ Deliver important account, subscription, or service updates. 
•​ Provide customer support and respond to inquiries. 

3. How We Protect Your Data 
Your security is paramount. We implement industry-leading safeguards: 

 
•​ Encryption: All data is encrypted in transit via TLS/SSL and at rest using AES-256 encryption. 
•​ Secure Infrastructure: Data is stored on enterprise-grade cloud infrastructure with strict access 

controls. 
•​ Access Control: Role-based authentication limits who can access your data internally. 
•​ Regular Audits: We conduct ongoing security assessments and vulnerability monitoring. 
•​ Payment Security: We never store credit card details. All payments are processed by PCI-DSS 

certified providers. 

3a. AI and Third-Party AI Services 
What we send: When you use any AI feature — scanner, chat, calculator, Quiz Generator, Flashcard 
Generator, Import & Summarize, Study Plan, Style & Tone Refiner, AI Detector, AI Image Generator, or 
Transcribe Notes — we transmit the content you provide (photos, text, files, audio, video) to our AI 
provider stack. This is necessary to generate your results. 

 
Who receives it: OpenRouter and model partners including OpenAI, Anthropic, Google, xAI, and 
DeepSeek. We do not sell your data to any party. 

 
Your consent: You will see a one-time consent screen the first time you use the app. Data is sent to our 
AI provider only after you have consented. 

 
How it is used: Solely to (1) generate answers and study content for you, (2) improve the quality and 
safety of AI systems, and (3) comply with applicable law. All providers are contractually required to 
provide equivalent data protection to this policy. 

4. Third-Party Services 
To deliver our features, we partner with trusted providers — all bound by confidentiality agreements: 

 
•​ OpenRouter + model providers: AI routing and model stack that processes your inputs to 

generate responses. 
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•​ Sign in with Apple / Google: Optional authentication. Apple may use a private relay email. We 
never receive your password. 

•​ Supabase: Backend database for app functionality and usage tracking. 
•​ RevenueCat: Manages in-app subscriptions and paywall; may receive device identifiers and 

purchase status. 
•​ Apple App Store / Google Play: Process all in-app purchase payments. 
•​ Google AdMob: Serves rewarded video ads for free-tier users. AdMob may collect device 

identifiers and ad interaction data. 
•​ Stripe: Processes web-based payments where applicable (PCI DSS compliant). 
•​ Analytics Providers: Help us understand aggregate usage patterns and improve app 

performance. 

4a. Advertising and Sustainability 
The free tier is ad-supported to keep BrainBoost sustainable. Free users receive 20 flexible uses per day 
and may see rewarded video ads (watch to earn +2 uses) and occasional interstitial ads served by 
Google AdMob. Premium subscribers never see ads. 

 
AdMob may collect device identifiers and use data for ad delivery, measurement, and personalization. 
You can manage ad personalization in your device settings or Google account. We never sell your 
personal information to advertisers. 

5. Data Sharing and Disclosure 
We never sell your personal information. 
Data is shared only in the limited circumstances described below. 

 

•​ Service Providers: Trusted operational partners acting under strict confidentiality agreements. 
•​ Legal Requirements: When required by law, court order, or valid government request. 
•​ Safety and Security: To detect and prevent fraud, abuse, or security threats. 
•​ Business Transfers: In the event of a merger or acquisition — users will be notified in advance. 

6. Your Privacy Rights 
You have complete control over your data. Contact us at thebrainboost2025@gmail.com to exercise any 
of the following rights. We respond within 30 days. 

 
•​ Access: Request a copy of all information we hold about you. 
•​ Deletion: Request permanent deletion of your account and all associated data. 
•​ Correction: Update or correct any inaccurate personal information. 
•​ Export: Download your learning history and conversation data. 
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•​ Opt-Out: Unsubscribe from marketing emails (essential account notifications remain). 

7. Children’s Privacy (COPPA Compliance) 
Age 13+ Requirement — Critical 
BrainBoost is NOT intended for children under 13. We do not knowingly collect personal 
information from children under 13 without verifiable parental consent. If we discover a user is 
under 13, we will immediately terminate access and delete all associated data as required by 
COPPA and federal law. 
 
Parents who discover their child is using BrainBoost should contact 
thebrainboost2025@gmail.com immediately. 

 

To comply with COPPA, BrainBoost implements the following safeguards: 

•​ We do not knowingly allow users under 13 to create accounts or use the Service. 
•​ Access is terminated and data is permanently deleted within 30 days of discovery of underage 

use. 
•​ Device-based use requires no sign-up, minimizing data collection for anonymous users. 
•​ We do not target any user under 18 for advertising purposes. 

8. Data Retention 
•​ Active Accounts: Data is retained for the duration your account is active. 
•​ Deleted Accounts: Most data is deleted within 30 days of account deletion. 
•​ Legal Requirements: Certain data may be retained longer for legal, tax, or fraud prevention 

compliance. 
•​ Anonymized Analytics: Aggregate, non-identifiable analytics may be retained indefinitely to 

improve our services. 

9. International Data Transfers 
BrainBoost operates globally. Your data may be processed in countries other than your own. We ensure 
adequate protection through: 

•​ Standard contractual clauses approved by relevant regulatory authorities. 
•​ Compliance with GDPR for European users and other applicable privacy regulations. 
•​ Binding data protection requirements for all third-party service providers. 

10. Cookies and Tracking 
We use cookies and similar technologies to enhance your experience: 

•​ Essential Cookies: Required for core functionality — authentication and session management. 
•​ Analytics Cookies: Help us understand how users interact with the app to guide improvements. 
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•​ Performance Cookies: Improve app speed and reliability. 
 
You can manage cookies through your device settings. Disabling essential cookies may limit app 
functionality. 

11. Changes to This Privacy Policy 
We may update this Privacy Policy to reflect changes in our practices or legal requirements. For 
significant changes, we will notify you via email or in-app notification, update the Effective Date at the top 
of this policy, and request consent where required by law. Continued use of BrainBoost after changes 
constitutes acceptance. 

12. Privacy Policy — Contact Us 
Privacy Inquiries 
Email:   thebrainboost2025@gmail.com 
Subject: "Privacy Inquiry" 
Response time: within 2 business days 
 
For data access, deletion, or correction requests, please include your registered email address 
for verification. 
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PART II 

Terms of Service 

 

Welcome to BrainBoost. These Terms of Service govern your use of our AI-powered learning platform. 
By using BrainBoost, you agree to these Terms. Free users receive 20 flexible daily uses (scan, chat, or 
calculator — your choice, resetting at midnight). Please read carefully. 

1. Acceptance of Terms 
By accessing or using BrainBoost (the “Service”), you agree to be bound by these Terms of Service 
(“Terms”). If you do not agree with any part of these Terms, you may not use the Service. These Terms 
apply to all users, including free and Premium subscribers. Additional terms may apply to specific 
features or promotions. 

2. Service Description 
BrainBoost is an AI-powered educational platform designed to help students learn and succeed. The 
Service includes: 

 
•​ Homework Scanner: Upload photos of homework problems and receive AI-generated solutions 

with step-by-step explanations. 
•​ AI Tutor Chat: Ask questions and receive intelligent, conversational academic assistance on any 

subject. 
•​ Scientific Calculator: Solve complex math problems, graph equations, and review detailed 

solution steps. 
•​ Quiz Generator: Paste text or add a photo to generate custom quizzes with AI grading and 

step-by-step feedback. 
•​ Flashcards & Study Decks: Generate flashcards from text, study them in-session, and save sets 

as “study decks” for scheduled review from the Learning Hub. 
•​ AI Image Generator: Create study visuals from text prompts (Premium; daily limit applies). 
•​ Study Plan: Paste your syllabus or course outline to generate a week-by-week study plan stored 

locally for re-use. 
•​ Import & Summarize: Add content via link, file, photo, or paste to receive a structured study 

summary with key concepts and exam questions. 
•​ Style & Tone Refiner: Submit text to receive a more natural, human-style rewrite with optional 

change highlighting. 
•​ AI Detector: Analyze text for AI-written characteristics. Results are for educational use only and 

are not definitive. 
•​ Transcribe Notes: Upload video or audio to receive a transcript and AI-summarized notes 

(Premium; daily limit applies). 
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•​ Study Reminders: Optional local push notifications for flashcards due, exam countdowns, and 
study plan milestones. 

3. User Accounts and Eligibility 

Use Without an Account 
You may use BrainBoost without creating an account. Free users receive 20 flexible uses per day; limits 
reset at midnight. You can earn additional uses by watching rewarded ads (+2 per completed video) or 
sharing the app (up to 3 bonus uses per day). No email or password is required for device-based use. 

Optional Account 
If you choose to create an account, you agree to provide accurate information, keep it current, maintain 
credential security, and notify us immediately of any unauthorized access. You are responsible for all 
activity under your account. 

 

Age Requirements (COPPA) — Critical 
BrainBoost is NOT intended for children under 13. We do not knowingly collect personal 
information from children under 13 without verifiable parental consent. Discovery of an 
underage user will result in immediate account termination and data deletion in accordance 
with federal law. Users aged 13–18 should use the Service with parental guidance. 

4. Subscription Plans and Pricing 
 

Plan Features Included 

Free 
No cost 

— 20 flexible uses/day — scan, chat, or calculator (your choice) 
— Rewarded ads: +2 uses per completed video 
— Share the app: up to 3 bonus uses/day 
— Ad-supported experience 

Premium Weekly 
$5.99 / week 

— 100 daily uses (resets at midnight) 
— 5 AI image generations per day 
— 5 lecture transcriptions per day 
— Faster AI processing & priority speed 
— Complete solution history 
— 100% ad-free experience 

Premium Monthly 
$19.99 / month 

— All Premium Weekly features 
— Better value for regular students 
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Plan Features Included 

Premium Yearly  ★ 
Best Value 
$149.99 / year 

— All Premium Monthly features 
— Equivalent to $12.49/month 
— Save 37% vs. monthly plan 

 

5. Billing and Payments 

Payment Processing 
Payments are processed through Apple App Store (iOS), Google Play Store (Android), or Stripe (web). 
We never store your payment card details. 

Auto-Renewal 
All subscriptions automatically renew at the end of each billing period unless cancelled at least 24 hours 
before the renewal date. By subscribing you authorize recurring charges until you cancel through your 
App Store or Play Store subscription settings. 

Price Changes 
Subscription prices or free-tier limits may change with at least 30 days’ notice. Existing subscribers will 
be notified by email and in-app notification. Continued use after the notice period constitutes acceptance 
of the new pricing. 

6. Cancellation and Refunds 

How to Cancel 
•​ iOS: Settings → [Your Name] → Subscriptions → BrainBoost → Cancel Subscription 
•​ Android: Google Play Store → Menu → Subscriptions → BrainBoost → Cancel 
•​ Web: Contact thebrainboost2025@gmail.com for assistance 

Cancellation Policy 
You retain Premium access through the end of your current billing period. No partial refunds are issued 
for unused portions of a subscription period. 

Refund Policy 
All sales are final. Refunds are provided only where required by law, for verified billing errors or 
unauthorized charges, or at our sole discretion in exceptional circumstances. Contact 
thebrainboost2025@gmail.com with your purchase details to request a refund. 

7. Acceptable Use Policy 
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BrainBoost is designed to support genuine learning. You agree NOT to: 

 
•​ Submit answers directly to graded assignments or tests without engaging with the material. 
•​ Use the Service to facilitate academic dishonesty or circumvent institutional honor codes. 
•​ Upload inappropriate, offensive, or illegal content. 
•​ Attempt to reverse engineer, hack, or otherwise exploit the Service. 
•​ Share your account credentials with any other person. 
•​ Abuse or overload our AI systems with excessive or automated requests. 
•​ Use bots, scripts, or scrapers to access the Service. 
•​ Resell, redistribute, or commercialize BrainBoost content or access. 

 

Academic Integrity Shield 
BrainBoost is an educational aid for study support and writing refinement. We do not guarantee 
compliance with the academic integrity policies or Honor Codes of any educational institution. 
Users are solely responsible for ensuring their use of the App complies with their institution’s 
rules. BrainBoost is not liable for any disciplinary actions, failing grades, or expulsions arising 
from the use of its features. 

8. Fair Usage Policy & Anti-Abuse Measures 
BrainBoost is built for genuine students. To maintain quality and fairness, we enforce the following 
policies: 

Prohibited Actions 
•​ Automated Requests: Using scripts, bots, or software to submit questions or exhaust daily limits. 
•​ Rapid-Fire Abuse: Submitting large volumes of requests in quick succession without normal 

reading time. 
•​ Pattern Abuse: Submitting identical or near-identical requests repeatedly. 
•​ API Scraping: Attempting to reverse-engineer or directly access our AI APIs. 
•​ Multi-Account Abuse: Creating multiple accounts to circumvent usage limits. 

Detection Systems 
1.​ Rate Limiting: Maximum 1 request per second; violations trigger automatic throttling. 
2.​ Usage Pattern Analysis: Automated detection of unnatural usage (e.g., 100 requests within 2 

minutes). 
3.​ IP Monitoring: Multiple accounts from the same IP submitting identical content are flagged. 
4.​ Device Fingerprinting: Bypass attempts for device-based limits are automatically detected. 
5.​ ML Anomaly Detection: AI-powered systems identify bot-like behavioral patterns. 

Enforcement 
•​ First Offense: Email warning and 24-hour account suspension. 
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•​ Second Offense: 7-day suspension. Premium subscription paused (no refund). 
•​ Third Offense: Permanent account termination, all subscriptions cancelled without refund, 

device/IP blocked. 
•​ Severe Abuse: Immediate permanent ban without warning (e.g., DDoS, hacking, commercial 

scraping). 
 

Legal Notice 
Automated abuse, scraping, or attempts to overload our systems may violate the Computer 
Fraud and Abuse Act (CFAA) and other applicable laws. BrainBoost reserves the right to 
pursue legal remedies and report violations to law enforcement. 

9. Intellectual Property Rights 
Our Content: BrainBoost and all related content, features, AI models, designs, logos, and trademarks 
are owned by BrainBoost and protected by applicable intellectual property law. 

 
Your Content: You retain ownership of content you upload. By using the Service, you grant BrainBoost 
a non-exclusive, worldwide license to process and store your content solely to provide and improve the 
Service. 

 
AI-Generated Content: Outputs generated by our AI belong to BrainBoost. You may use them for 
personal, educational purposes; redistribution or commercialization is prohibited. 

10. AI-Generated Content Disclaimer 
AI Hallucination Disclaimer — Critical 
BrainBoost uses advanced AI to provide solutions and assistance. AI-generated content — 
including math solutions, factual summaries, and all other output — may be inaccurate, 
incomplete, or “hallucinated” (stated confidently but incorrectly). All output must be treated as a 
reference only and verified against official textbooks, authoritative sources, or expert guidance 
before submission or reliance. 
 
We disclaim all liability for errors in AI-generated output, including consequences such as failed 
exams, incorrect homework submissions, or flawed calculations. 

 

You further acknowledge and agree that: 

•​ AI-generated solutions may contain critical errors or mathematical mistakes. 
•​ You must verify all important information independently before relying on it. 
•​ AI responses constitute educational assistance, not professional or expert advice. 
•​ We are not liable for any academic, financial, or other consequence arising from AI errors. 
•​ You remain solely responsible for your own learning and academic work. 
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11. Limitation of Liability 
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, BRAINBOOST IS PROVIDED “AS 
IS” AND “AS AVAILABLE” WITHOUT WARRANTY OF ANY KIND. WE EXPRESSLY DISCLAIM ALL 
WARRANTIES, WHETHER EXPRESS, IMPLIED, STATUTORY, OR OTHERWISE, INCLUDING 
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, TITLE, 
AND NON-INFRINGEMENT. 

BrainBoost shall not be liable for: academic outcomes or grades; errors or omissions in AI-generated 
content; service interruptions or data loss; indirect, incidental, consequential, special, or punitive 
damages; or third-party content, services, or actions. 

 
Our total aggregate liability for any claim shall not exceed the total amount you paid to BrainBoost in the 
twelve (12) months preceding the claim. 

12. Indemnification 
You agree to indemnify, defend, and hold harmless BrainBoost and its affiliates, officers, directors, 
employees, and service providers from any claims, liabilities, damages, losses, and expenses (including 
reasonable legal fees) arising out of or related to your use of the Service, any violation of these Terms, 
or any infringement of third-party rights by content you submit. 

13. Account Termination 

Your Right to Terminate 
Account holders may delete their account at any time through app settings or by contacting 
thebrainboost2025@gmail.com. Users without accounts may simply uninstall the app to discontinue use. 

Our Right to Terminate 
We may suspend or terminate your access immediately, without prior notice, for: violation of these Terms 
or our Acceptable Use Policy; fraudulent activity or payment disputes; abusive behavior toward other 
users or support staff; legal or regulatory requirements; or prolonged inactivity. No refund is provided 
upon termination for cause. 

14. Modifications to the Service 
We continuously improve BrainBoost and may modify, suspend, or discontinue any feature at any time. 
We will provide advance notice of significant changes where reasonably practicable, but we are not 
obligated to maintain any specific feature or functionality. 

15. Changes to These Terms 
We may update these Terms to reflect changes in our Service, legal requirements, or business practices. 
Significant changes will be communicated by email or in-app notification. The Effective Date will be 
updated accordingly. Continued use of the Service following any update constitutes your acceptance of 
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the revised Terms. If you do not accept updated Terms, you must discontinue use and cancel your 
subscription. 

16. Governing Law and Dispute Resolution 
Governing Law: These Terms are governed by the laws of the United States and the state in which 
BrainBoost is registered, without regard to conflict-of-law principles. 

 
Informal Resolution: Before initiating any formal proceeding, you agree to contact 
thebrainboost2025@gmail.com to attempt good-faith informal resolution. 

 
Arbitration: Disputes not resolved informally shall be settled by binding arbitration rather than in court, 
except where prohibited by applicable law. 

17. Severability 
If any provision of these Terms is found to be unenforceable or invalid by a court of competent 
jurisdiction, that provision shall be modified to the minimum extent necessary to make it enforceable, 
and the remaining provisions shall continue in full force and effect. 

18. Terms of Service — Contact Us 
Terms Inquiries 
Email:   thebrainboost2025@gmail.com 
Subject: "Terms Inquiry" 
Response time: within 2 business days 

 

19. Apple Standard Licensed Application EULA 
For users who download BrainBoost from the Apple App Store, the following additional terms apply as 
required by Apple’s guidelines. 

 
Acknowledgement: These Terms are concluded between you and BrainBoost only, not with Apple Inc. 
(“Apple”). Apple is not responsible for the Application or its content. Apple and its subsidiaries are 
third-party beneficiaries of these Terms and may enforce them against you. 

 
Scope of License: The license granted is non-transferable, permitting use on any Apple-branded 
devices you own or control in accordance with the App Store Terms of Service Usage Rules, including 
via Family Sharing. 

 
Maintenance and Support: BrainBoost is solely responsible for maintenance and support. Apple has 
no obligation to provide any maintenance or support services. 
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Warranty: In the event of any failure to conform to any applicable warranty, you may notify Apple and 
Apple will refund the purchase price. To the maximum extent permitted by law, Apple has no other 
warranty obligation with respect to the Application. 

 
Product Claims: BrainBoost, not Apple, is responsible for addressing product liability claims, regulatory 
compliance, and consumer protection matters relating to the Application. 

 
Intellectual Property: Any third-party claim that the Application infringes intellectual property rights is 
the sole responsibility of BrainBoost to investigate, defend, settle, and discharge. 

 
Legal Compliance: You represent and warrant that (i) you are not located in a U.S.-embargoed country 
or designated as a terrorist-supporting country, and (ii) you are not on any U.S. Government list of 
prohibited or restricted parties. 

 
Developer Contact: BrainBoost — thebrainboost2025@gmail.com 

 
The complete Apple Standard EULA template is available at: 
https://www.apple.com/legal/internet-services/itunes/dev/stdeula/ 

 

 

 

BrainBoost — Empowering Students Through AI 
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