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When you manage online projects, you often need to limit access to that project in order to protect it against the outside world. There 
are might be different reasons for that – for example you want to prevent search engine crawlers from accessing your site while it is 
still in development phase. 
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Password Protect Apache Web Directories 

In this tutorial, I am going to show you how to password protected different web sites directories in Apache web server. There are 
many ways you can achieve this, but we will review two of them which are most commonly used. 

The first method configures password protection directly in Apache’s configuration file, while the second one uses .htaccess file. 

Requirements 

In order to setup password protection for your web directories, you will need to have: 

●​ A working Apache web server 



●​ The AllowOverride AuthConfig directive must be enabled in Apache configuration file. 

Setup Apache Password Protected Directory 

1. For this tutorial, we will be protecting the main web root directory /var/www/html.  To protect that directory, open your Apache’s 
configuration: 

---------------- On RedHat/CentOS based systems ---------------- 
# vi /etc/httpd/conf/httpd.conf 
 
---------------- On Debian/Ubuntu based systems ---------------- 
# nano /etc/apache2/sites-available/000-default.conf 

 

2. Find the Apache Document directory root for /var/www/html and add the following things as suggested: 

On Apache 2.2 Version 

<Directory /var/www/html>  
Options Indexes Includes FollowSymLinks MultiViews  
AllowOverride All 
Order allow,deny 
Allow from all  



</Directory> 

 

On Apache 2.4 Version 

<Directory /var/www/html>  
Options Indexes Includes FollowSymLinks MultiViews  
AllowOverride All  
Require all granted  
</Directory> 

 



Apache 2.4: Enable AllowOverride All 

3. Save the file and restart Apache by using the following command: 

--------------- On Systemd ------------------- 
# systemctl restart httpd         [On RedHat based systems] 
# systemctl restart apache2       [On Debian based systems] 
 
 



--------------- On SysV init ----------------- 
# service httpd restart           [On RedHat based systems] 
# service apache2 restart         [On Debian based systems] 

 

4. Now we will use the htpasswd command to generate username and password for our protected directory. This command is used 
to manage user files for basic authentication. 

The general syntax of the command is: 

# htpasswd -c filename username 

 

The -c option specifies the file that will keep the encrypted password and username specifies the user for the authentication. 

5. Our password file needs to be located out of the Apache’s web accessible directory so that it is well protected. For that purpose, we 
will create new directory: 

# mkdir /home/tecmint 



 

6. After that we will generate our username and password that will be stored in that directory: 

# htpasswd -c /home/tecmint/webpass tecmint 

 

Once you execute this command you will have to enter a password for our new user "tecmint" twice: 



Create Apache User Password 

After that we will need to make sure that Apache is able to read the “webpass” file. For that purpose, you will need to change the 
ownership of that file with the following command: 

---------------- On RedHat/CentOS based systems ---------------- 
# chown apache: /home/tecmint/webpass 
# chmod 640 /home/tecmint/webpass 

 



---------------- On Debian/Ubuntu based systems ---------------- 
# chown www-data /home/tecmint/webpass 
# chmod 640 /home/tecmint/webpass 

 

7. At this point our new user and password are ready. Now we need to tell Apache to request password when accessing our targeted 
directory. For that purpose, create file called .htaccess in /var/www/html: 

# vi /var/www/html/.htaccess 

 

Add the following code in it: 

AuthType Basic 
AuthName "Restricted Access" 
AuthUserFile /home/tecmint/webpass 
Require user tecmint 

 



Create Apache Restricted Access 

8. Now save the file and put your setup to the test. Open your browser and enter your IP address or domain name in the web browser, 
for example: 

http://ip-address 

 

You should be prompted for username and password: 



Apache Password Protected Directory 
Authentication 

Enter the username and password that you set to proceed to your page. 

 
 



 
 
 
 
 

How to Install Let’s Encrypt SSL Certificate to Secure 
Apache on RHEL/CentOS 7/6 
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Extending the last Let’s Encrypt tutorial regarding SSL/TLS free certificates, in this article we are going to demonstrate how to obtain 
and install free SSL/TLS certificates issued by Let’s Encrypt Certificate Authority for Apache web server on CentOS/RHEL 7/6 
and Fedora distributions too. 

If you’re looking to install Let’s Encrypt for Apache on Debian and Ubuntu, follow this guide below: 

Setup Let’s Encrypt to Secure Apache on Debian and Ubuntu 

https://www.tecmint.com/author/cezarmatei/
https://www.tecmint.com/category/web-servers/apache/
https://www.tecmint.com/category/lets-encrypt/
https://www.tecmint.com/install-lets-encrypt-ssl-certificate-to-secure-apache-on-rhel-centos/#comments
https://www.tecmint.com/category/lets-encrypt/
https://www.tecmint.com/install-free-lets-encrypt-ssl-certificate-for-apache-on-debian-and-ubuntu/


Testing Sample Environment 

Install Lets Encrypt for Apache on CentOS and RHEL 

Requirements 

1.​ A registered domain name with valid A records to point back to your server public IP Address. 
2.​ Apache server installed with SSL module enabled and Virtual Hosting enabled in case you’re hosting multiple domains or 

subdomains. 

Step 1: Install Apache Web Server 



1. If not already installed, httpd daemon can be installed by issuing the below command: 

# yum install httpd 

 

2. In order for Let’s encrypt software to work with Apache, assure that the SSL/TLS module is installed by issuing the command 
below: 

# yum -y install mod_ssl 

 

3. Finally, start Apache server with the following command: 

# systemctl start httpd.service          [On RHEL/CentOS 7] 
# service httpd start                    [On RHEL/CentOS 6] 

 

Step 2: Install Let’s Encrypt SSL Certificate 



4. The simplest method of installing Let’s Encrypt client is by cloning github repository in your filesystem. To install git on your system 
you must enable Epel repositories with the following command. 

# yum install epel-release 

 

5. Once Epel repos are added in your system, go ahead and install git client by running the command below: 

# yum install git 

 

6. Now , once you have installed all the required dependencies in order to deal with Let’s Encrypt, go to /usr/local/ directory and 
start pulling the Let’s Encrypt client form its official github repository with the following command: 

# cd /usr/local/ 
# git clone https://github.com/letsencrypt/letsencrypt 

 



Step 3: Obtain a Free Let’s Encrypt SSL Certificate for Apache 

7. The process of obtaining a free Let’s Encrypt Certificate for Apache is automated for CentOS/RHEL thanks to the apache plugin. 

Let’s run Let’s Encrypt script command in order to obtain a SSL Certificate. Go to Let’s Encrypt installation directory from 
/usr/local/letsencrypt and run the letsencrypt-auto command by providing --apache option and the -d flag for every 
subdomain you need a certificate. 

# cd /usr/local/letsencrypt 
# ./letsencrypt-auto --apache -d your_domain.tld  

 

Create Lets Encrypt SSL Certificate for Apache 

8. Supply the email address that will be used by Let’s Encrypt to recover your lost key or for urgent notices and press Enter to 
continue. 



Add Email Address for Lets Encrypt 

9. Agree the terms of the license by hitting Enter key. 



Agree Lets Encrypt License 

10. On CentOS/RHEL, by default, Apache server does not use the concept of separating directories for enabled hosts from available 
(inactive) hosts as Debian based distribution do. 

Also, virtual hosting is disabled by default. The Apache statement which specifies the name of the server (ServerName) it’s not 
present on SSL configuration file. 

To activate this directive, Let’s Encrypt will prompt you to select a virtual host. Because it does not find any Vhost available, select the 
ssl.conf file to be automatically modified by Let’s Encrypt client and press Enter to continue. 



Active VirtualHost Directive and Select Mod_SSL 

11. Next, choose the Easy method for HTTP requests and press Enter to move forward. 



Allow Easy HTTP Requests 

12. Finally, if everything went smooth, a congratulation message should be displayed on the screen. Press Enter to release the 
prompt. 



Lets Encrypt Enabled on Domain 

That’s it! You have successfully issued a SSL/TLS certificate for your domain. Now you can start browsing your website using HTTPS 
protocol. 

Step 4: Test Free Let’s Encrypt Encryption on Domain 

13. In order to test the straightness of your domain SSL/TLS handshake visit the below link and test your certificate on your domain. 

https://www.ssllabs.com/ssltest/analyze.html 



 



Verify Lets Encrypt Certificate on 
Domain 



14. If you receive a series of reports concerning your domain vulnerability in the conducted tests, then you need to fix those security 
holes urgently. 

An overall rating of C class makes your domain very insecure. To fix these security problems, open Apache SSL configuration file and 
make the following changes: 

# vi /etc/httpd/conf.d/ssl.conf 

 

Search for line with SSLProtocol statement and add -SSLv3 at the end of the line. 



Fix Apache SSL Configuration 



Go deeper in the file, search and comment the line with SSLCipherSuite by placing a # in front of it and add the following content 
under this line: 

SSLCipherSuite          
ECDHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AE
S256-GCM-SHA384:DHE-RSA-AES128-GCM-SHA256:DHE-DSS-AES128-GCM-SHA256:kEDH+AESGCM:ECDHE-RSA-AES128-SHA
256:ECDHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES256-SHA384:EC
DHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SHA:ECDHE-ECDSA-AES256-SHA:DHE-RSA-AES128-SHA256:DHE-RSA-AE
S128-SHA:DHE-DSS-AES128-SHA256:DHE-RSA-AES256-SHA256:DHE-DSS-AES256-SHA:DHE-RSA-AES256-SHA:AES128-GC
M-SHA256:AES256-GCM-SHA384:AES128-SHA256:AES256-SHA256:AES128-SHA:AES256-SHA:AES:CAMELLIA:DES-CBC3-S
HA:!aNULL:!eNULL:!EXPORT:!DES:!RC4:!MD5:!PSK:!aECDH:!EDH-DSS-DES-CBC3-SHA:!EDH-RSA-DES-CBC3-SHA:!KRB
5-DES-CBC3-SHA 
SSLHonorCipherOrder     on 
SSLOptions +StrictRequire 

 



Configure SSL Configuration 



15. After you’ve made all the above changes, save and close the file, then restart Apache daemon to apply changes. 

# systemctl restart httpd.service          [On RHEL/CentOS 7] 
# service httpd restart                    [On RHEL/CentOS 6] 

 

16. Now, tests the status of your domain encryption again, by visiting the same link as above. To perform retests hit the Clear cache 
link from the website. 

https://www.ssllabs.com/ssltest/analyze.html  

 



Test Lets Encrypt SSL Certificate on 
Website 



Now you should get a class A overall rating, which means your domain is highly secured. 

Step 4: Auto Renew Let’s Encrypt Certificates on Apache 

17. This beta version of Let’s Encrypt software releases certificates with expiration date after 90 days. So, in order to renew the SSL 
certificate, you must execute the letsencrypt-auto command again before expiration date, with the same options and flags used 
to obtain the initial certificate. 

An example on how to manually renew the certificate is presented below. 

# cd /usr/local/letsencrypt 
# ./letsencrypt-auto certonly --apache --renew-by-default  -d your_domain.tld 

 

18. To automate this process, create the following bash script provided by github erikaheidi, in /usr/local/bin/ directory with the 
following content. (the script is slightly modified to reflect our letsencrypt installation directory). 

# vi /usr/local/bin/le-renew-centos 

 

https://gist.github.com/erikaheidi/4d579acf553297da0fa1


Add the following content to le-renew-centos file: 

!/bin/bash 
 
domain=$1 
le_path='/usr/local/letsencrypt' 
le_conf='/etc/letsencrypt' 
exp_limit=30; 
 
get_domain_list(){ 
        certdomain=$1 
        config_file="$le_conf/renewal/$certdomain.conf" 
 
        if [ ! -f $config_file ] ; then 
                echo "[ERROR] The config file for the certificate $certdomain was not found." 
                exit 1; 
        fi 
 
        domains=$(grep --only-matching --perl-regex "(?<=domains \= ).*" "${config_file}") 
        last_char=$(echo "${domains}" | awk '{print substr($0,length,1)}') 
 
        if [ "${last_char}" = "," ]; then 
                domains=$(echo "${domains}" |awk '{print substr($0, 1, length-1)}') 
        fi 
 
        echo $domains; 
} 
 
if [ -z "$domain" ] ; then 



        echo "[ERROR] you must provide the domain name for the certificate renewal." 
        exit 1; 
fi 
 
cert_file="/etc/letsencrypt/live/$domain/fullchain.pem" 
 
if [ ! -f $cert_file ]; then 
        echo "[ERROR] certificate file not found for domain $domain." 
        exit 1; 
fi 
 
exp=$(date -d "`openssl x509 -in $cert_file -text -noout|grep "Not After"|cut -c 25-`" +%s) 
datenow=$(date -d "now" +%s) 
days_exp=$(echo \( $exp - $datenow \) / 86400 |bc) 
 
echo "Checking expiration date for $domain..." 
 
if [ "$days_exp" -gt "$exp_limit" ] ; then 
        echo "The certificate is up to date, no need for renewal ($days_exp days left)." 
        exit 0; 
else 
        echo "The certificate for $domain is about to expire soon. Starting renewal request..." 
        domain_list=$( get_domain_list $domain ) 
        "$le_path"/letsencrypt-auto certonly --apache --renew-by-default --domains "${domain_list}" 
        echo "Restarting Apache..." 
        /usr/bin/systemctl restart httpd 
        echo "Renewal process finished for domain $domain" 
        exit 0; 
fi 



 

19. Grant execution permissions for the script, install bc package and run the script in order to test it. Use your domain name as a 
positional parameter for the script. Issue the below commands to accomplish this step: 

# yum install bc 
# chmod +x /usr/local/bin/le-renew-centos 
# /usr/local/bin/le-renew-centos your_domain.tld 

 

20. Finally, using Linux scheduling, add a new cron job in order to run the script every two months, assuring that your certificate will be 
updated before expiration date. 

# crontab -e 

 

Add the following line at the bottom of the file. 

0 1 1 */2 * /usr/local/bin/le-renew-centos your_domain.tld >> /var/log/your_domain.tld-renew.log 
2>&1 



 

That’s it! Your Apache server running on top of CentOS/RHEL system is now serving SSL content using a free Let’s Encrypt SSL 
certificate. 
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Apache HTTP server is one of the most used web server in internet today, do to its flexibility, stability and a pleiad of features, some 
of which are not for the moment present in other web servers, such a rival Nginx. 

Some of the most important features of Apache include the ability to load and run different types of modules and special 
configurations at runtime, without actually stopping the server or, worse, compiling the software each time a new module most be 
added and the special role played by .htaccess files, which can alter web server configurations specific to webroot directories. 

By default, Apache web server is instructed to listen for incoming connection and bind on port 80. If you opt for the TLS configuration, 
the server will listen for secure connections on port 443. 

In order to instruct Apache web server to bind and listen for web traffic on other ports than the standard web ports, you need to add a 
new statement containing the newly port for future bindings. 

In Debian/Ubuntu based system, the configuration file that needs modified is /etc/apache2/ports.conf file and on RHEL/CentOS 
based distributions edit /etc/httpd/conf/httpd.conf file. 

Open the file specific to your own distribution with a console text editor and add the new port statement as shown in the below 
excerpt. 

# nano /etc/apache2/ports.conf     [On Debian/Ubuntu] 
# nano /etc/httpd/conf/httpd.conf  [On RHEL/CentOS] 

 

https://www.tecmint.com/apache-htaccess-tricks/


In this example we’ll configure Apache HTTP server to listen on connections on port 8081. Make sure you add the below statement in 
this file, after the directive that instructs the web server to listen on port 80, as illustrated in the below image. 

Listen 8081 

 



Change Apache Port on Debian and Ubuntu

Change Apache Port on CentOS and RHEL 

After you’ve added the above line, you need to create or alter an Apache virtual host in Debian/Ubuntu based distribution in order to 
start the binding process, specific to your own vhost requirements. 

In CentOS/RHEL distributions, the change is applied directly into default virtual host. In the below sample, we’ll modify the default 
virtual host of the web server and instruct Apache to listen for web traffic from 80 port to 8081 port. 



Open and edit 000-default.conf file and change the port to 8081 as shown in the below image. 

# nano /etc/apache2/sites-enabled/000-default.conf  

 

Change Apache Port on Virtualhost 

Finally, to apply changes and make Apache bind on the new port, restart the daemon and check local network sockets table using 
netstat or ss command. Port 8081 in listening should be displayed in your server network table. 

# systemctl restart apache2 
# netstat -tlpn| grep apache 
# ss -tlpn| grep apache 

https://www.tecmint.com/20-netstat-commands-for-linux-network-management/


 

Verify Apache Port 

You can also, open a browser and navigate to your server IP address or domain name on port 8081. The Apache default page should 
be displayed in browser. However, if you cannot browse the webpage, return to server console and make sure the proper firewall 
rules are setup to allow the port traffic. 

http://server.ip:8081  

 



Apache Default Page on Debian and 
Ubuntu 

On CentOS/RHEL based Linux distribution install policycoreutils package in order to add the required SELinux rules for Apache to 
bind on the new port and restart Apache HTTP server to apply changes. 

# yum install policycoreutils 



 

Add Selinux rules for port 8081. 

# semanage port -a -t http_port_t -p tcp 8081 
# semanage port -m -t http_port_t -p tcp 8081 

 

Restart Apache web server 

# systemctl restart httpd.service  

 

Execute netstat or ss command to check if the new port successfully binds and listen for incoming traffic. 

# netstat -tlpn| grep httpd 
# ss -tlpn| grep httpd 

https://www.tecmint.com/20-netstat-commands-for-linux-network-management/


 

Check Apache Port on CentOS and RHEL 

Open a browser and navigate to your server IP address or domain name on port 8081 to check is the new web port is reachable in 
your network.The Apache default page should be displayed in browser 

http://server.ip:8081  



 

If you cannot navigate to the above address, make sure you add the proper firewall rules in your server Firewall table. 
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Apache is a world’s most popular, cross platform HTTP web server that is commonly used in Linux and Unix platforms to deploy and 
run web applications or websites. Importantly, it’s easy to install and has a simple configuration as well. 

Read Also: How to Hide Apache Version Number and Other Sensitive Info 

In this article, we will show how to check Apache web server uptime on a Linux system using different methods/commands explained 
below. 

1. Systemctl Utility 

Systemctl is a utility for controlling the systemd system and service manager; it is used it to start, restart, stop services and beyond. 
The systemctl status sub-command, as the name states is used to view the status of a service, you can use it for the above purpose 
like so: 

$ sudo systemctl status apache2​   #Debian/Ubuntu  
# systemctl status httpd​   #RHEL/CentOS/Fedora  

 

https://www.tecmint.com/hide-apache-web-server-version-information/


Check Apache Status Using Systemctl 

2. Apachectl Utilities 



Apachectl is a control interface for Apache HTTP server. This method requires the mod_status (which displays info about the server 
is performing including its uptime) module installed and enabled (which is the default setting). 

On Debian/Ubuntu 

The server-status component is enabled by default using the file /etc/apache2/mods-enabled/status.conf. 

$ sudo vi /etc/apache2/mods-enabled/status.conf 

 



Apache Mod_Status Configuration 

On RHEL/CentOS 



To enable server-status component, create a file below. 

# vi /etc/httpd/conf.d/server-status.conf 

 

and add the following configuration. 

<Location "/server-status"> 
    SetHandler server-status 
    #Require  host  localhost​ ​ #uncomment to only allow requests from localhost  
</Location> 

 

Save the file and close it. Then restart the web server. 

# systemctl restart httpd 

 

If you are primarily using a terminal, then you also need a command line web browser such as lynx or links. 

https://www.tecmint.com/command-line-web-browsers/


$ sudo apt install lynx​​ #Debian/Ubuntu 
# yum install links​ ​ #RHEL/CentOS 

 

Then run the command below to check the Apache service uptime: 

$ apachectl status 

 



Check Apache Status Using Apache2ctl 

Alternatively, use the URL below to view the Apache web server status information from a graphical web browser: 

http://localhost/server-status 
OR 



http:SERVER_IP/server-status 

 

3. ps Utility 

ps is a utility which shows information concerning a selection of the active processes running on a Linux system, you can use it with 
grep command to check Apache service uptime as follows. 

Here, the flag: 

●​ -e – enables selection of every processes on the system. 
●​ -o – is used to specify output (comm – command, etime – process execution time and user – process owner). 

# ps -eo comm,etime,user | grep apache2 
# ps -eo comm,etime,user | grep root | grep apache2 
OR 
# ps -eo comm,etime,user | grep httpd 
# ps -eo comm,etime,user | grep root | grep httpd 

 

https://www.tecmint.com/12-practical-examples-of-linux-grep-command/


The sample output below shows that apache2 service has been running for 4 hours, 10 minutes and 28 seconds (only consider the 
one started by root). 

Check Apache Uptime 

Lastly, check out more useful Apache web server guides: 
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