IHcTpykTHBHMI MaTepiaJl 1010 BCTAHOBJIEHHS Ta HAJALUITYBAaHHSA
NMPOrPaMHOIO 3a0e3MmeYeHHs 3aXUIEHOT0 BilIaJIeHOI0 J0CTYILY 10 CHCTEMH
AUCTaHLiHHOrO0 00cayropyBanus «KilieHT kasHaveiicTBa - KazHauyeiicTBo»

nJis onepauniinux cucreM Microsoft Windows 7, 8.1, 10

3araJibHi BUMOI'M 10 ONIEPALIMHUX CHUCTEM

st onepauiiinoi cucremu Microsoft Windows 7 000B’SI3KOBOIO YMOBOIO €
HasIBHICTH MakeTy oHOBJIeHb Service Pack 1.
[lepeBipka HassBHOCTI makeTy oHOBJIeHb Service Pack 1

OrpbiTh
'E‘E ¥npaenenne

MogknHoUNTE CETEBOI ANCK...

OTKAHYNTE CETEEOH JNCK...

Co3aaTe ApALIK
Ypanwte

MepeumeHoeats

Ceoiictea

300paxeHHs y pa3i HasIBHOCTI MakeTy oHOBJIeHb Service Pack 1

1% Manens ynpasnequs b Bce 3nemenTs! naHenn ynpasnenna b Cuctema - :.

Manens ynpaeneHns - m ”
S POCMOTP OCHOBHBIX CBEAEHWI O BaLLEM KOMMbIOTEpE

f&“ Jucnetdep yorpoicTe Kiisone Yiihdows
[E;I Hacrpofika yaanertoro Windows 7 Kopnopatnenas
AocTyna 2 Kopnopauwa MaiikpocodTt (Microseft Corp.), 2009, Bce npasa sawmienen.
f@‘ 3aLmMTa cHCTeMBL Service Pack 1l
L]
fi‘,ﬂ JononHuTenkeHbIE NapaMeTpel
CHCTEMBI

VY pasi BiacyTHOCTI nTakeTy oHOBJIeHB Service Pack 1 31iiicHUTH 3aBaHTa)KeHHS
3 o(iriHHOTO cCalTy BUPOOHUKA IPOrPaMHOT0 3a0€3eUCHHS:

J171st oniepalriiiHuX CUCTEM 3 TUIIOM «32-pa3psiiHasi ONePAIMOHHAS CUCTEMAY
' . of e i)

—~— -

U\J ‘ﬂ » Manens ynpaenennn b Bce snements) nanenu ynpasnenna » Cactema 7 ynpasnenus ol
. ] o-
AOMALLIHAA CTPAHULE HpOCMOTp OCHOBHBIX CEEAEHWW O BaLLEM KOMNbIOTEPE

B Aucneruep yetpoiicts Wiy Winiows

,ﬁ!‘ H = Windows 7 Kopnopatueras
) Hacrpoiika yaanenHoro
ADCTyna & Kopnopauma Maiikpocod (Microsoft Corp.), 2009, Bce npasa 3awmiierib.
) 3awwre cucrenn
) JononnuTentHeie napamerpel
cucTemel

m

Cuerema
Ouenka: m WHagexe nponssogurensHoctn Windows
Mpoueccop: Intel(R) Core(TM)2 Duo CPU  T5250 @ 150GHz 1.50 GHz
YetaHoeneHHan namaTe 2,00TE
(03Y):
Tun encreme: 32-paspRaKan ONEPALMOHHAR CHCTEMA

TTepo 1 CEHCOPHBIN 850,%  TTEPO 1 CEHCOPHBIN BEOA HEAOCTYTHEI ANA 3TOFG 3KPaHa




3MIMCHUTH 3aBaHTa)KEHHsI TakeTy OHOBIICHH Service Pack 1 3a nmocmianasaM:
https://download.microsoft.com/download/0/A/F/0AFB5316-3062-494A-AB7

8-7FB0D4461357/windows6.1-KB976932-X86.exe

J17is omepaiiiHuX CUCTEM 3 THIIOM «64-pa3psiiHasi onepaluoOHHAS CUCTEMa)

[E=H ol =)
QQ - |m » MaHens ynpaenequa + Cuctema u GesonacHocts b Cucrema - |4uy| | Mouex & NGHENU YAPABREHUS el |
@ -

Manens ynpasnenus -

AOMALLHAR CTPaHNLA HPOCMOTP QOCHOBHbIX CEE!,‘lEHI‘Iﬁ 0 BallleM KOMnblOTERE

'E‘:g" AucneTtuep yoTpoicTe Weadrne Windows

(=1 = Windows 7 MpodeccuonansHan
¥y Hacrpoiika yaanenHoro

AocTyna € Kopnopauua Malikpocodt (Microsoft Corp.), 2009. Bce npasa satypiiersl.

# 3awwta cucremsl

[
& [fononuuTensHsie napameTpel
cMCTEMBI

Cucrema
Ouenka OueHka CHETEMBI HEAOCTYNHA I
Cos. Taicke Mpoueccop: Intel(R) Pentiurn(R) CPU N3710 @ 160GHz 1.60 GHz
Llentp noanepixxn ¥cranoenennan namate 20076
LenTp o6Hosnenna Windows (03¥):
Cuerunkn 1 cpeacTea Tun cucTembi: 64-paspagHan ONEPaLMOHHAR CHCTEME
MPOMZECANTENEHOCTH Mepo n cencopHeii BE04  Tepo M CEHCOPHEIA BEOA HEAOCTYTIHEI ANA 3TOMD 3KpaHa

3MIMCHUTH 3aBaHTa)KEHHsI TakeTy OHOBIICHb Service Pack 1 3a nmocmianasaM:
https://download.microsoft.com/download/0/A/F/0AFB5316-3062-494A-AB7

8-7FB0D4461357/windows6.1-KB976932-X64.exe

[Ticast ycmimHOTO 3aBaHTaXEHHS 3IMCHUTH BCTAHOBIIEHHS MAKETy OHOBIICHB
Service Pack 1 (3miiiCHIOETECS OTHOPA30BO MPU TTOYATKOBOMY HAJIAIITYBaHH]).


https://download.microsoft.com/download/0/A/F/0AFB5316-3062-494A-AB78-7FB0D4461357/windows6.1-KB976932-X86.exe
https://download.microsoft.com/download/0/A/F/0AFB5316-3062-494A-AB78-7FB0D4461357/windows6.1-KB976932-X86.exe
https://download.microsoft.com/download/0/A/F/0AFB5316-3062-494A-AB78-7FB0D4461357/windows6.1-KB976932-X64.exe
https://download.microsoft.com/download/0/A/F/0AFB5316-3062-494A-AB78-7FB0D4461357/windows6.1-KB976932-X64.exe

BcTraHoBJIeHHSI Ta HAJAINTYBAHHS TPOrPAMHOIO 3a0e3le4YeHHs] 3aXMIIEHOr0
BiJIZ1AJIEHOI0 10CTYNY /10 CUCTEMU AUCTAHIIIHOTO 00CJIYTrOBYBAHHSA

«KJiaieHT kazHauvelicTBa - KazHauyelcTBO» V pa3i BUKOPHCTAHHS HOCIIB KJIIQUOBOI

indopmanii TOB «<ABTOP» (SecureToken-337 Ta iioro moaudikamiii)

1. BcranoBiaenuss mnporpamuHoro 3a0e3nmedyeHHss «RSA Smart Card
Mini-Driver Pack» (31iiiCHIOETbCSI OHOPA30BO MPH MOYATKOBOMY HAJIAIITYBaHHI)
[TipxrounTu Ta 3a1cHUTH BX11 10 USB-duemn Hocis, Ha sikoMy 3aliMcaHe MporpamMHe
3a0e3MneueHHs.

~ | 43 | Moucs Kounsiomep

&) Kounsiorep »

Ynopsaowms ~  Astosanyex  Masnews  Coolicrsa

< Vs6pannoe 4 Xecrkve anckn (2)
& 3arpyskm NokankHsii guck (C:) oy

eanbHbil gue (D)

657 6 cooboario ns48,7 T6 S 13775 coobomro s 62916

B Pabounii cron

+ YeTpoiicTsa co chemHsIMy HocTenAMM (2)

@ DVD RW ancrosea (E)

USB DISK (F:) |

| ™ 72075 ceopoaro w7206

USB DISK (F)
— Creummiignox

Wcnonssosaro [
CaoBopro: 72076

OBuwwit pasmep: 7,20 76
Daiinosan cucrema: FAT32

i
e USB DISK (F)

G cen

AnyConnect Windows_7_8_10 [ata nsumenenus: 24.03 2018 22:33
Mlanke ¢ pafinatm

Bceranosutu nporpamue 3abe3neuenns AvtorCe337Md_Setup

5 AvtorCc337Md_Setup.msi

= UUI(G:)

€ Cene

@] AvtorCc337Md Setupmsi  [lara
Maker ycraroswua Windows

: 3011.2017 9:58
: 165 MB

30112017 958 Make:

[lara cosasrus: 29.03.2018 23:03

- BOBBH» » - [E=NE
@Qv\ b Komnerorep b USBDISK(F) » AnyConnect Windows 7810 VV,H Mowcr: AnyCanne 57810 P
Ynopspouuts v Bl Yeraroeuts v 3anucare ma onmaueckuiignck  Hosaa nanka @
Vnn lara vamwenenna Tun Pazmep
S anyconnec t-win-4.5.03040-core-vpn-we. 12.02.2018 12:58 Mpun 5475 Kb




4 Berarosnenna Avtor Smart Card Driver for 5T-337

. =

Bac siTae MaicTep
BCTaHOBNeHHA Avitor Smart
Card Driver for ST-337

MalicTep BCTaHOBNEHHA BCcTaHosMTE Avtor Smart Card
Driver for ST-337 Ha Baw komMmoTep. HaTKcHITE aani, wob
npoAcERKMTH abo CracysaTh, wob sakpuTi Malictep
BCTEHOBNEHHA,

<Hazan |f Nani i [ CKacysaTH

e

Harucnytn «lami»

[

ﬁ BcranoeneHHA Avtor Smart Card Driver for ST-337

Bce rotose o BcranoBnernta

MacTep BCTAHOBNEHHA FOTOBMIA A0 BCTaHOBNEHHA Avtor Smart Card Driver for ...

HaTucHiTe BoTanosm i, wob posnoyaTi BCTaHoBNEHHA. AKIWD B XO4eTE
MNEPErNAHYTH Y4 SMIHWTKH NAPEMETPM BCTEHOBAEHHA, HATHCHITE Hasan. HaTHcHITE
CKacyBaTH, Wwof BuiATKH 3 MalicTpa BcTaHoBREHHS,

oy

< Hazan ][ BCTaHOBKTI ] [Cncaqasam

h

Harucnytn «BetanoButu»

"AVTOR LLC"

. Vima: Avtor CuapT-kapTel
| Mszparens: AVTORLLC

Bcerga aosepATs NporpaMmMHomy obecnedeHmnio

YcraHoBMThL NporpamMHoe obecneuenne AnA AaHHOMO yCTpoicTea?

YeTaHOBWTE ] [ He yeT

@H3ENHEATE

& Chegyer ycTaHaBnneaTs NporpaMmHce oBecnedeHe ToNbKo TEX M3AATENENR, KOTOPBIM MOXHO A0BEPATE. Kak
Y3HATh, KAKOE NPOrpamMmMHoe obecneqeHne ANA Y CTPOACTE MOKHO BE3ONACHD YCTaHOBNTT

Y  pazsi

MOSBU  MOBI1JOMJICHHS

BCTAHOBUTU  IIO3HAYKY

«Bcerma goBepATH

nporpammaomy obecneuennio "'AVTOR LLC.'"» Ta HaTUCHYTU « YCTAHOBHUTb)



r -
e

3asepweHHa poboTn Maiictep
BEcTaHoBNeHHA Avitor Smart
Card Driver for ST-337

HaTUCHITE KHOMKY 33BEpWMTH, Wob 3aKkpuTH MakcTep
BCTAHOBNEHHA.

h

Harucuytu «3aBepmmTn

2. BceraHoBJieHHs MPOrpamMHOro 3a0e3me4eHHs 3aXMIIEHOT0
Bij1aJieHOr0 A0CcTYyny (3I1HCHIOETHCS OJJHOPA30BO MPH MOYATKOBOMY HAJIAIITYBaHHI)

» Komneiorep » USBDISK(F) » AnyConnect Windows 7 8_10 v | 43 | MoucsAnyc:
YnopagounTs = Orkpaits 3anucaTs Ha ONTUNECKUE AUCK Hosan nanka Al @
i Van ’ Leravsmenenns  Tum Paiiep
g 3arpysan [ anyconnect-win-4.5.03040-core-vpn-we., 12022018 12:5% Mpunaxerne 5475 K|
 Hepaerue mecta 18 AvtorCc327Md Setup.exe 1607.201212:46 TMpunosxerne 458 KB
B Pab: o

i BuBnuoTem
B Bageo
| Nokymermor
=] Mzobpaerms
& Myseia

M Komnetorep
&, Noxaneweii guck (C
a Noxanersii e (D

s USB DISK (F3)

€ Cers

{' anyconnect-win-4.5.03040-core-vpn-web... [lara usnenerun: 12.02.2018 12:58
Pasuicp: 534 MB

3anycTuTn 3 USB duem-HoC1s
anyconnect-win-4.5.03040-core-vpn-webdeploy-k9.exe

= Mpunosene




4 = Welcome to Cisco
) @ AnyConnect Secure
= Mobility Client Setup
4k =7 Wizard
; —
The Setup Wizard will install Cisco AnyConnect Secure
”E "~ Mobility Client on your computer. Click Next to
R . _.\\ continue or Cancel to exit the Setup Wizard.
N
ok
b X
AN /.{ J
= S Tl

ﬁ Cisco AnyConnect Secure Mobility Client Setup

Harncuytn «Next >»

Supplemental End User License Agreement |
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY

Thiz Supplemental End User License Agreement ("SEULA™) contains
additional terms and conditions for the Software Product licensed under the

@) I accept the terms in the License Agreement
(711 do not accept the terms in the License Agreement

Advanced Installer -

<Back |[ MNext» { [ Cancel
ﬁ Cisco AnyConnect Secure Mobility Client Setup
End-User License Agreement ] '
J »
Please read the following license agreement carefully .. e

l < Back ][ Next = ] [ Cancel

O6paru «I accept the terms in the License Agreementy
Harucuytu «Next >»

ﬁ Cisco AnyConnect Secure Mobility Client Setup

Ready to Install /
The Setup Wizard is ready to begin the Typical installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back®. Click "Cancel” to exit the wizard.

Advanced Installer -

< Back ][ Install ][ Cancel

Harucnytu «Install»




ﬁ Cisco AnyConnect Secure Mobility Client Setup

Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Harucuytu «Finishy

3. CTBOpEeHHSI 3aXUIIIEHOT0 BiIaJIeHOTO MiIKJII0YeHHs
[TigkmrounTH 3aXHIEHUI HOCIH KITF0YOBO1 1HGOopMaIlii

3anyctutu «Cisco AnyConnect Secure Mobility Client»



Paint 3

I_ir Mpuctynas k paboTe »
! MoaknrouNTE kK NpoEKTOpy

Kanbkynatop

3annckn

% HoxHnuel

Q“ Cpeacteo npocmoTpa XPS

iy =
3&; Pakcel v ckannposanne Windows

| Mogrnrodenne K yaanenHomy paboyeny
cTony

=
f y Cisco AnyConnect Secure Mobilr ient
Cisco AnyC 5 Maobility Cli
[l |

»  Bcenporpammel

‘.|Hs£-r\"=..- npozpamis! U ghaline 0 |
Beectu agpecy miaxmoueHHs: eclient.treasury.gov.ua

. @ Cisco Anl..ré.:ﬂnnect Secure hﬂbb%ﬁi}rﬂﬁént = ES |55

Ready to connect.

edient. treasury.gov.ua - [

Harucnytu «Connect»

Y pa3i nosBu moBimomiieHHs HatucHyTH «Change  Setting...»
(3AIACHIOETHCS OTHOPA30BO MPH MEPIIOMY ITiAKITIOYCHH1)

@ Cisco Anﬁonned Secure Mn!:ﬁﬁly Client .'

Untrusted Server Blocked!
AnyConnect cannot verify

¥ compromise!

gured to block untrusted servers by default. Most

Ircr:-a|_:n this setting.

ng is changed, AnyConnect will no longer automatically
blodk connections to potentially malidous network

Change Setting... I E Keep Me Safe i




Virtual Private Network (VPN)

PI'EfEI'EﬂCES Siahshcs Route Detal\s Flrewall Message History |

[[]5tart vPN when AnyConnect is started

Minimize AnyConnect on VPN connect

[ Allow local (LAN) access when using VPN (if configured)
[ pisable Captive Portal Detection

[ Block connections to untrusted servers
e

3HATH IIO3HAYKY:

«Block connections to untrusted serversy,

3aKpHUTHU

dbopMy HamamTyBaHb Ta HaTUCHYTH «Connect» (3IIHCHIOETHCS OMHOPA30BO TMpHU
HEePLIOMY IT1IKJIFOUECHH]1)

@ Cisco AnyConnect Secure Mnﬁfl’ﬁy Client

Certificate!

Certificate is from an untrusted source.

the error condition is known.

ﬂ Security Warning: Untrusted Server
AnyConnect cannot verify server: edient. treasury.gov.ua

is server may result in a severe security compromise!

Most users do not connect to untrusted servers unless the reason for

[ Connect Anyway l [ Cancel Connection ]

VY pa3i mosiBM TOBiIOMIICHHS, BCTAHOBUTH TO3HA4YKy «Always trust this
server...» Ta HatucHyTH «Connect Anyway» (3I1HCHIOETbCSI OJHOPA30BO IpHU
NEePIIOMY IT1IKJIFOYEHH])

Brectu IIMH-kox 10 3aXuIlieHOr0 HOCIS KIHOUOBO1 iH(popMariii

TOB «<ABTOP»

Harucaytu «OK»

Besonacrocts Windows

MocTaswmk cMapT-kapT (Microsoft)
Beegure MAH-kog,

PIN-koa

| PIN-koa

D] r—

OI'I OJHUTENEHBIE CEEAEHNA

==

) [ G




O6paru rpyny migkioueHHs «SDO_VPN3»
Beectu sorin (Username) ta mapouas (Password) orpumanuii y BIIP KHE/II
Kasnauerictea

e ) |
% Cisco AnyConnect | eclient.treasury.gov.ua X
N
Group: SDO_VPN3
Password:
OK Cancel

Harncaytn «OK»

—
THIr

cisco Connected: edient.treasury.gov.ua

[ToBigOMIIEHHS PO CTBOPEHHSI 3aXUIIEHOTO T IKJIFOUCHHS

4. Bxix 10 cucreMu TUCTAHIIHHOTO 00C/IyrOBYBAHHS
«KumieHT KaszHa4veilcTBO - Ka3Ha4yeicTBO» 3 BHMKOPHUCTAHHSM HAJANITOBAHOIO
MiAKJII0YEeHHA
3amyctutu  meperisigad - BeG-ctopiHok  (Opaysep), BBeCTH  ajpecy:
http://sdo.treasury.gov.ua Ta 3MIMCHUTH BXiA OO0 CHCTEMH 3 BHUKOPUCTAHHSIM
3aXHUIIEHOTO HOCIS KIF0Y0BO1 iH(OopMarIii.

BceTaHOBJEHHS Ta HAJAINTYBAHHS NPOrPAMHOI0 3a0e3meYeHHs 3aXHUINEHOro
BIITAJIEHOr0 JAOCTYIIY 10 CHCTEMH JUCTAHIIWHOr0 00cavropyBaHHs «KJiieHT
KazHadyencTBa - KasHauelcTBO» V pa3i BUKOPHMCTAHHA HOCIIB  KJIIOY0BOI

inpopmauii AT «ITT» (Aamas-1K, Kpucranu-1)

1. IMIopT KJANYOBMX JAaHMX JJIf Opradizaumii miak/awoudeHHs (paiia 3
po3mupennsim .pl12), orpumanuii y BITP KHE/III Ka3zna4eiicTBa

3amyctuTu daiia Ha BAKOHAHHS

lipa = | Tun

r}: eclient. treasury_tesk

eclient. treasury akn ofMeHa NMYHOR MHEOPMALHERA



http://sdo.treasury.gov.ua

cepTudHKaToB

MacTep 1MnopTa cepTUhrKaToB

STOT MACTER NOMOraeT KOMMPOEATE CEpTHHMKATEI,
CMHCKH AOBEPHA M CMIMCKK 0T3EIBS CEPTHMIKATOE C
NOKANEHOMD AMCKS B XPaHHAHLLE CERTHHMKSTOE

CEpTHHKAT, BEIAAHHEIR LEHTPOM CepTHEHEALMH,
ABNASTCA NOATEEPM¥ASHHEN BALLEH NHYHOCTH M
COAEPHHT HHPOPMALHAD, HEOBX0AHMYHD ANA 3EWHTE
AAHHBIX HIH YCTAHOENEHHA SAlUMILEHHBLX CETEERLX
NOAKAHHEHHH, PaHHAKILE CEPTHRMKATOR - 3T0
0BNACTE CHCTEME], NPEAHAZHAYEHHAA ANA XpaHEHHA
cepTHMKaTOR,

AnA npoaonxeHka Hakm|Te KHonky "danee”,

= Hazal I fanee = I OTHEHS

Harucuyrtu «/laJee >»

acTep HMNopTa cepTuhMKaTos N

MunopTipyemelid duaiin

¥IaMHTE HMNOPTHPYEMBIF dhafin.

1ma dhafina:

Ofz0p, |

3amedaHme! Cnesyrowme bopMaTel BafnoeE MOryT CoAEpHaTE DoNes 04HOMO
CEPTHHKATA B 04HOM daline:

Wain ofMeHa NMMUHOH MHBOpMaLMER - PKCS #1Z2 ( PFX,.P12)
CTaHASpT Cryptographic Massage Syntax - cepThdHkaTel PKCS #7 (.p7b)

XPAHMMHULE CEPHANH30BaHHEYX CEPTHOMIKSTOE (55T )

nDﬂDDﬁHEE o @DQMGTE QGHHDB CEQTH@MKGTDB

< Hazaa I fanee > I OTHEHA

Harncnytn «lanee >»

Napons

Ans obecneqerma E30NACHOCTH 3KPEITHIA KNHH 3AWHILEH NAPONEH.

BBEAWTE Napok ANA 38KPLITOMD KAHHE.

Oapone:

[ BEAMOYMTE YoHneHHYHD 3aWMTY 3aKPBITORO KArYa. B 3T0M Cyqae npn
Ka#A0M HENOMb30EAHHH NPHAOKEHHER 3AKPEITOM0 KNHYa By AET BblAAEATECA
sanpoc,

™ MoMeTHTE 3TOT KMkY KaK JKCIOPTHRYEMEIN, 4T NO3B0MMT COXPAHATE
SPXHEHYH) KOMHHD KNHDHa H NEPEMELLATE Bra,

[V BEntouMTE BCe pacluMpeHHsIe CBOACTEA,

MoAPOfHES 0 3AUHTE SAKDBITHIX KAMHER

< Hazaan I Aanee = I OTHMEHS




BBectu mapons 5o ¢aiiny kimtodoBux manux orpumanuii 'y BITP KHE/IT
Kaznaueiicta
Harucuyrtu «/laJee >»

MacTep vnnopTa ceprudvkaTos ll

Xpannniue ceprrdmkaTor
HPaHHNKLLE CEPTHRMKATOE - 3T0 CHCTEMHBIE OBNACTH, B KOTOPBE
XPAHATCA CRPTHRHKATEL

BLIGOp ¥PaHMNHILE MOMET BbITh MpoHsESAeH Windows SETOMATHHECKH, HIH e
HOMHO YKA3ATE PASMELLEHHE CEPTHIHKATA BRYHHYHD,

% ABTOMATHHECKH BEIBPATE ¥PaHHIHLLE Ha OCHOBE THNA CEpTHBHKATS

" MoMecTHTE BCe CEpTHEMKATE! B CEAYIOWLES XPaHHIHILE

ARSHHAHILE CEpTHPHIEETOR:

i |

nDﬂDDﬁHEE 0 XPAHHAHLLSX CEQTHQMKBTDB

< Hazan I Aanee > I OTHEHS

Harucnytu «lanee >»

MacTep opTa cepTuuKaTos ll

3aBepLUeHVe MacTepa MMMopTa
cepThrKaToB

CepTHbMEaT By 46T MMIOPTHPOBSH NOCNE HAaXAaTHA
KHOMKH "FoToso",

BLiINK YKasaHk! CNEAYHOWLKME NapanETREL:

PRIt AETOMATHUECKE
PFY
Ci\Usersiuserld

CoaepHaHie
Kna dafina

< Hazaa I roToED I OTHEHS

Harucuytu «I'otoBo»
=

[OTOBMTCA YCTAHOBKS CEpTH(MIKATA OT UEHTPa CepTHMKALLMM
I'\ (L) B 3TOM AOMEHE!

Certificate Services Root CA - SRYZYD-ISE

He ¥ A38TCA NPOBEPHTE, YTO CERTHHHKAT NPMHAANEKHT
"Certificate Services Root CA - SRVZVD-ISE". OBpaTHTECE K
"Certificate Services Roat CA - SRYZWD-ISE" M NOATEEPAWTE ErO
MPOHCXOXABHHE, CNEAYHILKE YHCNE By Ay T NONEsHE! ANA
AGHHOMD NPOLECCa:

Otnedaror (shal) : 57716539 CABCAAGE EFOGCODD 7AN4FE18
De290DDo7?

MpeaynpexaeHie:

ECAM YCTAHOBMTE A3HHBIA KOPHEBOH CepTHpMaT, To Windows
AETOMATHHECKH By AeT AOEEPATE NoGony cepThdikaTy,
EBblaaHHomy LIC, YCTaHoeka cepThdimkata Des 0TNe4aTka MoxeT
MPHEECTH K pHCKY BesonacHocTH, "Ja" YRassIBaeT, 4Ta pHik
MPHHAMAETCA,

WCTAHOEMTE AaHHEIR CepTHbMicaT?

da




Harucunyru «1a»

2. BceTraHoBJsieHHSA

MPOrpaMHOro

3a0e3MmeYeHHA

3aXUIICHOr0

Bi/lIaJ1€eHOT0 A0CTYNY (311HCHIOETHCS OJHOPA30BO MPH NMOYATKOBOMY HAJIAIITYBaHHI)

| » Komnsiotep » USBDISK(F) » AnyConnect Windows 7810 > |3 [ Mevcx: AnyConnect Windows 7810 P

¥nopaaounTs Qrxpeime

T VsBpanroe s

Janucats Ha onTnueckhit auck  Hosan nanka =~ [ @

Oera wameneina Tun Pasmep

& 3arpysa |5 anyconnect-win-4.5.03040-core-vpn-we... 12022018 12:58 Mpunoxerie 5475 K6|

B Pabounii cron

[ BuBanorekn
B Bugeo
[ Dorymertal
[ VzoBpaetug
& Mysbia

1% Komnbtotep
&, Nokaneneit gncr (C
(a Noxansreii gnck (D
e USB DISK (F:)

€ Cers

= Mpunosetine

%L Heaenue mecta 15! AvtorCc337Md Setup.exe 16.07.2012 12:46 Mpunoxerine 458 Kb

{- anyconnect-win-4.5.03040-core-vpn-web... [lara nstiememms: 12022018 12:58

Pasuep: 5,34 MB

3anycTuTn

USB

anyconnect-win-4.5.03040-core-vpn-webdeploy-k9.exe

P
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ﬁ Cisco AnyConnect Secure Mobility Client Setup '

Welcome to Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

The Setup Wizard will install Cisco AnyConnect Secure
Mobility Client on your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

Harncuytn «Next >»

duem-Hocis



ﬁ Cisco AnyConnect Secure Mobility Client Setup
End-User License Agreement

Please read the following license agreement carefully

Supplemental End User License Agreement
for AnyConnect® Secure Mobility Client v4.x
and other VPN-related Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA™) contains
additional terms and conditions for the Software Product licensed under the _

R i N S Aol e O T 5 T T Wy Mot 1 e

(@ I accept the terms in the License Agreement
(1 1 do not accept the terms in the License Agreement
Advanced Installer -
l < Back ][ MNext = ] [ Cancel

O6paru «I accept the terms in the License Agreementy
Harucunytu «Next >»

Harncuytn «Install»

j%‘ﬁ Cisco AnyConnect Secure Mobility Client Setup
Ready to Install I ‘
The Setup Wizard is ready to begin the Typical installation . .
Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.
Advanced Installer -
< Back ][ Install ] [ Cancel |
ﬁ Cisco AnyConnect Secure Mobility Client Setup
==
- e\ Completing the Cisco
) @ AnyConnect Secure
i Mobility Client Setup
& Wizard
| [ Click the Finish button to exit the Setup Wizard.
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Harucnytu «Finish»




3. CTBOpEeHHSI 3aXUIIIEHOT0 BiIaJIeHOTO MiIKJII0YeHHS
[TigKIrounTH 3aXUILEHUH HOCIH KITF0YOBO1 1HGOopMaIlii

3anyctutu «Cisco AnyConnect Secure Mobility Client»

[EE}ﬁ Paint r
:I[ Mpucrynas k pabote >

! MogrntounTs k NpoekTopy
Z

b= Kanekynsatop

3annckn

(% HomxHuue:

1./‘ Cpegcree npocmoTtpa XPS

- v -
%’; Pakcel n ckannposanne Windows

| MogxnroueHue K yaaneHHomy pabouemy
i crony

I!f}; Cisco AnyConnect Secure Mobility Client |

» Bce nporpamme

‘ |Hatimu npoepanmist u adias

SR

Bgectu agpecy niakmoueHHs: eclient.treasury.gov.ua

. @ Cisco Anjrtunnect Secure Mbﬁiﬁﬁr Client Lo | .

Ready to connect.

edient.treasury.gov.ua - Connect

Harucnytu «Connect»



VYV pa3i nosBu mnosimomsieHHss HatucHyTH «Change Setting...» (3n1liCHIO€TBCS
OJTHOPA30BO TIPH MEPIIOMY TTiIKIIOYCHH])

{9l Cisco AnyConnect Secure Mnbil'ﬂy Client

Untrusted Server Blocked!

gov.ua
security compromise!
nnect is configured to block untrusted servers by default. Most
to keep this setting.

natically

Change Setting... I E Keep Me Safe i

&) Cisco AnyConnect Secure Mobility Client -

afranfn,
cisco

Virtual Private Network (VPN)

Preferences | tattics | Route Detais | Firewal | Message Hstory |

[C] Start VPN when AnyConnect is started

Minimize AnyConnect on VPN connect

[ allow Iocal (LAN) access when using VPN (if configured)
["] Disable Captive Portal Detection

[ Block connections to untrusted servers

3ustu no3Hauky: «Block connections to untrusted servers», 3akputu Gpopmy
HaJalTyBaHb Ta HaTUCHYTH «Connect» (3M1MCHIOETHCS OJHOPA30BO MPU MEPLUIOMY
T IKJTFOUCHH])

% Cisco AnyConnect Secure Mohility Client '

A Security Warning: Untrusted Server
Certificate!

AnyConnect cannot verify server: edient. treasury.gov.ua

Certificate is from an untrusted source,

er may result in & severe security compromise!

Most users do not connect to untrusted servers unless the reason for
the error condition is knawn,

Connect Anyway l [ Cancel Connection !




Y pa3i mosiBU TOBIJOMJICHHS, BCTAaHOBUTH TO3HAuKy «Always trust this
server...» Ta HatucHyTH «Connect Anyway» (3IIHCHIOETBCSI OJHOPA30BO IPHU
NEePLIOMY ITiIKJIFOUECHH])

O6paru rpyny migkmoueHHs «SDO_VPN3»
Beectu gorin (Username) ta maposasb (Password) orpumanuii y BITP KHEJII
KaznaueiicTa

re Y
% Cisco AnyConnect | eclient.treasury.gov.ua X
Al
Group: SDO_VPN3
Password:
OK Cancel

Harncaytn «OK»

e,

cisco Connected: edient.treasury.gov.ua

[ToBigOMIIEHHSI PO CTBOPEHHS 3aXUIIIEHOTO TT1IKJIFOUCHHS

4. Bxin 10 cucteMu IMCTAHUIHHOTO 00CIYrOByBaHHS
«KuieHT Ka3HaueiicTBO - Ka3zHadellcTBO» 3 BHKOPHUCTAHHSIM HAJAIITOBAHOIO
MiIKJII0YeHHSA
3amyctuti  meperisigad  BeG-ctopiHok  (Opaysep), BBecTH  ajpecy:
http://sdo.treasury.gov.ua Ta 3OIACHUTH BXIJ JO CHCTEMH 3 BHKOPUCTaHHSIM
3aXUIICHOTO HOCIA KIIF0YOBO1 iHpOopMaIii.



http://sdo.treasury.gov.ua

