SLUG: running-apps-ip-privacy
META: What running apps reveal about your IP address and online activity, plus how to stay
private when syncing GPS data on public Wi-Fi at races and hotels.

What Running Apps Know About Your IP
Address and Online Activity

You just crossed the finish line at a marathon expo registration, grabbed your race bib, and
found a corner of the hotel lobby with decent Wi-Fi. You open Strava, sync your morning
shakeout run, and check your Garmin Connect stats. It feels routine. But in those few seconds,
your phone shared more information than your split times with the network around you, and
most runners have no idea it is happening.

Key Takeaway:

1. Running apps transmit your IP address, device identifiers, and location data every time you
sync on a public network at a race event or hotel.

2. An exposed IP address can reveal your approximate location, device type, and browsing
habits to anyone monitoring that network.

3. Runners using a VPN should verify it is working correctly before syncing, because a
misconfigured VPN can still leak your real IP address.

What Running Apps Actually Transmit When You Sync

Every time Strava, Garmin Connect, Nike Run Club, or any GPS-based app syncs your activity,
it sends a packet of information across whatever network your phone is connected to. That
packet includes your GPS route data, your activity metrics, your account credentials (usually as
a session token), and your device's IP address.

The IP address is the part most runners overlook. It is not hidden inside your run file. It is
attached to every request your phone makes to the app's servers, because that is how internet
communication works. The server needs to know where to send the data back to.

According to the |P_address article on Wikipedia, an IP address is a numerical label assigned to
each device on a network. On a public network like a hotel lobby or race expo, your IP address
is visible to every device on that same network, as well as to anyone operating or monitoring the
network itself.

Public Wi-Fi at Race Events: A Privacy Minefield

Race expos, hotel lobbies, airport lounges, and finish-line coffee shops all share one thing: open
or lightly secured Wi-Fi networks with dozens or hundreds of strangers connecting at the same
time.
These networks are convenient, but they are not designed with your privacy in mind. The
security configurations vary wildly. Some are completely open. Others use a shared password
printed on a hotel key card, which means every guest has the same credentials.
Here is what makes these environments particularly risky for runners:

e You are often in a rush, connecting to the first available network without checking its name

or legitimacy



https://en.wikipedia.org/wiki/IP_address

e You may be syncing large GPS files, which keeps your connection active longer than a
brief email check

e Race expos sometimes have unofficial or spoofed hotspots set up to mimic the event's
official network

e You are away from home, so your normal network instincts are slightly off

What an Exposed IP Address Can Reveal About You

This is where it gets more specific than most runners expect. When you connect to a public
network and sync your data, your IP address is exposed to that network environment. The |P
exposure risks go further than just identifying your device.
A network observer who captures your IP address in an unsecured environment can potentially:
1. Determine your approximate geographic location, sometimes down to the city or district
level
2. Identify your internet service provider or, on a mobile connection, your carrier
3. Cross-reference your activity with other visible network traffic to build a picture of your
browsing habits during that session
4. Use your IP as a starting point for targeted phishing attempts or social engineering
None of this requires sophisticated hacking. On a public network, someone with basic packet
analysis tools can see traffic without being particularly technical. It is the kind of thing that
happens passively, in the background, while you are busy debating your race-day nutrition
strategy.

Your GPS Route Data: The Privacy Layer People Miss

Beyond IP addresses, your GPS data itself is a privacy concern. Your Garmin file or Strava
route does not just show miles. It shows the path you run near your home, which coffee shop
you stop at, which hotels you stay in during races, and the timing of your daily habits.

When this data syncs over an unsecured network, the file contents can theoretically be
intercepted. But even setting aside the contents of the file, the act of syncing reveals your
device identity, your app usage, and your account association to the network environment
around you.

The privacy implications of public Wi-Fi are well documented, and they apply just as much to
fitness apps as they do to banking or email.

How VPNs Help Runners on the Road

A VPN (Virtual Private Network) encrypts your internet traffic and routes it through a server in
another location before it reaches the app you are using. This means the public network around
you sees encrypted traffic going to a VPN server, not your Strava session going to Strava's
servers.

For a runner who regularly syncs data away from home, a VPN is one of the most practical
privacy tools available. You install it once, set it to activate automatically on public networks, and
it runs quietly in the background.

The catch is that not all VPNs work perfectly all the time. Some leak your real IP address
despite being active, because of configuration issues or protocol limitations.
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Comparing Connection Types for Runners on the Road

Connection Type

Privacy Risk Level

IP Address Exposed
To

Data Encryption

Open public Wi-Fi High Anyone on the None by default
(no password) network

Shared-password Medium-High Other guests, Minimal

hotel Wi-Fi network operator

Race expo official Medium Event staff, network Varies

Wi-Fi vendor

Mobile data (4G/5G) | Low Your carrier only Yes, at the carrier

level

VPN over public

Low (if no leaks)

VPN server only

Yes, end-to-end

Wi-Fi
Checking That Your VPN Is Actually Working

This step is often skipped. A runner might activate a VPN, feel a sense of security, and sync
their data, without realizing the VPN has a DNS leak or IPv6 leak that still exposes their real IP
address.
Before you sync Strava or Garmin Connect at a hotel or expo, run a VPN leak test to confirm
your VPN is functioning correctly. It takes about thirty seconds and tells you whether your true IP
address is visible despite your VPN being active.
If the test shows your real IP, your VPN is not doing its job on that network. Common reasons
include:

e The VPN app failed to connect properly after switching from mobile data to Wi-Fi

e Your VPN protocol is not compatible with the network's configuration

e The VPN provider has known leak issues that have not been patched in the version you

are running

Always check before syncing sensitive app data, not after.

Practical Steps for Race-Day Network Safety

You do not need to be a cybersecurity expert to protect yourself. You just need a few consistent
habits.
e Turn off Wi-Fi auto-connect on your phone before leaving for a race weekend
e \Verify the official network name with race staff before connecting, fake hotspots are
common at large events
e Use mobile data for syncing if your plan allows it, the risk profile is significantly lower than
public Wi-Fi
e Keep your running apps updated, developers regularly patch security vulnerabilities in



https://whatsmyip.now/tools/vpn-leak-check

how data is transmitted
e Log out of running apps on shared or borrowed devices after use
If you use a VPN, run the leak test mentioned above every time you connect to a new public
network. Do not assume continuity from one network to the next.

What Staying Private Means for Runners Going
Forward

Running data is deeply personal. It maps where you live, where you train, how often you leave
home, and when you are away for race weekends. That information is worth protecting with the
same seriousness you apply to banking or email.

Public networks at race events and hotels are not going away. They are convenient, and
race-day travel already involves enough logistical stress without adding cellular data math to the
equation. The goal is not to stop using these networks but to use them with a clear-eyed
understanding of what they expose and what you can do about it.

Sync smart. Check your VPN. And know that your running life involves a lot more data than your
finish time.



	What Running Apps Know About Your IP Address and Online Activity 
	What Running Apps Actually Transmit When You Sync 
	Public Wi-Fi at Race Events: A Privacy Minefield 
	What an Exposed IP Address Can Reveal About You 
	Your GPS Route Data: The Privacy Layer People Miss 
	How VPNs Help Runners on the Road 
	Comparing Connection Types for Runners on the Road 

	Checking That Your VPN Is Actually Working 
	Practical Steps for Race-Day Network Safety 
	What Staying Private Means for Runners Going Forward 


