Kak He cTaTb XepTBOM nNpuU OCYLLECTBIIEHUMU
dmHaHCcoOBbIX onepauuun B cetn UHTepHeT

Yto ceromHss MOXKET OBITh
mpoimie, 4YeM  KynuTh B
WHTEpPHETE  IMOHPABUBIIUNCS
toBap? CoBEepmIMTh TaKyro
MOKYIIKY MOXKET Jake peOeHOK
WM TI0JTh30BaTeNb, HE BITOJIHE
YBEPEHHO BJIAJICIOLIUI
HaBbIKaMU paboThI c
MEPCOHATBHBIM KOMITBIOTEPOM.
OtoT mponecc 00yCIOBIEH
TEM, YTO OOJIBIITMHCTBO JIOJEH
~ ceromHs BCE qame
UCTIBITBIBACT JS(OUIMT CBOOOJHOTO BPEMEHHM M TPATHTh €r0 Ha TOXOABI IO
Mara3puHaMm, OCOOEHHO B TIOMCKaX OOBIYHBIX TOBAapOB, CTAlO JJIsI MHOTHX
HEJAOCTYITHOH pocKomblo. KpoMe 3Toro, KymuTh WM TpoOAaTh TOBAp B CETH
HNHTepHeT cTamo o4eHb MPOCTO OJaromaps OTPOMHOMY YHCTY TOPTOBBIX IIIONIAJIOK,
KOTOpBIE JEIA0T ATOT MPOIECC MAKCUMAIIBHO OBICTPHIM U YIOOHBIM, TIPEI0CTABIISISA
BO3MOXXHOCTH OIUIATHI C UCIIOJIb30BaHUEM OAHKOBCKHUX IIJIATEKHBIX KapT M IOCTABKU
TOBapa B 000U yroJoK MHpA.

HauboJiee pacnipocTpaHeHbl COCOObI COBEPIICHUS NPECTYIICHUM

1. «IIpexonsiara» (00OMaH NMpPoAABIIA)

CyTh HaHHOTO cIoco0a 3aK0YaeTcs B TOM, YTO 3JIOYMBIIUIEHHUK BBICTYNAaeT B
ponu nokynarens. Ha oqHO M3 MHTEPHET-IUIOMIA0K C OObSIBICHUSIMUA OH HAXOAUT
IIPOJABLIA U KONMPYET €ro KOHTakTHele naaHHble. [locine dyero wumer ero B
MEeCCeH/Kepax (COLMAIBbHBIX CEeTAX), NPEeACTaBISCh IMOoKymnarenemM. B xone
NEPENUCKH, 3TTOYMBIIIJIEHHUK COOOIIAET, UTO TOBApP €EMY MOHPABUIICS U OH XOUET €r0
OpUOOpECTH B CBSI3UW C 4YEM YK€ SIKOOBI COBEpLIMJI MpeAoIrary (3a4acTyro
BBICBUIAETCSI CKPUHIIOT 3JEKTPOHHOTO KapT-ueKa O MEepeyucieHuu cpeactn). Jis
TOr0, YTOOBI TMOJYYUTh JAHHBIE CpPEACTBAa NPOAABIY BBICHUIAIOT CCBHUIKY Ha
NOJJENbHYIO CTPaHUIly (OHA BBINVISIAUT KaK OJUH U3 Pa3leioB OPUIMAIBLHOTO caiTa
UHTEPHET-TUIONIAJAKN UM OAHKOBCKOTO YUPEXJIEHHUs ), TAE MPOJABIy HYKHO BBECTHU
HOMEP CBOEM KapThl, UM JepxKarens, cpok aeuctBuss, CVV-kon yka3aHHBIA Ha



000poTHOU cTOpoHE KapThl (MHGpOpManuio, comaepxairytocss B CMC-coobmieHuu,
MOCTYNHBIIIEM W3 OaHKa, NI MOATBEPXKICHHS TONy4deHHs mpenoruiatel). [locie
TOJTyYeHHUS KOH(PUICHINANBHBIX CBEACHUH, 3JTOYMBINIJIEHHUK COBEPINACT XUIICHUE
CPEICTB.

2. «/locraBka» (00MaH MOKyHAaTe/IA)

370yMBIIIUIEHHUK Ppa3MeIaeT OObSBICHUE Ha HWHTEPHET-IUIONIAJKE O MPOJaxe
TOBapa MO KpaifHe BBITOAHOW IieHe. [locie Toro, Kak MOTEHITMATBHBIN MOKYAaTelh
HAUYMHAET BECTH TMEPENUCKY BO BHYTPEHHEM 4Yare TUIOMIAKH, 3JI0YMBIIIJIEHHUK O]
Pa3IUYHBIMU MPEATIOTaMU yOeXKAAeT €ro MPOAOIKUTE OOLIEHUE B MECCEHDKEPE MU
cornuanbHOM ceT. Bo BpeMsi 001IeHnsI MOIIIEHHUK YTOBApUBAET IMOKYIIATENs BHECTH
npenoriary uid opOpMHUTH JOCTaBKY, U YTOOBI Pa3BesITh COMHEHHS TOKYIaTels,
coob1maer o sKoObI HOBOW yCIIyre yaepsKaHus (XOJIUPOBAHUS) CPEACTB, KOTOpas
MOSIBIJIACh Ha TOPTOBOM IJIOMIAJKE, T.€., €CIIH TOCTAaBKa HE MIPOU30MIET, TO TOProBast
TUTOMAKa aBTOMATHYECKH BEPHET CpeAcTBa Ha KapTy. lIpm 3ToM moKymaremto
BBICBIJIACTCS CCHUTKA HA TIOCIBHYIO CTPAHUITY, KOTOpas UMUTHPYET OHUITHATIEHYIO
CTpaHUIy TOPTOBOM IIJIOMIAIKH WJIM UHTEPHET-OaHKUHTA, TJe HY>)KHO BBECTH JTaHHBIC
KapThlI (J1aJiee OCYIECTBISIOTCS JEUCTBUS 110 cXeMe oOMaHa MPoJIaBIa).

3. Ucnosan3oBanue CONMNAJLHBIX ceTel

OcyIiecTBUB HECAaHKIIMOHUPOBAHHBIA JIOCTYIl K TMEPCOHAIBHBIM aKKayHTaM
noJsib3oBareniss cetu VHTepHeT, 370yMBINUICHHUK PacChIIaeT BCEM BHUPTYaTbHBIM
«Ipy3bAM» TIOTEPIIEBIIETO MPOCHOY TMOJA Pa3IMYHBIMUA MPEAJIOraMu  COOOUTUTH
PEKBU3UTHI OAHKOBCKOW TUIATEKHON KapThl. DTO MOXET ObITh €€ (POTO WK MPOCTO
HOMEp, CPOK JCHCTBUSI M MHBIE PEKBU3UTHI, IPU ITOM, XOTh B OOJBIITMHCTBE CBOEM
IIKOJIbHUKN OAHKOBCKHX KapT HE MMEIOT, HO JKeJlas MOMOYb «JIPYTy» OYEHb YacTO
UCIIOJIb3YIOT KapThl CBOMX POACTBEHHUKOB WM Apy3eu. [lopoil mpecTynHuKr npocst
IIPOCTO HOMEpP MOOWMJIBHOTO TeleoHAa M JIMOO TMBITAIOTCS TMOXUTUTH CO CYeTa
TenedoHa ACHBIM WA HAOOOPOT HCMOJB3YIOT €ro Kak IMPOMEXKYTOYHOE 3BEHO,
HampaBJsii Ha J3TOT CYET 4YyXHE JACHBIHM, MEPEBOAS HMX 3aTeM Jajblle, 4TOObBI
3aImyTaTh CBOM CJE/Abl (MPAKTHUYECKU BO BCEX CIyYasX XHUIICHUS JIEHEKHBIX CPEICTB
CO CYETOB MOOWIIBHBIX TeNe(OHOB MOTEPHEBIINE €Ile COOOIIaIu MPECTYIMHUKY
MIEPCOHANIbHBIE KOJIbI, MPUXOASIINE B BUIE CMC-COOOIIEHUH Ha TeaedOH).

4. 3BOHOK OT «ImpeacraBuTe/sD» 0aHKa ¢ NMPOCHLOOM CPOYHO NPEIOCTABUTH
HE00X0IMMYI0 HH(pOPMALIHIO



[IpecTynHUKM OT HWMEHHM COTPYJHUKOB OaHKa COOOIIAIOT, 4YTO HEOOXOIUMO
OCYIIECTBUTh KaKHe-JIMOO NEeUCTBUS ¢ OAHKOBCKOM IIATEXXHOM KapTOM, TaKk Kak
KTO-TO JIMOO TBITAETCS MOXUTUTh C HEE JCHEXKHBIE CPEACTBa, JIMOO odopmisieT
KPEAUT WM MPOU3BOAUT IMOMO3PUTENbHYIO OruiaTy. JlJis MacKUPOBKH MPECTYIMHUKU
UCTIONB3YIOT (PYHKIMIO «IOJMEHBI HOMEpa», KaK CIEACTBHE y TOTEPIEBIIETO0 Ha
KpaHE MOOMJIBHOTO TenedoHa MOXKET OTOOpaXKkaTbCsl COBEPUIEHHO JIIOOOM
aboHEeHTCKHI HOMep TenedoHa, 3aJaHHBINA 3JTOYMBIIUIEHHUKOM. JTO MOTYT OBITH
HOMepa OAaHKOBCKUX YUPEXKICHUN WIM UHBIX a0OHEHTOB, KOTOpPbIE Ha CaMOM JIEeJie
HUKOMY 3BOHKH HE OCYIIECTBIISIFOT, & CaM 3BOHOK MO CBOMM BHEIIHUM IMpPHU3HAKAM
HUYeM He OyrmeT mnomo3putenbHbM. [lonyunB HeoOXoAMMYI0 HHQOPMAIHIO O
PEKBHU3UTAX KapPThI, MPECTYITHUKH OCYIIECTBIISIOT XUIICHHUE.

1 TOr0, YT00BI HE CTATh KEPTBOM KHOEPNPECTYNIHMKOB, COBEPIIas CACJIKH B
ceru UHTEpHET CiIeayer:

- BECTH OOIIEHWE C TOKymarelsMu (MpOAaBIlaMU) TOJIBKO BO BHYTPEHHEM YaTe
TOProBOM IUIOIIAJKK (3a4aCTYH0 TOPTOBbIE€ IUIOMIAJKU OJOKHUPYIOT BO3MOXXHOCTH
nepexo/ia Ha MOJIIETIbHbBIE PECYPCHI);

- BeAs OOIIEHUE C IMOJb30BaTEIeM CTOUT MEPEUTH K ero mpoduito U oOpaTUTh
BHHMAHWE Ha JIaTy CO3JaHusl (€CIM OH CO3/1aH HECKOJIbKO JHEH Ha3all, TO 3TO
JOJKHO BBI3BATh JOMOJHUTENBHYIO HACTOPOXKEHHOCTB);

- OYEHb BHHUMATEIHHO OTHOCHUTCS K JIFOOOMY CiIydaro, KOrjla HeOOXOJUMO BBECTH
JaHHBIE KapThl WK UH(OPMAIIUIO, MPETOCTABICHHYI0 OaHKOM (CMC-KOJ, JIOTUH WU
napojb OT UHTepHeT-0aHkuHra). CaMblil HaJIeXKHBIN c1OCcO0 yOepedb CBOU CPEJICTBA
— 3TO HUKOMY HE COOOIIaTh PEKBU3UTHI CBOECH KapThI;

- YTOYHUTD Y CO6€C€I[HI/IK21 HOMCD Teﬂe(l)OHa CCJIM OH HC YKa3adH B 06T>5IBJ'ICHI/II/I, a
ITOTOM ITIO3BOHUTC HA 3TOT HOMCD, YTOOBI YGG,Z[I/ITBCH, 4TO OH PCAJICH U IIPHUHAIJICKUT
HMCHHO IIOJIB30BATCJIFO, C KOTOPBIM Bbl COBCPIIACTEC CACIIKY (OIIGHB qacCToO
3JIOYMBINIJIICHHUKKW HCIIOJIB3YIOT HOMCpa TCJ'IC(bOHOB, B3ATBIC B AapCHAY Ha
HCIIPOAOJDKHUTCIIBHOC BPCMS U (1)I/ISI/I‘ICCKOFO A0CTyIla K HEMY, HC I/IMCIOT);

- UCITIOJIb30BATb OTACIbHYTO 6aHKOBCKYIO KapTy I OCYHICCTBIICHUA ITOKYIIOK B CCTU
I/IHTepHCT, Ha KOTOpOﬁ HC XPaHATCA ACHCKHBLIC CPCACTBA M HA KOTOPYIO HC
nocTtynacT peFYJISIpHBIfI JA0X04 B BUJIC 3apa60TH0171 IJ1aThl, CTUIICHANN UJIN IICHCUH,



- m30erath mepexoda IO  HEW3BECTHBIM  HMHTEPHET-CCBHIIKAM,  KOTOPHIE
MIPEIOCTABIISIIOTCA B XOAC TMEPEMHUCKUA SKOOBI ISl TIOMYyYCHHs MPEAOIiaThl WA
ohopMIICHUS TOCTABKH.

- ecnii Bel Bce ke mepenuid mo mojo0HON CChUIKE W BUJUTE YBEIOMIICHHE O TOM,
YTO B CUCTEME HUMEETCS JICHEXKHBIM MEpPeBO U Il €ro MOJYyYEHHS] HEOOXOIUMO
BBECTH JJaHHbIC OAHKOBCKOM IUIATEXHON KapThl, HU MPU KaKUX OOCTOSTEIHCTBAX HE
BBOJIUTE 3alpallMBacMbI€ CBEICHMUS, TAaK KakK 3TO MPAMOM MyTh K YTpare
COOCTBEHHBIX CPEJCTB.

- ecnu BeI Bce ke BBeNnM JaHHBIE CBOCH OAHKOBCKOW KapThl HA MOAIEITIEHOM pecypce
WM COOONIWIM WX TOCTOPOHHEMY JIMIlY, HEOOXOAMMO B CPOYHOM TOPSIKE
pPOU3BECTH OJIOKMPOBKY KapThl, TO3BOHMB B OaHK JHOO CaMOCTOATEIHHO B
WHTEpPHET-OaHKUHTIE.

- ecnii Bam mocTynuit 3BOHOK U3 «0aHKa» HU MPU KAaKUX OOCTOSITENIbCTBAX, HUKOMY
U HUKOTJA HEe coolmiaiTe nHGOpMAIINIO 0 cede WU CBOEH OaHKOBCKOW TJIaTeKHOU
kapte. Ecniu Bam Oyner 3BOHUTH HACTOSIIIMKM COTPYAHHK OaHKa, TO OH TOYHO OyaeT
3HaTh, KAK MUHUMYM HoMmep Baield OaHKOBCKOW TJIATEXKHON KapThl U HUKOITIA HE
CIIPOCHUT KOH(PHUACHITNATHHYIO HH(DOPMAIUIO B TEIEPOHHOM PEKUME.

- YTOYHHTE C KeM HMEHHO Brl o0Imaerech, mocie 4ero MOJOXKHUTE TPYyOKy U
Nepe3BOHUTE HA HOMEDP TesedoHa, KOTOPhI oToOpaxkalncsa y Bac Ha skpane (B 3TOM
ciydyae Bbl CBSDKMTECh MMEHHO C TeM AaOOHEHTOM, KOTOPOMY MPUHAIJICKHUT
yKa3aHHBIM HOMEpP, @ HE CO 3JIOYMBIIUICHHUKAMHU, KOTOPHIE €r0 HMCIOJIb30BaIU C
IEJIbI0 CKPBITh CBOM HACTOSIIIIMM HOMEP) U YTOUHUTE CYyTh BO3HUKIIIEH MPOOIEMBI.

- ecnu ke Ha Bac okasbIBaeTcsl MCUXOJOTUYECKOE JAaBJICHHUE Yrpo3aMu, 4TO 4epe3
HECKOJIbKO CeKyHJ Bbl moHeceTe ¢uHaHCOBBIE NOTEpHU, KTO-TO opopMuUT Ha Bac
KpeauT win yTo eciii Bel He coodiuTe TpedyeMyto nH(opmaluio, To KapTy BooOIe
3a0JI0KUPYIOT, HE BOJIHYHTECh, 3TO OObIYHAs YJIOBKAa MPECTYIHUKOB, TJIaBHAs 1ENb
KOTOPBIX BBECTH Bac B coCTOsIHUE HEYBEPEHHOCTH M CTpaxa MOTEepATh cOepeKeHUSI.



