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Executive Summary 
Cyber security has become crucial for protecting an organization’s digital assets. When malicious 
incidents happen on the digital front, companies’ information in databases and web servers gets 
adversely affected. Cyber security’s importance in protecting our digital assets from exposure 
and exfiltration is unmatched in our growing digital industry. 

In this analysis Premium House Lights server was compromised in a cyber attack. The attack 
was directed to extract sensitive information about the company. Within a short span of time, the 
perpetrator was able to maneuver around the system and obtain sensitive information about the 
company’s clients. The information includes the name, addresses and phone numbers of business 
owners associated with Premium House Lights. The recommendation is not to pay the attacker, 
and the rationale behind this decision is found later in the report. This report will summarize the 
incident timeline, provide a technical analysis of the process of the attack, and include 
recommendations to remediate and recover from this event.  
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Incident Timeline 
List of Tactics, Techniques of Attack, and Time mapped to MITRE ATT&CK Framework 

Tactic Techniques of 
Attack 

Time 

Reconnaissance 
(TA0043) 

SiteCheckerBotCrawler 
deployed to find available 

entry points 

2022-02-19  
21:56:11 – 21:57:40 

Reconnaissance Port scans to identify 
available entry points  

2022-02-19  21:57:02 

Reconnaissance RST, ACK on multiple 
attempts to access ports 

2022-02-19  
21:57:02 – 22:02:56 

Execution 
(TA0002) 

Used Python to execute 
malicious scripts 

2022-02-19 21:59:12 

Discovery 
(TA0007) 

Used Nmap to scan target 
environments 

2022-02-19 21:59:44 

Credential Access 
(TA0006) 

Employed Dictionary-based 
password attack on servers 

2022-02-19 
21:59:56 - 22:00:18 

Privilege Escalation 
(TA0004) 

Use of Sudo Caching to gain 
privileged access to database 

2022-02-19 
22:00:48 – 22:00:55 

Discovery Use of MySQL to find more 
information in the database 

about customer records 

2022-02-19  
22:01:03 – 22:01:31 

Exfiltration 
(TA0010) 

Copies the database files and 
transfers to perpetrator’s file 

2022-02-19 22:01:45 

Exfiltration Transfers the file to the 
attacker’s system 

2022-02-19 22:02:26  

Exfiltration Removes traces of the file 
from the system and exits the 

server 

2022-02-19 22:02:36 

Note: Another Tactic used throughout the Timeline is Lateral movement, where the attacker 
ventures throughout the server to access different files and systems. The overall sequence in the 
Incident Timeline illustrates Mitre Framework Lateral movement Tactic respectively. 
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Technical Analysis 
Introduction Towards Attack 

File Integrity Hash Check 

 
Disclaimer: Before beginning any analysis, we must assess whether the files have or have not 
been changed or modified to validate file integrity. I used the application HashCalc to conduct a 
process analysis of everything in the artifact folder to match the hashes given in the 
sha256sum.txt file. To confirm, there was no data tampering, and all file integrity remains 100% 
in the clear.  

Suspicious Log Activity 

 

We begin by examining the PCAP files of Premium House Light’s webserver and database using 
Wireshark. After careful analysis, it is clear that an intrusion was detected in the Premium House 
Light server. Suspicious packet data shows that the computer is sending a PSH request to let the 
system know a request needs to be fulfilled. The attacker then conducts his actions shortly 
afterwards. Also, the ARP protocol shows that the attacker is trying to communicate with the 
webserver to exploit and gather information about Premium House Light’s database. The attacks 
and techniques used by the attacker will be discussed in this technical analysis. 
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Process of Attack 
whoami and python exploit 

 

(1)​We will begin by examining the logs and using the Mitre ATT&CK framework to assess 
the first part of the attack. The attack was an Execution exploit that targeted Premium 
House Lights' web servers. Using the whoami command, the logs displayed information 
about privileged information of the local system. Then based on the Mitre framework, the 
attacker used python to execute malicious scripts onto the server to extract more 
information about sensitive credentials (Mitre, 2020). 

Dpkg Nmap and ifconfig 

 

Nmap scan 

 

(2)​The attacker then used the dpkg command to install and configure the software Nmap to 
search for confidential information running on Premium House Light’s networks. This is 
done to discover open ports to attack and detect Premium House lights vulnerabilities in 
its systems. The attacker then uses the command “ifconfig” to learn about the network 
interfaces. 
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Brute Force credential seeking (1) 

 

Seeking (2)                                             Seeking (3) 

 

Seeking success (4) 

 
(3)​The next step to the threat actor’s attack will be discussed. Based on the CAPEC and 

Mitre framework, the attacker used a dictionary-based password attack to attempt to gain 
unauthorized access to the Premium House Light server. The attacker used default 
passwords to guess Premium House Light’s server login information (CAPEC, 2021). As 
seen in the diagrams above, the bad actor tried to access the system with easy-to-guess 
credentials and eventually was able to access the system, as seen in “Seeking success 
(4)”. Also, the type of brute force method like the one described will almost always 
expose sensitive authorization with weak passwords. The attacker managed to enter the 
database directory and will continue their attack. 
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Netstat information 

 

(4)​Based on analysis of the diagram, when the attacker typed in the command “netstat” the 
results displayed the incoming and outgoing connections, routing tables and ports that are 
listening (Carrigan, 2020). The threat actor identified the information they intended to 
find (Highlighted in yellow) and proceeded to the next phase of their attack. This was 
done after obtaining the credentials to access the database directory 

 
Granting Privilege  

 

(5)​The entry to Premium House Light systems is shown in the image above. The log shows 
that the system granted executive privileges without any integrity check to verify the user. 
Thus, the attacker was able to register elevated privileges using the command “sudo my 
sql – u root -p.” This command creates a new MySQL user profile and grants executive 
privileges (phoenixNAP, 2019). Thus, inputting this command allows the attacker to 
perform administrative tasks on Premium House Light’s network. 
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Database breach 

 

(6)​The attacker then entered the database directory and typed “use mysql” meaning they 
intend to venture into another part of the database to seek information. MySQL is a 
database management system that contains various ways to display information about an 
organization (MySQL, 2023). Thus, this command allowed the attacker to inspect and 
examine the database.  

(A) Show Tables                     (B) Select “User” 

     

(7)​After entering the “Tables_in_mysql” in (A) by executing the command “show tables;” 
the attacker proceeds to select the following option in the table, “user” in (B). The 
command “SELECT * FROM user;” was inputted to find more sensitive access 
information within the system. (Note: a full copy of the Tables_in_mysql can be found in 
Appendix A below). 
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Accessing Customer Data 

 

(8)​After selecting “users” from step (7), the attacker enters the command “show tables” to 
find information in the database. Then the attacker enters the “SELECT * From 
customers;” to display Premium House Light’s customer information, such as their 
name, address, and country of residence. It is to note that in this table, the customers are 
business owners. (See appendix B for a sample of the table data).  

Data Find and Extract 

 

(9)​The attacker then exits mysql and types the command “sudo mysqldump -u root -p ph1 > 
ph1.db”. By typing “sudo” the attacker is granted administrative privileges for their 
following action. The command “mysqldump – u root –p phl > ph1.db” generates a 
backup of Premium House Light’s database “ph1” (Upadhyay, 2020) and sends the data 
into a new file “ph1.db” that the attacker created. The attacker then selects the data file 
"file ph1.db" from the system and displays the first 50 lines of information using the 
command “head -50 ph1.db”. 
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Command Transfer 

 

(10) The attacker then enlists the database directory concerning the file “ph1.db” with the 
command “ls” (javaTpoint, n.d.). The attacker then used the command “scp ph1.db” to copy 
and transfer the file data from Premium House Light’s database into their remote system 
(Note: The attacker’s exfiltration IP is 178.62.228.28). The attacker then inputs their 
password: fierce123, to grant access to their own system. 

Final Steps 

 

(11) The attacker’s final steps are to remove their footprints from the exfiltration of Premium 
House Light’s system by issuing the command “rm ph1.db”. This deletes the file gathered 
from the database in an attempt to cover their tracks (Megida, 2022). The attacker then leaves 
the system by issuing the command “exit”. 
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Extra Analysis Artifact 

 

(Extra) This artifact was given to us in the briefing of this report. The artifact shows the 
information on clients’ names and phone numbers, indicating that the analysis done in the 
webserver and database PCAP file is correct. Therefore, this artifact confirms the accurate 
investigation of the webserver and database PCAP files in this Technical Analysis. 
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Recommendations 
Ransom Payment Guidance 

The question now comes down to whether Premium House Lights pays the ransom or 
not. I will explain my understanding and use my expertise to answer this scenario clearly.  

First, we should never pay the blackmailer. If we do so, it will almost always lead to 
another demand for money in the future. There is no conclusion that if we pay now, it will be a 
final payment (Ahearn, 2018). 

Second, we should not pay the ransom since the attacker possesses the information. This 
means that even if we do pay, there is no guarantee that our data is safe from future exploitation. 
The attacker in this scenario still has the information meaning they are in the driver’s seat and 
maintains overall control. The attacker could still expose our data even after we pay the ransom. 

Finally, since the data leaked is not sensitive personal information like credit cards, SIN 
numbers, or Health card numbers, the devastation of the impact of exposed information is low. 
Based on the artifacts presented in this scenario, the attacker exfiltrated data about client names, 
phone numbers and locations which does not reveal data which can cause significant damage to 
us and our clients. 

Therefore, based on the three criteria listed, we should not pay the ransom. Doing so only 
perpetuates similar events in the future. We might lose some client confidence since the data 
exposed was about our customers, but nothing of the exposed data will cause significant 
credential damage to our clients. Therefore, we should take the necessary action of not following 
up with the attacker and paying the ransom.  
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Incident Remediation and Recovery Recommendations 
Actions to Contain and Remediate 

The most crucial objective of incident response is to stop the damage and prevent further 
complications. By using a Triage framework, we will understand the incident and its impact on 
our operations and data systems (Trailhead, 2023a). We need to do five things in the containment 
and remediation phase. 

1.​ Identify affected assets 
2.​ Identify the systems in which the exploitation took place 
3.​ Prevent any potential threats in our systems by updating credential access 
4.​ Eliminate the threats from our system 
5.​ Communicate with clients affected 

In the containment phase, we will first identify the affected assets to see what the attacker was 
targeting. Then we will look for the systems where the exploitation took place to understand the 
attacker’s techniques. Thirdly, we will prevent any potential threats that might surface by 
updating our credentials in our systems. After, we will remove any threats that still linger in our 
system to complete the remediation. Finally, after the four steps have been accomplished, we will 
inform our clients that our system information has been compromised. This step allows the 
clients to change their credentials to prevent future complications. 

By following these five steps, Premium House Lights will be able to contain the attack and move 
on to the recovery phase. 

Actions To Recover Business Processes 

It is essential that we recover our systems and restore them to their original status. We must 
ensure no threats linger in our system to bring our systems back online to full operation 
(Trailhead, 2023b). There are three steps in this process 

1.​ Notify the system owner to restore system services 
2.​ Test the system to see if the system is clean and fully functional 
3.​ Monitor the system for abnormal behaviour 
4.​ Document the incident 

In the recovery phase, we must notify the system owner to coordinate steps to restore system 
services. We will then test the system to see if it functions normally and return it to how it was 
before the incident occurred. Then we will monitor the system for any abnormal behaviour that 
might arise after we restore the system. Finally, we will document the incident to improve, 
protect and prevent similar incidents from occurring. 
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Post-Incident Recommendations 
#1 – Protect Access to Sensitive Database Authentication 
NIST Domain: Protect 
Observation: Premium House Lights lack access control protection in their systems 
Recommendation details: Premium House Lights has a huge database server that contains the 
information of clients that use its servers. The attacker used a dictionary attack to enter the 
system. Premium House Lights should improve their systems by changing usernames and 
passwords that are not easy to guess or exploitable. 

 

#2 – Improve Detection and Identification of Anomalies 
NIST Domain: Detect 
Observation: Premium House Lights did not recognize access attempts 
Recommendation details: Premium House Lights were not able to detect and recognize a vast 
amount of access attempts in multiple ports trying to gain unauthorized entry to their system. 
To prevent this from happening in the future, Premium House Lights should implement 
intrusion detection systems to identify and prevent malicious activity that arises in their 
network. 

 

#3 – Improve Detection of Command and Scripting Exploits 
NIST Domain: Detect 
Observation: Premium House Lights systems did not recognize Python scripting attack 
Recommendation details: Premium House Light’s system was compromised by a Python 
scripting exploit at the beginning of the data exfiltration. The attacker inserted malicious 
scripts into the system to gain information about the system. To detect and prevent this exploit 
from happening again, Premium House Lights should implement antivirus/antimalware 
software into their systems. The software is utilized to automatically detect the attack and stop 
the Python script exploit from executing. 

 

#4 – Improve Unauthorized Privilege Escalation 
NIST Domain: Protect 
Observation: No authorization before privilege escalation in Premium House Light’s server 
Recommendation details: When the attacker entered Premium House Light’s webserver, they 
typed a command and entered Administrator mode without authenticating their credentials. 
Thus giving them high-level access to various parts of the server, including the database. To 
prevent this from happening again, Premium House Light should restrict file and directory 
permissions by requiring a password to enter privilege mode. 

 

#5 – Authorize Data Transferring to Prevent Exfiltration 
NIST Domain: Detect/Protect 
Observation: No authorization was required to tamper and transfer data  
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Recommendation details: The attacker was able to make a copy of the database file and then 
transfer it to their own file. The attacker exfiltrated the data into their own servers without 
authorization from Premium House Light’s network protocols. To prevent this from happening 
in the future, Premium House Lights could implement network intrusion prevention to identify 
traffic in their servers. Thus, monitoring their systems and keeping track of the traffic that goes 
in and out. 

 

#6 – Develop a Response Framework 
NIST Domain: Respond 
Observation: Response Framework needed to address and mitigate attacks 
Recommendation details: Premium House Lights needs to develop a response plan to the 
attacker’s infiltration into the system. Communication with administrative personnel is integral 
in responding to the attacker’s actions. Analysis of the event is also needed to examine the 
evidence and decide on future preventative measures.  

 

#7 – Develop a Maintenance Framework 
NIST Domain: Protect 
Observation: Monitoring and maintenance is needed to ensure incidents are addressed and 
resolved 
Recommendation details: Premium House Lights must develop a maintenance framework to 
implement appropriate safety protocols to monitor the system’s critical services. If Premium 
House Lights develops a maintenance framework, future attacks can be spotted and dealt with 
in a timely manner. Thus, preventing data breaches and exfiltration of information. 

 

#8 – Review the Details of the Incident and Develop Framework 
NIST Domain: Respond 
Observation:  After analyzing the attack, a good step towards mitigating these kinds of events 
would be to seek improvements in our system, as Premium House Lights did not use a 
framework to mitigate vulnerabilities.  
Recommendation details: Premium House Lights needs to review what went well and what 
did not go according to plan in order to create a framework for the future. By analyzing the 
incident and improving human interaction and system functions, future attacks can be 
mitigated effectively on a technical scale.  

 

#9 – Recover the System and Implement Preventative Measures 
NIST Domain: Recover 
Observation: A good recovery function supports timely restoration to normal operations and 
reduces the impact of the incident 
Recommendation details: Premium House Labs will need to create a recovery plan to restore 
their systems and information to how it was before the attack. Premium House Labs will 
identify solutions to mitigate future incidents by implementing improvements in the recovery 
phase. An excellent example of a recovery plan includes procedures that test, execute, and 
maintain the system's function and integrity. 
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#10 – Create a Risk Management Plan 
NIST Domain: Identify 
Observation: Prevent future attacks from occurring with a risk management plan 
Recommendation details: Premium House Lights needs to adopt a risk management 
framework to identify risks and mitigate future attacks from disrupting their internal system. 
When selecting risk management tools, the project team will need to analyze their system 
requirements and available resources to decide what tools they will utilize. Creating a risk 
management plan will benefit Premium House Light’s security and authentication. 

Note: #10 is generally a good practice for Premium House Lights and is part of the Post-Incident 
Recommendations. It is not necessarily an incident itself. Including #10 is a vital step toward 
preventing future attacks from happening in the first place. 
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Appendix 

Appendix A: Tables_in_mysql 
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Appendix B: Sample of Customer Data  

 


