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TUYEN BO BAN QUYEN

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin ¢ thé dugc phép dung
nguyén ban hodc trich dung cho cac muc dich vé ddo tao va tham khao.
Moi muc dich khac mang tinh I¢ch lac hodc st dung véi muc dich kinh doanh thiéu

lanh manh s€ bi nghiém cam.



LOI GIOI THIEU

Viéc cung cp gido trinh, tai liéu tham khao cho sinh vién hoc tap, nghién ctu la
nhiém vu can thiét caa cac co sd gido duc nghé nghiép. Nha trudng bién soan tai liéu nay
nam trong ké hoach xdy dung hé théng gido trinh cac mon hoc. Muc tiéu cua gido trinh
nham cung cép cho sinh vién mot tai liéu tham khao chinh vé mon hoc nay, déng thot
trang bi nhimg kién thirc va mot sé k¥ nang chu yéu trong hoat dong nghé nghiép chuyén
mon.

Nha trudong xin bay to 10i cam on chan thanh dén cac thdy co 1a giang vién, gido
vién, nha nghién ctru, Ban chi dao bién soan, Hoi déng tham dinh gido trinh nha truong da
) géng hoan thanh nhi¢ém vu quan trong nay dé sinh vién c6 duoc tai liéu tham khao,
nghién ctru va hoc tap.

Mic du cac tac gia, Hoi dong bién soan gido trinh, Hoi déng tham dinh gido trinh da
thuc hién ding quy trinh chuyén mén va hét sirc ¢ gang, song gido trinh nay van khong
tranh khoi nhitng han ché, thiéu sot. Mong doc gia tiép tuc gop y dé nha truong tiép tuc
stra chira, hoan thién hon nira.

Xin tran trong cam on!

T.M TAC GIA THAM GIA BIEN SOAN
Chiu bién



MUC LUC

CHUONG 1: TONG QUAN VE AN TOAN VA BAO MAT THONG TIN...................... 5
CHUONG 2: MA HOA THONG TIN........coomiierieeeeeeeeeeeeeeeeseeee e, 8
CHUONG 3: NAT ( Network Address Translation)..............ccceeveevveeereereiireeeeeereeeneanes 17
CHUONG 4: BAO VE MANG BANG TUONG LUA........cooovvioeieeeseeeeee e, 31
CHUGONG 5: DANH SACH DIEU KHIEN TRUY CAP.....ooeoeeeeeeeeeeeeeeeeeeeeeeeen 43
CHUONG 6 : VIRUS VA CACH PHONG CHONG........cooovvereieeerceeeseseenns 58
TAILIEU THAM KHAO ... 76



GIAO TRINH MO DUN

Tén mon hgc: An toan va an ninh mang
Ma mon hoc: MH14
Thoi gian thye hién mén hoc: 60 gio; (LY thuyét: 26 gio; Thyc hanh: 30 gid; Kiém tra
4 gi0)
I. Vi tri, tinh chat ciia mén hoc:
- Vi tri: Mén hoc duoc bd tri giang day sau khi da hoc xong mén Mang may tinh.
- Tinh chat: Mén hoc nay thugc nhoém cadc mén chuyén mon bét budc.
I1. Muc tiéu cia mon hoc:

- Kién thtrc: Trinh bay dugc cac nguy co mat an toan; mot sb ky thuat bao vé
hé thong may tinh, h¢ thong mang; Hi€u dugc cac nguyén 1y an toan thong
tin; Trinh bay dugc cac thanh phan khac nhau trong mé hinh bao mat.

- Ky nang: C6 kha nang trién khai hé thong bao v¢ dong bd. C6 kha ndng phat
hién su c6 mét an toan may tinh va khic phuc su ¢ don gian.

-Vé nang luc tu chu va trach nhiém: Nghiém tac khi nghién ctru
III. N§i dung mén hoc.



CHUONG 1: TONG QUAN VE AN TOAN VA BAO MAT THONG TIN
Ma chuong: MH14-01
Giéi thiéu:

B4o mat 1a mot trong nhiing linh vuc ma hi¢n nay gidi cong nghé thong tin kha
quan tdm. Mot khi Internet ra doi va phat trién, nhu cau trao do6i thong tin tré nén can
thiét. Myc tiéu cua viéc n6i mang la lam cho moi nguoi co thé su dung chung tai
nguyén tir nhirng vi tri dia ly khac nhau. Ciing chinh vi vdy ma cac tai nguyén cling rat
dé dang bi phan tan, din dén mot diéu hién nhién 1a chiing s& bi xdm pham, gay mat
mat dir lidu cling nhu cac thong tin cé gid tri. Cang giao thiép rong thi cang dé bi tan
cong, do la mot quy luat. Tur do, van dé bao vé thong tin cling dong thoi xuat hién, bao
mat ra doi.

T4t nhién, muyc tiéu cta bao mat khong chi ndm gbi gon trong linh virc bao vé
thong tin ma con nhiéu pham tru khac nhu kiém duyét web, bao mat internet, bao mat
http, bao mat trén cac h¢ thong thanh toan dién tir va giao dich truc tuyén....

Moi nguy co trén mang deu 1a mdi nguy hiém tiém tang. Tt mot 10 hong bao
mat nho cua hé thong, nhung néu biét khai thac va loi dung voi ting suét cao va k¥
thuat hack di€u luyén thi cling c6 thé tré thanh tai hoa.

Theo théng ké cua té chtic bao mat ndi tiéng CERT (Computer Emegancy
Response Team) thi sd vu tAn cong ngdy cang tang. Cu thé nim 1989 c6 khoan 200 vy,
dén nam 1991 ¢6 400 vy, dén nim 1994 thi con s nay ting 1én dén muc 1330 vu, va
s€ con tang manh trong thoi gian toi.

Nhu vay, sé vu tn cong ngdy cang ting 1én v6i muc do chong mat. Piéu nay
cling d& hiéu, vi mét thuc thé ludn ton tai hai mat doi 1ap nhau. Sy phat trién manh mé
clia cong nghé thong tin va ky thuat s& lam cho nan tin cong, in cip, pha hoai trén
internet bung phat manh meé.

Internet 14 mot noi cuc ky hon loan. Moi thong tin ma ban thuc hién truyén dan
déu co thé bi xam pham, tham chi la cong khai. Ban c6 thé hinh dung internet 1a mdt
phong hop, nhitng gi dugc trao dbi trong phong hop déu duoc nguoi khac nghe thay.
V6i internet thi nhitng ngudi nay khong thdy mat nhau, va viéc nghe thiy thong tin
nay co thé hop phap hoic 1a khong hop phap.

Tém lai, internet 14 mot noi mat an toan. Ma khong chi Ia internet cac loai mang khac,
nhu mang LAN, dén mot hé thong may tinh cling cé thé bi xam pham. Tham chi,
mang dién thoai, mang di dong cling khong nam ngoai cudc. Vi thé chung ta ndi rang,
pham vi ctia bao mat rat 16n, no61 khong con goi gon trong mdt may tinh mot co quan
ma la toan cau.
Muc tiéu:

- Trinh bay dugc cac hinh thirc tAn cong vao hé thong mang;

- Xac dinh duoc cac thanh phﬁn cua mot hé théng bao mat;

- Thuyc hién cac thao tac an toan vdi may tinh.



Noi dung chinh:

1. Cac khai niém chung

Muc tiéu:

- M6 ta dwoe cdc doi twong ting cong hé thong mang ;
- Xdc dinh dwoc cac 16 héng bao mat.

1.1. Poi twong tan cong mang (Intruder)

La nhiing cd nhan hoac céac t6 churc str dung céac kién thirc vé mang va cac cong
cu pha hoai (phan mém hodc phan ctiing) dé do tim cac diém yéu, 16 hong bao mat trén
hé thong, thyc hién cac hoat dong xam nhap va chiém doat tai nguyén mang trai phép.

Mot s6 ddi tuong tin cong mang la:

- Hacker: La nhitng ké xdm nhdp vao mang trai phép bang cach st dung céc
cong cu pha mat khau hodc khai thac cac diém yéu cta cac thanh phan truy nhép trén
hé théng.

- Masquerader: La nhimng ké gid mao thong tin trén mang. M6t s6 hinh thirc gia
mao nhu gid mao dia chi IP, tén mién, dinh danh nguoi dung ...

- Eavesdropping: La nhitng ddi twong nghe trom thong tin trén mang, sir dung
cac cong cu sniffer; sau d6 dung cac cong cu phén tich va debug dé 1iy duogc cac thong
tin ¢6 gia tri. Nhitng ddi twong tn cong mang c6 thé nham nhiéu muc dich khac nhau:
nhu an cép nhirng thong tin c6 gia tri vé kinh té, pha hoai hé théng mang c6 chu dinh,
hodc ciling c6 thé chi 1a nhitng hanh dong vo ¥ thirc, thir nghiém cac chuong trinh
khong kiém tra can than ...

1.2. Cac 16 hong biao mat

Céc 15 hong bao mat 1a nhitng diém yéu kém trén hé thdng hodc an chira trong
mot dich vu ma dya vao d6 ké tan cong c6 thé xam nhap trai phép dé thuc hién céc
hanh dong pha hoai hodc chiém doat tai nguyén bat hop phap.

Nguyén nhan gy ra nhimng 16 hong bdo mat 1a khac nhau: c6 thé do 16i ctia ban
than hé thong, hodc phan mém cung cap, hodc do ngudi quan tri yéu kém khong hi¢u
sau sdc cac dich vy cung cap ...

Mirc @6 anh hudng cua cac 16 hong 13 khac nhau. C6 nhing 16 hong chi anh
hudng t6i chat luong dich vu cung cap, c6 nhiing 16 héng dnh hudng nghiém trong téi
toan bo hé théng ...

2. Nhu céu bao vé théng tin
Muc tiéu:
- Trinh bay dwoc cac nhu cau can bao vé trén hé théng mang
2.1. Nguyén nhén
Tai nguyén dau tién ma ching ta noi dén chinh 1a dit li¢u. Doi v6i dit liéu,
ching ta can quan tam nhirng yéu t6 sau:



2.2 Béo vé dir liéu

Nhitng thong tin luu trit trén hé thong may tinh cn duogc bao vé do cac yéu cu
sau:

- Bdo mat: nhiing thong tin c6 gia tri vé kinh t€, quan sy, chinh sach vv... can
duoc bao vé va khong 10 thong tin ra bén ngoai.

- Tinh toan ven: Thong tin khong bi méat mat hodc stra d6i, danh tro.
- Tinh kip thoi: Yéu cau truy nhap thong tin vao ding thoi diém can thiét.

Trong cac yéu cau ndy, thong thuong yéu cau vé bao mat duoc coi 13 yéu cau sb 1 ddi
vOi thong tin luu trir trén mang. Tuy nhién, ngay ca khi nhiing thong tin nay khong
duoc gitr bi mat, thi nhimg yéu cau vé tinh toan ven clng rat quan trong. Khong mot
c4 nhan, mot to chuc nao lang phi tai nguyén vat chat va thoi gian dé luu trit nhitng
thong tin ma khong biét vé tinh ding dan cta nhitng thong tin do.

2.3. Bdo v¢ tai nguyén sir dung trén mang

Trén thuc té, trong cac cudc tan cong trén Internet, ké tan cong, sau khi da lam
chu duoc hé théng bén trong, co thé sir dung cac may nay dé phuc vu cho muc dich
cia minh nhu chay cac chuong trinh do mét khau nguoi st dung, st dung cac lién két
mang sin co dé tiép tuc tn cong cac hé thong khéc.

2.4. Bio bé danh tiéng ciia co' quan

Mot phan 16n cac cude tan cong khong duoc thong bao rong rii, va mot trong
nhitng nguyén nhan 1a noi lo bi mat uy tin cia co quan, dac bi¢t 1a cac cong ty 16n va
cac co quan quan trong trong bd may nha nudc. Trong trudng hop nguodi quan tri h¢
thong chi dugc biét dén sau khi chinh h¢ thong ctia minh dugc dung lam ban dap dé
tan cong cac hé thong khac, thi ton that vé uy tin 1a rat 16n va co6 thé dé lai hau qua lau
dai.

Bai tap thuc hanh ciua hgc vién
Cau 1: Trinh bay cac d6i tugng ting cong hé thong mang

Cau 2: Boi véi dir liéu, ching ta can quan tam nhiing yéu t6 nao?



CHUONG 2: MA HOA THONG
TIN

Muc tiéu:

- Liét ké va phan biét dugc cac kiéu m3 hoa dir liéu;
- Ap dung dugc viéc mi hoa va giai ma véi mot sé phuong phap co ban;
- M5 ta vé ha tang tmg dung khoa cong khai;
- Thuyc hi¢n céac thao tac an toan véi may tinh.
1. Co ban vé mi hoa (Cryptography)
Muc tiéu:
- Trinh bay dwoc nhu cau sir dung ma héa;
- M6 ta duoc qua trinh ma hoa va giai ma.
Nhirng diéu ’cﬁn‘bﬁn vé n}ﬁ hq{l 7
Khi bat dau tim hi€éu vé ma hoa, ching ta thuong dat ra nhitng cau hoi chang

han nhu 1a: Tai sao can phai st dung ma hod ? Tai sao lai c6 qua nhi€u thuat todn ma
hoa ?...

1.1. Tai sao can phai sitr dung ma hoa

Thuat toan Cryptography dé cap toi nghanh khoa hoc nghién ciru vé ma hod va
giai ma thong tin. Cu thé hon 1a nghién ctru cac cach thirc chuyén doi thong tin tir dang
1d (clear text) sang dang mo (cipher text) va nguoc lai. DAy 1a mot phuong phap hd tro
rat t6t cho trong viéc chdng lai nhitng truy cap bat hop phap toi dit liéu duoc truyén di
trén mang, 4p dung mi hoa s& khién cho noi dung thong tin dugc truyén di dudi dang
mo va khong thé doc duge ddi véi bat ky ai ¢6 tinh mudn 13y thong tin do.

1.2. Nhu céu sir dung k¥ thuat ma hoa

Khong phai ai hay bat ky img dung nao ciing phai sir dung ma hoa. Nhu ciu vé
sir dung mi hoa xuat hién khi cac bén tham gia trao d6i thong tin muén bao vé cac tai
liéu quan trong hay gtri chiing di mot cach an toan. Céc tai liu quan trong c6 thé 1a: tai
liéu quan sy, tai chinh, kinh doanh hodc don gian 1a mdt thong tin nao dé mang tinh
riéng tu.

Nhu chiing ta da biét, Internet hinh thanh va phat trién tir yéu cau ctia chinh phu
M§ nham phuc vu cho muyc dich quan sy. Khi chiing ta tham gia trao d6i thong tin, thi
Internet 13 méi trudng khong an toan, day rai ro va nguy hiém, khong c¢6 gi dam bao
rang thong tin ma ching ta truyén di khong bi doc trom trén duong truyén. Do d6, mi
hoa dugc 4p dung nhu mot bién phap nham giup ching ta ty bao vé chinh minh ciing
nhu nhitng thong tin ma chung ta guri di. Bén canh d6, ma hoé con c6 nhiing tng dung
khac nhu 1a bao dam tinh toan ven cua dir liéu.

Tai sao lai c6 qua nhiéu thuét toAn ma hoa

Theo mot s6 tai lidu thi trudc day tinh an toan, bi mat cia mot thuat toan phu

thudc vao phuong thuc lam viéc cua thuat toan do. Néu nhu tinh an toan cua mot thuat



toan chi dua vao sy bi mat cta thuat toan dé thi thuat toan d6 1a mét thuét toan han ché



(Restricted Algrorithm). Restricted Algrorithm ¢ tdm quan trong trong lich st nhung
khong con phu hop trong thoi dai ngay nay. Gio day, né khong con duge moi nguoi sur
dung do mat han ché ciia nd: mdi khi mot user roi khoi mot nhom thi toan bo nhdém dod
phai chuyén sang sir dung thuat toan khac hodc néu ngudi d6 nguoi trong nhom do tiét
10 thong tin vé thuat toan hay c6 ké phat hién ra tinh bi mat cua thuat todn thi coi nhu
thuat toan d6 da bi pha vd, tat ca nhiing user con lai trong nhom budc phai thay doi lai
thuat toan din dén mat thoi gian va cong stc.

Hé thong ma hoa hién nay di giai quyét vin dé trén thong qua khoa (Key) 1a
mot yéu td c6 lién quan nhung tach roi ra khoi thuat toan mé hod. Do cac thudt toan
hau nhu dugc cong khai cho nén tinh an toan cia mi hoa gio day phu thudc vao khoa.
Kho4 nay c6 thé 1a bat ki mot gid tri chit hodc s6 nao. Pham vi khong gian cac gia tri
c6 thé co cua khoa duoc goi 1a Keyspace . Hai qué trinh m3 hoa va giai mi déu dung
dén khoa. Hién nay, nguoi ta phan loai thuat toan dua trén ) lugng va dac tinh ctua
khoda dugc st dung.

N6i dén ma hod tic 1a nodi dén viéc che dau thong tin bang cach sir dung thuat
toan. Che déu ¢ day khong phai 13 1am cho thong tin bién mét ma 1a cach thirc chuyén
tor dang to sang dang mo. Mgt thuét todn 1a mot tdp hop cia cac cau 1énh ma theo do
chuong trinh s& biét phai lam thé nao dé x4o tron hay phuc hoi lai di liéu. Chang han
mot thuat toan rat don gian ma hoa thong di¢p can gui di nhu sau:

Budc 1: Thay thé toan bo chir cai “e” thanh sb “3”
Budc 2: Thay thé toan bd chit cai “a” thanh sb “4”
Budc 3: Dao ngugce thong diép

Trén day 1a mot vi du rat don gian mo phdng cach lam viéc cua mdt thudt todn ma hoa.
Sau day la cac thuat nglr co ban nhat giup chiing ta nam duogc cac khai ni¢m:

l CipherText dig PlainText

-~ "‘\«th_’

PlainText

Encryption Decryption
S ®
,.. /
*®
Sender
Receiver

Hinh1: Minh hoa qua trinh ma hoéa va giai ma
Sender/Receiver: Nguoi giri/Nguoi nhan dit ligu
- Plaintext (Cleartext): Thong tin trude khi dwoc ma hod. Day 1a dir liéu ban dau
¢ dang 10
- Ciphertext: Thong tin, dir liéu da dugc ma hoa & dang mo
- Key: Thanh phan quan trong trong viéc mi hoa va giai ma
- CryptoGraphic Algorithm: La cac thuat toan dugc str dung trong viéc ma hoa
hodc giai ma thong tin
- CryptoSystem: Hé théng m3 hoa bao gdém thuat toan ma ho4, kho4, Plaintext,
Ciphertext



Ki hiéu chung: P 1a thong tin ban dau, trudc khi ma hoa. E() 14 thuat toan ma hoa. D()
la thuat toan giai ma. C la thong tin ma hoa. K 1a khoa.

1.3. Qua trinh ma hoa va giai ma nhw sau:

- Qua trinh ma hoa duoc mb ta bang cong thirc: EK(P)=C

- Qua trinh giai ma dugc mo ta bang cong thirc: DK(C)=P

Bén canh viéc lam thé ndo dé che ddu ndi dung thong tin thi ma hoa phai dam bao cac
muc ti€u sau:

a. Confidentiality (Tinh bi mat): Pam bao dit liéu dugc truyén di mot cach an toan
va khong thé bi 16 thong tin néu nhu c6 ai d6 cb tinh mudn c6 duge nodi dung cua dir
liéu gbc ban dau. Chi nhitng ngudi dugc phép méi c6 kha ning doc dugc ndi dung
thong tin ban dau.

b. Authentication (Tinh xac thyc): Giap cho nguoi nhan dir liéu xac dinh dugc
chic chin dit liéu ma ho nhan 1a dit lidu géc ban dau. Ké gid mao khong thé c6 kha
ning dé gia dang mot ngudi khac hay noi cach khac khong thé mao danh dé giri dix
liéu. Nguoi nhan c6 kha niang kiém tra ngudn gdc thong tin ma ho nhan duoc.
c. Integrity (Tinh toan ven): Giup cho ngudi nhan dir lidu kiém tra duoc rang dit
liéu khong bi thay dbi trong qua trinh truyén di. Ké gia mao khong thé c6 kha ning
thay thé dir liéu ban dau bang dir liéu gia mao

d.  Non-repudation (Tinh khong thé chbi bo): Nguoi giri hay ngudi nhan khong thé
chéi bo sau khi da giri hodc nhan thong tin.

2. D¢ an toan cua thuat toian
Muc tiéu:
- Trinh bay duoc cac thudt toan ma hoa

Nguyén tic dau tién trong mi hod 1a “Thuit toan nio ciing c6 thé bi pha v3”.
Céc thuat toan khac nhau cung cép murc do an toan khac nhau, phu thude vao dé phuc
tap dé pha vo chung. Tai mot thoi diém, do an toan cua mot thuat toan phu thudc:
- Néu chi phi hay phi tén can thiét & pha v& mot thudt toan 16n hon gia trj cta
thong tin da ma hoa thuat todn thi thuat todn do tam thoi dugc coi 1a an toan.
- Néu thoi gian can thiét dung dé pha vd mot thuat toan 1a qua 1au thi thudt toan
do6 tam thoi duoc coi la an toan.
- Néu luong dir licu can thiét dé pha v& mot thudt toan qué lon so véi lugng div
liéu da dugc ma hoa thi thuat toan do6 tam thoi1 duoc coi la an toan

Tu tam tho1 ¢ day c6 nghia 1a do an toan cua thuat toan d6 chi dung trong mot
thoi diém nhét dinh nao do, luon ludn c6 kha ning cho phép nhitng nguoi pha mi tim
ra cach dé pha v& thuat toan. Diéu nay chi phu thudc vao thoi gian, cong sirc, long dam
mé ciing nhu tinh kién tri bén bi. Cang ngay toc do xir Iy ctia CPU cang cao, toc do
tinh toan ctia may tinh ngdy cang nhanh, cho nén khéng ai dam khang dinh chic chin
mot diéu rang thuat todn ma minh xdy dung s& an toan mai mai. Trong linh vyc mang
may tinh va truyén thong ludn ludn ton tai hai phe dbi 1ap voéi nhau nhiing nguoi
chuyén di tin cong, khai thac 16 hong cua hé théng va nhitng ngudi chuyén phong thu,
xdy dung cac qui trinh bao vé hé théng. Cudc chién giita hai bén chang khac gi mot
cudc choi trén ban co, timg bude di, nude bude s& quyét dinh s phan ciia mdi bén.



Trong cudc chién nay, ai gidi hon s€ danh dugc phan thang. Trong thé gidi ma hoa
cling vy, tat ca phu thudc vao trinh d¢ va thoi gian...s€ khong ai c6 thé noi trude dugce
dicu gi. B¢ la diém tha vi cua tro choi.

3. Phan loai cac thuit toan ma hoa

C6 rat nhiéu cac thuat toan ma hoa khac nhau. Tur nhirng thuat toan dugc cong
khai dé moi nguoi cing sir dung va ap dung nhu 1a mot chuan chung cho viéc mi hoa
dit liéu; dén nhitng thuét toan ma hoa khong dugc cong bd. C6 thé phan loai cac thuat
toan ma hoa nhu sau:

Phan loai theo cac phuong phap:

- M3 hoa c6 dién (Classical cryptography)

- M4 ho4 d6i xtg (Symetric cryptography)

- M4 ho4 bat d6i xtimg(Asymetric cryptography)

- Ham bam (Hash

function) Phan loai theo sb

lugng khoa:

- Ma hoé khoa bi mat (Private-key Cryptography)

- Ma hoa khod cong khai (Public-key Cryptography)

3.1. M hoa co dién:

Xuat hién trong lich str, cic phuong phap nay khong dung khod. Thuat toan don
gian va dé& hiéu. Nhitng tir chinh cic phuong phap mi hoa nay da gitp chung ta tiép
can vé6i cac thuat toan mé hoa dbi xtmg duoc st dung ngdy nay. Trong ma hoa cb dién
c6 02 phuong phép noi bat do la:

- M hoa thay thé (Substitution Cipher):

La phuong phap ma tung ki ty (hay tung nhom ki tu) trong ban rd (Plaintext)
duoc thay thé bang mot ki ty (hay mot nhom ki tir) khac dé tao ra ban mo (Ciphertext).
Bén nhan chi can dao ngugc trinh tu thay thé trén Ciphertext dé c6 duoc Plaintext ban
dau.

Céc hé¢ mat ma co dién- Hé ma hoa thay thé(Substitution Cipher)

Chon mét hoan vi p: Z26 U Z26 lam khoa.

VD:
Ma hoa
ep(a)=X

AlBlc|D|]E|lFlcgl|lH]IT]|]JI]|K|L|M

d 1 r y v 0 h e y/ X wilp t




Gial ma:



dp(A)=d

Bang 10 “nguyenthanhnhut”
M3 hoéa “SOUDHSMGXSGSGUM”

- Ma hoa hoan vi (Transposition Cipher):

Bén canh phuong phap ma hoa thay thé thi trong mi hoa c6 dién c6 mot
phuong phap khac nita ciing ndi tiéng khong kém, d6 chinh 13 ma hod hoan vi. Néu
nhu trong phuong phap ma hod thay thé, cac ki tu trong Plaintext duoc thay thé hoan
toan bang cac ki tuy trong Ciphertext, thi trong phuong phap mi hoa hoan vi, cac ki tu
trong Plaintext van duoc gilt nguyén, chung chi dugc sép Xép lai vi tri dé tao ra
Ciphertext. Tc 13 cac ki tur trong Plaintext hoan toan khong bi thay d6i bang ki tu
khéc.

Ma hoan vij - Permutation Cipher
Chuyén doi vi tri ban than cac chir cai trong van ban gdc timg khdi m chir cai.
Ma hoa:
en(x1, ..., xm) = (xn(1), ..., XxIm)).
Giai ma:
dn(yl, ..., ym) = (yn“(1), ..., yn“(m)).
Trong do, m: Z26 0726 1a mot hoan vi, n* :=n-1 la nghich dao cua .

Hoan vi

S
nw PP

X |1|2|3|4|5|6
() |3|6|1|5|2|4

“shesellsseashellsbytheseashore™.

shesel | Isseas | hellsb | ythese |

ashore

EESLSH | SALSES | LSHBLE | HSYEET | HRAEOS
“EESLSHSALSESLSHBLEHSYEETHRAEOS”.




3.2. M hoa déi xirng:

O phan trén, chung ta da tim hiéu vé ma hod c6 dién, trong d6 c6 néi rang ma
hoa cb dién khong dung khoa. Nhung trén thuc néu chung ta phan tich mét cach tong
quat, ching ta s& thdy duoc nhu sau:

- Mai hoa co dién c6 sir dung khoa. Bang chimg 14 trong phuong phap Ceaser
Cipher thi khoa chinh 13 phép dich ky tu, ma cu thé 1a phép dich 3 ky tu. Trong
phuong phap ma hod hoan vi thi khoa nam & s6 hang hay s cot ma chung ta qui dinh.
Khoa nay c6 thé dugc thay doi tuy theo muc dich ma hoa cia chung ta, nhung n6 phai
nam trong mot pham vi cho phép nao do.

- DPé dung duoc mi hoa cb dién thi bén mi hod va bén giai ma phai thong
nhat véi nhau vé co ché mi hoa ciing nhu giai ma. Néu nhu khong ¢ cong viée nay thi
hai bén s€ khong thé 1am viéc duoc véi nhau.

M3 hoa ddi xtng con c6 mét sé tén goi khac nhu Secret Key Cryptography (hay
Private Key Cryptography), st dung cung mdt khoa cho ca hai qua trinh ma hoé va
giai ma.

Qua trinh thuc hién nhu sau:

Trong hé thdng ma hoa ddi xtmg, trude khi truyén dit liéu, 2 bén giri va nhan
phai thoa thuan vé khod dung chung cho qua trinh ma ho4 va giai ma. Sau d6, bén gui
s& ma ho4 ban rd (Plaintext) bang cach sir dung khod bi mat nay va gui thong diép da
ma hod cho bén nhan. Bén nhén sau khi nhan dugc thong di¢p da ma hoa s€ su dung
chinh khoa bi mat ma hai bén thoa thuan dé giai ma va lay lai ban ro (Plaintext).

. S %
a Plaintext G Ciphertext . | Paintext g
- X

Encrypt Decrypt Recipient

Same key is used to encrypt
and decrypt message
7/

Shared Secret Key
Hinh 2: M3 hoa d6i xtng
Hinh v& trén chinh 13 qua trinh tién hanh trao ddi thong tin gitta bén giri va bén
nhan théng qua viéc st dung phuong phap ma hoa dbi xtng. Trong qua trinh nay, thi
thanh phan quan trong nhét can phai dugc gitt bi mat chinh 1 khoa. Viéc trao ddi, thoa
thuan vé thuét toan duoc st dung trong viéc ma hoa co thé tién hanh mét cach cong
khai, nhung budc thoa thuan vé khoa trong viéc ma hoa va gidi ma phai tién hanh bi
mat. Ching ta c6 thé thiy rang thuét toan ma hoa ddi xing sé& rat co loi khi duoc ap
dung trong cac co quan hay t6 chirc don 1é. Nhung néu can phai trao doi thong tin voi
mot bén thir ba thi viéc ddm bdo tinh bi mat ctia khoa phai dugc dat 1én hang dau.
M3 hoa dbi xung c6 thé duoc phan thanh 02 loai:
- Loai thtr nhit tac dong trén ban rd theo timg nhom bits. Ting nhém bits nay
dugc goi véi mot cai tén khac la khdi (Block) va thuat toan dugc ap dung goi 1a Block



Cipher. Theo d6, timg khdi dir liéu trong vin ban ban dau duoc thay thé bang mot



khéi dir liéu khac c6 cung d6 dai. D6i v6i cac thut toan ngay nay thi kich thudc chung
cua mot Block 1a 64 bits.

- Loai thir hai tdic dong lén ban rd theo tung bit mot. Cac thuat toan ap dung
dugc goi 1a Stream Cipher. Theo do, dir li¢u ctia van ban dugc ma hod tung bit mat.
Cac thuat toan ma hoa dong nay cé tdc d6 nhanh hon cac thuat toAn ma hoa khdi va né
thuong dugc 4ap dung khi lwong dir liéu cin md hod chua biét trude. Mot sb
thuat toan noi tiéng trong ma hoa doi xing la: DES, Triple DES(3DES), RC4, AES...
+ DES: viét tit ctia Data Encryption Standard. Véi DES, ban 1 (Plaintext) duoc ma
hoa theo tirng khdi 64 bits va sir dung mot khoa 13 64 bits, nhung thyc té thi chi c6 56
bits 1a thuc sy dugc dung dé tao khod, 8 bits con lai dung dé kiém tra tinh chén, 1é.
DES 14 mot thuat toan dugc st dung rong rai nhét trén thé gidi. Hién tai DES khong
con dugce danh gia cao do kich thudc ciia khoa qua nhé 56 bits, va dé dang bi phé vd.

+ Triple DES (3DES): 3DES cai thién d6 manh ctia DES béng viéc sir dung mot qua
trinh ma hoa va giai mé st dung 3 khoa. Khoi 64-bits cua ban rd dau tién s& duoc mi
hoa str dung kho4 thir nhat. Sau do, dit liéu bi ma héa dugc giai ma bang viéce st dung
mét khoa tht hai. Cubi cung, st dung khod thir ba va két qua cua qua trinh ma hoa trén
dé ma hoa.

C = EK3(DK2(EK1(P)))

P = DK1(EK2(DK3(C)))

+ AES: Viét tat cia Advanced Encryption Standard, dugc sir dung dé thay thé cho
DES. N¢ hd trg do dai cia khoa tir 128 bits cho dén 256 bits.

3.3. M hoa bat dbi xirng:

Hay con duoc goi véi mdt cai tén khac 1a ma hoa khod cong khai (Public Key

Cryptography), né dugc thiét ké sao cho khod sir dung trong qua trinh ma hoa khéc
biét véi khod duoc sir dung trong qué trinh giai ma. Hon thé nita, khoa str dung trong
qua trinh giai ma khong thé dugc tinh toan hay luin ra duoc tir khoa dugce dung dé ma
hod va nguogc lai, tic 1a hai khod nay c6 quan hé véi nhau vé mit toan hoc nhung
khong thé suy dién dugc ra nhau. Thuét toan nay duoc goi 1a ma hoa cong khai vi khoa
ding cho viéc mé hoa dugc cong khai cho tit ca moi ngudi. Mot nguoi bat ky c6 thé
dung khoa nay dé ma hoa dit liéu nhung chi duy nhit ngudi ma c6 khoa giai mi twong
ung madi co thé doc duge dit liéu ma thoi. Do do trong thuat toan nay co6 2 loai khoa:
Khoa dé ma hoa dugc goi 1a Public Key, khoa dé giai ma duoc goi 1a Private Key.
Ma hoa khoa cong khai ra doi dé giai quyét van dé vé quan 1y va phan phéi khoa cua
cac phuong phap mi hoa dbi xtmg. Hinh minh hoa & trén cho ching ta thy duoc qua
trinh truyén tin an toan dwa vao hé thdng ma hoa khoa cong khai. Qua trinh truyén va
st dung ma hod khoé cong khai dugc thuc hi¢n nhu sau:
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Hinh 3: ma hoa bat d6i xting
- Bén giri yéu cau cung cip hodc ty tim khoa cong khai ctia bén nhan trén mot
server chiu trach nhiém quan 1y khoa.
- Sau d6 hai bén thong nhat thuat toan diung dé ma hoa dir liéu, bén gui sir dung
khod cong khai ciia bén nhan cung véi thuat toan da thong nhat dé ma hoé thong tin
dugc g di.
- Khi nhan dugc thong tin da ma hoa, bén nhan st dung khod bi mat cia minh dé
giai mi va ldy ra thong tin ban dau.

Vay la véi su ra doi cua Ma hoé cong khai thi khoa dugc quan ly mot cach linh
hoat va hiéu qua hon. Ngudi st dung chi can bao vé Private key. Tuy nhién nhuoc
diém cua M4 hoa khoa cong khai nam & tde d6 thuc hién, nd cham hon rat nhiéu so véi
mi hoa ddi xtmg. Do d6, ngudi ta thudng két hop hai hé thong ma hoa khoa ddi xing
va cong khai lai v&i nhau va duoc goi 1a Hybrid Cryptosystems. Mot s6 thudt toan ma
hoa cong khai ndi tiéng: Diffle-Hellman, RSA,...

3.4. H¢ thong ma hoa kho4 lai (Hybrid Cryptosystems):

Trén thyc té hé théng ma hoa khoa cong khai chua thé thay thé hé thdng ma hoa
khoa bi mat dugc, no it dugc sir dung dé mai hoa dir liéu ma thudng dung dé ma hoa
khoa. Hé théng ma hoa khoa lai ra doi 13 su két hop giita téc d6 va tinh an toan cta hai
hé théng ma hoa & trén. Du6i day 1a mé hinh cua hé théng ma ho4 lai:

Hinh 4: M3 hoa cong khai
Nhin vao mé hinh chung ta c6 thé hinh dung dugc hoat dong ctia hé théng ma
hod nay nhu sau:
- Bén gui tao ra mot khod bi mat dung dé ma hoa dit liéu. Khod nay con dugc got
la Session Key.



- Sau d6, Session Key nay lai dugc ma hoa bang khoa cong khai ctia bén nhan dit liéu.
- Tiép theo dir liéu ma hoa cung v6i Session Key da ma hoa duoc gui di t6i bén nhan.
- Luc ndy bén nhan dung khod riéng dé giai ma Session Key va c6 dugc Session
Key ban dau.
- Dung Session Key sau khi giai ma dé giai ma dir liéu.
Nhu vay, hé théng ma hoa khod lai da tan dung tdt duoc cac diém manh cta hai hé
théng ma hod & trén d6 1a: tdc d6 va tinh an toan. Piéu nay s& lam han ché bst kha
nang giai ma cua tin tac.
* Mot s6 ing dung clia mi hoa trong Security

Mot sb tmg dung ctia ma hoa trong doi sdng hing ngay noéi chung va trong linh
vuc bdo mat noéi riéng.
bo la:
- Securing Email - Bao mat h¢ thong mail
- Authentication System — Hé thdng xac thuc
- Secure E-commerce — Bdo mat trong thuong mai dién tir
- Virtual Private Network — Mang riéng do

- Wireless Encryption — Ma héa hé théng Wireless
Bai tap thwe hanh cia hoc vién
Cau 1: Tai sao can phai str dung ma hoa théng tin?
Cau 2: Trinh bay phuwong phap mi hoa c6 dién
Cau 3: Trinh bay phwong phap ma hoa ddi xing

Bai 1:

Thuyc hién véi hé ma hoa thay thé(Substitution Cipher) ma hoa va giai ma voi bang 16
sau:

“ khoacongnghethongtin”

“sinhviencongnghethongtin”

Bai 2:

Thuc hién vd1 hé Ma hod hoan vi (Permutation Cipher) ma hoa va giai ma véi bang
10 sau:

“ khoacongnghethongtin”

“sinhviencongnghethongtin”



CHUONG 3: NAT ( Network Address
Translation)

Muc tiéu:

- Trinh bay dugc qué trinh NAT cia mdt hé théng mang;
- Trinh bay dugc NAT tinh va NAT dong;
- Thiét 1ap c4u hinh NAT trén Windows server;
- Thuc hién cac thao tac an toan véi hé théng mang.
N0i dung chinh:
Muc tiéu:
- Trinh bay dwoc qua trinh NAT cua mot hé tho”'ng mang;
- Trinh bay dwoc NAT tinh va NAT dong.

Luc dau, khi NAT dugc phat minh ra né chi dé giai quyét cho van dé thiéu IP.
Vao luc ay khong ai nghi rang NAT c6 nhiéu hitu ich va c6 1& nhiéu Gng dung trong
nhiing van dé khac cia NAT van chua dugc tim thay.

Trong ngit canh d6 nhidu nguoi di c¢b ging tim hiéu vai tro cia NAT va loi ich
ctia nd trong twong lai. Khi ma IPv6 dugc hién thyc thi n6 khéng chi giai quyét cho
van dé thiéu IP. Qua nhleu cudc thur nghiém ho da chi ra rang viéc chuyen hoan toan
qua IPv6 thi khong c6 van dé gi va mau le nhung dé giai quyét nhitng van d¢é lién qua
giita IPv6 va IPv4 1a kho khan. Boi vay c6 kha ning IPv4 sé 1a giao thirc chi yéu cho
Internet va Intranet ... lau dai hon nhitng gi ho mong mudn.

Trudce khi giai thich vai tro cia NAT ngay nay va trong tuong lai, nhirg nguoi
nay mudn chi ra su khac nhau Ve pham vi cua NAT dugc su dung vao ngay do. Su giai
thich s& dwa ra mot cai nhin tong quan va ho khong khuyén rang lam thé nao va nén
dung loai NAT ndo. Sau day chi 14 giéi thiéu va phén loai cac NAT phén chi tiét s&
duoc thao luan va dé cap trong chuong sau khi hién thuc NAT 1a mot layd out.

Phan trinh bay dwoc chia lam 2 phan :

- Phan dau dugc dit tén 13 CLASSIC NAT n6 1a cac k¥ thuat NAT vao nhiing
thoi ky so khai (d4u nhimg nam 90) dugc trinh bay chi tiét trong RFC 1931. Ung dung
ciané chu yéu giai quyét cho bai toan thiéu IP trén Internet.
- Phén hai trinh bay nhitng k¥ thuat NAT duoc tim ra gin day va ing dung trong
nhiéu muc dich khac.

1. Cac ky thuit NAT c6 dién:

N6i vé NAT chung ta phai biét rang c6 2 cach 1a tinh va dong. Trong trudng
hop déau thi sy phan chia IP 14 r& rang con trudng hop sau thi ngugc lai. Voi NAT tinh
thi mot IP nguon ludn duoc chuyén thanh chi mot IP dich ma théi trong bat ky thoi
gian nao. Trong khi d6 NAT dong thi IP nay la thay d6i trong cac thoi gian va trong
cac két ndi khac nhau.

Trong phan nay chiing ta dinh nghia :



m: sb IP can dugc chuyén d6i (IP ngudn)

n: s6 IP sin c6 cho viéc chuyén d6i (IP NATs hay goi 13 IP dich)
1.1. NAT tinh

Yéucdum,n>=1;m=n (m,nla s6 tu nhién)

Vi co ché IP tinh ching ta c6 thé chuyén doi ciing mot sb lugng cac IP ngudn
va dich. Truong hop dac biét 1a khi ca 2 chi chtra duy nhat mot IP vi du netmask la
255.255.255.255. Cach thtc hién thuc NAT tinh thi d& dang vi toan bo co ché dich dia
chi dugc thuc hién boi mdt cong thire don gidn:

bia chi dich = Dia chi mang mgi OR ( dia chl nguf)n AND ( NOT netmask))
Khoéng c6 thong tin vé trang thai két ndi. N6 chi can tim cac IP dich thich hop la du.
Céc két ndi tir bén ngoai h¢ thdng vao bén trong hé thdng thi chi khac nhau vé IP vi
thé co ché NAT tinh thi hau nhu hoan toan trong sudt.

Vi du mot rule cho NAT tinh:

Dich toan bg IP trong mang 138.201.148.0 dén mang co6 dia chi 1a 94.64.15.0,
netmask 1a 255.255.255.0 cho ca hai mang.

Du6i day 1a mo ta viéc dich tir dia chi c6 IP 1a 138.201.148.27 dén 94.64.15.27,
cac cai khac tuong tu.

10001010.11001001.10010100.00011011 ( host 138.201.148.0) AND
00000000.00000000.00000000.11111111 ( reverse netmask)
01011110.01000000.00001111 ( new net: 94.64.15.0)
01011110.01000000.00001111.00011011 ( dia chi m&i )

1.2. NAT dong
Yéucaum>=1vam>=n

NAT dong dugc st dung khi s6 IP ngudn khong bang sd IP dich. S6 host chia
s¢ noi chung bi gidi han boi s6 IP dich c6 san. NAT dong phirc tap hon NAT tinh vi
thé chung phai luu gitr lai thong tin két noi va tham chi tim thong tin ctia TCP trong
packet.

Nhu di dé cap ¢ trén NAT dong ciing c6 thé sir dung nhu mot NAT tinh khi m
= n. M6t s6 nguoi dung no thay cho NAT tinh vi myc dich bao mat. Nhiing ké tir bén
ngoai khong thé tim duoc IP nao két ndi v6i host chi dinh vi tai thoi diém tiép theo
host nay co thé nhan mot IP hoan toan khac. Trong truong hop dac biét tham chi cé
nhiéu dia chi dich hon dia chi nguén (m< n)Nhiing két ndi tir bén ngoai thi
chi c6 thé khi nhitng host ndy van con nam giit mot IP trong bang NAT dong. Noi ma
NAT router luu gitt nhimg thoéng tin vé IP bén trong (IP ngudn) duoc lién két voi
NAT-IP(IP dich).

Cho mot vi du trong mot session cua FPT non-passive. Noi ma server cb géng
thiét 1ap mot kénh truyén dir liéu, vi thé khi server cd ging gui mot IP packet dén FTP
client thi phai c6 mét entry cho client trong bang NAT. N6 van phai con lién két mot IP
client voi cung mot NAT-IPs khi client bat ddu mét kénh truyén control trir khi FTP
session roi sau mot thoi gian timeout. Giao thitc FTP ¢6 2 co ché 14 passive va non-



passive. Giao thuc FTP luén dung 2 port (control va data) . Vi co ché passive (thu
dong ) host két ndi s& nhan thong tin vé data port tir server va nguoc lai non-passive thi
host két ndi s& chi dinh data port yéu cau server ling nghe két ndi téi. Tham khao thém
vé FTP protocol trong RFC 959. Bit ctr khi nao néu mot ké tir bén ngoai mudn két ndi
vao mot host chi dinh ¢ bén trong mang tai mot thoi diém chi c6 2 truong hop :

+ Host bén trong khong cé mot entry trong bang NAT khi d6 s€ nhan dugc thong tin
“host unreachable” hodc c6 mot entry nhung NAT-IPs 1 khong biét.

+ Biét duoc IP ciia mot két ndi boi vi co mot két ndi tir host bén trong ra ngoai mang.
Tuy nhién d6 chi 1a NAT-IPs va khong phai 1a IP that ctia host. Va thong tin nay s€ bi
mat sau mot thoi gian timeout ca entry ndy trong bang NAT router.

Vi du vé mét rule cho NAT dong:

Dich toan bd nhiing IP trong class B, dia chi mang 138.201.0.0 dén 1P trong
class B 178.201.112.0. Mdi két nbi méi tir bén trong s& duoc lién két véi tap IP cia
class B khi ma IP d6 khong dugc st dung.

Vd: xem qua trinh NAT trong truong hop sau:
+ Client cuc b6 10.1.1.170/ 1074
+ NAT server IP; : 10.1.1.1 / port; :80
IPg : 202.154.1.5 / Portg 1563
+ Web server : 203 .154.1.20 /80
Minh hoa:

Web

101 203,154

15

203154,
1.20

1
[0
10.1.1.
170

url: http:/
1.154.1.20

Hinh 5: M6 ta qua trinh NAT tinh



Qua trinh NAT: Khi Client goi yéu cau dén webserver, Header s& bao tin goi tin bt
dau tai:

10.1.1.170/1074 va dich goéi tin ndy 1a cong 80 trén Webserver co dia chi la
203.154.1.20 g6i tin ndy duoc chin tai cong 80 cia NAT Server, 10.1.1.1, NAT Server
s& gin header cua géi tin ndy trude khi chuyén tiép né dén dich Webserver. Header
moi ctia goi tin cho biét goi tin xuét phat tir 203.154.1.5 / 1563 khi dén dich van khong
thay doi.

- Webserver nhin yéu cdu tai cong 80 cua nd va dap tng yéu cau trd lai cho

NAT server.

- Header cta goi tin cho biét goi tin dugc goi lai tir Webserver va dich cua
n6 1a cong 1563 trén 203.154.1.5

+ NAT la mot cach dé giéu dia chi IP cta cac Server bén trong mang noi b, tiét
kiém dia chi IP cong cong, NAT bao mat su tan cong truc tiép tr bén ngoai vao cac
server dich vu bén trong, vi bén ngoai khong nhin thay dia chi IP cua cac server nay.
Nhu vay NAT 1a mdt trong nhitng cong cu bao mat mang LAN.

NAT hoat dong trén mot route gitta mang ndi by bén trong vdi bén ngoai, nd
gitp chuyén doéi cac dia chi IP. N6 thuong dugc st dung cho cac mang c6 dia chi cua
16p A,B.C.

- Hoat dong NAT bao gém céc budc sau:

+ Dia chi IP trong header IP dugc thay doi béng mot dia chi mai bén trong hoac
bén ngoai, s6 hiéu cong trong header TCP ciing dugc thay thé thanh sé hiéu cong méi.

+ Tong kiém tra cac géi IP va tinh toan lai sao cho dit liéu dugc dam bao tinh
toan ven. (Pam bao két qua tra vé ding noi ma nd yéu cau)

+ Header TCP/IP checksum ciing phai dugc tinh toan lai sao cho phu hop voi
dia chi TCP/IP méi ca bén trong va bén ngoai 1an cong dich vu.

+ C6 hai loai NAT: Nat tinh va Nat dong, twong Gmg véi hai k§ thuat cap phat
dia chi IP (dia chi IP tinh va dia chi I[P dong DHCP)

Minh hoa:
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Hinh 6: M6 ta qua trinh NAT dong

192}

WAN

192.50.20.2

Outsig!ie
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=> Mot dia chi bén trong c6 thé chuyén thanh mot dia chi hop 1€ bén ngoai hoac nguogc

lai.

NAT Pool: Cho phép chuyén doi dia chi ndi bo thanh mot day dia chi Public.

Muc tiéu:

2. NAT trong Window server.

- Trinh bay dwoc khdi niém va cdc thanh phan Nat trong Windows server

- Thiét lgp cau hinh NAT trén Windows server
3.1. Win 2003 cung cap khai niém NAT

NAT lién quan dén viéc két ndi cac LAN vao Internet, NAT cho phép cac mang
nhod két noi vao Internet nhu trong truong hop cua [PSec. Do dé chi can mét dia chi IP
cong cong la co thé két ndéi mot luwong 16n dé tuy cap vao Internet.

- NAT server ciing can dia chi ciia mot LAN bén trong, Ngudi sir dung bén ngoai
khong thé nhin thay dia chi cua cac server bén trong nhd d6 ma bdo vé dugc cac loai

tan cong tir Internet.

- NAT ctia Win 2003 bao gom céc thanh phan sau:




+ TRANSLATION: La mdt may tinh chay Win 2003 c6 churc ndng Nat dugc,
n6 dong vai tro ciia bo chuyén doi dia chi IP va sb hiéu cong ciia LAN bén trong thanh
cac may chu bén ngoai Intranet.

+ ADDRESS: La mdt may tinh déng vai tro bd chuyén doi dia chi mang né
cung cép cac thong tin dia chi IP cua cdc M4y tinh + mang dugc xem nhu moét DHCP
server cung cap thong tin vé dja chi IP/ Subnet Mask/ Default Gateway/ DNS Server. ..
Trong trudng hop nay tat ca mdy tinh bén trong LAN phai dugc ciu hinh DHCP client.

+ Name Resolution: La mt mang mday tinh dong vai tro NAT server nhung
cling déng thoi 1a DNS server. Cho cac may tinh khac trong mang néi b, khi Client
goi yéu cau dén NAT Server, NAT Server chuyén tiép dén DNS server dé ddi tén va
chuyén két qua vé trd lai cho NAT va NAT server chuyén két qua vé lai theo yéu cau.

3. 2. Hoat dong cua NAT:

Khi mét Client trong mang cu bd gdi yéu cau di -> NAT server goi dit liéu cua
nd chira dia chi IP, riéng va dia chi cong trong Header IP NAT Server chuyén dia chi
IP va dia chi cong nay thanh dia chi cong cOng va dia chi cua né roi géi goi dir liéu.

Vé6i Header IP méi ndy dén mot host hay mot Server trén Internet. Trong trudng
hop nay NATserver phai gitr lai dia chi IP va dia chi cong Client yéu cau trong mang
cuc bd dé cé co so chuyén két qua vé cho Client sau nay.

Khi nhan dugc yéu cau tir host Internet, NATserver s& thay Header cua goi tin
thanh Header nguyén thuy va gai lai vé cho Client yéu cau.

3.3. Cai Pit va ciu hinh:

Phan tich bang luat sau:

Rule S Addr D Addr [ Service Action | log | NAT
A Firewall Any Any Permit | Yes
B 192.168.1.0 Firewall | Any Permit | Na

255.255.255.0

C 192.168.1.15 Any Any Permit | No | Nat(LAN)
D Any Firewall | TCP/80 Permit | Yes | MAP
192.168.1.15

E Any Any Any Deny [ Na




- Luat A khong cho phép cac may trong mang ndi bd di ra ngoai

- Luat B cho phép may Client trong mang ndi bd qua Firewall, dugc st dung
moi dich vy, khong ghi lai File luu, NAT khong co6 chi duogc téi dich cua Firewall

- Luat C cho phép cac may c6 dia chi ngudn nhu trén di qua internet voi bét
ky dich vu nao, khong ghi lai file luu st dung NAT trong LAN.

- Luat D cho phép tir bén ngoai voi Firewall st dung giao thue TCP voi
cong 80 (giao thirc http)

- Luat E mac dinh
Bai tap thuc hanh cia hgc vién
Cau 1: So sanh Nat tinh va Nat dong
Cau 2: Trinh bay khai niém va co ché hoat dong Nat trong Window
Bai tap

Thuc hién Nat trén nén Windows Server 2003 theo mé hinh sau.

NetlD: 10.0.0.0/8
GW: 10.0.0.1
_ Pre DNS: tuy chon

-
IP: 192.168.1.9/24

Pre DNS: ty chon
|

' /
|
!

-

s

/ PC09

Ei IP+10.0.0.1/8 NAT Server

L. NAT outbound ( NAT ra)
1.Céu hinh may PC09 1am NAT Server

Internet

B1: M6 Routing and Remote Access -> Click phai chudt 1én NAT Server (PC09)
chon Configure and Enable Routing and Remote Access -> Trong Welcome chon
Next -> Trong Configuration chon 6 Custom configuration -> Next



Routing and Remote Access Server Setup Wizard

Configuration 3
“Y'ou can enable any of the following combinations of services, or you can @
customize thiz server.

™ Bemate access [dislup or YPM]

Al remate clients to connect to thiz zerver through either a dial-up connection or a
zecure Yirtual Private Hebwark VP Internet connection.

= Metwork, address ranzlation [MAT)
Allow internal clients to connect to the Intermet using one public IP address.

7 Wirtual Private Metwork [WPM] access and MAT

Allory remate clients to connect o thiz zerver through the Internet and local clients to
connect to the Internet using a single public [P address.

™ Secure connection between bwo private networks
Conmnect this network, to a remote network, such as a branch office.

|+ Custom configuratiors
Select any combination of the features available in Bouting and Bemaote Acceszs.

Far more infarmation about theze options, see Houting and Hemote Access Heln.

¢ Back | ﬂﬁ::cw I Cancel |

My

-Trong Custome Configuration -> Danh ddu chon 6 NAT and basic firewall va 6
Lan Routing -> Next -> Finish
Note: Khi két thiic qué trinh cdu hinh hé thdng yéu ciu restart Service, chon Yes

Routing and Remote Access Server Setup Wizard

Custom Configuration .
“when this wizard closes, you can configure the selected services in the Routing a_,]

and Remote Access consale.

Select the services that pou want to enable on thiz server.
| WPN access

™ Dialup access

[ Demand-dial connections [ used for branch office routing |

v L&N routing

< Back | Mext » I Cancel

B2:Trong Routing and Remote Access, Click chuot phai Ién NAT/Basic Firewall,
chon New Interface -> trong New Interface for Network Address Tranlation
(NAT) -> Chon card LAN -> OK



T — il
Igction Wiew [J@-’IIX'@

Tree I Network Address Translation (NAT)
E Routing and Remote Access | Interface T ] Total mappings

i[5 Server Status
E1- ) 6w (local)

E Routing Intetfaces

B ports
E Remote Access Clients (0)
-5 1P Routing
B General
E Static Routes
i« B DHCP Relay Agent
LB IGMP
(O ctviork Address Translation (MAT)
[3——'5_'-@ Remote Access Palicies New Interface...
#-{_1] Remote Access Logging

Show DHCP allocator Information...
Show DS Proxy Information. ..

View >

Delete:
Refresh
Export List. ..

Properties

hl|—| =

Help

-Trong Network Address Translation Properties -> LAN Properties -> Chon 6
Public interface connected to private network -> Danh dau chon 6 Enable NAT on
this interface -> OK

Metwork Address Translation Properkis L
MAT Basic Firewall | Address F'DDII Services and Portsl IChF I
Interface Tupe:

" Private interface connected to private network

' Public interface connected ta the Internst

v Enable MAT on this interface

MNAT enables cligfz on this network to send data to and receive
data from the Int t uzing thiz interface.

[~ Enable a basic firewall on this interface

A basic firewall accepts data from the [nternet only if it has been
requested by the network

" Basic firewall anly

Static packet flter

Static packet filters can restrict braffic bazed on packet attributes, such
az IP address or protocol,

Inbound Filters Dutbound Filkers

Ok I Cancel | Apply |

B3: Tuong tu nhu B2 Trong Routing and Remote Access, Click chu6t phai lén
NAT/Basic Firewall, chon New Interface -> trong New Interface for Network
Address Tranlation (NAT) -> Chon card LAN -> OK



-Trong Network Address Translation Properties -> CROSS Properties -> Chon 6
Private interface connected to private network -> OK

Metwork Address Translation Properties - 10.0.0.1_CR : ﬂﬂ

AT /Basic Firewal |

Interface Type:

¢ Private interface connected to private networl

"~ Public interface connected to the Intemet

¥ Enatile NAT on this interface

MNAT enables clients on this network to send data to and receive
data from the Internet uzing this interfe{)\:g.

™ Enable a basic firewall o this interface

& basic firewall accepts data from the Intermet only if it has been
requested by the network

" Basic firewall anly

Static packet filkers

Stahic packet filkers can restrict traffic bazed on packet attibutes, such
az |P address or protocol.

Inbiound Filters Outbound Filters

ak. I Cancel | Apply |

B4: Trong Routing and Remote Access -> vao IP Routing -> Click phai chudt trén
Static Routes chon New Static Route... -> Trong ctra Static Route ciu hinh nhu sau:

Interface: LAN

Destination: 0.0.0.0

Network mask: 0.0.0.0

Gateway: 192.168.1.200 (gateway ra Internet)

Metric: 1

> 0K

Note: Gateway phai cung NetID v6i dia chi [P card LAN

ETTTTESS— 2y

Interface:

Drestination:

HMetwork mask:

Gateway:

Metric: 1 =

T Use this route to nitiate demand-dial connestions

Ok i I Cancel

BS: Trong Routing and Remote Access -> Click phai chu6t 1én PC09 chon All
Tasks -> Restart
2.Kiém tra két qua



Céac may trong NetID 10.0.0.0/8 déu c6 thé truy cap Internet. Ta c6 thé ding 1énh
Tracert (phén tich dwong di ciia goi dir liéu) dé kiém tra

o |IC WINDDWS  system 32 cmd.exe

Microsoft UWindows [Version 5.2.37981

CC» Copyright 1985-2003 Microsoft Corp.

C=“Documents and Settings“Administratoritracert 21680_.245.31.138

Tracing route to dnsl._hcm.fpt_.vn [218.245_.31.1381
over a maximum of 38 hops:

1 1 ms <1 m= <1 mz PCH? [18.8.8.11
2 <1 ms <1 ms <1 ms PCHH [192_.168.1.2868]
3 1 ms 1 ms 1 mg dnsl._hcn.fpt.un [218_.245_31.1381

Trace complete.

C:~Documents and Settings“Administrator>

ILNAT Inbound ( NAT vao)



Web Server  1P:10.0.0.2/8
TGW: 10.0.0.1
Pre DNS: tuy chon

=)

IP: 192.168.1.9/24
Pre DNS: tiy chon Internet

PC08

D

PC09 |

IP:10.0.0.1/8 NAT Server IP:192.168.1.10/24
Pre DNS: tiy chon

.

1.Céu hinh Web Server trén may PC08

B1:Start -> Programs -> Administrator Tools -> Configure Your Server Wizard -
> Next -> Chon Application Server (IIS, ASP.NET) -> Next . Lam theo cac hudng
dan dé hoan thanh viéc cai dt.

Note: Trong qua trinh cai dat IIS, chi duong dan vao thu muc 1386 trong dia CD
Windows Server 2003 khi hé théng yéu cau

Configure Your Server Wizard i =l

Server Role
‘ou can set up this server to perform one or more specific roles, IF vou want to add more than one ;
role to this server, vou can run this wizard again. -

Select a role. IF the role has not been added, vou can add it. If it has already been added, you can
remove it I the role you want ko add or remove is not listed, open Add or Remove Programs.

Application server (115, ASP.NET)

Server Raole ! Configured |
File server Mo

Prink server Mo

Lpplicatis er (115, ASP MET) oy Application servers provide the core

Mail server (POP3, SMTR) Mo technologies required to build, deploy,
Terminal server Mo and operate BML Web Services, Weh
Remote access | WP server ] applications, and distributed

Darnain Controller (Ackive Directary) Na applications. Application server

DNS server Mo technologies include A5P.NET, COM+
DHCF server Ma and Internet Information Services
Streaming media server Mo (113},

WINS server Mo

Read about application servers

< Back I Mext = I Cancel Help

B2:M¢é Windows Explore -> Vao thu muc C:\Inetpub\wwwroot -> Tao file
index.htm c6 nd1 dung ( Vd: Welcome to website)
B3:M¢ Internet Explore -> Truy cap vao dia chi IP hodc dia chi Webserver

Note: Kiém tra da truy cap dugc vio trang web vira méi tao

2.Cau hinh NAT Server trén may PC09
B1:M¢ Routing and Remote Access -> chon muc NAT/Basic Firewall -> Click
chudt phai 1én LAN chon Properties



; Routing and Remote Access

File  Action Miew Help

= | BEmE XEFRHBE| @

E Routing and Remoke Access MAT[Easic Firewall

o) Server Status Interface T Tokal mappings
E1- [fay P02 (localy 2
-2 Metwork Interfaces
== IP Routing

T e Dielete
o B General =
= Refresh

E Static Routes

2 e
i B MAT(Basic Firewall

&0
% Remote Access Policies Help

D Rernote Access Logging

-chon tab Services and Ports -> Kéo thanh truot xuéng phia dudi chon muc Web

Server (HTTP)
2

MAT /Basic Firewal | &ddiess Pool  Services and Parts | ICMP |

Select the services on pour hetwark to which pou want to provide access
for imternet uzerz. Thiz will create exceptions in your baszic firewall.

Services:

O Internet Mail Server (SMTF) |
O IP Security [IEE)

O IP Security [IKE MAT Traversal)

[ Post-Office Protocol Wersion 3 (POP3)

O Remote Deskiop

[ Secure web Server [HTTPS]

O Telnet Server

O PN Gateway [L2TPAPSec - running on this server]
[ “PN Gateway [FFTF]
Server [HTTR

Add... Edt. || Deee |

(0] I Cancel I Apply

-Trong muc Edit Service nhap dia chi IP vao 6 Private Address:




EETTESSS— i)

Dezighate the port and addrezz to which packets should be zent when they
arrive on a special port on thiz interface's address or on a specific addreszs
pool entog.

Description of Service:

‘wheb Server [HT TR

— Public addrezs

% 0On this interface

= Oy thiz address pool et

— Protocol

S £ UDE
Inzaorming pork: IED
Private address: I io. o .0 . 4

DOutgoing port: IBE|

| (] I Cancel I

B2: Trong Routing and Remote Access -> Click chudt phai 1én PC09 chon All
Tasks -> Restart
3. Kiém tra:

May PC10 m¢ Internet Explorer -> Truy cép vao dia chi IP hoac dia chi Webserver
Néu truy cap thanh cong 1a két qua dung.

(/192.168.1.9/ - Microsoft Internet Explorer

QBack = 3 - [=] 2] | ) search 7 Favorites 42 | e l§ =
fddress @http:mgz.ma.w; ~| B o |Links »

_i-192.168.1.10_LAN Status K |

weloome to website
General  Support |

Connection status

:#'l Address Tope: Manually Canfigured
=k IP Auddress: 192.168:1.10

Network Connection Details |2 x| 255.255.255.0

Metwork, Connection Detailz:

Froperty | *alue |

Phyzical Address 00-08-41 -4R-03-6E

IP Address 192.168.1.10

Subnet Mask 285,256 2850

Default Gateway Repair |
DMS Server

WINS Server




CHUONG 4: BAO VE MANG BANG
TUONG LUA

Muc tiéu:

- Liét ké duoc cac tinh hudng tin cong mang;
- MO ta dugc xay dung kién tric mang str dung tuong lira;
- Céu hinh tuwong lra d&é bao vé mang;

- Thuyc hi¢n céac thao tac an toan véi may tinh.

Noi dung chinh:
Cac kiéu tan cong

Muc tiéu: Liét ké dwoc cac tinh huéng tan cong mang.
1.1. Tan cong truc tiép

St dung mot may tinh dé tn cong mot may tinh khac voi muc dich do tim mat
mi, tén tai khoan tuong tmg, .... Ho c6 thé str dung mét s6 chuwong trinh giai ma dé
gidi ma cac file chira password trén hé théng may tinh ciia nan nhan. Do d6, nhiing
mat khau ngan va don gian thudng rat dé bi phat hién.

Ngoai ra, hacker co thé tin cong truc tiép thong qua cac 18i ciia chuong trinh hay hé
diéu hanh lam cho hé thong do té li¢t hodc hu hong. Trong mot s6 truong hop, hacker
doat dugc quyén cua nguoi quan tri hé thong.

1.2. Nghe trom

Viéc nghe trom thong tin trén mang c6 thé dua lai nhitng thong tin c6 ich nhu
tén-mat khau cua ngudi st dung, cac thong tin mat chuyén qua mang. Viéc nghe trom
thuong duoc tién hanh ngay sau khi ké tin cong dd chiém dugc quyén truy nhap hé
thdng, thong qua cac chwong trinh cho phép dua vi giao tiép mang (Network Interface
Card-NIC) vao ché do nhan toan bd cac thong tin luu truyén trén mang. Nhiing thong
tin ndy ciing c6 thé dé dang lay duoc trén Internet.

1.3. Gia mao dia chi

Viéc gia mao dia chi IP c6 thé duoc thuc hién thong qua vi¢c str dung kha nang
dan duong truc tiép (source-routing). V6i cach tin cong nay, ké tin cong giri cac goi
tin IP t&1 mang bén trong voi mot dia chi IP gia mao (thong thuong 1a dia chi ciia mot
mang hodac mdt mdy dugc coi 1a an toan ddi voi mang bén trong), déng thoi chi 1o
duong din ma cac goi tin IP phai gtri di.

1.4. V6 hiéu hoa céc chirc niing cia hé thong

Day 1a kéu tAn cong nham té liét hé thdng, khong cho né thyc hién chic ning
ma n6 thiét ké. Kiéu tan cong nay khong thé ngin chin duoc, do nhimg phuong tién
dugce to chirc tan cong ciing chinh 1a cac phuong tién dé lam viéc va truy nhap thong
tin trén mang. Vi du st dung Iénh ping véi tdc d6 cao nhat c6 thé, budc mot hé théng



tiéu hao toan b toc do tinh toan va kha nang ciia mang dé tra 101 cac 1énh nay, khong
con cdc tai nguyén dé thuc hién nhitng cong viéc c6 ich khac.

1.5. L&i ciia nguwoi quan tri hé thong

Day khong phai 1a mot kiéu tdn cong cua nhitng ké dot nhap, tuy nhién 16i cua
ngudi quan tri hé thong thuong tao ra nhitng 16 hong cho phép ké tan cong str dung dé
truy nhdp vao mang ndi bo.

1.6. Tan cong vao yéu to con nguoi

Ké tan cong co thé lién lac voi mot ngudi quan tri hé thong, gia lam mot nguoi
str dung dé yéu cau thay d6i mat khau, thay doi quyén truy nhap ciia minh ddi voi hé
thng, hodc tham chi thay d6i mot s6 cau hinh cta hé théng dé thyc hién cac phuong
phap tan cong khac. Vi kiéu tAn cong ndy khong mot thiét bi nao c6 thé ngin chin
mot cach hitu hi€u, va chi cd6 mdt cach giao duc nguoi sir dung mang ndi bd vé nhiing
yéu cdu bao mat dé dé cao canh giac véi nhitng hién twong dang nghi. Néi chung yéu
td con ngudi la mot diém yéu trong bét ky mot hé théng bao v€ ndo, va chi co su gido
duc cong véi tinh than hop tac tir phia nguoi st dung c6 thé ning cao dugc d an toan
cua hé théng bao vé.

2. Cac mirc bdao vé an toan
Muc tiéu:
- M6 ta dwoc xdy dung kién triic mang sir dung tuong hira
Vi khong c6 mot giai phap an toan tuyét ddi nén nguoi ta thuong phai st dung
dong thoi nhieéu mure bao v¢ khac nhau tao thanh nhiéu 16p "rao chan" doi véi cac hoat
dong xam pham. Viéc bao v¢ thong tin trén mang chu y€u la bao v¢ thong tin cat gilr

trong cac may tinh, dac biét la trong cac server cua mang. Hinh sau mo ta cac 16p rao
chan thong dung hién nay dé bao v¢ thong tin tai cac tram cia mang

Hinh 7:Céac mrc d¢ bao v¢€ mang

Nhu minh hoa trong hinh trén, cac 16p bao vé thong tin trén mang gom:



- L&p bao vé trong cung 1a quyén truy nhip nham kiém soat cac tai nguyén (&
day la thong tin) ciia mang va quyén han (c6 thé thuc hi¢n nhiing thao tac gi) trén tai
nguyén do. Hién nay viéc ki€m soat & murc nay dugc ap dung sau nhat doi véi tép

- Lép bao vé tiép theo 13 han ché theo tai khoan truy nhap gom ding ky tén/ va
mat khau twong tmg. Day 1a phuong phap bao vé phd bién nhat vi né don gian, it ton
kém va ciing rat c6 hiéu qua. Mdi nguoi sir dung mudn truy nhap duoc vao mang sir
dung cac tai nguyén déu phai co ding ky tén va mat khau. Nguoi quan tri hé théng co
trach nhiém quan 1y, kiém soat moi hoat dong clia mang va xac dinh quyén truy nhap
cua nhiitng nguoi st dung khac tuy theo thoi gian va khong gian.

- L6p tht ba 1a st dung cac phuwong phap ma hod (encryption). Dit liéu duogc bién
doi tur dang "doc dugc " sang dang khong "doc dugc " theo mdt thuat toan nao do.
Chung ta s& xem xét cac phuong thirc va cac thuat todn ma hoa hién duoc sir dung phd
bién & phan dudi day.

- L6p thtr tu 13 bao vé vat 1y (physical protection) nham ngin can cac truy nhap
vat 1y bat hop phap vao hé théng. Thuongdung cac bién phap truyén théng Nhu ngin
cam ngudi khong c¢6 nhiém vu vao phong dat may, ding hé thong khoa trén méy tinh,
cai dat cac hé thong bao dong khi co truy nhap vao hé thong ...

- Lép thir ndm: Cai dat cac hé thong birc tudng lira (firewall), nham ngin chin
cac tham nhap trai phép va cho phép loc cac goi tin ma ta khong muodn gui di hodc
nhan vao vi mot 1y do nao do.
3. Internet Firwall

Muc tiéu:
- Trinh bay dvoc dinh nghia Firewall;
- M6 td chitc ndng va cdu triic ciia Firewall.
3.1. Dinh nghia

Thuat ngit Firewall c6 ngudn gbc tir mot ky thuat thiét ké trong xdy dung dé
ngin chin, han ché hoa hoan. Trong cong nghé mang thong tin, Firewall 1a mot k¥
thuat dugc tich hop vao h¢ thong mang dé chong su truy cap trai phép nham bao vé
cac nguon thong tin ndi bd cling nhu han ché sy xam nhédp vao hé thong cua madt so6
thong tin khac khong mong muon. Ciing c6 thé hi€u rang Firewall 12 mt co ché de

bao v€ mang tin tuong (trusted network) khoi cac mang khdong tin tuéng (untrusted
network).

Internet Firewall 1a mot thiét bi (phan cimg+phan mém) giita mang ciia mot to
chtic, mot cong ty, hay mot quoc gia (Intranet) va Internet. N6 thuc hién vai tro bao
mat cac thong tin Intranet tir thé gidi Internet bén ngoai.

3.2. Chirc nang chinh

Internet Firewall (tir nay vé sau goi tat 13 firewall) 13 mot thanh phan dit giita
Intranet va Internet dé kiém soat tat ca cac viéc luu thong va truy cap gitta chung voi
nhau bao gom:



Firewall quyét dinh nhimg dich vu nao tir bén trong dugc phép truy cép tir bén
ngoai, nhiing ngudi nao tir bén ngoai dugc phép truy cap dén cac dich vu bén trong,
va ca nhitng dich vu nao bén ngoai dugc phép truy cap bdi nhiing nguoi bén trong.

Dé firewall 1am viéc hiéu qua, tit ca trao d6i thong tin tir trong ra ngoai va
nguoc lai déu phai thuc hi¢n thong qua Firewall.

Chi c6 nhitng trao d6i nao dugc phép boi ché do an ninh cta hé thong mang noi
bd méi duge quyén luu thong qua Firewall.

" firewal

Hinh 8 :So db chiic ning hé théng cua firewall
3.3. Céu tric
Firewall bao gom:

Mot hoac nhi€u h¢ thong may chu két né1 voi cac bd dinh tuyén (router) hodc
c6 chtrc nang router.

Céac phan mém quan 1y an ninh chay trén hé thng may chi. Thong thuong 1a
cac hé quan tri xac thuc (Authentication), cip quyén (Authorization) va ké toan
(Accounting).

3.4. Cac thanh phan cia Firewall va co ché hoat dong
Mot Firewall chuan bao gdm mét hay nhiéu cac thanh phan sau day:
B0 loc packet ( packet-filtering router )
Cong tng dung (application-level gateway hay proxy server )
Cong mach (circuite level gateway)
3.4.1. B0 loc goi tin (Packet filtering router)
Nguyén ly:

Khi n6i dén viéc luu thong dit liéu gitra cdc mang voi nhau thong qua Firewall
thi diéu d6 co nghia rang Firewall hoat dong chit ché véi giao thic lién mang TCP/IP.
Vi giao thuc nay lam vi¢c theo thuat toan chia nhd cac dit liéu nhan dugc tir cac ng
dung trén mang, hay no6i chinh xac hon 1a cac dich vu chay trén cac giao thirc



(Telnet, SMTP, DNS, SMNP, NFS...) thanh cac goi dit liéu (data packets) rdi gan cho
cac packet ndy nhimng dia chi dé c6 thé nhan dang, tai lap lai & dich can giri dén, do d6
cac loai Firewall ciing lién quan rat nhiéu dén cic packet va nhirng con sb dia chi cta
ching.

B loc packet cho phép hay tir chdi mdi packet ma né nhan duoc. N6 kiém tra
toan b doan dit liéu dé quyét dinh xem doan di liéu d6 c6 thoa man mot trong sb cac
luat 1¢ cua loc packet hay khong. Cac luat 1€ loc packet nay 1a dya trén cac thong tin &
dau mdi packet (packet header), ding dé cho phép truyén cic packet d6 & trén mang.
bo la:

Dia chi IP noi xuét phat ( IP Source address)

Dia chi IP noi nhan (IP Destination address)

Nhitng thu tuc truyén tin (TCP, UDP, ICMP, IP tunnel)

Cong TCP/UDP noi xuat phat (TCP/UDP source port)

Cong TCP/UDP noi nhan (TCP/UDP destination port)

Dang thong bao ICMP ( ICMP message type)

giao dién packet dén ( incomming interface of packet)

giao dién packet di ( outcomming interface of packet)

Néu luét 18 loc packet dugc thoa man thi packet duoc chuyén qua firewall. Néu
khong packet s& bi bo di. Nho vay ma Firewall c6 thé ngin can duoc cac két ndi vao
cac may chu hodc mang nao d6 dugc xac dinh, hodc khoa vi¢c truy cap vao h¢ théng
mang ndi bo tir nhitng dia chi khong cho phép. Hon nita, viéc kiém soat cac cong lam
cho Firewall c6 kha ning chi cho phép mot sé loai két ndi nhat dinh vao cac loai may
chi nao do, hoac chi c¢6 nhiing dich vu nao do6 (Telnet, SMTP, FTP...) dugc phép mdi
chay duoc trén h¢ théng mang cuc bo.

Uu diém

Pa sb cac hé théng firewall déu su dung bd loc packet. Mgt trong nhitng uu
diém ctia phuong phap ding bo loc packet 1a chi phi thap vi co ché loc packet da dugc
bao gdm trong mdi phan mém router.

Ngoai ra, bd loc packet 1a trong sudt doi voi1 nguoi st dung va cac ung dung, vi
vay no khong yéu cau sy huan luyén dac biét nao ca.

Han che:

Viéc dinh nghia cac ché do loc packet 1a mét viéc kha phuc tap, n6 doi hoi
nguol quan tri mang can c6 hiéu biét chi tiét vé cac dich vu Internet, cac dang packet
header, va céac gia tri cu thé ma ho c6 thé nhan trén moi truong. Khi doi hoéi vé su loc
cang 16m, cac luat 1& vé loc cang tré nén dai va phuc tap, rat kho dé quan 1y va diéu
khién.



Do lam viéc dua trén header cua céac packet, 10 rang 1a bd loc packet khong
kiém soat duoc ndi dung thong tin cia packet. Cac packet chuyén qua van cé thé
mang theo nhitng hanh dong v&i1 y do an cadp thong tin hay pha hoai cua ké xau.

3.4.2. Cong irng dung (application-level gateway)
Nguyén ly

Pay 1a mot loai Firewall dugc thiét ké dé ting cudng chirc ning kiém soat cac
loai dich vy, giao thic dugc cho phép truy cap vao hé théng mang. Co ché hoat dong
cua n6 dua trén cach thirc goi 1a Proxy service (dich vu dai dién). Proxy service la céac
bd chuong trinh dic biét cai dat trén gateway cho timg tng dung. Néu ngudi quan tri
mang khong cai dat chuong trinh proxy cho mdt ing dung nao do, dich vu tuwong ng
s& khong duoc cung cip va do d6 khong thé chuyén thong tin qua firewall. Ngoai ra,
proxy code co thé duoc dinh ciu hinh dé hd trg chi mét sd dic diém trong g dung
ma ngudi quan tri mang cho 14 chdp nhan duogc trong khi tir chdi nhimng dic diém
khéc.

Mot cong ung dung thudng dugc coi nhu 1a mot phao dai (bastion host), béi vi
n6 dugce thict ké dat biét dé chong lai sy tan cong tir bén ngoai. Nhitng bién phap dam
bao an ninh ctia mdt bastion host 1a:

Bastion host ludn chay cac version an toan (secure version) cila cac phan mém
hé thong (Operating system). Cac version an toan nay dugc thiét ké chuyén cho muc
dich chong lai su tan cong vao Operating System, cling nhu la dam bao sy tich hop
firewall.

Chi nhimg dich vu ma ngudi quan tri mang cho 13 can thiét méi dugc cai dat
trén bastion host, don gidn chi vi néu mot dich vu khong dugc cai dat, n6 khong thé bi
tan cong. Thong thudng, chi mot sd giéi han cac ung dung cho cac dich vu Telnet,
DNS, FTP, SMTP va xac thuc user la dugc cai dat trén bastion host.

Bastion host ¢6 thé yéu cau nhiéu mirc d¢ xac thuc khac nhau, vi du nhu user
password hay smart card.

M&i proxy duoc dit cdu hinh dé cho phép truy nhap chi mot s6 cac may chu
nhat dinh. Diéu nay c6 nghia ring bo 1énh va dic diém thiét 1ap cho mdi proxy chi
ding v6i mdt s may chu trén toan hé thong.

M&i proxy duy tri mot quyén nhat ky ghi chép lai toan bd chi tiét cua giao
thong qua né, moi su két noi, khoang thoi gian két n6i. Nhat ky nay rat co ich trong
viéc tim theo dau vét hay ngan chan ké pha hoai.

Mdi proxy déu doc 1ap voi cac proxies khac trén bastion host. Diéu nay cho
phép dé dang qua trinh cai dit mot proxy moi, hay thao g& mot proxy dang cé van dé.

Vi du: Telnet Proxy

Vi du mdt ngudi (goi 1a outside client) mubn st dung dich vu TELNET dé két

ndi vao hé thdng mang qua mot bastion host c6 Telnet proxy. Qua trinh xay ra nhu
sau:



Outside client telnets dén bastion host. Bastion host kiém tra password, néu hop
1€ thi outside client dugc phép vao giao dién cua Telnet proxy. Telnet proxy cho phép
mot tip nho nhitng 1énh cua Telnet, va quyét dinh nhitng may chi ndi bd nao outside
client dugc phép truy nhap.

Outside client chi ra may chu dich va Telnet proxy tao mot két ndi cua riéng no
t6i may chi bén trong, va chuyén cac 1énh téi may chu dudi sy uy quyén cia outside
client. Outside client thi tin rang Telnet proxy 1a may chu that & bén trong, trong khi
may chu ¢ bén trong thi tin ring Telnet proxy 14 client that.

Uu diém:

Cho phép nguoi quan trj mang hoan toan diéu khién duoc timg dich vu trén
mang, bdi vi tmg dung proxy han ché b 1énh va quyét dinh nhitng may chii nao cé
thé truy nhap dugc bdi cac dich vu.

Cho phép nguoi quan tri mang hoan toan diéu khién duoc nhimg dich vu nao
cho phép, boi vi sy vang mat ctia cac proxy cho céac dich vu tuong trng c6 nghia la cac
dich vu ay bi khoa.

Cong tmg dung cho phép kiém tra do xac thuc rat tot, va nd c6 nhat ky ghi chép
lai thong tin vé truy nhap hé théng.

Luat 18 filltering (loc) cho cong tng dung 1a d& dang cu hinh va kiém tra hon
so v&1 bo loc packet.

Han ché:

Yéu ciu céc users bién doi (modify) thao tac, hodc modify phin mém di cai dat
trén may client cho truy nhép vao céac dich vu proxy. Vi du, Telnet truy nhap qua cong
tmg dung doi hoi hai budc dé ndi véi may chi chir khong phai 1a mot bude théi. Tuy
nhién, ciing da c6 mot s6 phan mém client cho phép tmg dung trén cong tmg dung 13
trong sudt, bang cach cho phép user chi ra may dich chtr khong phai cong ung dung
trén 1énh Telnet.

3.4.3. Cong vong (circuit-Level Gateway)

Cong vong 1a mot chirc ning dic biét co thé thyc hién duoc bdi mot cong ting
dung. Cong vong don gian chi chuyén tiép (relay) cac két ndi TCP ma khong thuc
hién bat ky mot hanh dong xir 1y hay loc packet nio.

Mot hanh dong sir dung ndi telnet qua cong vong. Cong vong don gian chuyén tiép két
ndi telnet qua firewall ma khong thyc hién mot su kiém tra, loc hay diéu khién cac thu
tuc Telnet ne‘lo.Céng vong lam viéc nhu mot s¢i day,sao chép cac byte gitra két ndi bén
trong (inside connection) va cac két ndi bén ngoai (outside connection). Tuy nhién, vi
su két ndi nay xuét hién tir hé théng firewall, n6 che dau thong tin vé mang noi bg.
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Cong vong thudng dugce st dung cho nhitng két ndi ra ngoai, noi ma cac quan tri
mang that sy tin tudng nhitng ngudi dung bén trong. Uu diém 16n nhat 13 mot bastion
host ¢6 thé duge cau hinh nhu 13 mot hdn hop cung cip Cong ting dung cho nhitng két
nbi dén, va cong vong cho cac két ndi di. Piéu nay 1am cho hé théng burc tudng lia dé
dang sir dung cho nhiing ngudi trong mang ndi bd mudn tryc tiép truy nhap t6i cac
dich vu Internet, trong khi van cung cp chiic ning birc twong lra dé bao vé mang noi
bo tir nhitng su tan cong bén ngoai.

3.5. Nhirng han ché caa firewall

Firewall khong du théng minh nhu con ngudi dé co thé doc hiéu ting loai
thong tin va phan tich ndi dung t6t hay xdu cua nd. Firewall chi ¢6 thé ngin chin su
xam nhap cua nhirg ngudn théng tin khong mong mudn nhung phai xac dinh rd cac
thong so dia chi.

Firewall khong thé ngin chin mot cudc tin cong néu cudc tin cong nay khong
"di qua" n6. Mot cach cu thé, firewall khong thé chong lai mot cudc tan cong tir mot
duong dial-up, hodac sy do ri thong tin do dir li€u bi sao chép bat hop phap 1én dia
mém.

Firewall ciing khong thé chdng lai cac cudc tin cong bang dit liéu (data- driven
attack). Khi ¢c6 mot so6 chuong trinh dugc chuyén theo thu di¢n tir, vuot qua firewall
vao trong mang dugc bdo v¢ va bat dau hoat dong ¢ day.

Mot vi du 1a cac virus may tinh. Firewall khong thé [am nhi€m vu ra quét virus
trén cac dir liéu dugc chuyén qua né, do toc dg lam viéc, sy xuat hi¢n lién tuc ctia cac
virus moi va do c6 rat nhi€u cach dé ma hoa dir liéu, thoat khoi kha nang ki€ém soat
cua firewall.

3.6. Cac vi du firewall
3.6.1. Packet-Filtering Router (B¢ trung chuyén cé loc goi)

Hé thong Internet firewall phd bién nhit chi bao gdm mét packet-filtering
router dat gitra mang ndi bd va Internet . Mot packet-filtering router c6 hai churc nang:
chuyén tiép truyén thong gitta hai mang va st dung cac quy lut vé loc goi dé cho
phép hay tir chdi truyén thong. Can ban, cac quy luat loc duoc dinh nghia sao cho cac
host trén mang ndi bd dugc quyén truy nhép truc tiép téi Internet, trong khi cac host
trén Internet chi c6 mot sd gid1 han cac truy nhap vao cac may tinh trén mang noi bo.
Tu twdng cia md cau tric firewall nay 14 tat ca nhitng gi khong duoc chi ra rd rang 1a



cho phép thi c6 nghia 1a bi tir chdi.



Packet-filtering router

Uu diém:

gi4 thanh thap (vi ciu hinh don gian)
trong sudt d6i voi nguoi st dung
Han ché:

Co tit ca han ché cua mot packet-filtering router, nhu 1a dé bi tan cong vao cac
bo loc ma cau hinh dugc dat khong hoan hédo, hoac 1a bi tan cong ngam dudi nhiing
dich vu da duogc phép.

Boi vi cac packet dugc trao doi tryc tiép gitta hai mang thong qua router , nguy
co bi thn cong quyét dinh boi s lugng cac host va dich vu dugc phép. biéu d6 dan
dén mdi mot host duoc phép truy nhép truc tiép vao Internet can phai duoc cung cp
mot hé thdng xac thuc phuc tap, va thudng xuyén kiém tra boi ngudi quan tri mang
xem c6 déu hiéu cua sy tin cong nao khong.

Néu mot packet-filtering router do mot su ¢ nao do ngung hoat dong, tat ca hé
thdng trén mang ndi b co thé bi tan cong.

3.6.2. Screened Host Firewall

Hé théng nay bao gém mot packet-filtering router va mot bastion host. Hé
théng nay cung cép do bao mat cao hon hé théng trén, vi n6 thuc hién ca bao mat o
tang network( packet-filtering ) va & ting ung dung (application level). Pong thoi, ké
tan cong phai pha v& ca hai ting bao mat dé tin cong vao mang ndi bo.
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Hinh10 : Screened host firewall (Single- Homed Bastion Host)

Trong hé théng nay, bastion host dugc c4u hinh & trong mang ndi bo. Qui luat
filtering trén packet-filtering router dugc dinh nghia sao cho tat ca cac hé thong ¢ bén



ngoai chi ¢ thé truy nhap bastion host; Viéc truyén thong téi tit ca cac hé thong bén
trong déu bi

khoa. Béi vi cac hé théng ndi by va bastion host ¢ trén cung mot mang, chinh sach
bao mat ctia mot td chire s& quyét dinh xem cac hé théng ndi by duoc phép truy nhap
tryc tiép vao bastion Internet hay 1a chung phai sit dung dich vu proxy trén bastion
host. Viéc bt budc nhiing user ndi bd duge thyc hién bang cach dat cau hinh bo loc
clia router sao cho chi chdp nhan nhing truyén thong ndi bo xuat phat tir bastion host.

Uu diém:

May chul cung cép cac thong tin cong cong qua dich vu Web va FTP c6 thé dat
trén packet-filtering router va bastion. Trong trudng hop yéu cau do an toan cao nhét,
bastion host c¢6 thé chay cac dich vu proxy yéu cau tat ca cac user ca trong va ngoai
truy nhap qua bastion host truéc khi ndi voi may chii. Truong hop khéng yéu cau do
an toan cao thi cac may ndi bo c6 thé ndi thang voi may chu.
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Hinh 11: Screened host firewall (Dual- Homed Bastion Host)

Néu can d6 bao mat cao hon nira thi c6 thé dung hé¢ théng firewall dual-home (hai
chiéu) bastion host. Mot hé théng bastion host nhu vay c6 2 giao dién mang (network
interface), nhung khi d6 kha ning truyén thong truc tiép giita hai giao dién d6 qua
dich vu proxy 1a bi cam.

Boi vi bastion host 1a hé thong bén trong duy nhét c6 thé truy nhap duoc tir
Internet, sy tdn cong ciing chi giéi han dén bastion host ma thoi. Tuy nhién, néu nhu
ngudi dung truy nhip dugce vao bastion host thi ho c¢6 thé d& dang truy nhép toan bd
mang nodi bd. Vi vay can phai cAm khong cho nguoi ding truy nhap vao bastion host.

3.6.3. Demilitarized Zone (DMZ - khu vuc phi quan sy) hay Screened-subnet
Firewall

Hé thong nay bao gdm hai packet-filtering router va mot bastion host . Hé
thong firewall ndy c6 do an toan cao nhit vi nd cung cap ca mirc bao mat : network va
application trong khi dinh nghia mét mang “phi quan su”. Mang DMZ dong vai tro
nhu mdt mang nho, co lap dat gitra Internet va mang ndi bd. Co ban, mot DMZ duoc
cAu hinh sao cho cac hé théng trén Internet va mang noi bd chi co thé truy nhap duoc
mot s6 gidi han cic hé thdng trén mang DMZ, va su truyén truc tiép qua mang DMZ
1a khong thé dugc.

Vi nhitng thong tin dén, router ngoai chéng lai nhimng su tin cong chuan (nhu
gid mao dia chi IP), va diéu khién truy nhdp t61 DMZ. N6 cho phép hé théng bén
ngoai truy nhap chi bastion host, va co thé ca information server. Router trong cung
cap su bao vé thir hai bang cach diéu khién DMZ truy nhiap mang ndi bo chi voi
nhimng truyén thong bat dau tir bastion host.

Vé6i nhitng thong tin di, router trong diéu khién mang ndi bo truy nhap téi
DMZ. N6 chi cho phép cac hé thong bén trong truy nhéap bastion host va co thé ca



information server. Quy luat filtering trén router ngoai yéu cau st dung dich vu proxy
bang céach chi cho phép thong tin ra bat ngudn tir bastion host.

Uu diém:

K¢ tan cong can pha vo ba tang bao vé: router ngoai, bastion host va router
trong.

Béi vi router ngoai chi quang ba DMZ network té1 Internet, hé théng mang noi
bo 1a khong thé nhin thiy (invisible). Chi c6 mét s6 hé théng dd duoc chon ra trén
DMZ 1a duoc biét dén bai Internet qua routing table va DNS information exchange
(Domain Name Server).

Boi vi router trong chi quang bda DMZ network toi mang ndi bo, cac hé thong
trong mang ndi bd khong thé truy nhép truc ti€p vao Internet. Pi€u nay dam bdo rang
nhitng user bén trong bat budc phai truy nhap Internet qua dich vu proxy.

outer

Bén

,— ______ tmon—————""—"""—"—"————— I
D |
|

|
M ) |
Bén | Packet Bastio |
: Iglt’:rmg nhost |
i

[114'ide

Outside
! rmlm-:-r

et
routar

Informatio |

n server

Hinh 12:Screened-Subnet Firewall
Bai tap thue hanh ciaa hgc vién
Cau 1: Trinh bay céc kiéu tdn cong mang
Cau 2: V& va trinh bay chtrc ning va ciu truca cua Firewall
Cau 3: Trinh bay Uu va nhuogc diém ctia Bo loc géi tin (Packet filtering router)

Cau 4: Trinh bay Uu va nhugc diém ctia Cong tng dung (application-level gateway)



CHUONG 5: DANH SACH DIEU
KHIEN TRUY CAP

Giéi thi¢u

Céc mang c6 sir dung chon dudng dau tién da néi mot tip nhod cac mang LAN
va cac mdy tinh lai véi nhau. Ké tiép nha quan tri mang mé rong cac ndi két cia router
sang cac mang bén ngoai. Su gia ting cta viéc st dung Internet d3 mang dén nhiéu
thach thirc ddi voi viée diéu khién truy cip. Cac cong nghé méi hon nhu mang duong
tryc bang cap quang cho dén cac dich vu bing thong rong va nhitng bd hoan chuyén
téc do cao da lam gia ting nhiéu hon cac thach thirc trong diéu khién truy cap mang.
Muc tiéu:

- Trinh bay dugc khai niém vé danh sach truy cap;
- M0 ta duogc nguyén tic hoat dong ctia danh sach truy cép;
- Mo phong dugc danh sach truy cép trong chuan mang TCP/IP;

- Thuyc hién cac thao tac an toan vdi may tinh.
Noi dung chinh:

Céc nha quan tri dang ddi mat voi cac van dé co tinh tién thoai ludng nan nhu:
Lam sao tir chdi cac ndi két khong mong mudn trong khi van cho phép cac truy cap
hop 18 ? Mic du cac cong cu nhu mat khau, cac thiét bi phan hoi va cac thiét bi an toan
vat 1y thi hitu ich, ching thuong thiéu sy dién gidi mém déo va nhiing co ché diéu
khién ma hau hét cac nha quan tri mang mong mudn.

o

Hinh 13: Van dé an ninh trong mang dién rong



Danh sach truy cdp (Access list) hay con goi Danh sach diéu khién truy cép
(Access Control List) cung cip mot cong cu manh cho viée diéu khién mang. Nhimg
danh sach nay dua vao co ché mém déo trong viéc loc dong cac goi tin ma chung di ra,
di vao céac giao di¢n cua céc router. Cac danh sach nay gitip mé rdng viéc bao vé céac
tai nguyén mang ma khong lam anh hudng dén nhiing dong giao tiép hop 1é. Danh
sach truy cap phan biét giao thong ctia cac goi tin ra thanh nhiéu ching loai ma chung
duoc phép hay bi tir chdi. Danh sach truy cap c6 thé duoc st dung dé:

— Nhén dang cac géi tin cho viée xép thir tu wu tién hay sip xép trong hang doi
— Han ché hoic gidm ndi dung ctia thong tin cap nhat chon duong.
Danh sach truy cép ciing xu 1y cac goi tin cho céc tinh ndng an toan khac nhu:

— Cung cap co che diu khién truy cap dong doi vai cac goi tin IP dua vao co ché
nhan dang nguoi dung nang cao, sir dung tinh nang chia va 6ng khoa.

— Nhan dang cac goi tin cho viéc ma hoa
— Nhén dang cac truy cdp bang dich vu Telnet duoc cho phép dé cu hinh router.
1. Pinh nghia danh sach truy ciap
Muc tiéu:
- Trinh bay dwoc khdi niém vé danh sach truy cap;

Danh sach truy cip 12 nhimg phat biéu dung dé dic ta nhitng diéu kién ma mot
nha quan tri muén thiét dat, nho d6 router s& xir ly céc cude truyén tai da duoc mo ta
trong danh sach truy cap theo mot cach thuc khong binh thuong. Danh sach truy cép
dua vao nhitng diéu khién cho viéc xir Iy cac goi tin dic biét theo mot cach thire duy
nhat. C6 hai loai danh sach truy cép chinh 1a:

% Danh sach truy cip chuan (standard access list): Danh sach nay sir dung cho viéc
kiém tra dia chi goi1 cia cac goi tin dugc chon duong. Két qua cho phép hay tu
chodi gdi di cho mot bd giao thue dua trén dia chi mang/mang con hay dia chi
may.

Vi du: Cac goi tin dén tur giao dién EO dugc kiém tra vé dia chi va giao thtrc. Néu duoc
phép, cac goi tin s& dugc chuyén ra giao dién SO da dugc nhom trong danh sach truy
cap. Néu cac goi tin bi tir chdi bai danh sach truy cép, tit ca cac goi tin cing chung
loai s€ bi x6a di.
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Hinh 14: Y nghia cta danh sach truy cép chuin

% Danh sach truy cap mo rong (Extended access list): Danh sach truy cdp mo rong
kiém tra cho ca dia chi goi va nhan cua goi tin. N6 cling kiém tra cho cac giao
thure cu the s6 hiéu cong va cac tham sb khac. Piéu nay cho phép cac nha quan
tri mang mém déo hon trong viéc md ta nhitng gi muén danh sach truy cap klem
tra. Cac g6i tin dugc phép hodc tir chdi goi di tiy thude vao goi tin d6 duoc xuat
phat tir ddu va di dén dau.

2. Nguyén tic hoat dong ciia Danh sach truy cip
Muc tiéu:
- M6 ta dwoc nguyén tic hoat déng ciia danh sdach truy cdp
- Trinh bay dwoe danh sach truy cdp chudn va danh sach truy cdp mé rong
- M6 ta duwoc cdc thanh phan trong cdu 1énh ciia danh sdch truy cdp

Danh séach truy cap dién ta mot tdp hop cac qui luat cho phép dua vao cac diéu
khién céc gdi tin di vao mot giao di€n cua router, cac gobi tin luu lai tam thoi & router
va cac goi tin gdi1 ra mot giao dién cua router. Danh séach truy cdp khong c6 tdc dung
trén cac goi tin xut phat tir router dang xét.
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Hinh 15: Nguyén tic hoat dong cua danh sach truy cap

Khoi du coa tién trinh thi giéng nhau khong phan biét c6 st dung danh sach
truy cap hay khong: Khi mot goi tin di vao mot giao dién, router kiém tra dé xac dinh
xem c6 thé chuyén géi tin ndy di hay khong. Néu khong dugc, goi tin sé bi x6a di. Mot
muc tur trong bang chon duong thé hién cho mot dich dén trén mang cung voi chiéu dai
duong di dén dich va giao dién cua router huéng vé dich dén nay.

Ké tiép router s& kiém tra dé xac dinh xem giao dién huéng dén dich dén co
trong mot danh sach truy cép khong. Néu khong, gdi tin sé dugc goi ra vung dém cho
ngo ra tuong ung, ma khong bi mdt danh sach truy cép nao chi phoi.

Gia su giao dién nhan da dugc diat trong mot danh sach truy cdp mo rong. Nha
quan tri mang d3 sir dung cac biéu thirc ludn 1y, chinh xac dé thiét 14p danh sach truy
cap nay. Trude khi mot goi tin c6 thé duoc dua dén giao dién ra, nd phai duoc kiém tra
boi mot tap cac quy tic duoc dinh nghia trong danh sach truy cap dugc gan cho giao
dién.

Duya vao nhimg kiém tra trén danh sach truy cdp mé rong, mot géi tin co thé
duoc phép d6i v6i cac danh sach vao (inbound list), c6 nghia 13 tiép tuc xir Iy goi tin
sau khi nhdn trén mot giao dién hay dbi véi danh sach ra (outbound list), diéu nay co
nghia 1a goi goi tin dén ving dém twong ng cua giao dién ra. Nguoc lai, cac két qua
kiém tra c6 thé tir chdi viéc cap phép nghia 1a goi tin s& bi hity di. Khi hity goi tin, mot
vai giao thire tra lai goi tin cho ngudi dd gdi. Piéu ndy bao hiéu cho nguoi goi biét
rang khong thé di dén dich dugc.



Packet=to interface(s)
in the Access Group

Hinh 16: Nguyén tac loc dua trén danh sach truy cap

Céc 1énh trong danh sach truy cap hoat dong mot cach tuan tu. Ching danh gia
cac gbi tin tir trén xudng. Néu tiéu dé ciia mot gbi tin va mot 1énh trong danh sach truy
cap khép voi nhau, goi tin s€ bo qua cac Iénh con lai. Néu mét diéu kién duoc thoa
man, goi tin s& dugc cap phép hay bi tir chdi. Chi cho phép mot danh sach trén mot
giao thurc trén mot giao dién.

Trong vi du trén, gia su ¢ su trung hop voi budce kiém tra dau tién va géi tin bi
tir chéi truy cap giao dién hudéng dén dich dén. Goi tin s& bi bo di va dwa vao mot
thung rac. Goi tin khong con di qua bat ky budc kiém tra nao khéc.

Chi cac géi tin khong trung véi bt ky diéu kién nao ctia bude kiém tra dau tién
moi duge chuyén vao budce kiém tra thir hai. Gia sir ring mot tham s6 khac cia géi tin
trung khép v6i budc kiém tra thir hai, day 1a mot 1énh cho phép, goéi tin duge phép
chuyén ra giao dién hudng vé dich.

Mot géi tin khac khong trung véi bat cir diéu kién nao cia bude kiém tra thi
nhat va kiém tra budc thir hai, nhung lai tring véi diéu kién kiém tra thir ba véi két
qua la dugc phép.

Chuy réng: Pé hoan chinh vé mat luén 1y, mot danh sach truy cap phai c6 cac
diéu kién ma no tao ra két qua dung cho tat ca cac goi tin. Mat Iénh cai dat cudi cung
thi bao tram cho tit ca cac goi tin ma cac budc kiém tra trudc d6 déu khong co két qua
dung. Pay 1a budc kiém tra cudi cing ma n6 khdp vai tat ca cac goi tin. N6 13 két qua
tir chdi. Diéu nay s& 1am cho tit ca cac goi tin s& bi bo di.



2.1 Tong quan vé cac 1énh trong Danh sach truy cip

Trong thuc té, cac 1énh trong danh sach truy cap c6 thé 1a cac chudi véi nhiéu
ky tu. Danh sach truy cap co thé phuc tap dé nhap vao hay thong dich. Tuy nhién
chung ta co thé don gian héa cac 1énh cdu hinh danh sach truy cdp bang cach dua
ching vé hai loai tong quat sau:

Loai 1: Bao gom cac I¢nh co ban dé xur Iy cac van dé tong quat, ci phéap duogc
mo ta nhu sau:

access-list access-list- number {permit|deny} {test conditions}
o access-list: 13 tir khoa bit bude

o access-list-number: Lénh tong thé ndy dung dé nhan dang danh sach truy
cap, thong thuong 1a mdt con s6. Con s6 nay bi€u thi cho loai cua danh séach truy cap.

o Thuat ngit cho phép (permit) hay tir chdi (deny) trong céc 1énh ctia danh
sach truy cap tong quat biéu thi cach thirc ma cac géi tin khép véi diéu kién kiém tra
duogc xir 1y boi hé diéu hanh cua router. Cho phép thong thudng co nghia 1a goi tin sé
duoc phép sir dung mot hay nhiéu giao dién ma ban s& mo ta sau.

o test conditions: Thuat ngir cudi cing ndy mo ta cac diéu kién kiém tra duoc
dung boi cac 1énh cua danh sach truy cap. Mot budc kiém tra co thé don gian nhu 13
viéc kiém tra mot dia chi nguén. Tuy nhién thong thuong cac diéu kién kiém tra duoc
mo rong dé chira dung mot vai diéu kién kiém tra khac. St dung céc 1énh trong danh
sach truy cap tong quat voi cing mot sé nhan dang dé chong nhiéu diéu kién kiém tra
vao trong mot chudi ludn 1y hodc mot danh sach kiém tra.

Loai 2: X1 1y cua danh sach truy cap st dung mot 1€nh giao dién. Ca phap nhu

sau: {protocol}  access-group

access-list-number

Protocol:
la giao
thirc ap
dung
danh sach
truy cap
Access-gr
oup: la tur
khoa

Access-list-number: S6 hiéu nhan dang cua
danh sach truy cap da dugc dinh



nghia trudc

TAt ca cac 1énh cua danh sach truy cap dugc nhan dang b1 mdt con sb tuong
ung voi mdt hodc nhiéu giao dién. Bat ky cac goi tin ma chung vuot qua dugc cac diéu
kién kiém tra trong danh sach truy cap co6 thé dugc gan phép st dung bat ky mdt giao
dién trong nhém giao dién dugc phép.

2.2. Danh sich truy cip chuin trong mang TCP/IP

2.2.1.Kiém tra cac goéi tin v6i danh sach truy cap



Dé loc cac goi tin TCP/IP, danh sach truy cép trong hé diéu hanh lién mang cua
Cisco kiém tra goi tin va phan tiéu dé cua giao thurc tang trén.

Tién trinh nay bao gdm céac budc kiém tra sau trén goi tin:

o Kiém tra dia chi ngudn bang danh sach truy cdp chuin. Nhan dang nhiing
danh séach truy cap nay bang cac con s6 co6 gia tri tr 1 dén 99

o Kiém tra dia chi dich va dia chi ngudn hodc giao thirc bang danh sach truy
cap mé rong . Nhan dang cac danh sach nay bang cac con so co6 gia tri tir 100 dén 199.

o Kiém tra sb hiéu cong cta cac giao thic TCP hodc UDP bang cac diéu kién
trong cac danh sach truy cap mo rong. Cac danh sach nay ciing duoc nhan dang bang
cac con sO co gid tri tor 100 dén 199.

' An Example from a TCP/IP Packet

Frame

Packet SETent I |
Header Hatl
{for example (IP header) [T example; [rata
HDLC} , Ifﬁp jlﬂﬂﬂﬂ”

Use
access
list statements \
1-99 or 100-199 to
test the

. packet i

Suufce Address j
Destination nddreas!

Hinh 17: Vi du vé danh séach truy cép trong goi tin TCP/IP

Déi voéi tat ca cac danh sach truy cap cia giao thirc TCP/IP nay, sau khi mot goi
tin dugc ki€ém tra d€ khép mot 1€nh trong danh sach, né co6 thé bi tir cho1 hodc cap phép
dé su dung mdt giao dién trong nhdém céc giao di¢n dugc truy cap.

Mot s6 luu ¥ khi thiét 1ap danh sach truy cap:
o  Nha quan tri mang phai hét sirc than trong khi dic ta cac diéu khién truy cap

va thtr ty cac 1énh dé thuc hién cac diéu khién truy cap nay. Chi rd cac giao thirc dugc
phép trong khi céc giao thirc TCP/IP con lai thi bi tir choi.

o  Chi 3 céac giao thirc IP can kiém tra. Céc giao thirc IP con lai thi khong can
kiém tra.



o St dung cac ky tu dai dién (wildcard) dé mo ta luat chon loc dia chi IP.
2.2.3. Sir dung cac bit trong méit na ky tu dai dién

- Wilcard mask: wilcard mask bit nao trong dia chi IP sé dugc bé qua khi so
sanh v6i dia chi IP khac. <1> trong wildcard mask c6 nghia bdé qua vi tri bit dé khi so
sanh v&i dia chi IP, va <0> xac dinh vi tri bit phai giong nhau. Véi Standard
access-list, néu khong thém wildcard mask trong cau I¢nh tao access-list thi 0.0.0.0
ngam hiéu 13 wildcard mask. Véi standard access list, néu khong thém wilcard mark
trong cau 1énh tao access-list thi 0.0.0.0 ngﬁm hiéu 1a wildcard mask.

Mit na ky tu dai hién (Wildcard mask) 13 mot chudi 32 bits duge dung dé két
hop véi dia chi IP dé xac dinh xem bit nao trong dia chi IP dugc bd qua khi so sanh
v6i cac dia chi IP khac. Cac mat na ky tu dai dién nay dugc mo ta khi xay dung cac
danh sach truy céap. Y nghia cua céc bits trong mat na cac ky tu dai dién dugc mo ta
nhu sau:

o Mot bits co gia tri 1a 0 trong mat na dai dién c6 nghia l1a « hay kiém tra bit
cua dia chi IP c6 vi tri tuong trng véi bit nay »

o Mot bits ¢6 gia tri la 1 trong mat na dai dién c6 nghia 1a « dung kiém tra bit
cua dia chi IP c6 vi tri tuong tmg v&i bit nay »

Béng céch thiét 1ap cac mat na ky tu dai di¢n, mdt nha quan tri mang co thé
chon lya mdgt hodc nhi€u dia chi IP dé cac kiém tra cap phép hodc tir choi. Xem vi du
trong hinh dudi day:

Vi du: Cho mot dia chi mang & 16p B 172.16.0.0. Mang nay dugc chia thanh
256 mang con bang cach st dung 8 bit & bytes thir 3 ctia dia chi dé 1am s6 nhan dang
mang con. Nha quan tri mudn dinh kiém tra cac dia chi IP cia cac mang con tu
172.16.16.0 dén 172.16.31. Cac budc suy luan dé dua ra mit na cac ky ty dai dién
trong trudong hop nay nhu sau:

o Dau tién mit na ky tu dai dién phai kiém tra hai bytes dau tién cua dja chi
(172.16). Nhu vay cac bits trong hai bytes dau tién cua mat na ky tu dai dién



phai bang 0. Ta c6 0000 0000.0000 0000.-.-

o Do khong kiém tra dia chi ctia cdc may tinh trong mang nén cac bit cta
bytes cudi cung s& duoc bo qua. Vi thé cac bits ciia bytes cudi cung trong mit na ky twr
dai dién sé 1a 1. Ta c6 0000 0000.0000 0000.-.1111 1111

o Trong byte thir ba cta dia chi noi mang con dugc dinh nghia, mat na ky tu
dai dién s& kiém tra bit & vi tri ¢6 gia tri thr 16 cua dia chi phai dugc bat (gia trila 1)
va céc bits & phan cao con lai phai tat (gia tri 1a 0). Vi thé cac bits tuong ung trong mat
na ky tu dai dién phai bang 0.

o Boén bits con lai cia bytes thir 3 khong can kiém tra dé nd c6 thé tao nén
cac gia tri tr 16 dén 31. Vi thé céc bits tuong ing trong mat na ky tu dai dién tuong
ung s€ bang 1.

o Nhu vay mat na ky tu dai dién 1a ddy da 1a: 0000 0000.0000 0000.0000 1111.1111
1111 hay 0.0.15.255

Pé don gian, mot sb router, chéng han CISCO, st dung mot s6 tir viét tat dé chi
mot sO mat na thuong sur dung:

o any: dung dé chi mit na cho phép tit ca dia chi (255.255.255.255) hodc cdm
tat ca (0.0.0.0.).

o host: duoc dit phia truéc mot dia chi IP ctia mot may tinh dé chi rang hay
kiém tra tat ca cac bit cua dia chi trén. Vi du: host 172.16.1.1.

* Cu hinh danh sach truy cip chuan cho giao thirc IP

Phan nay gidi thi¢u mot sb 1énh duoc hd tro trong cac router cua Cisco.

7.4.3.1 Lénh access list

Lénh nay dung dé tao mot muc tur trong danh sach bd loc chuan. Cu phap nhu
sau: access-list access-list-No {permit | deny } source {source-mask}

Y nghia cua cac tham so:

o access-list-No: La s6 nhan dang cua danh sach truy cap, c6 gia tri tir 1 dén 99

o permit | deny: Tuy chon cho phép hay khéng cho phép d6i véi giao thong cua khoi
dia chi dugc mo ta phia sau.

o source: La mot dia chi IP
o source-mask: La mat na ky tu dai dién ap dung 1én khdi dia chi source
Lénh ip access-group

Lénh nay dung dé liéen  két mot danh sach truy cap da ton tai vao mot giao
dién. Cu phap nhu sau:

ip access-group access-list-No {in/out}



o0 access-list-no: s6 nhan dang cua danh

dién sach truy cap dugc noi két vao giao

o in/out: xac dinh chiéu giao thong muon
ap dung va vao hay ra.

Bai tap thwe hanh cia hoc vién
Cau 1: So sanh danh sach truy cap chuan (standard access list) va Danh sach truy cp
mo rong (Extended access list)

Cau 2: Trinh bay nguyén tic hoat dong ciia Danh sach truy cap

Cau 3: Trinh bay va mé ta ct phap trong danh sach truy cap chuan va truy cip mé
rong

Bai 1: standard access-list

Mo ta:

— Lab nay mo ta loc goi dir li¢u sir dung standard access-list thuc hién cAm tat ca dit
lidu tir PC2 va cac PC trong mang 200.200.200.0/24 dén tat ca Pc trong mang
172.16.0.254/16

203.162.00/24

Céu hinh:
Router R2:

hostname R2

interface Loopback0

ip address 162.16.0.1 255.255.0.0
interface FastEthernet0/0

ip address 172.16.0.254 255.255.0.0

ip access-group 1 out <- loc cac géi di ra khéi cong F0/0 ciia router

interface Serial0/0

ip address 203.162.0.2 255.255.255.0

clockrate 64000

ip classless

ip route 192.168.0.0 255.255.255.0 203.162.0.1 <- Céu hinh dinh tuyén tinh cho
router



ip route 200.200.200.0 255.255.255.0 203.162.0.1



access-list 1 deny 192.168.0.2 0.0.0.0 <- Cam PC2

access-list 1 deny 200.200.200.0 0.0.0.255 <- Cam tit ca PC trong mang 200
access-list 1 permit any <- phai c¢6 1énh nay vi mic dinh cudi access-list sé 13 cam
tht ca (deny)

Router R1:

hostname R 1

interface Loopback0

ip address 200.200.200.1 255.255.255.0

interface FastEthernet0/0

ip address 192.168.0.254 255.255.255.0

interface Serial0/0

ip address 203.162.0.1 255.255.255.0

ip route 162.16.0.0 255.255.0.0 203.162.0.2

ip route 172.16.0.0 255.255.0.0 203.162.0.2

Thurc hién:

Hai budc dé cau hinh access list trén router:

1. Tao access list tai global config mode:

Tao access-list trén R2 cdm PC2 va mang 200.200.200.0/24.

R2(config)# access-list 1 deny 192.168.0.2 0.0.0.0
R2(config)# access-list 1 deny 200.200.200.0 0.0.0.255
R2(config)# access-list 1 permit any

2. Ap access-list vao cong

—Ap access-list nay vao chiéu ra ctia cong F0/0 trén R2.

—Khi 4p access-list vao mot cong, xem nhu dang trén router. Vi viy néu mudn cim dir
lidu di ra khoi cong, ta dung tir khoa out; mudn cidm dit liéu vao mot cong, ta dung tir
khoa in.

—Vi standard access-list chi kiém tra duoc dja chi ngudn nén phai ap access-list vao
cong gan dich nhat.

R2(config)# cong f0/0
R2(config-if)# ip access-group 1 out

Kiém tra:
—Dung extended ping trén R1, 1ay dia chi ngudn 1a 200.200.200.1 hodc
192.168.0.2 1énh ping s€ khong thanh cong.

R1#ping 172.16.0.3

Sending 5, 100-byte ICMP Echos to 172.16.0.3, timeout is 2 seconds:
U.U.U <- khéng thé téi dwge (Unreachable)

Success rate is 0 percent (0/5)

—Lénh ping khong thanh cong do access-list da hoat dong trén R2, kiém tra céac g61 vao
trén R2 bang 1énh debug ip packet. Luu y rang cac goi bi loai bé ban tin ICMP host
unreachable dugc géi nguogce tré lai R1:

R2#debug ip packet
IP packet debugging is on



R2#

IP: s=200.200.200.1 (Serial0/0), d=172.16.0.3 (FastEthernet0/0), len 100,

access denied

IP: s=203.162.0.2 (local), d=200.200.200.1 (Serial0/0), len 56, sending <- g&i ban tin
ICMP host unreachable

—Dung extended ping trén R2 t6i PC3, lay dia chi nguon 13 162.16.0.1

R2#ping 172.16.0.3

Sending 5, 100-byte ICMP Echos to 172.16.0.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

—C06 thé ping PC3 tir PC1 dugc do access—list chi cAm PC2 vao mang 172.16.0.0/24
C:\Windows\Desktop>ping 172.16.0.3

Pinging 172.16.0.3 with 32 bytes of data:

Reply from 172.16.0.3: bytes=32 time=18ms

TTL=126 Reply from 172.16.0.3: bytes=32

time=18ms TTL=126 Reply from 172.16.0.3:

bytes=32  time=18ms TTL=126 Reply from

172.16.0.3: bytes=32 time=18ms TTL=126

Bai 2: LAB EXTENDED ACCESS-LIST

RouterA RouterB
S0195.1.1.4 50195.1.1.10

%

, E0152.1.1.1/24 E0150.1.1.1/24

- )

A

PCA PCB PCC

Mo ta:

— Lab nay mé ta cach loc cac goi str dung extended access-list. Router A cho phép tat
ca luu luu luong tir PCC (150.1.1.2) dén PCA (152.1.1.2) va tir chéi tit ca cac luu
lugng tor PCC (150.1.1.2) té1 PCB (152.1.1.3). Extened Access-list dugc st dung vi
can loc trén ca dia chi IP nguén va dich.

—Router A va RouterB ndi bang dudng serial va dit dia chi IP nhu trén hinh. RouterA
va RouterB c6 dia chi IP secondary tao trén cong Ethernet dé 1am diém kiém tra.

—Access-list duge dung dé loc ngd vao trén cong serial cia RouterA, cho phép cac goi
tir PCC 150.1.1.2 t&i PCA va khong cho phép cac goi tir PCC téi PCB. Cau hinh:

Router A:



hostname RouterA
no ip domain-lookup
interface Ethernet0

ip address 152.1.1.2 255.255.255.0 secondary < Dia chi IP thit hai dé lam diém
Kiém tra

ip address 152.1.1.3 255.255.255.0 secondary
ip address 152.1.1.1 255.255.255.0

no keepalive < vd hiéu héa keepalive trén router cho phép cong ethernet0 vin up
khi khong két ndi ra bén ngoai

interface SerialQ
ip address 195.1.1.4 255.255.255.0

ip access-group 100 in < Duing Access-list 100 cho tat ca lwu lwong vao trén duong
serial(

no ip classless

ip route 150.1.1.0 255.255.255.0 Serial0 < dung dinh tuyén tinh (khong dung dinh
tuyén dong)

ip route 151.1.1.1 255.255.255.255 Serial0

access-list 100 permit ip host 150.1.1.2 host 152.1.1.2 log < toéng hep cac bén tin
thong tin vé cic géi thoa diéu kién.

access-list 100 deny ip host 150.1.1.2 host 152.1.1.3 log < Loai tat ca cac goi IP tir
150.1.1.2 téi 152.1.1.3; tong hop ban tin théng bao vé cac gobi thoa diéu kién. (Cha
¥: tAt ca cac goi khac ngam hiéu 1 bi loai bo; tat ca cac access list déu két thuc bang
cau 1énh loai bo tat cd)

Router B:

hostname RouterB

interface Loopback0

ip address 150.1.1.1 255.255.255.255
interface Ethernet0

ip address 150.1.1.2 255.255.255.0 secondary
ip address 150.1.1.1 255.255.255.0

no keepalive

interface Serial(

ip address 195.1.1.10 255.255.255.0

clock rate 64000



no ip classless
ip route 152.1.1.0 255.255.255.0 Serial0

Chu y:Khi tao access list tAt ca cAc muc tuan tu theo thir ty nhu khi ta danh vao. Tat ca
cac cau lénh thém vao sau do s€ dat & vi tri tiép cua access list. Cudi access list ludn co
cau 1énh loai bo tat ca, do d6 mot access list phai c6 it nhat mot 1énh permit. Tt nhat
1a soan thao access list trudc (dung Notepad chiang han) sau d6 cut va paste vao CLI
cua router.

Kiém tra:

- Str dung ping m¢ rong (extended ping) trén RouterB hudng goi téi cac dia chi 1P
secondary tao ra trong cau hinh dung dia chi nguon khac nhau (cach nay dung thay
cho nhiéu PC ¢ trong mang LAN cua RouterA va RouterB).

1. Tir RouterB, ping 152.1.1.3 dung ngudn 1a 1501.1.2

—Dung lénh debug ip packet trén RouterA, ta thiy cac goi bi loai bo va ban tin ICMP
host unreachable dugc goi

IP: s=150.1.1.2 (Serial0), d=152.1.1.3, len 100, access denied
IP: s=195.1.1.4 (local), d=150.1.1.2 (Serial0), len 56, sending «— ICMP host
unreachable

—Dung 1énh show 1p access-list trén RouterA. Cht y cac dong hién thi chi loai access
list va s0 cac di€u kién thoa cia moi1 muc.

RouterA#show ip access-lists

Extended IP access list 100

permit ip host 150.1.1.2 host 152.1.1.2 log (5 matches)
deny ip host 150.1.1.2 host 152.1.1.3 log (105 matches)

—Tuy chon log sé& tong hop cac ban tin thong bao moi goi thoa diéu kién. Tir khoa log
duoc dit & cudi cau 1énh access-list. Ban tin logging 13 cong cu tot dé kiém soat 15i
access list.

SEC-6-IPACCESSLOGDP: list 100 denied icmp 150.1.1.2 -=> 152.1.1.3 (0/0). 4
packets

2. Tir RouterB, ping 152.1.1.3 dung ngudn 150.1.1.2

—Tai RouterA, 1énh debug ip packet hién thi trén RouterA, ta c6 thé thay cac goi dugc
cho phép.

IP: s=150.1.1.2 (Serial0), d=152.1.1.2, len 100, rcvd 7
—Dung 1énh show ip access-list dé xem s lugng cac goi thod diéu kién.

RouterA# show ip access-lists



Extended IP access list 100
permit ip host 150.1.1.2 host 152.1.1.2 log (308 matches)
deny ip host 150.1.1.2 host 152.1.1.3 log



CHUONG 6 : VIRUS
VA CACH PHONG
CHONG

Muyc tiéu: M3 chwong:
MH14-06

- MO0 ta dugc virus may tinh;
- Trinh bay duogc cach thuc lay lan ctua virus may tinh;
- Phan biét duoc cac loai virus;
- Phong ngtra dugc su xam nhap cua virus;
- Thuyc hi¢n céac thao tac an toan véi may tinh.
Gi6i thiéu tong quan vé virus tin hoc
Muc tiéu:
- M6 ta dwoc virus may tinh

Can ctr vao tinh chat cua doan ma pha hoai, c6 thé chia thanh hai loai: virus va
Trojan horse.

- Trojan horse: Thuat ngtr ndy dua vao mot dién tich cd, chi mot doan ma duoc
“cam” vao bén trong mot phan mém, cho phép xuat hién va ra tay pha hoai mot cach
bat ngd nhu nhitng anh hing xong ra tir bung con ngua thanh Troa. Trojan horse 13
mot doan md HOAN TOAN KHONG CO TINH CHAT LAY LAN, chi nim trong
nhiing phén mém nhét dinh. Poan ma nay s€ pha hoai vao mdt thoi diém xac dinh, ¢
thé dugc tac gia dinh trude va dbi tugng cua ching 14 théng tin trén dia nhu format lai
dia, x6a FAT, Root,..Thong thudng cic phan mém cé chira Trojan horse duoc phan
phdi nhu 13 cac phién ban bd sung hay méi va diéu nay sé& trimg phat nhitng ngudi
thich sao chép phan mém & nhimng noi c¢6 ngudn gc khong xac dinh.

- Virus tin hoc: thuat ngi ndy nham chi mot chuong trinh may tinh cé thé tu sao
chép chinh né 1én nhiing dia, file khac ma nguoi sit dung khong hay biét. Thong
thuong virus ciing mang tinh pha hoai, né s& gy ra 18i thi hanh, léch lac hay huy dir
lidu,... bit dau lich st 1ay nhidm cua nd trén may tinh 16n vao nim 1970. Sau d6
chung xuat hién trén may PC vao nim 1986 va "lién tuc phat trién" thanh mot luc
luong hung hau cung v6i sy phat trién ciia ho may tinh ca nhan. Nguoi ta thudng thay
chung thudong xuat hién ¢ cc trudng dai hoc, noi tip trung cac sinh vién gioi va hiéu
dong. Dua vao cac phuong tién giao tiép may tinh (mang, dia...), chung lan truyén va
c6 mat khip noi trén thé gidi véi sb lugng dong khong ké xiét. Co thé noi rang noi ndo
c6 may tinh, noi d6 ¢ virus tin hoc.

- Internet Worm: 1a mot budc tién dang ké cua virus. Worm két hop ca sirc pha
hoai cua virus, sy bi mat ctia Trojan va sy lay lan rat manh ma nhitng ké viét virus
trang bi cho nd. Vi du tiéu biéu 1a worm Mellisa hay Love Letter, v6i sy lay lan dang
so, ching dd 1am té 1iét hang loat cac hé théng mdy chu, 1am ach tic dudng truyén.
Worm thuong phat tin bang cach tim céc dia chi trong s6 dia chi (Address book) ctia
may ma né dang 1y nhiém, & d6 thudng 1a dia chi cia ban be, ngudi than, khach



hang... cia chu may. Ti€p dén, nd tuy gui ban sao ciia nd cho nhitng dia chi ma n6 tim
thay. Voi



cach hoan toe‘m twong ty trén nhfrng may nan nhan, Worm c6 thé nhanh ch(')ng léy lan
trén toan cau theo cip sb nhéan, diéu d6 1y giai tai sao chi trong vong vai tiéng dong ho
ma Mellisa va Love Letter lai c6 thé 1y lan téi hang chuc triéu mdy tinh trén toan ciu.
Véi sy lay lan nhanh va rdng 16n nhu vay, Worm thuong duoc ké viét ra ching cai
thém nhiéu tinh ning dic biét, ching han nhu chung c6 thé dinh cing mot ngay gio va
déng loat tir caic may nan nhan tan cong vao mat dia chi nao do, lam cho may chu cé
thé bi té liét. Ngoai ra, ching con c6 thé cho phép chii nhan cta chung truy nhéap vao
mAay cta nan nhan va cé thé 1am da moi thir nhu ngdi trén may dé mot cach bat hop
phap.

Theo théng ké 10 virus nguy hiém nhét thang 3/2005, ndm & vi tri s6 1, Zafi.D chiém
45,1% ty 18 1ay nhiém trong thang 3/2005. Ngbi vi “4 quan” thudc vé Netsky.P vai ty
1& lay nhiém 21%.

Xuit hién vao cudi nam 2004, Zafi.D lién tuc diang dau danh sach cac virus nguy hiém
nhat trong thang theo binh chon cta Sophos. M&i xuét hién trong xép hang thang 3 1a
Sober.K- virus 1y nhiém thong qua céc tép tin dinh kém email mang tiéu dé 'You visit
illegal websites' hoac 'Alert! New Sober Worm!'.

Theo chuyén gia bao mat ctua Sophos, hon mét nghin virus va cac doan mé nguy hiém
da xuat hién trong thang 3. D€ phong ngtra, nguodi st dung may tinh nén nam chac cac
huéng dan vé bao mat va thuong xuyén theo ddi thong tin vé cach phong chong nhitng
virus maoi.

Zafi.D 45,1%
Netsky.P 21%
Zafi.B 5,9%
Sober.K 5,8%
Netsky.D 4,3%
Netsky.Z 2,7%
Netsky.B 2,3%
MyDoom.O 1,3%
Netsky.C 1,1%
Netsky.Q 1,0%
Loai khac 9,5%




1. Céch thirc l1ay lan — phén loai
Muc tiéu:
- Trinh bay duoc cach thuc lay lan cua virus may tinh;
- Phan biét dwoc cac loai virus;
Duya vao ddi tugng lay lan 1a file hay dia, chia virus thanh hai nhém chinh:
- B-virus (boot virus): Virus chi tdn cong trén cac Boot sector hay Master boot.

- F-virus (file virus): Virus chi tn cong 1én céc file thi hanh duoc (dang c6 thé thi
hanh bang chirc ning 4Bh caa DOS hon 1a nhiing file dang .COM hay .EXE)

Céch phén loai ndy chi mang tinh twong di, vi trén thuc té c¢6 nhiing loai virus ludng
tinh vira 1ay trén boot record, vira trén file thi hanh.

Dang tong quat ciia mot virus c6 thé bi€u dién bang so do6 sau:

Tim file/dia
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Nhu da gioi thi¢u vé dinh nghia virus, doan ma nay mdt lic nao d6 phai dugc trao
quyén diéu khién. Nhu vay, rd rang virus phai khai thic mot chd hd ndo d6 ma may
o nguyén® trao quyén di€u khién lai cho no. Thuc t€ cé hai khe ho, s€ 1an lugt xét
dudi day.

1. B-virus

Lay vao cac mau tin khoi dong bao gdbm:

- Master boot cua dia cling.

- Boot sector cua dia cing va dia mém.

B-virus chi c6 thé duogc kich hoat khi ta khoi dong may tinh bing dia nhidm. Lic nay
hé théng chua duoc mot hé diéu hanh (HPH) nao kiém soat, do d6 B-virus co thé
khéng ché hé thong bang cach chiém cac ngat cia BIOS, chii yéu 1a Int 13 (phuc vu
dia), Int 8 (d6ng hd). Nho dic diém ndy ma no c6 kha ning 14y trén moi Hé diéu hanh.
Néu mot B-virus duoc thiét ké nham muc dich pha hoai thi ddi tuong chinh cua chung
la dia va cac thanh phﬁn cta dia. Dé mo rong tam hoat dong, mot s6 loai con c6 kha
nang tan cong 1én file khi qua trinh khdi dong ctia Hé diéu hanh hoan tat, nhung d6 chi
1a nhitng truong hop ngoai 18, c6 hanh vi pha hoai giéng nhu F-virus.



Chung ta s& xem xét timg thanh phan chinh cta dia, bao gdm master boot, boot sector,
bang FAT, bang Thu muc, Vung dir liéu...

a. Master boot

Master boot chi ¢ mat trén dia cung, nam tai sector 1, track 0, side 0. Ngoai doan ma
tim HDH trén dia, master boot con chira Partition table. D4y 1a mot bang tham s6 nam
tai offset 1BEh, ghi nhan cau truc vat 1y, dia chi bit dau va két thuc mdi partition,
partition nao chira hé diéu hanh hoat dong... Cac thong tin nay rat quan trong, hé thong
s& r6i loan hodc khong thé nhan dang dia cling néu chung bi sai 1€ch.

Khi ghi vao master boot, virus thudng giir lai Partition table. Do d6 dé diét B-virus, ta
chi can cap nhat lai master boot. C6 thé dung 1énh FDISK / MBR cho muc dich noi
trén.

b. Boot Sector

Gidng nhu master boot, khi ghi vao boot sector, B-virus thudong giir lai bang tham s6
dia (BPB-BIOS Parameter Block). Bang nay nim & offset 0Bh cta boot sector, chira
cac thong ) quan trong nhu dau hiéu nhan dang loai dia, s6 bang FAT, s6 sector danh
cho bang FAT, tong sb sector trén dia... Co thé phuc hdi boot sector bang 1énh
SYS.COM cua DOS. Mét sb virus pha hong BPB khién cho hé théng khong doc duge
dia trong moi truong sach (va 1énh SYS ciing mét tac dung). Déi v6i dia mém, viéc
phuc hdi boot sector (bao gdm BPB) kha don gian vi chi c6 vai loai dia mém thong
dung (360KB, 720KB, 1.2 MB, 1.44 MB), c6 thé léy boot sector bat ky ctia mdt dia
mém cung loai dé khoi phuc BPB ma khong can format lai toan bo dia. Tuy nhién van
dé tr& nén phirc tap hon trén dia cimg: BPB cua dia duoc tao ra trong qua trinh FDISK
dura trén cac tuy chon ciia ngudi ding ciing nhu cac tham sé phuc vu cho viéc phan
chia dia. Trong mot s6 truong hop, phin mém NDD c6 thé phuc hoi BPB cho dia
cung, nhung do trudc d6 may phai khoi dong tir A (vi BPB cua dia cing da hu, khong
khoi dong duoc), nén viée quan 1y cac phan tiép theo cua dia s& gip nhiéu kho khin.
Tt nhat nén luu lai boot sector ctia dia ctirng dé c6 thé phuc hdi chung khi can thiét.

c. Bang FAT (File Allocation Table)

Puoc dinh vi mét cach dé dang ngay sau boot sector, FAT la mot "miéng mdi ngon"
cho virus. Pay la bang ghi nhan trat tu luu trir dit liu theo don vi lién cung (cluster)
trén dia & vung dit liéu cua DOS. Néu hong mot trong cac mit xich cta FAT, dit liéu
lién quan s& khong truy nhap duoc. Vi tinh chat quan trong cta nd, FAT luon duoc
DOS luu trit thém mot bang du phong nam ké bang chinh. Tuy nhién céc virus du strc
dinh vi FAT khién cho tinh can than ctia DOS tré nén vo nghia. Mit khac, mot sé DB-
virus (Double B-virus) thudng chon céc sector cudi cia FAT dé luu phan con lai cia
progvi. Trong da sb truong hop, ngudi dung thuong ciu ciru cac chuong trinh chira
dia, nhung nhiing chuong trinh nay chi c6 thé dinh vi céc lién cung that lac, phuc hoi
mot phan FAT hong... chir khong thé khoi phuc lai toan b tir mot bang FAT chi chira
toan "rac". Hon nira thong tin trén dia ludn bién dong, vi vay khong thé tao mot bang
FAT "du phong" trén dia mém nhu ddi voi master boot va boot sector duge. Cach tot
nhit van 13 sao luu du phong tat ca dit liéu quan trong bang cac phuong tién luu trit tin
cay.



d. Bang Thu muc (Root directory)

Ngay sau FAT 1a bang Thu muc chira cac tén hién thi trong 1énh DIR\, bao gdm nhin
dia, tén file, tén thu muc. Mdi tén duoc t6 chirc thanh entry c6 d6 dai 32byte, chira tén
entry, phan mé rong, thudc tinh, ngay gio, dia chi luu trit, kich thudce (néu entry dac ta
tén file).

DOS qui dinh mét thu muc s& két thuc bang mot entry bat dau véi gia tri 0. Vi vay dé
v6 hiéu timg phan Root, virus chi cin dit byte 0 tai mot entry nao d6. Néu byte nay
duoc dit & dau Root thi ca dia s& trong rong mot cach tham hai! Trudng hop DB virus
chon cac sector cudi ciia Root dé luu phan con lai cua progvi ciing gay hau qua gidng
nhu truong hop bang FAT: néu ving nay di duge DOS st dung, cac entry trén do s& bi
phé huy hoan toan.

Vi s6 lugng cac entry trén Root ¢6 han, DOS cho phép ta tao thém thu muc con dé mo
rong cac entry ra vung dir liéu. Chinh vi thé noi dung ciia Root thuong it bién dong do
chi chtra cac file hé théng nhu I0.SYS, MSDOS.SYS, COMMAND.COM, CONFIG
.SYS, AUTOEXEC.BAT, cac tén thu muc nim & géc... Do d6 ta c6 thé tao mot ban
Root dy phong, véi diéu kién sau d6 khong thay d6i/cap nhat bat cir mot entry nao.
Diéu nay s& khong can thiét trén hé théng c6 ap dung cac bién phap sao luu dit liéu
dinh ky.

e. Vung dir li€u

Day 1a ving chta dit liéu trén dia, chiém ty 18 16n nhét, nim ngay sau Root. Ngoai trir
mot s6 it DB_virus st dung vai sector & viing ndy dé chtra phan con lai ctia progvi (xéac
suat ghi dé 1én file rat thap), ving dit liéu dugc coi nhu ving c6 d6 an toan cao, tranh
dugc sy "nhom ngo6" cua B_virus. Ching ta s€ 191 dung dac diém nay dé bao vé dit licu
khoi su tin cong ciia B_virus (chu yéu vao FAT va Root, hai thanh phan khong thé tao
ban sao du phong).

Khi thuc hién qué trinh phén chia dia bang FDISK, da s6 ngudi dung c6 théi quen khai
béo toan bo dia cing chi cho mdt partition duy nhat, ciing chinh 1a dia khoi dong cua
hé théng. Viéc str dung mot 6 dia luan ly. Vi du ta chia dia cirng lam hai 6 luan ly Cva
D, 6 C (chtra boot sector ciia hé diéu hanh) chi dung dé khai dong, cac tién ich, phan
mém co thé cai dit lai mét cach dé dang, riéng 6D dung chira dir li¢u quan trong. Khi
FAT, Root ctia dia cung bi B_virus tAn cong, ta chi can cai dat lai cac phén mém trén C
ma khéng so anh huong dén dir lidu trén D. Néu dia cing du 10n, ta nén chia chung
theo ty 18 1:1 (hodc 2:3) dé nang cao hiéu qua st dung. Vi nhitng dia ctmg nho, ty 18
nay khong dap tmg duoc nhu cau luu trit ciia cac phan mém 16n, do d6 ta chi can khai
bao dia C véi kich thudce du cho hé diéu hanh va céc tién ich can thiét ma thoi. Lic nay
tinh kinh té phai nhudng chd cho sir an toan.

Tuy nhién giai phap ndy chi mang tinh tuong dbi, vi néu ton tai mot B virus c¢6 kha
nang tu dinh vi dia chi vat ly ctia partition thir hai dé pha hoai thi van dé sé khong don
gian cht nao.

2. F-virus



Néu nhu cac B_virus c6 kha ning lay nhiém trén nhiéu HPH va chi khai thac cac dich
vu dia cua ROM BIOS, thi F_virus chi lay trén mdt HDH nhét dinh nhung nguoc lai
chung co6 thé khai thac rat nhiéu dich vy nhap xuat cia HPH d6. Cac F_virus dudi
DOS chii yéu khai thac dich vu truy nhap file bang cac ham cta ngit 21h. Mot sb it sir
dung thém ngat 13h (hinh thirc ph4 hoai gidng nhu B_virus), do d6 ta chi cAn xem xét
cac truong hop dung ngat 21h cia F_virus.

a. Lay vao file thi hanh

Dic diém chung cua F_virus 1a chung phai dinh progvi vao cac tap tin thi hanh dang
COM, EXE, DLL, OVL... Khi c4c tap tin nay thi hanh, F_virus s& khong ché ving nhé
va lay vao tap thi hanh khac. Do d6 kich thudc cua céc tap tin nhiém bao gid ciing 16n
hon kich thudc ban dau. bay chinh la dau hiéu dic trung co ban dé nhan dang su tdn
tai cua F_virus trén file thi hanh. Pé khic phuc nhuoc diém nay, mot ) F virus giai
quyét nhu sau:

- Tim trén file cac buffer du 16n dé chén progvi vao. V&i cach ndy, virus chi c6
thé 1ay trén mot so rat it file. Pé mo rong tam lay nhiém, chung phai ton thém giai
thuat dinh progvi vao file nhu céc virus khac, va kich thudec file lai tang 1én!

- Khéng ché cac ham tim, 14y kich thudc file cuia DOS, gy nhidu bang cach tra
lai kich thudc ban dau. Cach nay kha hiéu qua, c6 thé che dau su c6 mit cua chiing
trén file, nhung hoan toan mét tac dung néu céac tap tin nhiém dugc kiém tra kich thudc
trén hé théng sach (khong c6 mit virus trong ving nhé), hoic bang cic phin mém
DiskLook nhu DiskEdit, PCTool...

- Lay truc tiép vao cdu trac thu muc cua dia (dai dién cho loai nay la virus
Dir2/FAT). Cach nay cho lai kich thudc ban dau rat tot, ké ca trén moi truong sach.
Tuy nhién ta co thé dung I¢nh COPY dé kiém tra sy ¢6 mat cta loai virus nay trén thu
muc. Hon nita, sy ra do1 cia Windows 95 da cdo chung cho ho virus Dir2/FAT, vi v6i
muc dich bao vé tén file dai hon 13k

Nhu vay viéc phat hién F_virus trén file chi phu thudc vao vi¢c giam sat thuong xuyén
kich thuéc file. Pé lam diéu ndy, mot s6 chwong trinh AntiVirus thuong giit lai kich
thude ban dau 1am co s& ddi chiéu cho céc 1an duyét sau. Nhung li¢u kich thudc dugc
Iru c6 that su 13 "ban ddu" hay khong? AntiVirus c6 di thong minh dé khang dinh tinh
trong sach ctia mot tap tin bat ky hay khong? D& dang nhén thiy ring cac tap tin COM,
EXE la d6i tuong tan cong dau tién cua F_virus. Céc tap tin ndy chi co gia tri trén mot
hé phan mém nhit dinh ma ngudi dung bao gid ciing lwu lai mot ban dy phong sach.
Vi vy, néu c6 du co so dé chic chin vé su gia ting kich thudc trén cac tap tin thi hanh
thi bién phap tot nhat van 1a khoi dong lai may bing dia hé thong sach, sau do tién
hanh chép lai cac tap thi hanh tir bd du phong.

b. Nhiém vao ving nh¢

Khi 13y véo céc file thi hanh, F_virus phai bao toan tinh logic ctia chu thé. Do d6 sau
khi virus thuc hién xong céac tac vu thudng trd, file van chay mot cach binh thuong.
Viéc thuong tra ciia F_virus chi 1am sup d6 hé théng (1a diéu ma F_virus khong mong
doi chut nao) khi chung giy ra nhitng xung d6t vé tinh nhit quan cta ving nhd, khai



thac ving nhd khong hop 18, 1am réi loan cac khdi/trinh diéu khién thiét bi hién hanh...
Céc su cd nay thuong xay ra dbi v6i phan mém doi hoi ving nhé phai duoc t6 chirc
nghiém ngét, hodac trén cac HDH dd s6 nhu Windows 95. Thuc té cho théy khi F_virus
nhiém vao cac file DLL (Dynamic Link Library - Thu vién lién két dong) cua
Windows 95, HDH nay khong thé khoi dong duoc. Trong nhitng truong hop tuong tu,
chung ta thuong tdn kha nhiéu cong suc va tién bac dé cai dat lai ca b6 Windows 95
ma khong du kién nhan tim ra nguyén nhan héng hoc & mét vai EXE, DLL nao dé.

Khi thuong trt, F_virus luén chiém dung mot khdi nhd nhat dinh va khdng ché cac tac
vu nhép xuat cia HDH. C6 thé dung céc trinh quan 1y

C6 mot kham pha tha vi cho viée bao vé hé théng khéi sy 1ay nhiém cua F_virus trong
ving nhé 13 chay cac ung dung DOS (ma ban khong chéc chin vé sy trong sach cua
ching) dudi nén Windows 95. Sau khi ng dung két thuc, HDH nay s& giai phong tat
ca cac trinh thuong tra c¢d dién (ké ca cac F_virus) néu nhu chung dugc st dung trong
chuong trinh. Phuong phap nay khong cho F_virus thuong tri sau Windows 95, nhung
khong ngan can ching lay vao cac file thi hanh khac trong khi ing dung con hoat
dong.

c. Pha hoai dir liéu

Ngoai viéc phd hoai dia bang Int 13h nhu B virus, F_virus thuong dung nhing chirc
ning vé file ctia Int 21h dé thay d6i ndi dung cac tap tin dit liéu nhu vian ban, chuong
trinh ngudn, bang tinh, tip tin co s& dit liéu, tap tin nhi phan ... Théng thudng virus s&
ghi "rac" vao file, cac dong thong bdo dai loai "File was destroyed by virus..." hoac
x6a han file. Poi khi doi tugng pha hoai cta ching lai 1a cac phan mém chéng virus
dang thinh hanh. Vi file bi ghi d¢ (overwrite) nén ta khong thé phuc hdi duoc dit lidu
vé tinh trang ban dau. Bién phap tot nhat co thé 1am trong trudong hop nay 13 ngung
ngay cac tdc vu truy nhap file, thoat khéi chuong trinh hién hanh, va diét virus dang
thuong tra trong vung nho.

3. Macro virus

Thuét ngit "Macro virus" ding dé chi cac chwong trinh sir dung 1énh macro cua
Microsoft Word hoic Microsoft Excel. Khac v6i F_virus truyén théng chuyén bam vao
cac file thi hanh, Macro virus bam vao cac tap tin van ban .DOC va bang tinh

.XLS. Khi céac tap tin nay dugc Microsoft Word (hodc Microsoft Excel) mé ra, macro
s& duoc kich hoat, tam tri vao NORMAL.DOT, rdi lay vao tap DOC, XLS khéc. bay
12 mot hinh thtrc 1dy moi, tién than cta chung 1a macro Concept. Tuy ban dau Concept
rat "hién" nhung do n6 khong che diu k¥ thuat 1ay nay nén nhiéu hacker khac dé dang
nim duoc giai thuat, hinh thanh mét luc luong virus "hau Concept" dong duc va hung
han.

Moi nguy hiém cta loai virus ndy that khong luong. Ching loi dung nhu cau trao ddi
dir liéu (dudi dang van thu, hop dong, bién ban, ching tir...) trong thoi dai bung nd
thong tin dé thyc hién hanh vi pha hoai. Cé truong hgp mot van ban théng bao cua
cong ty X dugc gui Ién mang lai chira macro virus. Du chi 1a sy v6 tinh nhung cling
gy nhiéu phién toai, chimg t6 tinh phd bién va nguy hai cta loai virus "hdu sinh kha
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Dic biét, mot bién thé cua macro virus c6 hinh thirc pha hoai b::ing "bom thu tin hoc"
vira dugce phat hién trong thoi gian gan day. Tén "khing bd" giri dén dia chi "nan
nhan" mét bt thu dudi dang tap tin .DOC. Ngudi nhan s& goi WinWord dé xem, thé
la toan bd dia ciing s€ bi pha hoai. Hau qua sau d6 da rd, moi dit li¢u trén dia cliing déu
bi mat.

Tuy cung st dung macro ciia Microsoft Word dé thyc hién hanh vi x4u nhung hinh
thirc pha hoai cua loai nay khac vai virus. Virus chi pha hoai dir liéu cua may tinh mot
cach ngiu nhién, tai nhiing dia chi khong xac dinh. "Bom thu tin hoc" nham vao
nhitng dia chi cy thé, nhimg co s dit liéu ma chung biét chic 13 vo gia. Ciing khong
loai trir kha nang chiing mao danh moét ngudi nao dé dé thuc hién Am muu véi dung y
"mdt mili tén tring hai muc tiéu". Ching ta phai tang cudng canh giac.

Dé phong chdng loai virus macro nay, khi str dung mét tap tin .DOC, .XLS ban phai
chac chan rang chiing khong chira bat ky mot macro la ndo (ngoai cac macro do chinh
ban tao ra). Ngoai trir hinh thirc pha hoai kiéu "bom thu", macro virus thuong dém sb
lan kich hoat méi thuc hién pha hoai (dé chung c6 thoi gian 1ay). Vi vay khi mo tip
tin, ban hiy chon menu Tool/Macro (ctia WinWord) dé xem trong vin ban c¢6 macro la
hay khong (ké ca cac macro khong cé tén). Néu co, dimg ngin ngai x6a chiing ngay.
Sau do6 thoat khéi WinWord, x6a ludn tap tin NORMAL.DOT. Mot s6 Macro virus c6
kha ning ma hoa progvi, che ddu menu Tool/Macro ciia WinWord, hodc khong cho
x6a macro..., d6 12 nhimg dau hiéu chic chan dé tin rang cac macro virus dang rinh rap
xau x¢é dir liéu ctia ban. Hay co 14p ngay tap tin ndy va giri ching dén dja chi lién lac
cta cac AntiVirus ma ban tin tudng.

4. Troja

n Trojan la

gi?

Trojan 12 mot méd ddc hai c6 kha ning thyc hién nhing tac vu bat hop phép, thudng 1a
doc hai. Ban than cta Trojan 1a mot chuong trinh bat hop phap nhung lai dugc che
gidu trong mot chuwong trinh hop phap. Khac nhau 16n nhét giita Trojan va virus 1a kha
ning nhan ban: Trojan c6 thé giy thiét hai cho mdy tinh, khoi tao cac 16i hé thong,
tham chi 1a gdy mat mat dit lidu... nhung no lai khong c6 kha ning nhan ban gidng
virus. Nguoc lai, mot khi Trojan c6 kha ndng nhan ban thi n6 s€ dugc phan loai thanh
virus.

Trojan dugc ldy tén tir mot cau chuyén than thoai cii vé nhimg nguoi Hy Lap trong
thoi gian chién tranh. Ho d3 ting cho ké thi mot con ngua lam bang gd khong 16. Ké
thu ciia nhitng ngudi Hy Lap di chip nhan mén qua ting va mang né vao trong thanh.
Ngay trong dém d6, nhitng nguoi linh Hy Lap d3 chui ra khéi con ngua va tan cong
thanh, gay bat ngd cho ké thu va da chiém dugc thanh sau d6 mot thoi gian ngan.

Trojan con c6 1 loai nita goi 1a Trojan 'chiém quyén kiéu leo thang', thudng dugc st
dung d6i v6i cac administrator (quan tri vién) kém coi. Chiing c6 thé dugc nhung vao
mot ung dung hé thé)ng va khi dugc quan tri vién kich hoat, chung s€ tao cho hacker
quyén cao hon trong hé théng. Nhiing con Trojan nay cé thé duoc giri téi nhitng ngudi
ding c6 it quyén va cho ho quyén xam nhap hé thong .



Ngoai ra, con c6 mdt s6 loai Trojan nira, trong d6 bao gébm cd nhirng chuong trinh tao

ra chi dé choc gheo, khong c6 hai. Cac théng bao ctia nhitng Trojan nay thuong 1a: 'O
cung cua bi s bi format', hodc 'password cua ban da bi 19'...

Theo nhitng thong ké khong day du, hién c6 gan 2.000 loai Trojan khac nhau. Dy chi
1a 'phan nbi cta tang bang' vi thuc chét s6 lwong cac loai Trojan 1a rat 16n, vi mdi
hacker, lap trinh vién hay méi nhom hacker déu viét Trojan cho riéng minh va nhiing
con Trojan nay s& khong duoc cong bd 1én mang cho dén khi né bi phat hién. Chinh vi
s6 luong cuc ky déng dao, nén Trojan ludn ludn 14 van dé 16n trong bao mat va an toan
trén mang.

Nguoi dung co6 an toan trudc Trojan bang phan mém diét virus

C6 rat nhiéu nguoi nghi rang ho c6 thé an toan khi c6 trong tay mot chuong trinh quét
virus tdt v6i ban cap nhat moi nhét, réng may tinh cta ho hoan toan 'mién dich' trudc
Trojan. That khong may, thuc té lai khéng hoan toan dung nhu vdy. Muc dich cua
nhimng viét chuong trinh diét virus 1a phat hién ra nhitng virus méi chtr khong phai 1a
nhitng con Trojan. Va chi khi nhitng con Trojan dwugc nhiéu ngudi biét dén, cac chuyén
vién viét phan mém diét virus mai bo sung nd vao chuong trinh quét virus. Vi thé, mot
diéu hién nhién 13 cdc phdn mém diét virus danh 'b6 tay' trude nhitng con Trojan chua
ting biét dén.

Cach thtrc 1ay nhiém ctia Trojan

- Tir Mail: Trojan liy nhiém theo con dudng nay thudng cé tbe do lay lan rét
nhanh. Khi chung 'chui' vao may tinh ctia nan nhan, viéc dau tién cac Trojan nay lam
la 'gat hai' dia chi mail trong address book roi phat tan theo cac dia chi do.

- Tir ICQ: Nhiéu ngudi biét rang ICQ 1a kénh truyén thong tin rat tién loi, tuy
nhién lai khong biét rang né 1a méi trudng kém an toan nhat vi ngudi doi thoai cé thé
gri Trojan trong luc dang ndi chuyén véi nhau. Diéu ndy hoan toan co thé thuc hién
nhd mét 16i (bug) trong ICQ, cho phép gui file & dang .exe nhung ngudi nhan 13 thiy
ching c6 vé nhu 1a cac file & dang 4m thanh, hinh anh... D& ngin ngira duoc bug nay,
truée khi mé file ban phai luon kiém tra kiéu file (ttrc 13 phin mo rong cua file dé biét
no6 thudc loai nao).

- Tt IRC: Céch lay nhiém ciing twong tu nhu
ICQ. Mirc d6 nguy hiém cta Trojan

Khi Trojan 14y nhiém vao mady tinh nan nhin, nguoi dung hau nhu khong cam thay co
diéu gi bat thuong. Tuy nhién, su nguy hiém lai phu thudc vao quyét dinh cta hacker -
tac gia cua con Trojan d6. Pic biét, mirc d6 nguy hiém s& trim trong hon néu may tinh
nan nhan 1a noi luu trir tai liéu mat cua cac t6 chirc, cong ty hoic tap doan 16n. Hacker
c6 thé s& sao chép va khai thac ngudn tai liéu do, hodc ciing c6 thé sé x6a chung di.

Phan loai Trojan

Hién nay co6 rat nhi€u trojan, nhung c6 thé phan ra cac loai co ban sau dua vao tinh
chat cua chung:



- Trojan ding dé truy cdp tir xa: mot khi nhitng con Trojan nay nhidm vao hé
théng, no s€ gui cac username (tén dang nhap), password (mat khéu), va dia chi IP cua
may tinh d6 cho hacker. Tir nhiing tai nguyén ndy, hacker c6 thé truy cip vao may d6
d6 bang chinh username va password ldy duoc.

- Trojan giri mat khau: doc tat ca mat khau luu trong cache va thong tin vé may
nan nhan rdi gui vé cho hacker moi khi nan nhan online.

- Trojan pha huy su tai hai cua loai Trojan nay ding nhu cai tén cua n6, chung
chi ¢c6 mgt nhiém vu duy nhat 1a tiéu diét tat ca file trén may tinh nan nhan (file .exe,
dll, .ini

... ). That 'bat hanh' cho nhitng may tinh nao bi nhiém con Trojan nay, vi khi d6 tat ca
cac dit liéu trén may tinh s& chang con gi.

- FTP Trojan: loai nay s€ mé cong 21 trén may cua nan nhan dé moi nguoi cé thé
két nd1 té1 ma khong can mat khau va ho s€ toan quyén tai bat ky dir liéu nao xudng.

- Keylogger: phin mém nay s& ghi lai tit ca cac tic vu ban phim khi nan nhan st
dung may tinh, va gui ching cho hacker theo dia chi e-mail.

5. Sau - worm

Moi su tap trung hién nay dugc hudng vao MSBlaster Worm va SoBig Virus boi stic
lay lan cta né. Trong khi Melissa Virus tr¢ thanh hién tuong toan cau vao thang 3 nim
1999 khi né budc Microsoft va hang loat cong ty khac phai ngat hé théng E-mail cta
ho khéi mang cho dén khi Virus nay dugc ngan chan thi ILOVEYOU Virus xuét hién
trong nam 2000 ciling c6 suc tan phd khong kém. That khong ngd khi con ngudi nhan
ra rang ca Melissa va ILOVEYOU déu hét stc don gian.

Worm la m§t chuong trinh may tinh c6 kha nang tu sao chép tir may tinh nay sang may
tinh khac. Worm thudng 1y nhiém sang cic may tinh khac nhau qua mang may tinh.
Qua mang mdy tinh, Worm c6 thé phat trién cyc nhanh tir mot ban sao. Ching han chi
trong chin gio dong hd ngay 19/7/2001, CodeRed Worm d3 nhan ban 1én toi

250.000 1an. Worm thuong khai thac nhimg diém yéu vé bao mat cta cac chuog trinh
hodc hé diéu hanh. Slammer Worm di khai thac 15 héng bdo mat ctia Microsoft SQL
Server trong khi n6 chi la mgt chuong trinh cuc nho (376Byte).

CodeRed Worm 1am cho mang Internet cham dang ké khi tan dung bang thong mang
dé nhan ban. Mdi ban sao ctia nd ty do tim trong mang Internet dé tim ra cac Server sir
dung hé diéu hanh Windows NT hay Windows 2000 chua dugc cai cac ban Patch sura
16i bao mat. Mdi khi tim dugc mot Server chua duoc khic phuc 16 hong bao mat,
CodeRed Worm ty sinh ra mot ban sao cua n6 va ghi vao Server nay. Bao sao mdi cua
no lai tur do tim trén mang dé 1ay nhiém sang cc Server khac. Tuy thudc vao sb luong
cac Server chua duoc khic phuc 16 héng bao mat, Worm c6 thé tao ra hang trim ngan
ban sao.

CodeRed Worm duoc thiét ké dé thuc hién 3 muc tiéu sau:
- Ty nhén ban trong 20 ngay dau tién ciia mdi thang.

- Thay trang Web ctia Server ma n6 nhiém bang trang Web c6 ndi dung “Hacked



by Chinese”.



- Tan cong lién tuc White House Web Server.

Céc phién ban ctia CodeRed 1udn bién ddi lién tuc. Sau khi nhiém vao Server, Worm
nay s& chon mot thoi diém dinh sin va tan cong vao Domain www.whitehouse.gov.
Céc Server bi nhim s& dong loat giri khoang 100 két ndi t6i cong 80 cua
www.whitehouse.gov (198.137.240.91) khién chinh pha M§ phai thay d6i IP cua
WebServer va khuyén cédo ngudi str dung ngay 1ap tirc phai nang cap WindowsNT va
2000 bang cac ban “va” sira 15i.

6. Ho da hinh — polymorphic

Nhitng virus ho nay c6 kha ning tu nhan ban nhung nguy trang thanh nhitng bién thé
khac v&i mau da biét dé tranh bi cac chuong trinh diét virus phat hién.

Mot chi ctia ho virus da hinh dung cac thuat toan ma hoa va giai ma khéac nhau trén cac
hé théng hodc tham chi bén trong céc t€p khac nhau, lam cho rat kho nhan dang. Mot
chi khac lai thay d6i trinh tu cic 1énh va dung cac 1énh gia dé danh lra cac chuong
trinh diét virus. Nguy hiém nhat 1a mutant thi str dung céc sé ngu nhién dé thay dbi
ma tin cong va thuit toan giai ma.

7. Ho Itra doa - hoaxes

Day khong phai 1a virus ma chi 1a nhitng thong di€p c6 vé nhu canh bdo cua mot nguoi
nao d6 tot bung nhung néu c6 nhiéu ngudi nhan nhe da ca tin lai gii tiép ching dén
nhimg ngudi khac thi c6 thé bung 1én mot vu lay lan dén muc nghén mang va giy ra
su mat 10ng tin. Trén thé giéi co rat nhiéu co so dit liéu cung cip mau cua cac dang
thong diép gia nay va can so sanh chung v6i mdi thong diép canh béo vira nhan dugc
dé khoi bi lira va tiép tay cho tin tic.

2. NGAN CHAN SU XAM NHAP
Muc tiéu:
- Phong ngura dwoc sw xam nhdp cua virus

Virus tin hoc tuy ranh ma va nguy hiém nhung c6 thé bi ngan chin va loai trir
mot cach dé dang. C6 mot s6 bién phap dudi day

1. Chuong trinh diét virus - Anti-virus

Dung nhitng chuong trinh chéng virus dé phat hién va diét virus goi 13 anti-virus.
Thong thuong cac anti-virus s€ tu dong diét virus néu phat hién. V&i mot s6 chuong
trinh chi phat hi¢n ma khong diét dugc, phai dé y doc cac thong bao cta nd.

DPé su dung anti-virus hi¢u qud, nén trang bi cho minh mét vai chuong trinh dé su
dung kém, cai nay s& bo khuyét cho cai kia thi két qua s& tot hon. Mot diéu can luu y
13 nén chay anti-virus trong tinh trang b nhé tot (khoi dong may tir dia mém sach) thi
viéc quét virus mai hi¢u qua va an toan, khong gay lan tran virus trén dia cirng. Co6 hai
loai anti-virus, ngoai nhap va ngi dia.

Céc anti-virus ngoai dang dugc st dung phd bién 1a SCAN ctia McAfee, Norton Anti-
virus cia Symantec, Toolkit, Dr. Solomon... Cac anti-virus nay déu la nhitng san phdm
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thuong mai. Uu diém cua chung 13 sé lwong virus duoc cap nhat rat 16n, tim-diét hiéu
qua, co day du cac cong cy hd trg tan tinh (thAm chi ti mi dén s6t rudt). Nhuoc diém
cua chung la cong kénh.

Céc anti-virus ndi théng dung 1a D2 va BKAV. Pay 1a cac phin mém mién phi. Ngoai
uu diém mién phi, cac anti-virus ndi dia chay rat nhanh do chung nhé gon, tim-diét
khé hi¢u qua va "rat nhay cam" v6i cac virus ndi dia. Nhuogce diém cua chung 1a kha
nang nhan biét cac virus ngoai kém, it dugc trang bi cong cu hd trg va ché do giao tiép
v6i nguoi str dung, dé khic phuc nhuoc diém nay, cic anti-virus ndi cd ging cap nhat
virus thuong xuyén va phat hanh nhanh chéng dén tay ngudi diung.

Tuy nhién cling dung qua tin tudng vao cac anti-virus. Bd1 vi anti-virus chi tim-di¢t
dugc cac virus ma n6 da cap nhat. Véi cac virus moi chua dugc cap nhat vao thu vién
chuong trinh thi anti-virus hoan toan khong diét dugce. Pay chinh 1a nhugce diém 16n
nhit ciia cac chuong trinh diét virus. Xu hudng ciia cac anti-virus hién nay 1a ¢ ging
nhan dang virus ma khong can cip nhat. Symantec dang trién khai hé chng virus theo
co ché mién dich cua IBM, sé& phat hanh trong twong lai. Phin mém D2 ndi dija ciing
c6 nhitng ¢d ging nhat dinh trong viéc nhan dang virus la. Cac phién ban D2- Plus
version 2xx cling dugc trang bi cdc mdédun nhén dang New macro virus va New-
Bvirus, st dung co ché chan doan thong minh dua trén co sé tri thic cua 1y thuyét hé
chuyén gia. Pay 1a cac phién ban thir nghiém hudng t6i hé chuong trinh chong virus
thong minh cua chuong trinh nay. Luc d6 phdn mém s& du bao sy xuit hién cta cac
loai virus méi. Nhung du sao ciing nén ty trang bi thém mot s6 bién phap phong chong
virus hitu hiéu nhu dugc dé cap sau day.

2. Bé phong B-virus

Ping bao gid khoi dong may tir dia mém néu c6 dia cimg, ngoai trir nhitng trudng hop
t6i can thiét nhu khi dia ctng bi truc tric chang han. Néu budc phai khoi dong tir dia
mém, hady chic rang dia mém nay phai hoan toan sach. Péi khi viéc khoi dong tir dia
mém lai xdy ra mot cach ngiu nhién, vi du nhu dé quén dia mém trong 6 dia A & phién
1am viéc trude. Néu nhu trong Boot record ctia dia mém nay cé B-virus, va néu nhu &
phién lam viéc sau, quén khong rat dia ra khoi 6 thi B-virus s& "ldy nhiém" vao dia
cimg. Tuy nhién c6 thé diét bang cach dung D2-Plus da du tri trudc cac trudng hop
nay bang chic nang chan doan thong minh cic New B-virus trén cac dia mém. Chi can
chay D2 thuong xuyén, chuong trinh s& phan tich Boot record cua cac dia mém va s&
du bao su c6 mat cua virus dudi tén goi PROBABLE B-Virus.

3. Pé phong F-virus

Nguyén tic chung 1a khong dugc chay cac chuong trinh khong rd ngudn gbe. Hau hét
céc chuong trinh hop phap dugc phat hanh tir nha san xuat déu duge dam bao. Vi vy,
kha ning tiém tang F-virus trong file COM,EXE chi con xay ra tai cac chuong trinh
tréi noi (chuyén tay, 1y tir mang,...).

4. Bé phong Macro virus

Nhu trén da noi, ho virus nay lay trén van ban va bang tinh ctia Microsoft. Vi vay, khi
nhan mat file DOC hay XL? bat ky, nh¢ kiém tra chung trudc khi mé ra. Bi€u phién



todi nay co thé giai quyét bang D2- Plus giéng nhu truong hop cia New B-virus, cac
New macro virus s& duoc nhan dang dudi tén PROBABLE Macro. Hon nita néu sir
dung WinWord va Exel ctia Microsoft Office 97 thi khong phai lo ling gi ca. Chtic
ning AutoDectect Macro virus ctia b Office nay s& kich hoat Warning Box néu van
ban hodc bang tinh cin mé c6 chira macro (chi can Disable).

5. Cach bao v€ mdy tinh trudc Trojan

- St dung nhiing chuong trinh chong virus, trojan méi nhét ciia nhitng hang dang
tin cay.

- Bé phat hién xem may tinh c6 nhidm Trojan hay khong, ban vao Start -&amp;gt; Run
-&amp;gt; g0 regedit -&amp;gt; HKEY LOCAL MACHINE -&amp;gt; SOFTWARE
-&amp;gt; Microsoft -&amp;gt; Windows -&amp;gt; CurrentVersion - &amp;gt;Run,
va hidy nhin vao ctra s6 bén phia tay phai. Bang nay s& hién thi cac chwong trinh
Windows s& nap khi khoi dong, va néu nhin thdy nhitng chuong trinh la ngoai nhiing
chuong trinh ban da biét, chéng han nhu: sub7, kuang, barok, ... thi hdy manh dan xo6a
chung (dé xo6a triét dé, ban hiy nhin vao dudng din dé tim t6i noi luu céc file d6), roi
sau d6 hay khdi dong lai may tinh.

- Nhan t6 hop phim Ctrl+Alt+Del dé hién thi bang Close Program (Win9x), bang
Task Manager (WinNT, Win2K, va WinXP) dé xem cé chuong trinh nio la dang chay
khong. Thudng s& c6 mot sd loai Trojan s& khong thé che dau trudce co ché nay.

- St dung mot sé chuong trinh c6 thé quan sat may cua ban va lap firewall nhu
lockdown, log monitor, PrcView.

- Khong tai tép tir nhitng ngudn khong r& hay nhan mail ciia nguoi la.
- Trudce khi chay tép la nao, kiém tra trudc
Bai tap thue hanh cia hgc vién
Cau 1: Lua chon mot phﬁn mém Virus thong dung dé cai dat trén hé théng

Cau 2: Thyc hién cach ngan chan Autorun.inf. Virus.exe xam nhép may tinh thong qua
USB

Hudng dan thuc hién
Pé thuc hién viéc vo hiéu hoa tinh nang MountPoints2, ban thuc hién cac budc sau

1. Start > Run hoac Win + R

2. Nhap Regedit vao 6 run > Enter

3. Tai ctra 6 Registry Editor thuc hién tai khoa:
HKEY_CURENT_USER\Software\Microsoft\Windows\Curent
Version\Explorer\MountPoints2



g Registry Editor L‘:' El g
File Edit View Favorites Help
.; || Device Metadata + || Name Type Data

Exployer 3] (Default) REG_SZ {value not set)
. Advanced

ApplicationDestinations

AutoComplete

AutoplayHandlers

. BitBucket

CabinetState

CD Burning

, CIDOpen

s CIDSave

, CLSID

ComDIg32 m
ControlPanel
. Discardable
FileExts
LowRegistry
. MenuOrder kB
Modules

1

. {balef Eind. 2}
. {balei B}
| {bale Delete 31
4y CPC Rename
. NewShor
. RecentDg Export

< [ oy Ky e r < T r

Computer\HKEY_CURRENT CurrentVersion\Explorer\MountPoints2

4. Nhén phai chudt vao MountPoints2 > Permission...

( | L
Registry Editor = @'ﬂ
Q | Permissions for MountPoints2
File Edit View Favorites Help A
:0-- | Device Metadata » || Nand | | Securty |
- Explarer _‘3}_':](- Group or user names:
- | Advanced Y RESTRICTED
- ApplicationDestinations SYTEM
g,
§i AutoComplete a Quang Duc (QuangDuc-PCYAuang Duc)
b AutoplayHandlers Q,Administlators {GuangDuc-PCh\Administrators)
bl BitBucket
- CabinetStat: !
¢~ |y CD Burning
L CIDOpen - EERONES
by CIDSave Permissions for RESTRICTED Allow Dery
I - 4y CLSID
+ .}, CombDlg22 ;';" ?”’“" E! E
a
- |, ControlPanel .
be - : L T 1
1> - .. Discardable i perissine = -
1+ .. FileExts
|, LowRegistry
- 1 MenuQOrder 3 For special permissions or advanced settings,
bl Modules click Advanced. .
Mountioints2 Leam about sccess control and permissions
| {6bd1afcc-c98f-11e0-ae87-0013727abfc2}
1| {balef6e7-57-11e0-053e-B06 666063} [ Apply
| {baleffed-c957-11e0-953-8066f6e0963}
| {balef6ed-ca57-11e0-953e-806e66e5963} N ————
| {balefbec-c957-11e0-953e-806e6f6:6963 }
 CPC

- 1, MewShortcutHandlers
i - . RecentDocs

- |, RunMRU
i~ J. SearchPlatform
-l Sessionlnfo

- ., Shell Folders
I |, StartPage

] [ 1 | b < | i (:

Computer\HKEY_CURRENT USER\Software\MicrosoftyWindows\CurrentVersion\Explorer\MountPoints2

5. Cira s6 Pemission for MountPoints2 m¢ ra > Advanced
6. Tai ctra s6 thiét 1ap Advanced Security Settings for MountPoints2 > Permissions



@’ Registry Editor ﬁ sz |

| Permissicns for MountPoints2

File Edit View Favorites Help

. Device Metadata || Naml | | Securty |
Expl;;er i g[':] (0 Group or user names:
i) 52 RESTRICTED
. ApplicationDestinations 52 SYSTEM
G
« AutoComplete & Quang Duc {QuangDuc-PCGuang Duc)
i Atoplybiandiers Administrat uang Duc-PC\Administrators)

(,_

. BitB
Cabifi Advanced Se _urity Settinc fr - MountPoints2 ﬂ

. EE} Permissions 'Ei'rting I Cwner I Effective F‘ermissi_ns—|

To view or edit details for a permission entry, select the entry and then click Edit

Permission entries:

Type MName Permission Inherited From Apply To
Allow Quang Duc (QuangDuc-..  Full Control CURRENT_USER This key and subkeys
A Alow SYSTEM Full Cantrol CURRENT_USER This key and subleys
Allow Administrators (QuangDu...  Full Control CURRENT_USER This key and subkeys
Alow RESTRICTED Read CURRENT_USER This key and subkeys
[ Add... ] [ Edi... i Remove

| Include inheritable pemissions from this object’s parert

[ Replace all child object pemmissions with inheritable pemissions from this object

Managing permission entries

Computer\HKEY_CURRENT_USER\Software\Microsoft\ Windows\CurrentVersion'\Explorer\MountP oints2

* Win 7 : B6 chon tinh nang Include inheritable pemssions from this

object's parrent va hién tai dang c6 4 khoa dang ky hién thi trong khung
Pemission entries.



i Registry Editor

File  Edit R =y
x Advanced Security Settings for MountPoints2 | ¢ [ A —

Permissions for MountPoints2

Permizsions | Auditing | Owner | Effective Permissions |
To wiew 1
|
Perrmisziof Selecting thiz ophiot, means that the parent permizzion entries that apply to
P child objects will no longer be applied ta thiz object. =
Type q,)
Allow -Tocopy the pemiszion entrigs that were previouzly applied from the
Al parent ta this object, click Copy.
Al -Taremaove the permizsion entries that were previously applied from the
Allow parent and keep only thoze permizzions explicitly defined here, click
Remowve.
-To cancel this action, click Cancel.
L Ciopy J [ Remove ] [ Cancel
[ add. ||  Edt. || Femowe
] [nherit from parent the permizzion entries that apply to child objects. Include these with entries explicitly
defined here.
[[] Replace pemiszsion entries on all child objects with enties shown here that apply to child objects
< >
= [ (1] ] [ Cancel Apply =
My Cornpu
* Win XP : B6 chon tinh nang Inherit from parent the pemission entries that

apply to child objects. Include these with entries explicitly defined here.

- = L =l 57
Registry Editor
& & o — [ = ]
File Edit View Favorites Help i
I Device Mctadata | [ Nam| | Securty |
- Explorer EETN| i o oo
- 8 evanced B2 RESTRICTED
i || ApplicationDestinations
I A?:o(om lete . svsTEM
e ) Pl 2 Quang Duc (QuangDuc-PC\Quang Duc)
b ';“;“p‘“'"a"‘d'ﬁ" 2, Administrators (Quang Dug-PC\Administrators)
- . BitBuy
¥ cabil | Advanced “ecurity Settings for MountPoints2 [ =]
e st e e S = S _ 3
b €O Bl Mecmissions [ uditing | Owner | Effective Pame dons
b cipol
{1 CIDS3| | Ta view or edt details for = permission ertry, select the entry and then dlick Edit.
-
b-Jd cLsI Windows Security ===
-4 Com Fermission entries;
i Conti = N Waming: i you proceed. inheritable parent permissions will no longer
b)) Disca ype g : propagate to this object
. Allow Qu A
b~y Fileby o EYE' . - Click Add to convert and add inherited parent permissions as explicit
il LowR b 3 permissions on this object.
e Alow Adm
L Me'l Alow RES - Click Remove to remove inherited parent pemissions from this cbject.
b - Mo,
-0 Moul| - Glick Cancel  you do not want to modify inhertance settings at this time
Lo ig
5 [ Add ]| Remove | [ cancel |
- 14 L
T Add_ H,—J v
Rt
by Cf | Include inheritable permissions from this object’s parenll
Replace all child object jissi with i i i from this object
b -Jd Seard Managing permission entries
b bl Sessi
il Shell oK ] [ Cancel ] | Peply |
bl Startl
« L 0 ] » el i ] G
Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2

7. Hop thoai Windows Security xuit hién > Remove



@ Registry Editor
File Edit View Favorites Help

| Applets . Securly |

. Controls Folder
. Device Metadata

28 Group o User names:

Explorer

| Advanced
| ApplicationDestinatiens

52 RESTRICTED
82 SYSTEM
& Quang Duc {QuangDuc-PC\Quang Duc)
ini {QuangDuc-PC\Administrators)

Autol
Autop
BitBug
|| Cabing
€D By
. CIDO
CIDSay
|| CLSID)

| Advanced Secur ty Settings for }iountPaints2

Pemissions | Audiing | Owner | Effective Pemission= |

To view or edit details for a permission entry, select the entry and then click Edit.

Permission entries:

No groups or users have pamission to access this object. However, the owner of this object can assign pemissions
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[ Include inheritable permissions from this object's parent

Edt | [ Remove |

[ Replace all child object permissions with inheritable pemmissions from this object

Managing pemission entries
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Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion'Explorer\MountPoints2

8. Tai ctra s0 Advanced Security Settings for MountPoints2 > Apply
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To wiew or edit details for a permission entry, select the entry and then click Edit
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You have denied all users access to MountPoints2. No one will be able
to access MountPoints2 and only the owner will be able to change the
permissions,

Do youwant to continue?

[T Includs inhertable parmissions from this objsct's parent

[7] Replace all child ohject 18 with inheritable

g from this object

Manaaing pemission entries

oK | [ Ccancel
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Computer\HKEY_CURRENT_USER\Software\Microsoft\Windows\ CurrentVersion\Explorer\ MountPoints2




Permissions for MountPoints2

Advanced Security Settings for MountPoints2

Permissions | Auditing ||_Dwner || Effective Permissions |

To view more information about Special permissions. select a permizsion entry. and then click, Edit.

Permiszion entries:

Permizsion Inherited From Apply To

Security

‘ou have denied everyone access to MountPoints2. Mo one will be able to access MountPaints2 and only the owner

y ! 5 will be able to change the permissions.

Do you wish bo continue?

Ili ‘es ] [ No ]

Add... Edit,., Remoyve

0 Inherit from parent the permizsion entries that apply to child obiects. Include theze with entries explicith
defined here.

[ Replace permission entries on all child objects with entrizs shown here that apply to child objects

= — 2
My Compul [ 0K ] [ Cancel ] [ Apply ] =
9. Hop thoai Windows Security xuét hién 1an nita véi ndi dung "Ban da tir chdi tat

ca nguoi dung truy cidp MountPoints2. Khong mdt ai ¢6 thé truy cap MountPoints2 va
chi c6 ban c6 thé thay do6i su cho phép. Ban ¢6 mudn ti€p tuc?" > Yes > OK 2 lan >
dong cura s6 Registry Editor > khoi dong lai h¢ thong.
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