ITamaTka o0 BHAAX W cHoco0ax CcoBepHIEHUS] MPECTYIUIEHHUH ¢ HMCIO0Jb30BaHMEM
HUH(POPMALMOHHO-KOMMYHUKANMOHHBIX TEXHOJIOTUI U MepPbl IPOTUBOACHCTBUSA UM.

KubepnpecTymHUKM W MOIIEHHUKM HE HUMEIOT Kakoi-Tnbo Hambosiee pacrnpoCTpaHEHHOW CXEMBI,
KOTOPYIO ObI OHU MCTOJIb30BAJIN AJIsi IPOBEACHMSI aTaK HAa POCCUNCKUX MOJIb30BATENEH.

OHu JIerKo aanTUpyroTCs N0 KPU3UCHBIE CUTYalH, CTApasiCh HAKUTHCS HA SMOLIMOHATIBHOM COCTOSIHUH
JIONEN.

IIpu sTOM, BBIOOP crocOo0a MOIIEHHHYECTBA, MPEXJIE BCEro, 3aBUCUT OT LeJIel, KOTOpbIe CTaBAT Mepes
co0oil adepucTbl, OT HaJIM4YUSA y HUX COOTBETCTBYIOLIUMX PECYPCOB, BPEMEHHM Ha TOATOTOBKY U
KBaJIM(DUKALINH.

CommanbHble CETM M MECCEH/DKEphl dallle BCEro MCIONb3YIOTCA Ui MaKCHMalIbHOTO OXBara
MOTEHIMATIBHBIX KepTB. [IpM 3TOM TaM OOBIYHO MOIIEHHHYECKHE CXEMBbl JOCTaTOYHO MPUMHUTHUBHBIE,
MO3TOMY UX HEJb3s Ha3BaTh d3PPEKTUBHBIMH.

Haubonee BBIrOAHBIM CIIOCOOOM MOIIEHHHYECTBA [UId a(epHCTOB SBISAIOTCS OOBIYHBIC Tene(OHHbIE
3BOHKH, KOTOpPbIE NMPUHOCIT KUOEPIPECTyMHUKAM JIOCTAaTOYHO HEIJIOXHE JI0XO/AbI, IOTOMY YTO MHOTHE
IPUMEHSIEMBbIE B XOJI€ HUX CXEMbl JJABHO OTPaOOTaHbI, 3IOYMBIIIJICHHUKH, JaBHO NPHCYTCTBYIOIIUE B
3TOH cdepe ACSITENbHOCTH, UMEIOT JOCTaTOYHO BBICOKME HABBIKM MPUMEHEHHS METOJUK COLIMAJIbHOM
HMHXCHEPUH.

B cnydae mnpoBeneHus KpYyHNHBIX €IMHOBPEMEHHBIX KHOepaTak MaKCHMajibHO HPUOBUIBHBIMH IS
3JI0yMBIIIUIEHHUKOB Cefyac SIBJISIIOTCS PacChUIKM C BIOXKEHHSIMM B BUJE BpenoHocHoro I1O (wamie Bcero
3TO IPOrPaMMBbI-BBIMOTATEIN ).

Ecnu nonp3oBaresib OTKPOET TaKO€ MUCbMO, CKauaeT U 3allyCTUT Ha CBOEM YCTPOMCTBE BIIOKEHHBIN (haii,
TO BCE €ro JaHHbIE Ha KoMmbloTepe OymayT 3ammdpoBanbl. [1omoOHBIE NeHCTBUS OCOOCHHO OIACHBI B
cillyyae, €cilM OTKpbITHE (haillla NPOMCXOOUT Ha KOPIOPAaTHBHOM YCTpoiictBe. B 3ToM ciydae
3JI0yMBILUIEHHUKHA MOTYT CKOMIIpOMETHpoBaTh BClo I'T- mHppacTpyKTypy Opranuzanuu.

[IpoBeneHHBIM aHAMU30M BO30YXKACHHBIX YTOJNIOBHBIX JIe 1O MPECTYMJEHUSM, CBS3aHHBIX C
HCIIOJIb30BaHUEM HH(POPMALIMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH, a TakXe 3aperuCTPUPOBAHHBIX B
KYCII matepuasioB 1o cooOUIEHUAM O MPECTYIUICHUSIX JaHHON KaTeropuH, MOKHO BBLIEIUTH HECKOJIBKO
HauboJsee pacIpOCTPAHEHHBIX CIOCOOOB COBEPILIEHUS JASSIHUN paccMaTpUBaeMON KaTerOpUu:

- CxeMma 1. Oneparopsl COTOBOM CBSI3H.

- Cxema 2. [IpennoxxeHus oT JIKeOPOKEPOB.

- Cxema 3. ObuieHue ¢ paborogaresneM.

- CxeMa 4. 3BOHKH WJIM COOOLIEHMSI OT 3HAKOMBIX.

- Cxema 5. Omutata yenyr no ¢eiikoBomy QR-kony.

- Cxema 6. 3BOHKM M COOOIIEHHS U3 OaHKa.

- Cxema 7. 3BOHKHU M COOOIIEHHSI OT TOCY/IapCTBEHHBIX BEIOMCTB.

Cxema 1. Oneparopsl cOTOBOI CBSI3U

[Tog BUAOM CHEUATUCTOB H3BECTHBIX TEICKOMMYHHUKAIIMOHHBIX KOMIIAHMM MOIIEHHUKH CTaparoTCs
MOJTyYUTh AOCTYI K aKKayHTY nojb3oBarens «[ocyciyrny.

OHM 3BOHAT KE€pPTBE M YTBEP)KIAIOT, YTO JEHCTBYIOIIMN TOTOBOP 3aKaHYUBAETCA M €ro HEeoOXOAUMO
MPOIUIHTH, HHAYE HOMEP TepenaayT qpyromy aboHeHTy. UnTn HUKyIa HE HY)KHO, BCE MOXHO CJIENaTh I10
Tesie(hoHy, yBepseT 3JI0yMbIIIJIEHHUK. J0CTaTOYHO MPOAUKTOBATH KOl U3 CMC.

Crnenyrouuii mwar — nepenTH 1Mo CChUIKE, IJI€ HY’KHO BBECTH €I11€ OJIUH KOJ.

Takum 00pa3om yesloBeK HE MPOJIEBAET JOTOBOP, KOTOPBIM Ha camMoM Jele sBseTcs OecCpOUHbIM, a
MIPEIOCTABIISIET JJaHHBIE /711 BXO/a B JIMUYHBIN KaOuHET Ha noprajne «locycimyru» u Bcro HH(pOpMaLunio o
cebe, KOTopasi XpaHUTCsl Ha 3TOM pecypce.

BHUMAHHUE!!!

JloroBopsbl, 3aKia4YaeMble Aa00OHEHTOM C COTOBBIMHM ONepaTOpaMH, He IPeAYCMaTpPUBAKOT
OrPAaHNUYEHHOI0 CPOKA NMOJIb30BAHNS HOMEPOM.

Ectb u npyras neip, KOTOpyIo MpecieayoT MOILIEHHUKH, IPEACTaBISISICh OIIEPaTOPOM CBSI3H.

XKepTBe Taxke MOCTyNaeT 3BOHOK € MPEAJIOKEHUEM 10 CMEHE TapU(PHOTO IIIaHa, MOAKIIOYEHUEM ONIH,
3aMeHbl sim-KapThl. YTOOBI peann3oBaTh J11000€ U3 AeHCTBHM, a00OHEHTY HEOOXOAUMO MPOJUKTOBATH KO
U3 CMC, KOTOPBIM IpuaeT Ha ero HoMmep. C MOMOIIBIO0 3TOr0 KO/a 370YMBIIIJIEHHUK MOJIy4aeT A0CTYI K
JUYHOMY KaOWHETy MoJib30Bareis Ha o(uLuanbHOM caiiTe omeparopa. A yXe TaM OH HacTpauBaeT
nepeasipecaluio CoOOOIEHNH 1 3BOHKOB C HOMEPA KEPTBbI Ha CBOM.

D10 nenaercs Ui TOTo, YTOOBI B JalbHEHIIEM MOATBEP)KIaTh Pa3HOTO PO/ia ONEPALUU: BBIBOJ CPENICTB C
0aHKOBCKHX KapT aOOHEeHTa, 0(pOopMIICHHE HAa HETO KPeIuTa.



BAKHO

Bb1 MoxeTe 0OOHOBUTH NEpCOHAJbHBIC JaHHBIE, OOPAaTHBIIUCH 32 YCIYTroil JIMYHO — B ouce oneparopa
CBSI3M WJIM B IMYHOM KaOMHETe Ha ero oQHUIIMaIbHOM MopTaje (HO HE MO CChUIKE U3 CMC).

He Ha3pIBaiiTe HUKAKUX AAHHBIX HE3HAKOMBIM 10 TenedoHy. Eciu comHeBaeTech, MO3BOHUTE ONEPaTopy
CBSI3U 110 HOMEPY, KOTOPBII pa3MelleH Ha ero ouiuaibHOM caiTe.

Cxema 2. IlpenioxkeHusi 0T JxkeOpPOKEePOB

310yMBIIINIEHHUKH CBSI3bIBAIOTCS C OTEHIIMATIBHBIMU HHBECTOPAMH Y€pe3 COLMaIbHbIE CETH MU 3BOHST
UM TI0J] BUJIOM COTPYJHHUKOB N3BECTHBIX NHBECTULIMOHHBIX KOMITAHUH.

[Ipennoxenne 3aMaHYMBOE — HYXKHO JIMIIb OTKPBITH «OpOKepckuil» cuer u uHBecTHpoBarh oT 10 000
py6neit. Jloxox — He MEHbIIIe MUJUTHOHA.

JIJ1s OTKPBITHS TAKOTO CYeTa MOIIEHHUKH TPEOyIOT YCTaHOBUTH NMPUIIOKEHUE.

Jlanee mporpaMma UMUTHPYET SKOOBI POCT JOXOZOB OT MHBECTHILIMH, B TOM YMCIIEe B KpUnToBaoTy. Kak
TOJBKO y «HWHBECTOPa» BO3HUKAET >KEJIaHHME BBIBECTH JEHBIM CO CUeTa — HAYMHAIOTCS MPOOJIEMBI.
JDxeOpoKepsl TOBOPAT, YTO CAETATh 3TO CIOKHO. Hy>XKHO MOMONHUTH CYET elle pa3 Ha ONpeleIeHHYIO
CYMMY, OIUIaTUTh «CTPAXOBKY» WM €KEJIHEBHOE pa3MeEIICHHUE BAJIIOThI B «EBPOMEHCKON sueiike» JInOo
HallTU Mopy4yuTesns, 4ToObl MOXKHO OBLIO «OOHATMYUTBHY CPEACTBAa. B mTOre MHBECTOpP TEpsieT CBOU
JI€HbTY, a 320/JHO U Ha/IeXkKAy Ha OyayIine MUIMOHBIL.

BapuaHT 3TOM MOIIEHHMYECKON CXEMbl — Y4acTHE B YHMKAJIbHOM HHBECTHIIMOHHOM OHJIAH-IIPOEKTE
M3BECTHOIO OaHKa. 3aBJIEKal0T MOTEHIMAIbHBIX KEPTB MIPH MOMOLIY MMCEM Ha AJIEKTPOHHYIO TOYTY.
370yMBIIUIEHHUKH, 0(OpMIIsis COOOILIECHHE, KOMMPYIOT BU3YalbHbIM CTUIIb (PMHAHCOBOM OpraHu3aluy U
nanee s yoeIuTeNbHOCTH UCTIONb3YIOT TE )K€ KOPIOpPAaTUBHbIE 1IBETA, IOTOTUI U IPyTrHe IeMEeHThL. Jliis
y4acTusl B «BBITOJHOI» KaMIIaHUU IPEUIaracTcs EPENTH 110 CCbUIKE U3 MMHCHhMA.

[Tocne >xepTBe MpemIoKaT MPONUTH OMPOC: yKaszaTh 3apa0O0TOK, MPEANOYUTAEMBIN CIOCO0 XpaHEHUs
CPEICTB M KOHTAKTHBbIE JaHHBIE AJI CBA3M C IPEICTABUTEIEM OPraHMU3AlMM, a TAKKE NAAyT JOCTYI K
CHEIMaIbHOMY MPUIOKEHHI0. A yKe TaM OHaJ00UTCsl BBECTU JaHHbIE CBOEH OaHKOBCKOM KapThl — C HEe
a(epucTbl MOTOM U CIMIIYT JIEHBIHU.

BAKHO

IIpoBepbTe caiT HHBECTHIIMOHHONW KOMIIAHMHU WJIHN Opokepa. O0paTnTe BHUMAHHME HA PEKBU3HTHI U
Hajanuyme JuueH3nu banka Poccun.

OTkaxuTech OT yCIIyT KOMIIAHUU WIN €€ TPEACTABUTEIIEH, €CIIN OHU IIPOCAT NEPEBECTH IEHBIM 3a YCIIYTH
Ha KapTy pU3NYECKOro Jnua (JIubo yepe3 MEeKTPOHHbBIN KOLIEIEK).

O0s13aTeNnbHO 3aKITIOUUTE JOTOBOP M 3allpalllMBaiTe OTYET 00 OKa3aHUH OPOKEPCKUX YCIYT.

He Beautech Ha o0enianus rapaHTUPOBAHHOTO BBICOKOTO JI0XO/1a B KOPOTKHE CPOKH.

Cxema 3. O0menue ¢ padoronaresem

CobecenoBanne ¢ Oyayumum paboTopareneM — BOJHMUTENbHas mpoueaypa. [lopoit MoueHHUKH
IOJIB3YIOTCSl PACTEPSIHHOCTBIO COMCKATENEN U KpaayT JIMYHbIE JaHHBIE IPSIMO BO BPEMs OHJIAH-BCTPEUH.
[Ton Bumom Oymyinero paboronarernst MOIIEHHUKH TPOBOIST coOeCeI0OBaHNe, TJe OHU MPOCAT KaHIuaaTa
3aIIOJIHUTB AHKETYy MPsIMO BO BpeMs 3yMa. OOUH U3 €€ MMyHKTOB — HOMEp KapThl U Ipyrue ee AaHHble. Ha
Hee 3JI0yMBIIUIEHHUKH O0ELIAI0T MPOU3BOAUTH oIiary. UToObl HUYEro He MPOMYCTUTh, OHU BKJIHOYAIOT
3amuch dKpaHa. HekoTopble MOIIEHHMKHM NPOCAT yKa3aTh MH(OPMALMIO MO HECKOJIBKMM OaHKOBCKHM
KapTaM, €CIT KaKyIo-TO SIKOObI He TIPUMET OyXraiTepusi.

Bmecrto nononHeHuit ¢ 0aHKOBCKOM KapThl coMcKaress B OyIylieM MpOMCXOJAT CHHMCaHUs, a Ha paboTy
€ro TaK 1 He yCTPauBaIOT.

Haxomsice B moucke paOoThl, MOXHO HE TOJBKO MOTEPATh JE€HbIM, HO M HApyIIUTh 3aKOH, CTaB
JPOIIEPOM.

B nocnennee BpeMs MMEHHO 3TOT MOIIEHHUYECKUN CLIEHAPUN CTAHOBUTCS MOMYJISIPHBIM, @ €0 KEPTBaMU
CTaHOBATCS CTY/AEHThI U IEHCUOHEPBHI.

Hponmepsl win aponsl (0T aHmmiickoro drop — OpocaTb, KamaTb) — IOACTaBHbIE JIMIA, KOTOPbIE
3a/IeiCTBOBAHbI B HEJIETAJIbHBIX CXEMaxX I10 BBIBOAY CPEACTB C OAHKOBCKHUX KapT.

YacTo xKepTBa HE OCO3HAET, YTO BOBJECUCHA B MPECTYyHHYIO cxeMy. Benp oObsBieHue o pabore, Ha
KOTOPYI0 OHa YCTpauBaeTcCsl, HE BBINIAAUT IONO3pPUTENbHO. A Oyaymui paboTonmarenp Iocie
cobecel0BaHUs MPEIOCTABISAET JOIOBOP, OrOBapUBAET YCJIOBUS TPYAa, CPOKH BBIINOJIHEHUS pabOThl U
JPyTHE€ HIOAHCHI.

BAKHO

BuuMarenbHO n3yyaiTe npeanoxkeHue oT OyIyiero paboTtoaaresns U OT3bIBbI O HEM.

He Benutech Ha oGemanus JIErKoro 3apab0oTka ¢ MUHUMAaJIbHOM 3aTpaToii COOCTBEHHOTO BPEMEHH.




[Ipn oOiieHuN coxpaHsiiTe XOJOJHYIO TOJIOBY, HE MOJJaBaiiTech SMOLMSM, a IJIaBHOE — CJEIUTE 3a
JAHHBIMU, TOCTYII K KOTOPBIM MPEAJIAraeTcs Mpe1oCTaBUTh.

Cxema 4. 3BOHKH HJIH cOO0LIEHNS OT 3HAKOMBbIX

Eme oqHa TakTHKa 37I0yMBIIUIEHHUKOB — PAcChUIKAa COOOIIEHUH ¢ MPOChOON OOMIKHUTE JIeHeT OJM3KUM
ny 1py3esaM. [1opoit B cBOMX ClieHapHsIX MOIIEHHHMKH 3aXOIAT U JAJIBIIE — UTPAIOT HA YyBCTBAX KEPTBBI
U COOOIIAIOT, YTO €€ POJACTBEHHUK romnai B 6exy. Ecnu panbiie adepuctam npuxoJuiioch pa3bIrphIBaTh
TeaTpabHbIA CIIEKTaKJIb, IOJAEIIBIBAs FOJI0C, TO TENEPH 3a HUX ATO JIE€TAET UCKYCCTBEHHBIN MHTEIUIEKT.
370yMBIIUIEHHUKH B3JIaMBIBAIOT AKKAayHT IOJIb30BATElIsl, CKauMBAIOT T'OJIOCOBbIE COOOLIEHMS M Ha HUX
OCHOBE T'€HEpUPYIOT MOHOJIOT AJIs JaJIbHEHIero ooMaHa.

CymectByeT M ApYyroil cueHapuii — mpoch0a NMporosocoBaTh 3a AETed WU IJIEMSHHUKOB B JIETCKOM
KOHKYpCE. 3a CChUIKOM JJisi TOJI0COBaHUS, KOTOPYIO MOIIEHHUKH OTIIPABIISIIOT CO B3JIOMAHHOIO aKKayHTa
BJIa/IEIbIIA, CKPBIT BUPYC, KOTOPBIM OTKPOET UM JOCTYII K BallleMy T'aJKETY.

BAKHO

He nepexonute 1o HEM3BECTHBIM CCBUIKAM, JIAXK€ €CJIN MOIYUHUIN UX OT OJM3KUX MIIM 3HAKOMBIX.
JloroBopurech C pOACTBEHHUKAMH O IApOJIE WIM CEKPETHOM BOIPOCE, KOTOPBIM HY>KHO HAa3BaTh, €CIIN
Pa3roBop Ka)KeTcs MON03pUTEIbHBIM. Takoi 1ar IOMOXKET paCKyCUTh HAMEPEHUsI MOLLICHHUKA.

Cxema 5. Onara yeayr no geiikopomy QR-ko

Ceronusi, 4yTOOBI MOJYYUTh KaKyO-JIHOO YCIyry MM OIUIaTHUTh TOBAp, HOCTATOYHO HABECTH KaMepy Ha
QR-kon. Hampumep, UM MOXXKHO BOCHOJIb30BAaThCs, YTOOBI B3STh B apeHAy CaMOKaT WJIM MOPTAaTUBHOE
3apsHOE YCTPOMCTBO Juid rajpkera. IIpaBma, BMeCTO MpOrylKM C BETEPKOM M 3apsyKEHHOIO
aKKyMYJISITOpa TelepoHa MOYKHO MOJIYyYUTh ITyCTON OaHKOBCKHUI CUET.

Heno B ToM, yTo Takoil QR-kox BeneT He Ha opHUUIMATIBHBIN CaliT cepBHca, a HA MOAJCIBHBIA pecypc,
yepe3 KOTOpbIi apepucThbl KpaayT AEHbIU U TaHHbIE KApPThI.

BAKHO

OnutaumBaiiTe yciyry TOJIbKO yepe3 o(puinagbHOe MPUIIOKEHUE CEPBUCA, @ HE Yepe3 KaMepy rajkeTa.
Cxema 6. 3BoHKHM ¥ cO000IICHUS U3 OAHKA

Hapsiny ¢ mxuBbsiMu yrpo3amu o0 oopmiieHUN KpeauTa Ha UM BiaJienblla OaHKOBCKOW KapThl JPyTUM
YEJIOBEKOM WIIM MOAO3PUTEIILHOM ONEPALUU 110 HEN — MOSBUIIUCH U HOBBIE CLICHAPHH.

MoIeHHUKN T0J] BUIOM CHEIUAINCTOB TEXMOJACPKKM (MHAHCOBBIX OpraHM3alMi IpeasaraiT
YCTaHOBUTh Ha CMapTGOH TMPHIOKEHUE I IOMCKAa BHPYCOB. OTO BPEJOHOCHOE MPOrpaMMHOE
o0ecrieueHne, KOTOpoe JaeT JOCTYH K Tele(OoHy KEePTBbI U €ro TaHHBIM.

Eme onuH nomnynspHbIi ClieHapuil — IOMOILb B COXPAHEHNU JEHEKHBIX CPEZCTB.

Adepuctbl 1o BUAOM cOTpyAHMKOB banka Poccuu cooOmaroT >kepTBe O TOM, UTO KTO-TO IBITAETCS
MIOXUTHUTH JCHBTHU C ee cyeTa. UTOOBl UX CHacTH, HaJlO MEePEeBECTH CpelCcTBa Ha «OezonacHbIi» cyeT B LIb
P®. Ilo nerenne 3To BpeMEHHas Mepa — Ha MEPHOJ MOUCKA IPECTYNHHUKOB. A TMOTOM BCIO CyMMY
YeJI0BEeKY SIKOOBI BO3MECTST HaTMYHBIMU B pueMHoi banka Poccuu B Mockae.

BAKHO

[Tonb3y#iTech TONbKO OQULIMATHFHBIMU PecypcamMy (PHHAHCOBBIX OPTaHU3AIIHIA.

Ecnu BaM 3BOHAT COTpPYIHUMKHM OaHKa M pa3roBOp C HUMH KaXETCsl MOAO3PUTENbHBIM, IEPE3BOHUTE HA
oUIHaTBHBIN HOMEp, pa3MEelIeHHBIN Ha caiiTe (PUHAHCOBOW OpraHU3aIIH.

TaM sxe BbI MOXKETE HAUTH CCHUTKU Ha OQHIHATbHbIC OAaHKOBCKUE MPHIIOKEHUS M CKadaTh UX.

Cxema 7. 3BOHKH H COO01IEHHS OT TOCYIAPCTBEHHBIX BEIOMCTB

Yacto MOIIEHHUKM 3BOHAT MM MHIIYT YEJIOBEKYy SKoObl 0T Jjuna coTpyaHukoB @DCBb,
Pocpunmonuropunra, ®HC, Commansaoro ¢ponaa Poccun, noprana «locyciayru.

Camas pacripocTpaHeHHas! YJIOBKa — MPEUIOKEHUE MOTYYHTh KaKyr0-TH00 roCy1apCTBEHHYIO BBITLIATY.
Cxema kJaccuyeckasi: Bbl HaM JIaHHbIE KapThl, Mbl BaM — JICHbI .

Ecte u pgpyroii cuenHapuii. Hampumep, 3BOHOK OT MNpPEACTAaBUTENEH CIEICTBEHHBIX OPIraHOB WU
Pochunmonuropunra ¢ yrpo3oii ONOKUPOBKH cYeTa, IO KOTOPOMY SKOOBI 3ahUKCHPOBAHBI
COMHHTEJbHBIE omepanud. YtoObl 3TOro M30ekarh, MOIIEHHHKH TpeOyroT ormiatuth mrpad. s
yOeAUTETbHOCTH OHU MOTYT JIa)KE€ MPUCIIATh KBUTAHIIMIO Ha OPUIIHAIEHOM OJIaHKe BEOMCTBA.

BAKHO

[TomuuTe, 4TO MOAOOHBIE BEAOMCTBA HE HAJEJICHBI MOJHOMOYMSIMH IO apecTy JEHEKHBIX CPE/ICTB, HE
OKa3bIBAIOT TUIATHBIX YCIYT MO O0(OPMIICHHIO JOKYMEHTOB, a TaK)K€ HE PacChUIAIOT MOJ00HBIE MMChMa U
HE 3BOHST MO TesiepOHy U B MECCEH/IKEPAX.

Ecimu BBl momyunmnm momoOHBIE COOOIIEHUS — MPOUTHOPUPYHTE HMX M OOpaTHTECh HAMpPSIMYyIO B
TrOCYJIapCTBEHHYIO OPTraHU3ALMIO.

Kak 6e3onacHo mosib3oBarbest caiiTaMu 00bsiBJICHUH




C nomouipo caliToB 0OBSABICHUI OY€Hb YIOOHO MpoaBaTh WU MOKYINAaTh TOBAPHl MJIU HMCKAaTh HOBYIO
paboty. O6 3TOM 3HaeTe He TOJNBKO BbI, HO U MOIICHHUKH, KOTOPBIC MBITAIOTCS 3apaboTaTh Ha Ballei
noBepunBOCTU. PazbupaeMcs, Kak He MOMACTHCS Ha UX YIOBKH.

Ha uTo Hazo obpamars BHUMaHKE U YTO JIe1aTh, YTOOBI BHIYUCIUTH MOIIEHHUKOB?

[Ipouwnraiite o0ObsiBneHne. OOpaTuTe BHUMaHUE Ha CIEAYIOIINE MOMEHTHI:

IIpo¢guis npogasua.

Jlronu, KOTOpBIE YACTO NAlOT OOBABIEHUS Ha caiiTe, KaKk MpaBUIIO, TOAPOOHO 3aMONHAIOT CBOM MPOdUIIb.
VY HUX €CTb PEUTHHI M OT3bIBBI T€X, KTO IOJIb30BAJCA MX yciyramu. Ha MHOrmx caiTtax cyliecTByeT
BO3MOXKHOCTb MOATBEPKAEHUS MPOdUis, U MOCTOSHHBIE IOJIb30BaTeNIM €10 He NpeHeOperatoT. OgHaKo
MOIIEHHUKH MOTYT Pa3MECTUTh 4yXylo ¢ororpaduio, MOATBEPAUTh HNPOPHIb C MOMOIIBIO YYXKOTO
[acropTa U HaKpyTUTh ce0Oe pEeHTHHT.

HeBo3mokHO mopjenarb TOJNbKO Jary peructpauuu npoduis. CepbE3Hble CepBHCHI OObSIBICHHMA
cTaparoTcs OOpOThbCSl C MOIICHHUKAMHM U OJIOKMPOBaTh MX, MOATOMY Takue MPO(UIN CYLIECTBYIOT
HEZ0JTO.

KoneuHo, He KaK/1bIil HEJABHO 3apETUCTPUPOBABIINIICS YEJIOBEK, HE UIMEIOIIUI PEUTHHIa, — MOIICHHHUK.
Onnako K 00naaTensaM Takux Npoduieil Haxo OTHOCUTHCS ¢ 0COOBIM BHUMAHHEM.

Onucanue ToBapa.

PeanbHbli poAaBell 3aMHTEPECOBAH B TOM, YTOOBI J1aTh KaK MOXKHO OoJiee MoapoOHyr0 HH(POPMALIUIO O
TOBape — ATO NPUBICYET BHUMAHUE M TMOMOXKET M30€XaTh JOMOJHUTENIBHBIX BOIPOCOB CO CTOPOHBI
MOTEHIMAJIbHBIX NOKynarenel. Ecinu onucanue ToBapa ciuiikom oduiee, B HEM HeT (otorpaduii mim oHu
B35IThl U3 HHTEPHETA, 3TO JIOJIKHO HACTOPOKUTD.

CronMocTs TOBapa.

Kak mnpaBuio, BbICTaBisisl TOBap Ha MPOJAXYy, JIIOAU OIEHMBAIOT €ro Ha OCHOBAHWU aHAJOTUYHBIX
oObsaBneHuid. KoneuHo, OBIBAIOT Cilydad, KOTJla pealibHbI TOBap MPOAAETCs OueHb AEmEeBO. Tem He
MEHee, €CIIM Bbl BUJIUTE OOBSBIEHHUE, 1€ CTOMMOCTh TOBapa 3HAYUTENIbHO HUXKE, YEM Y aHAJIOTOB, Oy/abTe
0COOEHHO BHUMATEIbHBI.

Yro pnenarb?

Ecnu Bac 3auHTepecoBai ToBap — U3y4uTe NpoQUIIb MPOAABLA, IOUYNTANTE OT3bIBBI.

CBskUTECH C HHUM, TONPOCUTE TpHCIaTh (ororpaduu ToBapa C pa3HBIX PaKypcoB, 3aJalTe BCe
MHTEpECYyIolIe Bac BOIpOchl. Eciau mpopaBer; oTKa3blBaeTCs NMPUCHUIATh (POTO, HE OTBEUAET HA BalIM
BOIIPOCHI, JTy4Yllle TOMCKATh TOBAP B IPYTOM MECTE.

HacroitunBocTh NpoaaBua

Bbl cBsi3anuch ¢ MpoJaBLOM, a OH TOBOPUT, YTO JKEIAIOIIUX MPUOOPECTH TOBAp OUYE€Hb MHOI'O, TOPOIIUT C
NOKynKoi. Takke OH HacTauBaeT Ha TOM, YTOOBI BbI BHECIH MPEJOIJIATy HE Yyepe3 cepBUC OObSBICHUMH, a
MIEpEBOZIOM Ha €ro KapTy. byabre 0CTOpOXKHBI, TaKOM MPUEM YaCTO UCHOJB3YIOT MOIIEHHUKHU. VX 1enp —
HE J1aTh BaM BCE XOPOILIEHBKO 00 {yMaTh.

Yro nenarb?

He Toponureck ¢ nmokynkoil. BHocuTe omiaty ToabKo yepe3 cepBUC OObSIBIECHUI.

IIpenonJiaTa 10 oTIpaBKHU TOBapa

Ecnu mpopasery mox jo0bIM IMPEUIOrOM NMPOCUT BHECTU MPEAOIUIaTy 10 OTIIPABKHU 3aKas3a, OIUIATUTh
YCIYTH Kypbepa MU CIIy>KOBI TOCTaBKH MEPEBOJIOM Ha KapTy, a HE Yepe3 CEPBHUC OOBSBICHHN, TO CKOpee
BCEro 3TO MoIIeHHUK. OH OyAeT BbIJyMbIBaTh pa3IMYHbIC PEIIOrH, YTOObI BBIMAHUTD y BAC JIE€HBIHU.

Uro nenarp?

Huxorga He BHOcHTEe MNpenoIary, €cid 3TO He MPEeIyCMOTPEHO CEpPBUCOM OOBSBICHUH — TOJBKO OH
MOYKET TapaHTHUpOBaTh Oe30macHOCTh caenku. He mepeBomuTe NeHBIM Ha KapTy NpojaBlia — TaKUM
o0pa3oM Bbl IPOCTO JapuTe ux e€ Biajenblly. Eciau OH OKaXeTcs MOIIEHHUKOM, TO BEPHYThb BallIH
CpEICTBA HE yNACTCH.

Ilepenoc B3anMoaelCTBHSI B MECCEHIKEP

Ha caiitax 0OBsIBICHHIA CYIIECTBYIOT YaThl JJIs1 OOIIEHUS MPOAABIIOB M MOKYIATEICH.

Kak npaBuiio, B HUX BCTPOEHbI MHCTPYMEHThI pPaclO3HAaBaHHUs MOIIEHHUYECKUX ¢pa3. OHU OIOKUPYIOT
CCBUIKM Ha CTOPOHHHE PECYpPCHI, MPEIYNPEKAAIOT O PUCKE, €CIIM COOECeNHUKH MMyOIUKYIOT HOMEp
tesniepoHa. IlockonmbKy uaThl 3aTPyIHSIOT AEATENbHOCTb MOIIEHHHUKOB — OHHU CTapaloTCsl NEepeBECTH
JTaJIOT B CTOPOHHUI MECCEH/DKED, I7Ie HET HUKAKUX OrpaHUYEHUM.

Yrto nemarts?

CkpoiiTe cBoit HOMep TenedoHa B HaCTpouKax mpodwis. TaM ke BKITIOUNUTE (PYHKIIHIO 3arpeTa 3BOHKOB,
4yTOOBI MOILIIEHHUKH HE 3acTalii Bac Bpacmiiox. OOmaiTech TOIbKO B yaTe Ha caiiTe oObsiBieHuid. Hu mox
KaKHM IIPEAJIOroM He MEePEeX0UTE B OOBIYHBIN MECCEHIKED.



IIpuchLIAIOT CCBHIIKY ISl OIUIATHI WJIM MPOCMOTPAa HHpopMaun
Ecnu BBl BcE-Taku Havasiu OOINAThCA € MPOJABIIOM B CTOPOHHEM MECCEHKEpEe, BaM MOTYT IPUCIATh
CCBIIKY SIKOOBI JUTsl MpOCcMOTpa Oosiee moapoOHON HH(OPMAITUK O TOBAPE WIIU TSI OTLIATHI.
MomeHHHKH B3/1aMbIBAIOT CTPAHMIBI B COLCETAX H 00MaHOM BHIMAHMBAIOT ICHbIH Y I'PasKAaH.
[IpakTHuecku Kaablii COBPEMEHHBIN NOJIb30BaTENb MIHTEpHETa HMEET INYHYIO CTPAHUYKY B OTHOM, a TO
U HECKOJIbKUX COIMAJIBHBIX CETSX, IJIe MOXKHO MEPENUCHIBATBCS C APY3bSIMHU, NENUThCS (poTorpadusiMu u
nHOM uMHpopmanuei. OnHAKO OT Ipa)<JaH, MOJIb30BaTeNiell TOM WM WHOM COLMaIbHOW CETH, BCE yallle
CTaJlM NOCTyNaThb 3asBJICHUS B IOJIMLHUIO O MOIIEHHUYECKUX IEHCTBHUSIX HEU3BECTHBIX JIUL], KOTOPbHIE
MOCPEJCTBOM COLIMAIBHBIX CETe OT MMEHHM MX 3HAKOMBIX OOMaHHBIM ITyTEM 3aBJIaJ€BAIOT JE€HEKHBIMU
CPEICTBAMHM.
Kak mpaBuiio, MOIIEHHUKH JOCKOHAJIBHO M3Y4aloT B3JIOMaHHYIO CTPAHUILY MOJIB30BATENs U MUIIYT OT €ro
MMEHH CaMbIM OJIM3KHUM JIIOJISIM, TOBEPHE KOTOPBIX BBICOKO.
Urobbl obe3omacuth cebst oT B3ioma akkayHTa, YBK MBJ] Poccun pexomenayer npuaep uBarbes
CJIEYIOIIUX MPaBUIIL:
® Co3/aBaiiTe CIIOKHBIE MAPOJH, UCIOJIB3YS LHU(PbI, CUMBOJbI, @ TAKXKE IMPOMUCHBIC U 3arilaBHBIE
OyKBBI;
® HUKOIJIa HE TMepexoiuTe IO TIOJ03PUTENIbHBIM CChUIKAM, OCOOEHHO €CIM WX MpHUCIaIn
HE3HAKOMBbIE JIFO/IH;
® IIpHU BXOJIC HA CBOIO CTPAHUILY, I7Ie HEOOXOIMMO BBECTH JaHHBIE, BCETla CMOTPUTE Ha aJipec caiTa
B IOMCKOBOM CTpoke Opay3epa, OH MOXET OTIMYaThCS OT OPUTMHAIBLHOTO 3HAKOM WJIM OJHOU
OyKBOM M OKa3aTbCs (aTbIINBBIM.
MoleHHUKH CTaJu paccbliath push-yBemomiieHusi 0 He0OXOAUMOCTH BepU(PUIUPOBATH HOMEP
TesedoHa, MOATBEPAUB NACNOPTHLIE AaHHbIe. CChLIKA B COO0IIEHUN BedeT Ha (peilkoBBIN calT
MOOMJILHBIX ONIEPATOPOB, HA KOTOPOM Ipeliiaraercs 3anoJHUTh aHKeTy: HoMmep Tejaedona, DUO u
AAaTy POKIACHMS.
[Tocne 3amonHeHWs calT mepeBOAMT Ha (DEMKOBYIO CTpaHMIly Bxojma Ha moprtan «locycmyrm», rae
M0JIb30BaTeNb JIOJDKEH BBECTH JIOTMH M MApOJib K JUYHOMY KaOMHETy. Tak MOIICHHHMKH MOJIY4aroT U
JIaHHbIe nocTyna K «locyciyram», U MOATBEPKACHHY IO HH(pOpMaIio 06 aboOHEHTE.
3ayeM MOIIEHHUKH XOTAT 3aiiTu B [ocyciyru? Yro onu Tam cMOryT crienarb?
OpHa U3 pacnpoCTpaHEHHBIX CXEM MOUICHHHKOB HAllpaBlIeHa Ha TO, YTOOBI MOJYUYUTh HOCTYI K TUYHOMY
KabuHeTy >xepTBbl Ha [ocyciyrax. UTo 3M0yMBIIUIEHHUKH MOTYT CJIeNIaTh, €CJIM MOIy4aT JJOTHH U MapoJb
ot ['ocycmyr?
3anpocuTh KpPeANTHYIO HCTOPHIO
Camoe meHbllee, UTO MOTYT ClIeJaTh 3JI0yMBIIUIEHHUKHA — MOJYYUTh KOH(UICHIHAIBbHY0 NH(POPMAIIIIO
0 yesioBeke. B Hee BXOIUT KpeauTHas UCTOPHs, pa3Mep cueTa B OaHKe, pa3Mep aoira (eciiud OH €CTh), a
Takke Jpyras puHaHcoBas nHdopManus. B nanpHeileM MOIIEHHUKH MOTYT MCIIOJIb30BaTh 3TH JaHHbIE
B JIPYTMX CX€MaxX, HalpuMmep, IMpH MOMbITKE COOOLIUTH O KpaXke JEHEr EepPTBbI OT JIMIa COTPYIHHUKA
Oanka, monuiuu uiu MBJI.
IHory4uTh J0CTYN K 3J1€KTPOHHOM MOANIUCH
Bce wame pasnuuHble omnepanuu ¢ JOKyMEHTaMHU MOKHO NMPOBOAMTH O€3 JMYHOro MpucyTcTBus. s
3TOTO JOCTATOUYHO UMETh HYKHBIE OyMaru 1 3JIeKTPOHHYIO MOATHUCH.
[TonyunB HOCTYN K HEM, MOIIEHHUKH CMOTYT MOAAENATh TOKYMEHThI M BBIIOJIHUTH LEJbIN psij AEHCTBHIA,
KOTOpBIE O0EPHYTCS JUIsl dKEPTBBI CEPhE3HBIMU POOIEeMaMH.
Ecnu snekTpoHHas MOAMUCH MOMAJET B PyKH MOIIIEHHUKOB, OHU CMOTYT:
e JlepeohopMUTh WK IPOJATH HEBUKUMOCTH KepTBbl. OPOPMUTH HA €€ UM KPETUT.
e (Cnarb NONAETbHYIO OTYETHOCTD B HAJIOTOBYIO, YTOOBI ITOJYYUTh BO3MELICHHE.
® 3aperucTpupoBaTb COMHUTEIHHOE IOPUINUECKOE JIULIO HA UMS KEPTBBL.
Ha sTOoM cnincokx BO3MOMKHOCTEM 3JEKTPOHHOM MOANMCH HE 3aKaHYMBAETCSI, OJHAKO STUMH ONEPALUIMHU
MOIIIEHHUKH 3aXOTAT BOCIIOJIB30BATHCS C OOJIbIIEH BEPOSITHOCTHIO.
IHosy4uTh 10CTYN K JJMYHON HH(OPMALMH 0 YeI0BeKe
[Mopran Tocycmyru Takke BBICTYNaeT CBOEOOpPA3HBIM XPAHWIWIIEM [UIsl Pa3iHYHBIX JIOKYMEHTOB
II0JIb30BaTeNel, K KOTOPbIM HE JOJDKHBI MMETh JOCTyI noctopoHHue. Tak, Ha locycmyrax xpaHarcs
nonable ganasie MO, HOMEp TenedoHa, macmopTHBIE NaHHBIE, aapec peructpamun, CHUIC, MHH,
JTaHHBIE BOJUTEIBCKOTO YAOCTOBEPEHNUS U IPYTUE TOKYMEHTHI.
3710yMBIIIJIEHHUKN CMOTYT MCIIOJIb30BaTh 3TO B JIIOOBIX LIEJAX, TaK KAK MHOTHX U3 3THUX JOKYMEHTOB YK€
J0CTATOYHO JJIsl HOATBEPKACHUS JIMYHOCTH U COBEPIICHHS (PUHAHCOBBIX ONEpPAIUi.

C stumMm JAHHBIMHU 3JIOYMBIINJICHHUKN CMOTYT:



® 3aperucTpupoBarh NEKTPOHHBIE KOIIEIbKH /7151 IPOBEIECHUSI MOIIEHHUYECKUX ONeparuil.
OdopMuUTh KpenuT WIK MUKpPO3aiiM.

e OdopMuTh OHIAWH-3aSBICHHE O TEPEBOAC CPEACTB 4YENOBEKa B JIFOOOW HETOCYIapCTBEHHBIN

MIEHCUOHHBII (OH, YTOOBI MOTYUYUTH BO3MEILICHUE.

e ManunynupoBath JIHYHON HH(POpPMAIMEH 0 YETIOBEKE B IPYIHX MOIIEHHUYECKUX CXEMaX.
OdopmuTts eSIM ¢ nomomsio I'ocyciyr
Eme onuH ckopee HENPUSATHBINA, YeM OTACHBINH BapUAHT — MOIICHHUKH O(OPMSAT HA UMSI ITOJTH30BATEIIS
eSIM uepe3 mnopran Tocycimyr. Dta ycayra NOAAEpPKUBAIOTCS HECKOIBKHMM ONEPaTOpaMU CBSI3U U
MIPOBECTH OMEPAIUI0 MOXXHO JAMCTAHIIMOHHO 0€3 JIMYHOTO TOCEHICHUs cajoHa CBs3u. M XOoTs cam daxT
odopmiienuss momeHHHUKaMu eSIM MoXeT He BBI3BIBaTh OCOOBIX OMACeHWil, U3BECTHBI CIy4yau, KOTaa
3JIOyMBIIUIEHHUKH Tiociie odopmiieHus SIM- kapTel NPUBA3BIBAIM HOBBIMH HOMEP K OaHKOBCKOMY
po(dUITIo KEPTBHI B TOM YHKCJE M3-32 XaJIaTHOCTU O0aHKOBCKUX paOOTHUKOB. Takke mpoOiemMoil MOXKeT
cratb MaccoBoe odopmienne eSIM-kapT Ha UWMS KEPTBBI, KOTOpble B JajbHEWIIEM OymyT
WCIIOJIb30BaThCSl HEU3BECTHBIMU JJIs1 JPYTMX MOIIEHHUYECKHUX CXEM.
MHorue moJjib30BaTe/ii CTOJKHYJIHCHh ¢ HOBOHM CXeMOH «YIOHa» Y4YeTHBbIX 3amuceil (AKKayHTOB) B
Meccenkepax Telegram u WhatsApp.
KT0-TO M3 KOHTAKT-JIMCTa MPOCUT MPUHSITH YYACTUE B HEKOEM OHJIANH-TOJIOCOBAHUH U MPUCHUIAET CCHUIKY
Ha cailT. [{ns ydera ronocoB TpebyeTcs BBECTH CBOM HOMep TenedoHa U KoJ BepUUKaIIHH.
Uto0Bl HE JUIIHUTHCS CBOCH yUETHOW 3allMCU HE TIOJICHUTECh, TICPE3BOHUTE TOMY a0OHEHTY, OT KOTOPOTO
MIPUILLJIO COOOIIEHNE U YTOYHHUTE, OH JIU €T0 OTIIPaBUII.
To ke camoe Hy)XHO cJeNiaTh KOorja KTO-TO MO OJIaTOBHIHBIM HPEAJIOTOM IIPOCHUT IIEPEBECTH EMY JICHBIH.
Kak npoTuBOCTOSTE BO31CHCTBUIO TeJIe(DOHHBIX MOIIEHHUKOB?
Tenepp, Korja Bbl 3HAETE, KaKUE MPUEMBI BO3JCHCTBUS MCIIOJIB3YIOT MOIICHHUKH, BaM OyJeT MpoIle UM
MIPOTUBOCTOSTh.
3anoMHuUTe caMoe IVIaBHOe:

* Ilpexe ueM BBINOIHATH JIIOObIE YKa3aHUS, TOTyYEHHbIE M0 Tele(OHY, BO3bMUTE May3y, CAeIanTe

TpU TIIYOOKHX BIOXa-BBIJI0XA, MO3BOHUTE OJMM3KUM JIIOASIM U OOCYIUTE C HUMHU CJIOKUBIIYIOCS

CUTYAIHIO.
* Ecnm BaM 3BOHSAT OT MMCHH BaIlIeTO POACTBCHHUKA WJIM 3HAKOMOTO U MPOCAT NEPEBCCTU ACHBI'U
CBAXKUTCCh C HHM JIMYHO. I[ame €CJIM OH HC MNOAXOAUT K Tene(1)0Hy — OTO emé HE ITIOBOJ

HEME/IJICHHO TEepPeBOANTH JAeHbIU. [lomokanuTte, 1moka OH MEPE3BOHUT, WIM PA3BIIIUTE €T0 Yepe3
OOIINX 3HAKOMBIX.

» JlanHbIle O BamuX OAHKOBCKHX cdeTax, HoMep KapThl, muH-ko1 wiu CVV/CVC/CVP- kox, xox u3
CMC u moOble Opyrue CBENEHHUs A COBEPIICHHsS OAHKOBCKOTO MEPEeBOAA HENb3s COOO0IIaTh
HUKOMY.

* Bpl Hukorna He MokeTe OBITH YBEpPEHBI B TOM, UYTO MO3BOHUBIIUI BaM YEJIIOBEK — MMEHHO TOT,
KeM TmpejacTaBisieTcs. Eciu BaM MOCTynmuia TOMO3PUTENBHBIA 3BOHOK, MOJIOKHUTE TPYOKYy H
MEepPEe3BOHUTE CaMU B OPTaHMU3AIINI0, OT IMEHH KOTOPOil K BaM 0OpaTHIINCH.

* Hu GaHkm, HU MONUIMS, HA APYTUE OpTraHU3AIMU HE PEIIA0T BOIPOCHI IO Tele(hOHY, OCOOCHHO B
cpouHoM mnopsiake. Jlaxke ecam BaM  YrpoXkarOT YrOJIOBHOW OTBETCTBEHHOCTBIO 3a OTKa3
COTPYIHUYATh — 3HAWTE, 4TO TENEPOHHBIC YTPO3bI HE UMEIOT FOPUIUICCKON CHIIBI.

Ecnu BaM mocTynui mofo3pUTeNbHbIN 3BOHOK, MOJIOKUTE TPYOKY U NMEPE3BOHUTE CaMU B OpraHU3aIUIo,
OT UMEHU KOTOPOH K BaM OOPaTHIIHCh.

Kakue ¢)pa3bl NPOU3HOCAT TOAbKO MOIIEHHUKHU?

K cuacTtpio, MONICHHUKH PabOTAIOT MO CKPUITAM, B KOTOPHIX YETKO MPOIMUCAHO, Kakue (pa3bl OHH
JOJOKHBI POU3HOCHUTD. [10 3TUM (hpazam Bbl MOXKETE UX OINPEIETHUTD.

Bot ocHOBHBIE:!

* JlaBaiiTe yTOYHMM Balllil JaHHBIE: HA30BUTE HOMEP CBOETO MacrnopTa, HoMep 0AHKOBCKOM KapThl.

* CKoJBKO y Bac CU4ETOB B HaiieM OaHke?

*  VYrtoyHute 0anaHc Ka)KI0ro Ballero cuéra.

* B kakux emé 6aHkax y Bac ecTh cueTa?

* Ham Hamo cocTtaBuTh 3asBKy Mo (akTy MoIIEHHWYECKHX naeicTBuil. Kakyro 3asBky Oymem
COCTABIIATH: OOBIYHYIO WJIH SKCTPCHHYIO?

Hanomunaem:

* Hacrosiumii corpyngHuk OaHka BUAMT B WHGOPMALMOHHOW CHCTEME BCE JaHHbIE KIMEHTA,

MH(OPMAIIUIO O €T0 CUeTax U KOJUYECTBE JIEHET, KOTOpPbIe HAa HUX HaXOJATCS.



* baHku paboTaloT aBTOHOMHO, COTPYAHHK OJHOTO OaHKa HHUKAK HE MOXKET MOBJIMATH HA TO, YTO
MIPOUCXOIUT B IPYTOM OaHKe.
* Ecau 6aHk 3amomo3puii, 4TO C BallMM CYETOM COBEPIIAIOTCS MOIICHHUYECKHUE JEUCTBHUSA, OH
3a0M0KUpyeT CU€T Oe3 BCSIKOM 3asBKH.

Pa36Epem cambie momyNspHBIE CICHAPUH MOIICHHHKOB W IMOMpoOyeM Ha MpuUMepax MOHSTh, Kakue
MaHUITYJIATUBHBIE TEXHUKH OHU UCIIOJIb3YIOT.
PoncrBennuk B Oejie
Bam 3BOHAT ¢ HEM3BECTHOrO HOMEpPA. 3BOHUBILUN MPEACTABISETCS BAIUM CHIHOM, JI0YEPBIO, IPYTUM
omu3kuM 4ernoBekoM. OH cooOmaet, uTo ero 3aaepxaia monunus. Yame Bcero peus unér o ATII umum
npake. 3aTeM K pa3roBOpY MOAKITIOUAETCS SIKOOBI MOJTUIICHCKH, KOTOPBII TOBOPHT, YTO TOTOB ITIOMOYb, HO
JUISL 3TOTO HAJl0 MepefaTh eMy OMpeleN€HHYI0 cyMMy JAeHer. Eciiu Bl OTKaxeTech 3TO cliearhb, Ballero
POICTBEHHHMKA WM 3HaKoMOro AET TiopbMa (CTpax motepu wnm mpecienoBanwus). [lepenars neHbru
HaJI0 HEMEIJIEHHO, IIOTOMY 4TO TTOTOM OyzieT nmo3nHo (He nate BpeMeHu nmomymars).
Eme omun BapuaHT cleHapusi «poacTBeHHUK B Oeme» Bbl momywaere CMC wunu cooOumieHue B
MECCEH/Kepe ¢ Mpochb0Ooi mepeBecTH AEHbIUW Mo HoMepy Tenedona. To, 4To HOMEp BaM HE 3HAKOM,
3II0YMBIIINIEHHUKHA OOBSACHSIOT TE€M, YTO Balll ChIH WU J0Yb MOMAaIu B O€qy, MOTEPsIu CBOM TenedoH U
TeTeph OYEHB KAYT Balllel TOMOIIH (CTpax MOTEPH).
3BOHOK U3 cinykObl OezonacHoctu, nonunmu, OCh. [{eHTpansHoro 6aHkKa, roCyI1apCTBEHHBIX CTPYKTYD
Bam 3BOHAT ¢ HEM3BECTHOTO HOMEpa, 00paIlaloTCs 0 UMEHHU U OTYECTBY (OBEPUTEIbHBIE OTHOLLIEHUS),
MIPEJICTABIISIFOTCS. COTPYIHUKOM CIIYXObl O€30macHOCTH OaHKa, IMAaBHBIM clienuaiucToM LleHTpambHOTO
O0aHka (3BOHOK OT 3HAYMMOTO JIMIIA) U TOBOPST, YTO C Balleil KapThl MBITATUCH CHATH JIEHBIU (CTpax
notrepu). YToObI ATOr0 HE MPOU3OIILIO, HAJI0O HEMEJICHHO MOATBEPAUTh JAHHBIE CBOCH OAaHKOBCKOM KapThl
u coobmmTth kox u3 CMC (He gath BpeMeHH MoayMath). Eciii BBl He cienaere 3To MpsiMo cerldac, IeHbru
CIUIILYTCS (3aIlyTUBaHUeE).
Emé onuu cueHapuii — MOIIEHHUKU MPEACTaBISIIOTCS coTpyaHuKamu noiuiuu win ®Ch (3BoOHOK OT
3HAYMMOTO JIHIa) MOIIEHHUKN TOBOPST, YTO HA Baile UM O(GOpMIIEH KPEIUT, Ballll JEHBIU MBITAIOTCS
YKpacTh OO BBl JIOJDKHBI TPUHSATH Y4YacTHE B PACCIICIOBAaHWU TPECTYIUICHUS (CTpax MOTEpPH WU
npecienoBanus). UToObl cmacTd CBOM JIEHBI'M WU TIOMOYb B paccliefIOBaHUU, HAJI0 HEMEIJICHHO
TepeBecTH MX Ha Oe30MacHbIN CU€T, KOTOPBIM OHU BaM Ha30BYT. [loCKONBKY omnepanus ceKpeTHas, 0 Hel
HUKOMY HEIb3sl paCCKa3bIBaTh (3aIyTUBAHUE).
Bama xapra 3a0nokupoBana
Bam mpuxogur CMC unm coollneHre B MECCeH/Kepe, uTo Baiia OaHKOBCKas KapTa 3a0lOKHpOBaHA
(ctpax motepn). [ns nonydenus noapoOHoON HHPOpMAIMK NTPeAIaraeTcs Nepe3BOHUTD Ha ONpeAeIEHHBIN
HoMmep. Ecnu BBl mepe3BOHMIIN, BaM COOOIIAIOT, 4TO B OaHKe MPOM30IIET TEXHUIeCKUi cO0il U A TOro
9TOOBI KapTa 3apaboTraia, BBl JOJKHBI coOOmuUTh e€ Homep, muH-kon wm CVV/CVC/CVP kop, a 3atem u
ko1 B CMC, xotopsiif mpuaét Ha Baml HoMmep. Eciu BBl 3TO clienaere, MOIIEHHUKY 0€3 Tpyda CIIUIIYT BCe
BaIllK JICHBTH.
C pacueTHOro cuéTa Ballel KOMIAHUU IbITAIOTCS CHATh JICHBIU
MOoIIIeHHUKH aTaKyIOT He TOJIBKO IPpaKIaaH, HO ¥ opraHu3anuu. [J1aBHOMY OyXrayirepy (UpMbI 3BOHAT U3
MONMUIUU (3BOHOK OT 3HAUYMMOTO JHUI[A) U COOOIIAIOT, YTO €ro NACHOPTHHIE JaHHbIE MOXUTUIU W
MBITAIOTCSl YKPACTh JEHBIM CO CYETAa OpraHu3aluy (CTpax MoTepu Wiu mnpecienoBanus). [loatomy Hamno
CPOYHO TepeBecTH ACHbIUM Ha OezomacHbIil cu4€T. UTOOBI BCE chenarh MpaBHIBHO, HA0 YCTAHOBUTH HA
CBOM Tee(OH crenuanbHOe IPUIIOKEHHE.
AKIIMY B TenerpaM-KaHanax
[TonynsipHa MoIlIEHHUYECKasi CXeMa C aKIMsIMU OT OAHKOB M IPYTHUX U3BECTHBIX KOMITAHH.
Hanpumep, MOXXHO cioyuyaiiHO OOHapyX HUTh Yy ceOs B IMOANUCKAaX HOBBIM TelerpaM- KaHall, B KOTOPOM
HCIIOJIB3YETCSl JIOTOTUI U U300payKeHHE, TOX0KEE Ha Y3HaBaeMblil OpeHIUHT OaHKa.
[Tonp30oBaTensM mnpeanaraloT MOy4YyacTBOBAaTh B aKIMU, KOTOpas MO3BONUT monydats oT 50 mo 70%
Kenrodka 3a mokynku. CchlTka, KOTOPYIO OCTABIISIOT MOIICHHHUKH, BEIET Ha (DUIIMHTOBBIC CAUTHL. 3aTeM y
KJIMEHTOB 0aHKa 3ampaninBaroT mapoiau uiu koas u3 CMC.
He pexoMmenyem nepexoauTh M0 COMHUTEIBHBIM CCHUIKAM U JCIIUTHCS TaHHBIMU KapPTHI.
OOpaimjaeM BHHMaHue, YTO BCIO MHQOpPMAIMIO 00 aKIMAX U APYTUX MPENJIOKECHUSIX CIEAyeT HCKaTh
TOJBKO B O(UIMATIHLHBIX MPUIOKEHUSIX OAHKOB.
Wmuranus romoca
OnHa U3 MOMyJISIPHBIX B TIOCJIETHEE BpeMsl CXeM oOMaHa 00s3aHa CBOUM TOSIBIICHUEM HEHPOCETSIM.
MoleHHUKY Hay4WIUCh MOIENBIBATh FOJI0Ca POAHBIX MOTEHIIUATBLHON KEPTBHI.
Takum 00pa3oM OHU BBIHYK/IAIOT CBOMX KEPTB COBEPIIAThH TIEPEBOJIBI ICHEKHBIX CPEJICTB.




Uto0bl BBIHYAUTH YeJIOBEKAa COOOLIUTH HEOOXOJUMBbIE CBEIACHMSI MJIM COBEPIIUTH JEHEKHBIN MepeBo/,
3JI0yMBIIUIEHHUKA MOTYT BBIXOJUTh Ha KOHTAaKT C HHUM OT MUMEHM 3HAKOMBIX, POAHBIX WM KOJUIET,
MMUTHUPYS UX TOJIOCA C MTOMOUIBIO CHEIHAIbHBIX TPOrPaMM.

MOIIEHHUKH HCTIONB3YIOT B MOAOOHBIX CXeMax Hape3Kd U3 PealIbHBIX CTapbIX T'OJOCOBBIX COOOIICHUM
xepTBbl. CHayasia OHM MOJYyYaroT JIOCTYNl K aKKayHTY, 3aTéM HauMHalT IMHCAaTh €ro KOHTAaKTaM C
npockOoi mepeBecTu JeHbrU. VCcTopHio 0 HEOOXOAMMOCTH MOMOIIM MPECTYMHUKH MOJKPEIISIOT TEM
CaMBbIM I'OJIOCOBBIM COOOIIEHHEM SKOOBI OT JIMIA BIIaJIeNblla aKKayHTa.

[Ipy BO3HMKHOBEHHUH COMHEHHUII HEOOXOJMUMO CBS3aThCS JIMYHO CO 3HAKOMBIM, OT HMMEHH KOTOPOTO
3BOHUJIM, U YTOUHUTH Y HETO MH(POPMALIHIO.

B cBa3u ¢ ywyactuBmmMucs B mocienHee Bpemsi oOpameHusimu rpaxiaaH B @Cbhb Poccun no ¢akram
MOILIIEHHUYECTBA - XWIIEHUS HUX JUYHBIX WM KPEAUTHBIX CPEJICTB HEU3BECTHBIMHU JIMIIAMU C
UCIOJIb30BaHUEM MOIMEHHBIX Tele(OHHBIX HOMEPOB, WAECHTHUHBIX HoMepaM TenedoHoB noBepus OCh
Poccun, npuemnoit ®Ch Poccun, crnpaBounoro tenepona ®Cb Poccun, a taxke HampaBlIe€HHEM IO
ANIEKTPOHHBIM MecCeHpKepaM (¢ororpaduil  «CiayXeOHbIX ynocToBepeHuil» @DenepanbHas Ciyxoa
6e3onacHocT Poccuiickoit @enepannu nHGOpMUpYeET:

* HE BEPLTE 3BOHKAM ot Tak Ha3zbIBa€MbIX COTPYAHUKOB U cienoBareneit @Cb Poccun o ToMm,
yto BbI siBnsieTrecs nogo3peBaeMbiM (0OBUHSEMBIM). YBEIOMIIEHHE TPakIaHWHA O MIPUBIICUCHUH B
KauecTBe momo3peBaemoro  (ooBunsiemoro) ocymectBiusiercs WCKIIIOUWMTEJIBHO B
[MMCBMEHHOM BU/IE 1 BPYUAETCS JIMUHO;

* corpyaaukn PCBb Poccum HUKOraa He NPUCBUIAIOT TPpakJaHaM KOIHMM CBOMX CIIYKEOHBIX
ynoctoBepennit; HE BEPBTE TIPEJJIOXKEHUSAM o HeoOXOAMMOCTH TOJYyYECHHS KpeauTa,
nepesona nener Ha « BE3OITACHBIN CUET» unu nepefau ux Kyphepy;

*  @®Cb Poccun HE UCIIOJIB3YET nuunbie cOepexeHus WM KPEIUTHBIE CPEACTBA TPaXKIaH I
OKa3aHUsl IIOMOIIM OIIEPATUBHBIM IOAPA3JEICHUAM B NPEAYNPEXKICHUM U PaCKPBITUU
MIPECTYIUICHUM.

O 4YeMm HY:KHO IOMHHTb, YTOObI HE CTAThH KEPTBOIl MOIICHHUKOB?
1. [Ipexxie ueM nepeyucisiTh AeHbIU, BAXKHO YOSTUTHCS, YTO HH(GOpMAILUS 10CTOBEPHA.
2. Ecniu 00bsiBIeHHE pa3MeCTHII UITM OTIIPABUI B COOOIIEHUH (B TOM YHUCIIE TOJI0COBOM) KTO-TO U3 BalllUX
3HAKOMBIX, 0053aTeNbHO JI03BOHUTECH JI0 ITOrO YEJIOBEKA U YTOUHHUTE, JEUCTBUTENBHO JIU Tpeldyercs
IIOMOIIIb.
3.Eciu BBl pemmiau IMOXEpPTBOBaTh JEHBIM Ha OJIarOTBOPUTENIBHOCTh, BblOMpaiiTe (OHIBI, KOTOpHIE
JOCTOMHBI JI0BepHUs. MOXXHO OpHUEHTHPOBAThCS, HANPUMEpP, HA CIMCKHU KPYNMHEHIINX (OHIO0B, KOTOPHIE
MyONUKYIOT PEHTHUHIOBBIE AareHTCTBA. B HMX BKJIIOYEHBI TOJIBKO HACTOSIIME OJaroTBOPUTENbHBIE
OpraHu3aliK, KOTOPbIE HE IEPBbIH IoJl TOMOTAtOT JHOSIM.
MoleHHUKH MOTYT MOAJeNaTh M CTpaHully Qonpa. BaxHo yOenuTbes, 4TO Bbl BBOAMUTE JIaHHBIE
0aHKOBCKOW KapThl Ha 0€30MacHOM caiiTe.
* TIPOBEPHTE aJpec caiiTa — HET JIM B HEM OIMIUOOK MM OTNEYaToK;

B aJIpeCHOI CTpOKe Opaysepa JODKHO CTOSTh https U 3HAYOK 3aKPBITOTO 3aMKa €p;

HEOpEXXHBIN AU3alH WU MOI03PUTENIBHO;

OTCYTCTBYIOLIME pa3/esibl MEHIO MOTYT yKa3bIBaTb Ha TO, YTO MEpEJ] BaMH IOAJAEIbHBIN

CallT.
4. 3aBeuTe OT/ACIBHYIO JEOETOBYIO KapTy CIELHAIBHO JJIA IEPEBOJIOB M OIUIATHI MOKYIIOK B MHTEPHETE.
He nepxute Ha Hel MHOTO J€HEr — JIyullle KaXKAbli pa3 MOMOJHANTE ee POBHO HAa Ty CYMMY, KOTOPYIO
cobupaerech moTparuth. Torga, Jake €CiAM MOIIEHHUKH MOJNy4aT JOCTYN K BalleMy CUYeTy, BBl HE
JMIIUTECh BCEX CBOUX cOepeKeHuil.
Kak He nonacrbcs Ha yI10BKH adepuCTOB
Poccuiickue monb3oBarean B IMOCIEAHME TOAbl JOCTATOYHO 4YacTO IOMAJAlOTCs Ha  YJIOBKH
KHOEpIPECTYITHUKOB M Tele(OHHBIX MOIICHHUKOB, UCIIOJIB3YIOMIUX HE TOJBKO METOIUKU COLMAIbHOM
WH)XEHEPUH, HO U PUEMBI TUITHO34a, YTOOBI 3al0IYYUTh AEHBIH C OTEHIUAIBHOMN XKEPTBHI.
AdepucTtbl MOTYT HCHOJNB30BaTh BCEBO3MOXHBIC BBIIYMaHHBIE JIETCHIBl Ul TIpeajora mepeBoja
JIEHEXKHBIX CPEJCTB, IPEACTABIISISICh IPU ATOM COTPYJHUKAMU HEKUX CEPbE3HBIX TOCCTPYKTYP.
Hanomunaem, COTpyIHUKN TOJUIUM HUKOT/A HE OyayT: - 3BOHUTH Ipa)kJIaHaM M 3asBISATh, YTO TEM
HEOOXOIMMO TPUHATH Yy4YyaCTHME€ B HEKOH OIepalud M0 3aJepKaHUI0 MOIIEHHUKOB WJIH HWHBIX
MIPECTYIHUKOB; - TPeOOBaTh WM MPOCUTH IPAXKAAH BBIMOJIHUTH MEPEBOJ JIEHEKHBIX CPEACTB Ha KaKHe-
100 pe3epBHBIE cueTa, 0QOOPMHUTH KPEIUT U COBEPIINTH HHBIC OAHKOBCKUE OTIEPAITHH.



Kpome toro, Hentpanbubiii bank Poccun He 3aHMMaeTcs COTPYIHUYECTBOM C (PU3MYECKUMHM JIMLIAMU,
HE OTKpPBIBAET UM KaKue-IU0O pacyETHhIE U OAHKOBCKHE CUETa, HE MMEET HUKAKUX «CIEeIUaTbHBIX» WU
«0e30macHbIX» CUETOB.

Ecnmu kro-to mo Tenedony unu B cetd VHTEpHET MPOCHUT BBIMOIHUTH MEPEBO] ACHEKHBIX CPEJICTB Ha
mo00HbIE cYeTa, TO HEOOXOIMMO CPOYHO MpEKpaliaTh OOIIEHHE C TaKUM YEJIOBEKOM, IMOCKOJBKY CO
100% BepOSTHOCTHIO 3TO MOIIEHHUK.

370yMBIIIJIEHHUKN aKTUBHO PAacChUIAIOT MO AJIEKTPOHHOMN MOYTE, B COIMANBHBIX CETAX M MECCEHKepax
COOOIIEHHUsI POCCUICKUM TOJIH30BATENSIM C MPEATOKEHUEM O MOMYyUYEHUH MOCTPAAABIINM OT IPOBEACHUS
BOCHHOM CIIELIONEpPAIi BCEBO3MOKHBIX KOMIIEHCALIMI OT rOCYAapCTBa.

[Ipu 3TOM 310YMBIIUIEHHUKN B paMKax pealn3alyiy TAKMX MOIIEHHUYECKUX CXEM MOTYT MPEACTAaBISATHCS
COTPpYIHUKAMH  PA3JIMYHBIX  OJAaroTBOPUTENHHBIX  (OHIOB, TPABOOXPAHUTEIHHBIX OPraHOB U
TOCYJIaPCTBEHHBIX CTPYKTYP.

B cBoux cooOmieHusx adepucThl MPOCAT 3aMHTEPECOBAHHBIX TPAXKIAH CBA3AThCS C HUMU Yepe3 JTUIHbBIC
COOOIIIEHUsI B COLIMATBLHOW CETH WM B MECCEHIKEepe, YTOOBI MOXXHO OBLJIO 3alMOMHUTH AHKETHI «OT
MIEPBOTO JIULIAY.

HacrosiTenbHO HEe peKOMEHAyeM BEepUTh B MOAOOHBIC COOOINEHUs, HAMPABICHHBIE MCKIIOUYUTEIBHO Ha
BBIBE/IbIBAaHUE KOH(DHICHIMAIbHOW WHGOpPMAMK JUOO0 CKIOHEHHWE K TMEpPEeBOAY TOJ Pa3THYHBIMU
MPEAJIOTaMH JIEHEKHBIX CPE/CTB.

OO6pamaem BHHMMaHHE, 4YTO HHPOpMaIHs 000 BCEX BO3MOXKHBIX KOMIICHCAIUSAX TIPEICTABICHA B
OTKpPBITOM JO0CTyle Ha OQUIMAIBHBIX pecypcax W CTpPaHHUIAX COIUANBHBIX CeTeH MPOQPUILHBIX
TOCYIaPCTBEHHBIX YUPEKICHUHN, B TOM YUCIIC U PETHOHAIIBHBIX BEIOMCTB.

Kak 3alIuTHTBCS 0T PA3JIHYHBIX KHOEPNPECTYNHBIX U GUITMHIOBLIX CAWTOB.

UTto ceromHs KpaiiHe aKTyaJdbHO B YCJIOBHSX IIMPOKOTO PACIPOCTPAHECHHS PA3IMYHBIX MOIICHHUYECKUX
CXEM, HallpaBJICHHBIX HA NPUHYKICHUE POCCHUMCKUX TpaxJaH K CKAaYMBAHUIO COMHUTEIBHOTO
MIPOrpaMMHOT0 00eCIeYeHHsI U BUPYCOB.

s obecriedeHus] BBICOKOTO YPOBHS 3alIMTHI OT (DUIIMHIOBBIX PECYpPCOB HEOOXOAMMO, MPEXKIE BCETO,
o0paTuTh BHUMaHHE Ha aJIpeC CalTa U €ro COJACpIKaHHeE.

K OCHOBHBIM Mpu3HaKaM, C TOMOIIBID KOTOPBIX MOXHO TOYHO YCTaHOBUTH (DaKT HAXOXKJCHHUS Ha
OTKPOBEHHO MOIIIEHHUYECKOM PECypCe, OTHOCATCS:

* HETIPAaBWJIbHO HAIMMCAHHBIC (JIOTIOMHUTENIbHBIE CHMBOJBI, LUUGPHI U T.0I.), TMOJO3PHUTEIbHBIC WU
HenonsaTHeie URL-anpeca;

- otcyTcTBUe SSL-cepTudukara y pecypca; HaaTu4ue oumOoK B rpaMmaruke, opdorpaduu, qu3aiiHe npu
oopMIIeHNY 1 HATIOIHEHUH CaiTa;

* CCBUIKHM Ha CKauMBaHHE Kakoro-1ubo Qaiia, HHTepeCyroIIero nojab30Bares, co CTOPOHHETO pecypca.
HacrositenbHO HE pEeKOMEHAYETCsl MEPEXOAUTh MO0 KOPOTKUM CCHIJIKAM C TOMYJISIPHBIX CEPBUCOB, TaKUX
kak bitly unu goo.gl, naxxe B ToM ciyudae, €Clid OHH MPUXOIAT OT OMM3KUX M 3HAKOMBIX, MOCKOJIBKY
AKKayHTBI MOCIEAHUX MOTYT OBITh CKOMITPOMETHUPOBAHBI.

Ecnu BpemoHocHoe mporpamMmHOe oOecreueHue CKadaHo Ha TeldedOoH WIM KOMIBIOTEP, HUYETO
CTpPAILIHOTO B 3TOM HET.

OcHoBHast ipobneMa OyZieT 3aKITI04aThCsl B TOM, €CIIK 3TOT (paiin OyaeT OTKpHIT Ha ycTpoiicTBe. B naHHOM
cily4ae He00X0MMO KaK MOXKHO OBICTPEE OTKIIIOUUTh YCTPOHUCTBO OT HHTEPHETA.

B curyamum, eciam ¢aiin emé He 3amymieH, TO HEOOXOAMMO TPOBEPUTh €ro C IMOMOIIBIO
CTEMATM3UPOBAHHBIX CAUTOB ISl aHANN3a (aiIoB U CCHUIOK.



