How to Download and Install Smoothwall Certificate on PC

The Certificate can be downloaded here:

http://smoothwall.northclayschools.com/modules/guardian3/mitm/

On Individual Devices

1. Go to the link above.
2. Download the certificate.

smoothwall
HTTPS Interception

This system is configured to use HTTPS Interception. For this to work your device may require an additional security certificate to avoid
problems with HTTPS sites, in particular those with HSTS or HTTPS certificate pinning.

Please note: You only need to apply the inspection rogi s

DOWNLOAD
Certificate

* Internet Explorer

» Chrome (Windows)

* Firefox (Windows)

> Safari (OS X)

> jPad, iPhone, iPod, iOS (Safari)

*» Android (Chrome)

*» Chromebook, ChromeOS

3. Open the certificate.
a. If you are in Chrome, the certificate will probably appear in the lower left and you can just click

on it.


http://smoothwall.northclayschools.com/modules/guardian3/mitm/
http://smoothwall.northclayschools.com/modules/guardian3/mitm/

smoothwall
HTTPS Interception

DOWNLOAD
Corlicalo

> Internet Explorer

> Chrome (Windows)
> Firefox (Windows)

> Safari (OS X)

> iPad, iPhone, iPod, iOS (Safari)

> Android (Chrome)
, ChromeOs

b. If you are using another browser you will have to open it either by clicking where it downloads
within the browser or by going to the folder where it downloaded (typically the “downloads”
folder) and opening it there.

c. Below is what the certificate looks like when you see it in a Windows folder.

“— v 1 ¥ > ThisPC > Downloads
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¥ Downloads & https_interception_ca_certificate

@ Documents

= Pictures
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4. When you open the certificate it asks: “Do you want to open this file?” Click Open.

Do you want to open this file?

Name: ..b\Downloads\https_interception_ca_certificate.crt
g Publisher: Unknown Publisher
Type: Security Certificate

From: C\Users\ctraub\Downloads\https_interception_ca_..

While files from the Internet can be useful, this file type can
'.ﬂ potentially harm your computer. If you do not trust the source,
do not open this software. What's the risk?

Always ask before opening this file

5. Abox pops up. Click “Install Certificate...”



& Certificate =

General Details Certification Path

A Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer A
« Ensures the identity of a remote computer

* Ensures software came from software publisher

s Protects software from alteration after publication

+ Allows data to be signed with the current time

* All issuance policies v

Issued to: Smoothwall HTTPS Interception Certificate
Authority 2022

Issued by: Smoothwall HTTPS Interception Certificate
Authority 2022

valid from 5/24/2022 to 5/23/2024

Install Certificate... | Issuer Statement

OK

6. Now it lets you choose the Store Location.

a. You can either choose “Current User” or “Local Machine”. Either one of these will work and if
you just have one user account on your PC it’s really all the same, but | recommend just
choosing “Local Machine” because that will install for all users on the PC.

b. Choose either Current User or Local Machine and click “Next”.

£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

O Current User
(®) Local Machine

To continue, dick Next.

| @Next | | Cancel




7. A security warning will pop up asking if you want to allow the app to make changes. Click “Yes”.

8. Choose “Place all certificates in the following store and then click “Browse...”

€ &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:

e

9. Click on “Trusted Root Certification Authorities” and click “OK”.
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10. Check to see that the Certficate store says “Trusted Root Certification Authorities” and then click
“Next”.

9]

& L* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place 2l certificates in the following store

‘ Trusted Root Certification Authorities

Mext Cancel

11. Click “Finish”.



& ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

Certificate Store Selected by User Trusted Root Certification Authorities
Content Certificate

" Conce

12. If you are successful, it will say “The import was successful.” Click “OK”.

o The import was successful,

13. Then click “OK” again.



a | Certificate hd

General Details Certification Path

L a Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer A
* Ensures the identity of a remote computer

* Ensures software came from software publisher

s Protects software from alteration after publication

» Allows data to be signed with the current time

» All issuance policies v

Issued to: Smoothwall HTTPS Interception Certificate
Authority 2022

Issued by: Smoothwall HTTPS Interception Certificate
Authority 2022

valid from 5/24/2022 to 5/23/2024

Install Certificate... | Issuer Statement
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