MNnarikHa 6e3neka: oCHOBHI nopaau Big Kidepnoniuii

He posronowlyiite BCi pekBi3aUTU MnaTiXKHOI KapTku Ta
KOHTPOMONTE PyX KOLITIB Ha paxyHKy BaHk no TenedoHy moxe 3anutaTu nepui 6 Ta ocTaHHi 4 undpu
nnaTtikHoi KapTku. s oTpMMaHHA MnaTeXy Ha KapTKy 4OCTaTHbO NMOoBigoOMUTU nuwe16-3Ha4YHUN
HOMeEpP KapTKu.

e TpumanTe B cekpeTi Tpy undpmn Ha 3BopoTi kapTkn (CVV/CVC kog), kogn (ogHopasoBi naponi)
BaHkiB Ta MOBINbLHMX ONepaTopiB, NiH-KOA, 4O KapPTKW.

e [ligKknoyiTh CMC-IH(POPMYBaHHSA CTOCOBHO ornepaLiin 3 NAaTikKHOK KapTKOH.

e  YCTaHOBITb iHAMBIAYaNbHI NiMiTKU Ha onepaLii 3 BaLO NNaTiKHOK KapTKOH.

e BukopucTtoBynTe BipTyanbHy KapTKy Ansi po3paxyHKiB B IHTepHeT.

lMepepaxoBynTe HeoOXigHY CyMy 3 OCHOBHOI KapTKM Ha BipTyanbHy nepea
30iIMCHEHHAM MOKYMKW. BipTyanbHy KapTKy TakoX MOXIMBO AogaTtw i A0 ramaHuiB
Apple Pay, Google Pay. He nepexoabte 3a nocunaHHsamu Big HesHavowmuis! Laxpai
pO3CUNaloTb LUKIANUBI MOCUMAHHA B MeCeHXepu, CMC, e-mail ana 3apaxeHHs
NPUCTPOIB BIPYCOM, BUKPaOEHHS MNepCcOoHarnbHUX [OaHUX, CEKPETHUX KapTKOBMX
PEKBI3NTIB, ANs nepexony Ha ilmnHroBi abo iHLWi LWaxpancbKi pecypcu.

OTpumanu nocunaHHs Big Apyra — He nocniwanTe Ha Hboro Knikatu. Waxpal mornm
oTpuMaTh OOCTYN OO0 akayHTa gpyra. Cneply 3atenedoHynTe apyry Ta sanuTtamnte,
4K cnpa.Ai NOCMNaHHA Bif HLOTO.



He BBOAbLTE PEKBI3NTIB NNATKHMX KAPTOK HA HE3HANMOMMX Ta NiAO3pPINMX canTax

e [lepw Hix BBECTM B OyAb-aKy hopMy AaHi CBOET NnaTiXHOT kapTkn abo naponi 4o OHMNalH

e OaHKiHry, nepeBipTe agpecy HeobxigHOro pecypcy, amke byab-siki BigAMIHHOCTI MOXYTb CBIig4YNTK
npo Te, WO BU OMUHUINCA Ha (ILLIMHIOBOMY CaWTi.

e AKLWO HeobOXigHO MepenTy Ha CanT KoMMNaHii, aapecy SKOro BU OTpUManu B NOCUMaHHI, BBEAITb Y
MOLUYKOBI CUCTEMI Ha3BYy HEOOXiAHOro canTy i NuLLe TOAI NepexoabTe Ha Bebpecypc.

3BepTanTe yBary Ha npotokosn cauty http — ue HeHaaiiHMM NpoToKON, Lie 03HaYaE, Lo CanToM
KopucTyBaTucs He MoxHa https — NoTpibHO NpoaoBXMTN NepeBIpKY canTy TakoX pekoMeHOyEeTbCS
[00aTKOBO NEepPEBIPUTY MOCUNAHHA CYMHIBHUX CalTiB:

e Ha caunTi Kibepnoniuil B po3aini "Cton dpaya". Takox y 4bOMYy po3aini MOXXHa NnepesipuTu Ha
LaxpancTeo Homep TenedoHy Ta 6aHKIBCbKY KapTKy;
e yepes cepsic Acouiauii "EMA" CheckMyLink BAXXITMBO!

Cxema waxpanctea Moxe 6yTn abcontoTHo HoBOKO abo Aobpe nprxosaHo. Tomy, KpiM nepesipku
canty Ha canti Kibepnoniuii B poaaini "Cton cppaya" ta cepsici Acouiauii "€EMA" CheckMyLink,
NpoBOAbTE TAKOX BNAcHy NepesipKy. AKLIO BU BUNAAKOBO PO3KPUM AaHi NNaTiKHOT KapTKM Ha
nigo3pinomy cawTi, HeraHo TenedoHyTe Ao 6aHKy 3a HOMEpPOM, 3a3Ha4YEeHUM Ha 3BOPOTI KapTKM.
AKLLo BM cTanm xepTBOK LWaxpaiB, HanuwiTe 3asaBy o Kibepnoniuii 3a UMM nocunaHHsam abo
MoBigoOMTE Npo Ball BMNagok 3a HomepoMm TenedoHy — 0 800 505 170. 3axmcTiTb CBOI akayHTU ABidi


https://promo.bank.gov.ua/stopfraud/
https://check.ema.com.ua/

1. CTBOPITbL CKNagHWN Naponb 40 efEeKTPOHHOI MOLWWTU, colianibHUX Mepex Ta
iHTepHeTOaHkKiHry. CknagHui Naponb MOXeE MICTUTH:

8 i binbLUe cumBoniB,

Benwuki Ta mani nitepn,

Lindpu Ta cneuiansHi 3Hakn/crumsonu. CTBOPHONTE YHIKanbHUA Naporb 4515 KOXXHOro
iHTEpHET-0aHKiHrY, ENeKTPOHHOI NOLUTK, coLianbHMX Mepex Towo. ig Yac CTBOPEHHsI napons
He BMKOPUCTOBYMTE: - 0COBMCTY NnepcoHarnbHy iHhopMaLito (4aTta HapogKEeHHS, agpeca, Homep
TenedoHy ToLLO);

e  3aranbHoBiOOMI KOMOiHauji naponiB (Hanpuknag, Qwerty12, Password123456, Admin1234
TOoLWO);
e  MOCNiJOBHE/3BOPOTHE HAMMCaHHA CMMBONIB abo Lmdp.

2. YcTaHoBITb 6aratoakTopHy aBTEHTUIKALO.

baratodakTtopHa aBTeHTUIKaLia — Lie, KONKW ANs BXOA4Y A0 akayHTa, KpiM JfloriHa Ta napons, NoTpidHo
BBECTM KO, NiATBEPOYKEHHS, LLIO NPUXOAUTb HAa CMapPTAOH, ENEKTPOHHY CKPUHBbKY abo y BignoBiaHWIA
aofaTtok. HanawTyBaHHA 6aratodakTopHOI aBTEHTUIKALT HAa NpUKNagi iHcTarpamy 3a MNoCuIaHHAM.

HaginHo 36epirante Ta He po3ronowymnTe CBir NiH-Koa! 3MiHONTE NiH-KOA4 40 KapTKM:

e perynsapHo: 1 pas Ha 3 micau,i,
®  CUTYaTMBHO: SIKLLO BMHUKNA Migo3pa, Lo LLe XTOCb MOro MOXe 3HaTMu.

#lWaxpanlyn6an! #Kibepnoniuis #be3nekalaHnx


https://ticket.cyberpolice.gov.ua/

