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Confidentiality Statement

This document contains confidential and privileged information from Rekall Inc. (henceforth known
as Rekall). The information contained in this document is confidential and may constitute inside or
non-public information under international, federal, or state laws. Unauthorized forwarding, printing,
copying, distribution, or use of such information is strictly prohibited and may be unlawful. If you are
not the intended recipient, be aware that any disclosure, copying, or distribution of this document or
its parts is prohibited.
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Introduction

In accordance with Rekall policies, our organization conducts external and internal penetration tests
of its networks and systems throughout the year. The purpose of this engagement was to assess the
networks’ and systems’ security and identify potential security flaws by utilizing industry-accepted
testing methodology and best practices.

For the testing, we focused on the following:

e Attempting to determine what system-level vulnerabilities could be discovered and exploited
with no prior knowledge of the environment or notification to administrators.

e Attempting to exploit vulnerabilities found and access confidential information that may be
stored on systems.

e Documenting and reporting on all findings.

All tests took into consideration the actual business processes implemented by the systems and
their potential threats; therefore, the results of this assessment reflect a realistic picture of the actual
exposure levels to online hackers. This document contains the results of that assessment.

Assessment Objective

The primary goal of this assessment was to provide an analysis of security flaws present in Rekall’s
web applications, networks, and systems. This assessment was conducted to identify exploitable
vulnerabilities and provide actionable recommendations on how to remediate the vulnerabilities to
provide a greater level of security for the environment.

We used our proven vulnerability testing methodology to assess all relevant web applications,
networks, and systems in scope.

Rekall has outlined the following objectives:

Objective

Find and exfiltrate any sensitive information within the domain.

Escalate privileges.

Compromise several machines.
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Penetration Testing Methodology
Reconnaissance

We begin assessments by checking for any passive (open source) data that may assist the
assessors with their tasks. If internal, the assessment team will perform active recon using tools
such as Nmap and Bloodhound.

Identification of Vulnerabilities and Services

We use custom, private, and public tools such as Metasploit, hashcat, and Nmap to gain a network
security perspective from a hacker’s point of view. These methods provide Rekall with an
understanding of the risks that threaten its information, and also the strengths and weaknesses of
the current controls protecting those systems. The results were achieved by mapping the network
architecture, identifying hosts and services, enumerating network and system-level vulnerabilities,
attempting to discover unexpected hosts within the environment, and eliminating false positives that
might have arisen from scanning.

Vulnerability Exploitation
Our normal process is to both manually test each identified vulnerability and use automated tools to

exploit these issues. Exploitation of a vulnerability is defined as any action we perform that gives us
unauthorized access to the system or sensitive data.

Reporting

Once exploitation is completed and the assessors have completed their objectives, or have done
everything possible within the allotted time, the assessment team writes the report, which is the final
deliverable to the customer.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 6
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Scope

Prior to any assessment activities, Rekall and the assessment team will identify targeted systems
with a defined range or list of network IP addresses. The assessment team will work directly with the
Rekall POC to determine which network ranges are in scope for the scheduled assessment.

It is Rekall’s responsibility to ensure that IP addresses identified as in-scope are controlled by Rekall

and are hosted in Rekall-owned facilities (i.e., are not hosted by an external organization). In-scope
and excluded IP addresses and ranges are listed below.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 7
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Executive Summary of Findings

Grading Methodology

Each finding was classified according to its severity, reflecting the risk each such vulnerability may
pose to the business processes implemented by the application, based on the following criteria:

Critical: Immediate threat to key business processes.

High: Indirect threat to key business processes/threat to secondary business processes.
Medium: Indirect or partial threat to business processes.

Low: No direct threat exists; vulnerability may be leveraged with other vulnerabilities.

No threat; however, it is data that may be used in a future attack.

As the following grid shows, each threat is assessed in terms of both its potential impact on the
business and the likelihood of exploitation:

Critical

High

Exploitation Likelihood

Medium

Low

Informational

Informational Low Medium High Critical
Potential Impact
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Summary of Strengths
While the assessment team was successful in finding several vulnerabilities, the team also
recognized several strengths within Rekall’s environment. These positives highlight the effective
countermeasures and defenses that successfully prevented, detected or denied an attack technique
or tactic from occurring.

[J Strong Web Application Security: Input fields effectively block basic XSS exploits.

[J Effective Input Validation: Many input fields enforce strict validation measures.

[J Exploit Mitigation: Basic protections in certain areas made it more difficult to carry out

attacks like Local File Inclusion and, in some cases, XSS scripting.

Summary of Weaknesses
We found several critical vulnerabilities that should be immediately addressed to prevent an
adversary from compromising the network. These findings are not specific to a software version but
are more general and systemic vulnerabilities.
The team identified critical security vulnerabilities that require immediate attention:
[J Credential Compromise: Using Kiwi, critical user credentials were extracted and passwords
were successfully cracked.
[J Web Application Vulnerabilities: Prone to XSS attacks, Local File Inclusion, and command
injection exploits.
[J Network Weaknesses: Basic Nmap scans revealed multiple open ports.
[J Outdated Security Flaws: Both Windows and Linux systems contain unpatched
vulnerabilities.
[CJ Open Source Intelligence (OSINT) Risks: WHOIS data and other publicly available
information could be exploited by attackers.
[J Sensitive Data Exposure: Instances of exposed data were found on both Linux and

Windows machines.
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Executive Summary

The Gogo team began by testing for XSS vulnerabilities and successfully executed a reflected XSS
script on the ‘Welcome’ page, triggering an alert.

Begin by entering your name below!

Welcome !

Click the link below to start the next &tep
in your choosing your VR experience!

CONGRATS, FLAG 1 is
f76sdfkg6sjf

The GoGo team tested whether reflected XSS scripts would execute across various pages of the
web application and successfully exploited the vulnerability on the ‘VR Planner’ web page.

_.

Secret Agent Five Star Chef

Who do you want to be?

You have chosen, great choice!

Congrats, flag

The team also identified another XSS vulnerability within the ‘Comments’ section. This flaw is
particularly concerning, as attackers could exploit it to store malicious scripts on the host server.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 11
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Please leave your
comments on our website!

CONGRATS, FLAG 3 is sd7fk1nctx

]

Submit| Add:® Showal:l Delete:

# Owner Date Entry

2025-02-04
01:05:16

1 bee

A Local File Inclusion (LFI) vulnerability was discovered on the "memory-planner.php” web page.
After attempting to upload a malicious PHP file, we confirmed that the upload was successful. Threat
actors could potentially exploit this vulnerability to deploy harmful scripts that may evade detection.

Please upload an image:

No file selected.
Upload Your File!

Your image has been uploaded here.Congrats, flag 5 is mmssdi73g

Another Local File Inclusion (LFI) vulnerability was identified on the "memory-planner.php" page.
However, this instance had better protections, restricting uploads to . jpg files. Despite this
safeguard, the restriction can be bypassed by appending . jpg.php to the filename

Your image has been

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 12
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On the ‘Login.php’ page, the Gogo team identified a sensitive data exposure within the page source,
where a valid username and password were found, allowing for successful authentication.

<form action="/Login.php" method="POST">

<p><label for="login">Login:</label><font color="#DB545A">dougquaid=/font><br />
<input type="text" id="login" name="login" size="20" /></p>

<p><label for="password"=Password:</label><font color="#DB545A">kuato</font=<br /=
<input type="password" id="password" name="password" size="20" /></p>

<button type="submit" name="form" walue="submit" background-color="black"=Login</button>

</form=

By appending “robots.txt” to the IP address, we revealed the website's robot exclusion settings. This
information could assist attackers in identifying potential targets for exploitation.

"New" Rekall Disclaimer

User-agent: GoodBot
Disallow:

User-agent: BadBot

Disallow: /

admin/
uments/

On the ‘networking.php’ page, we discovered a vulnerability when the text on the page exposed the
presence of a ‘vendors.txt’ file containing a list of Rekall's confidential networking tools. Upon further
examination, we found a command injection vulnerability within the DNS Check tool. Exploiting this
flaw allowed us to retrieve the contents of the ‘vendors.txt’ file.

ust a reminder, the vendor list of our secret networking tools are

located in the file: vendors.txt

DNS Check

F: mai.net. Name: ald
Mame: ald akarmai.net Add
ba

Eungrah”ﬂag1ﬂi5kﬁdnd?@dkaﬁ

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 13
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By using Domain Dossier, a domain whois record search of totalrekall.xyz reveals a lot of sensitive
location, including addresses, and a potential username for the server.

Eegistry Registrant ID: CR534509%109

Eegistrant Hame: sshlzer alice

Eegistrant Organization:

Eegistrant Street: h8ze%Zhskasd Flagl

After searching crt.search for the domain totalrekall.xyz, we discovered sensitive information about
its SSL certificate.

6095738637 2022-02-02 |2022-02-02/2022-05-03 ﬂags-s?eu»\:ehd.totalrekall.xyz ﬂagS-s?eUV\;ehd.totalrekall.xyz C=AT, O=ZeroSSL, CN=7eroSSL RSA Domain éecure Site CA

When running a Nessus Scan on the host 192.168.13.12, we discovered a critical vulnerability for
Apache Struts.

An aggressive nmap scan of host 192.168.13.10 revealed a potential weakness through Apache
Tomcat. This weakness allowed us to establish a remote session to the host, and search for files
containing sensitive information.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 14
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An aggressive nmap scan of host 192.168.13.11 revealed a potential weakness through a
Shellshock exploit. Through this Shellshock exploit, we were once again able to establish a remote
sessmn to host, and access sensitive information in sudoers and passwd.

root@kali: ~

File Actions Ed

modified Name

1 -8500 shockme.cgi

details on how to write a sudoers file.

sbin:/usr/local/bin: /usr/sbin: /usr/bin:/sbin:/bin:/snap/bin"

Host alias

pr atic
ALL=(ALL LLI ALL

e admin group may gai

group sudo to ex

,-"u;r ,-";b 1n,-"n-3'l_
J/usr/sh in,-"n-a'l_-a

ncbod\
1 1buum

Using information from the WHOIS domain search of totalrekall.xyz, we were able to establish an
ssh session to the host, 192.168.13.14, using the username and password, alice. Once the
session was established, sudo privileges were then obtained through an exploit utilizing a crafted
user ID of -1.

$ sudo -u#-1 bash

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 15
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On Day 3, The Gogo team initiated their Windows testing by examining the TotalRekall GitHub page
for any useful information. During this investigation, we uncovered a username and password hash
that was openly stored on the repository.

site / xampp.users [

71 totalrekall Added site backup files 4dde5a0 -3 yearsago  {Y) History

| code | Blame | 1 1ines (1 1oc) - 46 Bytes Rw @& 2 - @

1 trivera:$apriSAdySKuaosGYIsgAI53]. c36kSdolCa

During our initial network scan, we identified port 21 as open on the host IP 172.22.117.20. Further
investigation confirmed that the FTP server allowed anonymous access, enabling us to log in without
authentication.

File Actions Edit View Help
system type is UNIX.

LinEnum.sh

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 16
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We also found port 110 open, leveraging this information, we executed the SLMail POP3 exploit,
successfully connecting to the target machine (172.22.117.20) and establishing a Meterpreter
session.

RPORT

RHOSTS 172

Name

fil
fil
fil
fil
fil
fil
fil
fil
fil
fil
fil
fil

o Lo

maillog.txt

o

Once the remote session was established, a file with sensitive information was found in the
C:\Users\Public\Documents folder.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 17
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In the same session, credentials for the user AMDBob were dumped using Kiwi, then could be used
to inspect schtasks for more information about scheduled tasks on the machine.

Bob>schtasl /tn "Flag5" /v

Kiwi can once again be used to dump a different set of credentials for the user flag6. These
credentials were then cracked using john to obtain the user’s plaintext password.

Summary Vulnerability Overview

| Vulnerability

Begin by entering your name below!

Welcome !

Click the link below to start the next &tep
in your choosing your VR experience!

CONGRATS, FLAG 1 is
f76sdfkg6sijf

Site is vulnerable to XSS. By entering <script>alert(“Hello”)</script>, an
alert will pop up whenever a user loads the page, leaving them vulnerable to
malicious scripts.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 18



Rekall Corp Penetration Test Report

<p>Enter your Administrator credentials!</p>
<style>
input[type=text], input[type=password]{
background-color: black;
color: white;
button[type=submit]{
background-color: black;
color: white;
</style>
k <forn action="/Login.php" methed="POST">

<p><label for="login">Login:</label><font color="#DB545A">dougquaid</font><br /> Critical
<input type="text" id="login" name="login" size="20" /></p>

<p><label for="password">Password:</label><font color="#DB545A">kuato</font><br />
<input type="password" id="password" name="password" size="20" /></p>

<button type="submit" name="form" value="submit" background-color="black">Login</button>
</form>
</br >

<font color="red">Invalid credentials!</font>
(/diU)

Username and Password found hidden within the HTML source code. This
could be a sign of Credential stuffing and is a high vulnerability risk.

Please leave your
comments on our website!

CONGRATS, FLAG 3 is sd7fk1nctx

I

Submit| Add:® Showal:@ Delete: @

#| owner Date Entry

Critical

We also uncovered an XSS vulnerability within the comments section, a
particularly concerning flaw as it could allow bad actors to store malicious
content on the host server.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 19
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File Actions Edit View Help

) port 80 (i0)
.0

ot supporting multiuse

5 17 GMT
7 (Ubuntu)
kd

pat

alidate, post-check=8, pre-check=0

By executing the command curl -v
http://192.168.14.35/About-Rekall.php, we analyzed the HTTP
response headers of the About-Rekall.php section of the web application,
uncovering sensitive information along with the fourth flag.

Please upload an image:
Brow. No file selected.

Upload Your File!

Your image has been uploaded here.Congrats, flag 5 is mmssdi73g

Critical
We uploaded a basic PHP script file into the first upload field on the
memory-planner.php page, revealing that the field lacks proper restrictions to
accept only image files. This misconfiguration poses a critical security risk to
the web application.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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"New" Rekall Disclaimer

User-agent: GoodBot
Disallow:

User-agent: BadBot
Disallow: /

User-agent: *

Disallow: /admin/

Disallow: /documents/
Disallow: /images/

Disallow: /souvenirs.php/
Disallow: flag9:dkkdudfkdy23

By adding “robots.txt” to the IP address, we uncovered the website's robot
exclusion settings. This information could be used by attackers to pinpoint
potential targets for exploitation.

Please

Upload Your File!

Your image has been uploaded here.Congrats, flag 6 is |

Critical

While examining the secondary upload field on the memory-planner page,
we attempted to upload the same . php script file, renaming it
"script.jpg.php." This caused the web application to respond in a way that
exposed sensitive data, potentially leading to further exploitation.

<form action="/Login.php" methed="POST">

<p=><label for="login"=>Login:</label><font coler="#DB545A">dougquaid</font><br />
<input type="text" id="login" name="login" size="20" /></p>

<p><label for="password">Password:</label><font color="#DB545A">kuato</font><br />
<input type="password" id="password" name="password" size="20" /»</p=

<button type="submit” name="form" value="submit" background-coler="black”=Login</button>

</form> Critical

By using Chrome Developer Tools to analyze the HTML structure of the
login.php webpage, we uncovered sensitive information within the tags,
including admin credentials (dougquaid:kuato). We successfully accessed
the admin portal with these credentials and navigated to the networking.php

page.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Just a reminder, the vendor list of our top-secret networking tools are
located in the file: vendors.txt

DNS Check

LENEIENS

Congrats, flag 10 is ksdnd99dkas

The DNS Checker is vulnerable to command injection, allowing files with
sensitive information to be exposed.

Please login with your user credentials!

Login:

ok' or 1=1- AND password=1

Password: Medium
Congrats, flag 7 is bcs92sjsk233

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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"New" Rekall Disclaimer

User-agent: GoodBot
Disallow:

gent: BadBot
Disallow: /

User-agent: *

Disallow: /admin/

Disallow: /documents/
Disallow: /images/

Disallow: /souvenirs.php/
Disallow: flag9:dkkdudfkdy23

Leveraging path traversal techniques on the disclaimer.php page, we
accessed the robots.txt file. This revealed that the GoodBot agent is
permitted to access all areas of the website, while the BadBot agent is
restricted from accessing any part of it.

<« ¢ @ centralops.net.

Exploit-DB @ Nessus

Updated Date: 2025-02-83715:00:39Z

Creation Date: 2022-02-02T19:16:16Z

Registrar Registration Expiration Date: 2026-02-02T23:59:59Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Domain Sgatus: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: CR534509109

Registrant Name: sshUser alice

Reglstrant Organuatlouz

Registrant Street: h8s692hskasd Flagl

Registrant City: Atlanta

Registrant State/Province: Georgia

Registrant Postal Code: 38309

Registrant Country: US

Registrant Phone: +1.7702229999

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: jlow@2u.com

Registry Tech ID: CR534509110

Tech Name: sshUser alice

Tech Organization:

Tech Street: [EEEFIELEEENFlagl

Tech City: Atlanta

Tech State/Province: Georgia

Tech Postal Code: 30309

Tech Country: US

Tech Phone: +1.7702229999

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Certificates crtshiD | Logged At © Not Before | Not After Common Name Matching Identities Issuer Name
15936381202 2024-12-30 2024-12-30 2025-03-30 totalrekall xyz totalrekall xyz tisdale, 0="GoDaddy.com, Inc., QU=http//certs.godad N=Go Daddy S
www totalrekallxyz
15923754628 2024-12:29 2024-10-30 2025-01-28 totalrekall.xyz totalrekallxyz tisdale, O=" Inc:, OU=http://cert N=Go Dadd
www totalrekallxyz
15918048802 20241228 20241228 20250328 totalrekallxyz totalrekallyz tisdale, O=" Inc OU=http/jcert N=Go Dadd
15147473758 2024-10-30 2024-10-30 2025-01-28 totalrekall.xyz totalrekallyz tisdale, 0= Inc, OU=http/jcert N=Go Dadd,
www totalrekall xyz
13112116776 20240520 20240520 2025-05-20 totalrekall.xyz totalrekallyz tisdale, 0= I ON=Go Dadd
wwwtotalrekall.xyz
13112112288 20240520 20240520 2025.05-20 totalrekall.xyz totalrekallyz tisdale 0= Inc”, N=Go Daddy.
www.totalrekallxyz
9436388643 | 2023.05-20 2023.05-20 20240520 tisdale, O=" Inc”, N=Go Dadd
9424423041 2023.05-18 2023-05-18 20240518 totalrekall xyz totalrekall xyz tisdale, 0="GoDaddy.com, Inc”, QU=htip://certs N=Go Dadd
6095738637 | 2022:02-02 2022-02-02 2022-05.03 flag3 flag3- 10551 RSA Domain
s7eunehdtotalrekallxyz  s7euwehdtotalrekallxyz
6095738716  2022.02-02 2022:02.02 2022-05-03 flagé: flag 10551 RSA Domain
s7eunehd totalrekallxyz s7euwehd totalrekall.xyz
6095204253 2022:02-02 2022-02-02 2022-05-03 totalrekall.xyz totalrekallxyz L CN=ZeroSSL RSA Don
www totalrekall.xyz
6095204153 | 2022:02-02 2022-02-02 2022-05-03 totalrekall xyz totalrekallyz C=AT.0= L ON=; L RSA D

www totalrekall xyz

On crt.sh, open-source data obtained through SSL information and crt.sh
reveals that this subdomain is publicly exposed, potentially providing
attackers with valuable information for future attacks.

root@kaliz ~

File Actions Edit View Help
set RHOSTS 192.168.1:

tion with 2

/root/

Name

nelmeterpreter >

Using Nessus, | identified that RHOST 192.168.13.12 was vulnerable to
Struts exploitation. | then leveraged MSFconsole with the
struts2_content_type_ognl exploit from the multi/http module to establish a
Meterpreter shell on the RHOST. This granted us root access to extract a zip
file containing Flag 10.

crmcaL  Apache Struts 2.3.5 - 2.3.31/ 2.5.x < 2.5.10.1 Jakarta Multipart Parser RCE (remote) Plugin Details

ritical

fon vulnerabiliy in the Jakarta Multipart par:

to
loit ent-Type header

Famlly
Published:

Critical vulnerability found on host 192.168.13.12, with the flag being the id
number

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved.
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Critical
RCE via the module exploit/multi/http/tomcat_jsp_upload_bypass, flag was ritica
found in /root/.flag7.txt

root@kaliz ~

Name

141 -0500 shockme.cgi

e 'visudo' command as root.

content in /i /sudoers.d/ instead of

s on how to write a sudoers file.

local/sbin:/usr/local/bin: /usr/sbin: /usr/bin:/sbin: /bin:/snap/bin”

Critical
admin group may gain root privileges

te any command

ALL) /usr/bin/less

we executed exploit/multi/http/apache_mod_cig_bash_env_exec module on
RHOST 192.168.13.11 and set the target URI to /cgi-bin/shockme.cgi. After
running the exploit, We opened the Meterpreter shell and successfully
accessed sensitive information in root-level directories.

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 25
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> cat fetc/passwd

ot:/root:/bin/bash
1:1:daemon:/usr/sbin: /usr/sbin/nologin
:bin:/bin: /usr/sbin/nologin

hf\arf che/man:/usr/sbin/nologin
r/spool/lpd:/usr/sbin/nologi

r/spool/uucp:/usr/sbin/nologin
/bin:/usr/sbin/nologin

:/var/wa : /usr/sbin/nologin Critical

In the same session on host 192.168.13.11, Flag 9 can be found in
/etc/passwd.

] root@kali: ~

File Actions Edit View Help
fi Jjson HTTP

Critical

nf
Llintigno

Utilizing the unix/webapp/drupal_restws_unserialize exploit to establish a
Meterpreter session on RHOST 192.168.13.13. Executing the getuid

© 2022 Trilogy Education Services, a 2U, Inc. brand. All Rights Reserved. 26
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% sudo -ui-1 bash
root@acbas533dfsef:/# 1s root
flagl2.txt

root@acba533df5ef:/# cat root/flaglZ.txt
d7sdfksdf384
root@acbha533dfsef:/# || Critical

Host 192.168.13.14 can be accessed after finding a user name Alice from
Flag 1.

ssh alice@192.168.13.13 with the password alice, gives access to
Alice’s machine. By exploiting CVE-2019-14287, sudo privileges on Alice’s
machine can be obtained.

meterpreter > ls Documents
Listing

Type Last modified Name
dir
dir
dir
fil
fil

My Music
My Pictures
My Videos

[E ]

=

(5]

In the same session established through the windows/pop3/seattlelab_pass
exploit, Flag 7 can be found in C:\Users\Public\Documents.

kiwi_cmd Isadump::cache

john —format=mscash2 flag5.txt

username - AMDBob, password - Changeme!
flagb command - schtasks /query /tn “Flag5” /v

ol /quer Flags"

Next Run Time
Result Author Task To Run

t Date End Date
Repeat: Until: Time Repeat: Until: Duration

PM 1 WIN1B\ min :\Wini n32 ndowsPower 1.@\powersk
5 Enabled

Kiwi can be used to find the password hash for user AMDBob and john can
be used to crack the hash. By inspecting schtasks as user AMDBob, Flag 5
can be found.
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kiwi_cmd Isadump::sam

john —format=nt flag6.txt
Credentials for flagbé can be dumped using kiwi and john can be used to
crack the hash.

File Actions Edit View Help
i e system type is UNIX.

successful
channel for di

ta channel for file transfer.

in d.oo secs (679.3478 kB/s)

Critical

1s
.jpg.php file3 LinEnum.sh

Opened port 21 allowed for FTP enumeration through an FTP connection to
the host IP 172.22.117.20, which resulted in the successful transfer and
access/download of vulnerable files including flag 3.
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100666/ T
100666/ T
100666/
10 /1
100666/ T

{Falll
Falll
7l
fil
fil
{7kl
fil
el
el
kL
Ul
fil
fil
{Falll
il
7l
fil

} > set RPORT

) > set RHOSTS 172.22.117.20

log. 801
g.002
203

meterpreter > cat flagé.txt

An Nmap scan of 172.22.117.20 revealed that the SLMAIL service is open
via the POP3 protocol on port 110. Using MSFconsole, | searched for and

executed the windows/pop3/seattlelab_pass exploit with the configured
settings for RPORT 110 and RHOST 172.22.117.20. This successfully
established a Meterpreter shell session on the RHOST 172.22.117.20,
granting access to the server.

Y R
Secret Agent Five Star Chef

Who do you want to be?

[choose your charachrer |
You have chosen, great choice!

Congra

Successfully performed another reflected XSS injection using a modified
payload that concealed the script tags as
<HELLscriptO>alert(...);</HELLscriptO>.
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The following summary tables represent an overview of the assessment findings for this penetration

test:

totalrekall.xyz,192.168.13.10,192.

Hosts 168.13.14,172.22.117.20,192.168
.13.13,192.168.14.35
Ports 21,110,80,

| Exploitation Risk

Critical 15
7

Medium 2
Low 1

Vulnerability Findings

Vulnerability 1 Findings

Title HTML Attack
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

Description Able to access an admin username and password through HTML
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Images

<p>Enter your Administrator credentials!</p>
<style>
input[type=text], inputltype=password]{
background-color: black;
color: white;
}
button[type=submit]{
background-color: black;
color: white;
}
</style>
Kk <form action="/Login.php" methed="POST">

<p><label for="login">Login:</label><font color="#DB545A">dougquaid</font><br />
<input type="text" id="login" name="login" size="20" /></p>

<p><label for="password">Password:</label><font color="#DB545A">kuato</font><br />
<input type="password" id="password" name="password" size="20" /></p>

<button type="submit” name="form" value="submit" background-color="black">Login</button>
</form>
</br >

<font color="red">Invalid credentials!</font>
</div>

Affected Hosts

Login.php

Remediation

Remove credentials from hidden fields
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Vulnerability 2 Findings

Title Sensitive Data Exposure

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating High

By executing the command curl -v
http://192.168.14.35/About-Rekall.php, we analyzed the HTTP

Description . o
P response headers of the About-Rekall.php section of the web application,
uncovering sensitive information
root @kali: ~
File Actions Edit View Help

r in config file)
or/conf.d/super

1,078 INFO L

51,078 INFO e ed RUNNING

Images

Affected Hosts | about-rekall.php

Remediation Use security Headers
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Vulnerability 3 Findings

Title PHP injection

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating Critical

We uploaded a basic PHP script file into the first upload field on the
memory-planner.php page, revealing that the field lacks proper restrictions to
accept only image files. This misconfiguration poses a critical security risk to
the web application.

Description

Images

Your image has been uploaded here.Congrats, flag 5 is mmssdi73g

Affected Hosts | memory-planner.php

Remediation Block double extensions, Restrict file uploads to a safe directory
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Vulnerability 4 Findings

Title Sensitive Data Exposure

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating High

By adding “robots.txt” to the IP address, we uncovered the website's robot
Description exclusion settings. This information could be used by attackers to pinpoint
potential targets for exploitation.

"New" Rekall Disclaimer

User-agent: GoodBot
DIEEIR

User-agent: BadBot
Disallow: /

Images

User-agent: *

.php!
Disallowy: fla kkdudfkdy23

Affected Hosts | Network

Remediation restrict access to robot.txt
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Vulnerability 5 Findings

Title Command Injection

Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating High

Commands can be input into the “input” bar allowing access to different

Description directory information

Just a reminder, the vendor list

located in the file: vendors.txt

DNS Check

Images Server: 127.0.0.11 Address: 127.0.0.11#53 Non-authoritative answer:
www.example.com canonical name = www.example.com-vd.edgesuite.net.
wiww.example.com-v4.edgesuite.net canonical name =

alaz2 amai.net. Name: al422. mai.net Add

Name: a1422.dscr.akamai.net Addr .48 IEM: splunk Firewalls:

Affected Hosts | Networking.php

Remediation implement a white list of allowed commands
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Vulnerability 6 Findings

Title SQL injection
Type (Web app / | Web app
Linux OS /
Windows OS)

Risk Rating medium

Description using commands as shown bypasses username and password to gain access

Please login with your user credentials!
Login:

ok' or 1=1-- AND password=1

Images Password:

Congrats, flag 7 is bcs92sjsk233

Affected Hosts | login.php

Remediation Use prepared statements, disable multi statement queries
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Vulnerability 7 Findings
Title Open Port
Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Critical

An Nmap scan of 172.22.117.20 revealed that the SLMAIL service is open via
the POP3 protocol on port 110. Unauthorized access to open ports can be
susceptible to brute force attack and DDoS attacks. By doing this, private
information is easily retrieved and promptly stolen.

Description

Images

Affected Hosts | 172.22.117.20

Only ports associated with a legitimate service should be open and running on

Remediation this system.
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Vulnerability 8 Findings

Title FTP Enumeration

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Critical

Nmap -A scan revealed port 21 allowed for FTP enumeration through an FTP
Description connection to the host IP 172.22.117.20, which resulted in the successful
transfer and access/download of vulnerable files including flag 3.

STATE SERVICE VERSION
ftp FileZilla ftpd 0.9.41 beta
ftp-syst:
SYST: UNIX emulated by FileZilla
ftp-anon: Anon s FTP login allowed (FTP code 230)
R === ftp 32 Feb 15 2022 flag3.txt
| _ftp-bounce: bounce working!

File Actions Edit View Help
] is UNIX.

Images

for file transfer.

d in QI.@@ secs (679.3478 kB/s)
xt

LinEnum.sh

Affected Hosts | 172.22.117.20

Remove anonymous login credentials that allows this backdoor entrance into

Remediation confidential files.
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Vulnerability 9 Findings

Title Metasploit

Type (Web app / | Windows OS
Linux OS /
Windows OS)

Risk Rating Critical

Upon inspection, Port 110 was discovered vulnerable through use of ‘POP3’

Description : . . .
P via metasploit. Allowing access to system data via SLMAIL
Host is up (0.00049s latency).
ed tcp ports (reset)
VERSION
leZzilla ftpd ©.9.41 beta
login al d (FTP code 230)
1 ftp ftp Feb 15 2022 flag3.txt
bounce wo
pen smtp
smtp-commands: rekall 00000 @, SEND, SOML, SAML, HELP, VRFY, EXPN, ETRN, XTRN
C HELO MAIL RCPT DATA RSET SEND SOML SAML HELP NOOP QUIT
SLMail fin
Fing line user list request denied.\x@D
1 http Apache httpd 2.4.52 (OpenSSL/1.1.1m PHP/8.1.2)
i 4,52 (Win64) OpenSSL/1.1.1m PHP/8.1.2
_http-title: 401 Unauthorized
http-aut
1.1 401 Unauth
Basic realm=R
pen
pen msrpc
open netbios-ssn Microsoft Wind netbios-ssn
4 cp open ssl/http Apache httpd .52 (OpenSSL/1.1.1m PHP/8.1.2)
ssl-cert: Subject: | ]!
alid bef 2
o valid af
Images

(Win64) OpenSSL/1.1.1m PHP/8.1.2
_ssl-date r represent time
_http-title: 401 Unauthorized
http-aut

attle Lab Mail ) ' Remote Buffer Overflow (1) | windows/remote/638.py
eattle Lab Mail ) ! ' Remote Buffer Overflow (2) | windows/remote/643.c
Seattle Lab Mail ) SS' Remote Buffer Overflow (3) | windows/remote/646.c

Seattle Lab Mail ) ' Remote Buffer Overflow (Metasploit) | windows/remote/16399.rb
e 1 te Denial Service / Memory Corruption Vulnerabilities | windows/dos/31563.txt

HostName:
TaskName:

44 PM

0\sysadmin
indows\System32\WindowsPowerShell\ 0\powershell.exe -c 1s \\fs01\C$

tart If Idle for 1 minutes, If Not Idle Retry For @ minutes Stop the task if Idle State

r Stop On Battery Mode
n As User ADMBc
Delete Task If N uled: Disabled
and X Mins: 7 00
ling data is not available in this format.
dle time

Affected Hosts | 172.22.117.20

Restrict access to anonymous POP3 on mail server by requiring proper

Remediation authentication(username and password.) Consider using IMAP.
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Vulnerability 10 Findings

Title Privilege Escalation

Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating Critical

The user Alice, has the same username and password, on the host
Description 192.168.13.14, making her account easily accessible. Sudo privileges can
then be obtained by exploiting CVE-2019-14287.

$ sudo -u#-1 bash
root@acbas33df5ef:/# 1s root

fla
Images

3dfsef:/# cat root/flagl2.txt
d7sdfksd 4
root@acba533dfsef:/# |]

Affected Hosts | 192.168.13.14

User accounts should be reinforced with harder to guess usernames and
passwords.

CVE-2019-14287 can be addressed by ensuring rules in the sudoers file with
the character ‘", do not exclude root.

Remediation
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Vulnerability 11 Findings

Title Task Scheduling
Type (Web app / | Windows OS
Linux OS /
Windows OS)
Risk Rating High

On the same host that is vulnerable to the SLMail exploit credentials of users

Description and their password hashes can be dumped. By inspecting the machine’s

scheduled tasks through schtasks, Flag 5 can be found.

HostName Next Run Time Status

Run Time Task To Run

Time Management Run As Use

Delete Task If Not Reschedul If Runs X Hou

: Time Repeat: Until: Duration
Images

Affected Hosts

172.22.117.20

Remediation

Ensure only necessary ports are open and find potential alternatives to SLMail
as it is vulnerable to many exploits.

Vulnerability 12 Findings

Title User Enumeration
Type (Web app / | Windows OS
Linux OS /
Windows OS)
Risk Rating High

On the same host that is vulnerable to the SLMail exploit, kiwi can be used to
dump credentials via the command kiwi cmd lsadump::sam, and the

Description credentials of the user flag6 can be found. These dumped password hashes
can then be cracked using john to obtain the user’s plain text password.
User : flagé
Hash NTLM:
Images lm - @: &

50135ed3bf5e77997409e4a%aa11aa39

ntlm- @:

Affected Hosts

172.22.117.20

Remediation

Ensure only necessary ports are open and find potential alternatives to SLMail
as it is vulnerable to many exploits.
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Vulnerability 13 Findings

Title Remote Code Execution / Apache Tomcat RCE
Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating Critical

A Meterpreter session can be established by using the module
exploit/multi/http/tomcap jsp upload bypass. This allows for
commands to be run on the vulnerable host machine. The flag can be found in
/root/.flag7.txt.

Description

Images

Affected Hosts | 192.168.13.10

Updating Tomcat to the latest version will resolve this exploit, as the

Remediation vulnerability has been patched.
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Vulnerability 14 Findings

Title Remote Code Execution / Shellshock

Type (Web app / | Linux OS
Linux OS /
Windows OS)

Risk Rating Critical

A Meterpreter session can be established by using the module
exploit/multi/http/apache_mod_cgi_bash_env_exec. This allows for
Description commands to be run on the vulnerable host machine. Flag 8 and 9 can be
found on this machine, by running the commands cat /etc/sudoers and
cat /etc/passwd.

root@kali: ~

Name

:41 -0500 shockme.cgi

stead of

usr/local/sbin:/usr/local/bin: /usr/sbin:/usr/bin:/sbin:/bin:/snap/bin"

ation
L) ALL

f the admin group may gain root pri
L) ALL

f group sudo to ex

Images

root:/bin/bash
on:/usr/sbin:/usr/sbin/nologin
/bin: fu;rf:b1nfno1091n

/ 1!m411 fu;rf;b1nfno1ogln
r/spool/news:/usr/sbin/nologi
spool/uucp:/usr/sbin/nologin
/bin: fu;lf;blnfn31:91n
fusr/sbin/nologin
fusr/sbin/nologin
1f1i,f fu;lf;binfnclogin

var/lib/gnats:/usr/sbin/nologin
sbin/nologin
fvar/1ib/1ibuuid
:/bin/false
! /home/flag9-wudks8f7s
:: /home/alice:

W o—hw ~3m o

Affected Hosts | 192.168.13.11

Ensuring bash is updated and limiting access to bash to only when necessary,

Remediation will reduce the effectiveness of Shellshock exploits.
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Vulnerability 15 Findings

Title XSS Reflected
Type (Web app / | Web App
Linux OS /
Windows OS)

Risk Rating High

By entering <script>alert (“Hello”)</script> in the text box and
entering it as a name, malicious code can be injected into the website. This will

Description cause an alert to pop up whenever a user loads the page, leaving them
vulnerable to bad actors.
Begin by entering your name below!
Welcome !
Images Click the link below to start the next &tep

in your choosing your VR experience!

CONGRATS, FLAG 1 is
f76sdfkg6sijf

Affected Hosts | Welcome.php

Remediation Easily exploitable keywords like “script” should be blacklisted.
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