
Experiment 2 : Work with the commands Ping, Tracert, Ipconfig, pathping, telnet, ftp, 
getmac, ARP, Hostname, Nbtstat, netdiag, and Nslookup 

Ping Command : 

Verifies IP-level connectivity to another TCP/IP computer by sending Internet Control Message 
Protocol (ICMP) Echo Request messages. The receipt of corresponding Echo Reply messages are 
displayed, along with round-trip times. Ping is the primary TCP/IP command used to troubleshoot 
connectivity, reachability, and name resolution. 

 

Tracert Command : 

Determines the path taken to a destination by sending Internet Control Message Protocol (ICMP) 
Echo  Request messages to the destination with incrementally increasing Time to Live (TTL) field 
values. The  path displayed is the list of near-side router interfaces of the routers in the path between a 
source host and a destination. The near-side interface is the interface of the router that is closest to the 
sending host in the path. Used without parameters, tracert displays help. 

This diagnostic tool determines the path taken to a destination by sending ICMP Echo Request 
messages with varying Time to Live (TTL) values to the destination. Each router along the path is 
required to decrement the TTL in an IP packet by at least 1 before forwarding it. 

Effectively, the TTL is a maximum link counter. When the TTL on a packet reaches 0, the router is 
expected to return an ICMP Time Exceeded message to the source computer. Tracert determines the 
path by sending the first Echo Request message with a TTL of 1 and incrementing the TTL by 1 on 
each subsequent transmission until the target responds or the maximum number of hops is reached. 
The maximum number of hops is 30 by default and can be specified using the -h parameter. 

The path is determined by examining the ICMP Time Exceeded messages returned by intermediate 
routers and the Echo Reply message returned by the destination. However, some routers do not return 
Time Exceeded messages for packets with expired TTL values and are invisible to the tracert 
command. In this case, a row of asterisks (*) is displayed for that hop. 

Examples: 



To trace the path to the host named www.google.co.in use following command 

 

Ipconfig Command : 

Displays all current TCP/IP network configuration values and refreshes Dynamic Host Configuration 
Protocol (DHCP) and Domain Name System (DNS) settings. This command is most useful on 
computers that are configured to obtain an IP address automatically. This enables users to determine 
which TCP/IP configuration values have been configured by DHCP, Automatic Private IP Addressing 
(APIPA), or an alternate configuration. 

If the Adapter name contains any spaces, use quotation marks around the adapter name (that is, 
"Adapter Name"). 

For adapter names, ipconfig supports the use of the asterisk (*) wildcard character to specify either 
adapters with names that begin with a specified string or adapters with names that contain a specified 
string. 

ARP Command : 

Displays and modifies entries in the Address Resolution Protocol (ARP) cache, which contains one or 
more tables that are used to store IP addresses and their resolved Ethernet or Token Ring physical 
addresses. There is a separate table for each Ethernet or Token Ring network adapter installed on your 
computer. 

Examples: 

To display the ARP cache tables for all interfaces use following command 



 

Netstat Command :  

Displays active TCP connections, ports on which the computer is listening, Ethernet statistics, the IP 
routing table, IPv4 statistics (for the IP, ICMP, TCP, and UDP protocols), and IPv6 statistics (for the 
IPv6, ICMPv6, TCP over IPv6, and UDP over IPv6 protocols). 



 

Nbtstat Command : 

Displays NetBIOS over TCP/IP (NetBT) protocol statistics 

NetBIOS name tables for both the local computer and remote computers, and the NetBIOS name 
cache. Nbtstat allows a refresh of the NetBIOS name cache and the names registered with Windows 
Internet Name Service (WINS). 

Nbtstat command-line parameters are case-sensitive. 



 

 

Nslookup Command : 

Nslookup (Name Server lookup) is a UNIX shell command to query Internet domain name servers 

 

Pathping Command :  



The PathPing command is a command-line network utility supplied in Windows 2000 and beyond 
that combines the functionality of ping with that of tracert. It is used to locate spots that 
have network latency and network loss.The command provides details of the path between 
two hosts and ping-like statistics for each node in the path based on samples taken over a time 
period, depending on how many nodes are between the start and end host. 

The advantages of PathPing over ping and traceroute are that each node is pinged 
as the result of a single command, and that the behavior of nodes is studied over an extended time 
period, rather than the default ping sample of four messages or default traceroute single route trace. 
The disadvantage is that it takes a total of 25 seconds per hop to show the ping statistics 

 

 

Telnet Command : 

The Telnet protocol creates a communication path through a virtual terminal connection. The data 
distributes in-band with Telnet control information over the transmission control protocol (TCP). 
Unlike other TCP/IP protocols, Telnet provides a log-in screen and allows logging in as the remote 
device’s actual user when establishing a connection on port 23. This type of access grants direct 
control with all the same privileges as the owner of the credentials. Telnet comes with a command 

https://en.wikipedia.org/wiki/Command_(computing)
https://en.wikipedia.org/wiki/Command-line_interface
https://en.wikipedia.org/wiki/Network_utility
https://en.wikipedia.org/wiki/Windows_2000
https://en.wikipedia.org/wiki/Ping_(networking_utility)
https://en.wikipedia.org/wiki/Traceroute
https://en.wikipedia.org/wiki/Network_latency
https://en.wikipedia.org/wiki/Computer


accessible from the command line in Windows. The telnet command also exists for macOS and 
Linux operating systems. 

 

 

Ftp Command : 

FTP is the simplest file transfer protocol to exchange files to and from a remote computer or 
network. Similar to Windows, Linux and UNIX operating systems also have built-in command-line 
prompts that can be used as FTP clients to make an FTP connection. Here’s a list of commonly 
used FTP Linux and UNIX platforms commands. 
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Getmac Command : 

Returns the media access control (MAC) address and list of network protocols associated with each 
address for all network cards in each computer, either locally or across a network. This command is 
particularly useful either when you want to enter the MAC address into a network analyzer, or when 
you need to know what protocols are currently in use on each network adapter on a computer. 

 

 

 

Hostname Command : 

hostname command in Linux is used to obtain the DNS(Domain Name System) name and set the 
system’s hostname or NIS(Network Information System) domain name. A hostname is a name which 



is given to a computer and it attached to the network. Its main purpose is to uniquely identify over a 
network. 

 

 

Netdiag Command: 

The Netdiag command-line diagnostic tool helps to isolate networking and connectivity problems by 
performing a series of tests to determine the state of your network client. These tests and the key 
network status information that they expose give network administrators and support personnel a 
more direct means of identifying and isolating network problems. 

 

 

 

 

 

 

 

 


