Dear PRINCIPAL OR ADMINISTRATOR NAME,

| have concerns about PowerSchool after the recent data breach and lawsuit alleging
that PowerSchool has trafficked the data of 60 million students and their educators.
Here is more detail on the lawsuit and the breach.

Cyberattacks and online threats are an increasingly significant and widespread problem
for schools in the U.S. Between 2016 and 2022, there were 1,619 cyber incidents that
struck K-12 schools nationwide. This latest breach at PowerSchool is proof that
students’ data is being collected and held insecurely.

In addition, PowerSchool is currently being accused of collecting and selling private
data without proper consent. PowerSchool was recently purchased by a private
company and will therefore not have to comply with public regulations on data
collection.

| am very protective over my children’s data and do not approve of it being mined for
corporate gains.

| am aware that our school uses PowerSchool. | would like to request:
1. A comprehensive list of the data that is being collected on my child INSERT
NAME
2. Information on how my child’s data is being kept secure.
3. Alist of which data that is shared with 3rd parties and names of those
organizations.
4. Information on how | can opt my child out of data collection.

Thank you for your prompt attention to this concern. | hope to work together toward a
solution that optimizes the privacy and safety of all students.

Warm regards,

NAME & CONTACT INFO


https://www.businessinsider.com/edtech-powerschool-sells-student-data-lawsuit-2024-10
https://www.usatoday.com/story/news/education/2025/01/13/powerschool-data-breach-what-to-know-students/77667159007/
https://www.k12six.org/map

