Ilnarikaa O0e3nexa: ocHOBHI mopaau Bia Kidepmostimii

He posronomyiite BCi peKBI3UTH IUIATIKHOT KapTKU
Ta KOHTPOJITIOWTE pyX KOINTIB Ha paxyHKy baHk mo tenedoHy Moxe 3amurTaty nepiii 6 Ta octaHHi 4
uudpu maaTkHoi KapTtku. JlJisi OTpMMAaHHA NJIaTeXy HA KapTKy /JA0CTATHLO MNOBiIOMHUTH
aumel 6-3Ha4YHUi HOMepP KAPTKH.

o Tpumaiite B cekperi Tpu nudpu Ha 3BopoTi Kaptku (CVV/CVC kon), koau (01HOPa30Bi
napoJii) 6aHKiB Ta MOOIIBHUX ONEPaToOpiB, MIH-KOJ O KapTKH.

o [liIKiItouiTh CMC-1HPOPMYBaHHS CTOCOBHO OMEpallii 3 MIIaTIXHOK KapTKOIO.

®  VYCTaHOBITH IHAMBIAyaTbHI JIMITH Ha ONEpallii 3 BalIOKO IIATI)KHOIO KapPTKOIO.

e  BUKOpUCTOBYHWTE BipTyaJlbHy KapTKy JJIsl pO3paxyHKiB B [HTepHeT.

IlepepaxoByiiTe HEOOXiIHY CyMy 3 OCHOBHOI KapTKH Ha BIPTyaJibHY Nepe]l 311HCHEHHSM MOKYIIKH.
BipryanpHy KapTKy Takok MOXKJIMBO J1oaaTv 1 1o ramaniiB Apple Pay, Google Pay. He nepexoasre
3a MoCUJIaHHAMM BiJ He3Haomuis! [Ilaxpai po3cuiaaroTh MIKiAIMBI MOCHIIAHHS B MECEHKEPH, CMC,
e-mail U1 3apaXeHHS TPHCTPOIB BipycOM, BHUKPAACHHS IEPCOHATBHUX TaHUX, CEKPETHHX
KapTKOBHMX PEKBI3HTIB, AJIs Mepexoay Ha (ilMHToBI a00 iHII MIaxpalChKi pecypcH.

OTpumanu mocuiiaHHS BiJ Jpyra — He mocmimaiTe Ha Hboro kimikatu. lllaxpai momim orpumaru
JnocTyn o akayHTa apyra. Crepiry 3areneoHyHTe ApYyry Ta 3alUTaiTe, Yd CHpPaB/i ITOCHUIAHHS
BIiJI HBOTO.



He BBOObTE PEKBI3UTIB IVIATIKHUX KAPTOK HA HE3HAHOMHUX Ta MiZ03PijnX caiiTax

e [lepmr Hixk BBecTH B Oynb-sKy (hopMy AaHi CBO€T IIIATIKHOI KapTKK abo Mapoi 10 OHIalH

® (0aHKIHTY, IepeBIpTe aapecy HEOOX1THOTO pecypcy, axe Oyab-sAKi BIIMIHHOCTI MOXYTh
CBITYUTHU TIPO T€, IO BU OMMMHUIUCS HA (DIIMHTOBOMY CAMTi.

e ko HeoOXiIHO MepelTH Ha callT KoMMaHii, apecy sIKOro BU OTPUMAJIH B MOCHJIAHHI,
BBEJIITh y MOIIYKOBii CHCTEMI Ha3By HEOOX1THOTO CAMTYy 1 JIMIIE TO/I MIepexobTe Ha
BeOpecypc.

3BepTraiiTe yBary Ha NpoToKoJ caity http — 1ie HeHaAIHHUI TPOTOKOJ, [I€ 0O3HAYAE, [0 CAUTOM
KOPHUCTYBaTHUCS HE MOKHA https — MOTPiOHO MPOTOBKHUTH MEPEBIPKY caliTy TaKkoK PeKOMEHIYEThCS
JOJATKOBO MEPEBIPUTH MOCUIIAHHS CYMHIBHUX CaMTiB:

e Ha caiiTi_Kibepnouminii B po3aini "Cron ¢payn". Takox y boMy po3/1ii1i MOXKHA NTEPEBIPUTH

Ha IaxpaicTBo HoMep TenedoHy Ta OaHKIBCHKY KapTKY;
e uepes cepaic Acomianii "€MA" CheckMyLink BAXKJIMBO!

Cxema maxpaiictBa Moxxe OyTu aOCOIIOTHO HOBOIO 200 100pe mpuxoBaHoio. Tomy, KpiM HepeBipKH
caity Ha caiiti Kibepnominii B po3aini "Cromn ¢payn” Ta cepsici Acomiamii "€EMA" CheckMyLink,
MIPOBOJIbTE TAKOXK BJIACHY MEPEBIPKyY. SKIO BU BUNIAJAKOBO PO3KPHIIN JIaHi IJIATIXKHOI KapTKU Ha

i A03piIoMy caiiTi, HeraifHo TenedoHyiTe 10 OaHKY 32 HOMEPOM, 3a3HAYEHUM Ha 3BOPOTI KapTKH.
SIKI110 BM CTalM KE€PTBOIO IIaxpaiB, HAMIIITH 3as1By 10 KiOepromimii 3a 1M NocuiIanHsAM ado
MOBIJIOMTE MPO BaIll BUTIQIO0K 32 HOMepoM Tenedony — 0 800 505 170. 3axucTiTh CBOT akayHTH JBIUi


https://promo.bank.gov.ua/stopfraud/
https://check.ema.com.ua/

1. CTBOpIiTH CKJIAAHUI TAPOJIb A0 €JIeKTPOHHOI MOLITH, COLiaJILHUX MEPEeK Ta
iHTepHeTOaHKiHTy. CKRJIaAHUI APOJIb MOXKE MICTUTH:

e 8§ i OlIbIlIe CUMBOJIIB,
e  Benuki Ta Maii JiTepw,
o [ludpu ta cneuianbHi 3HakU/cuMBOIM. CTBOPIONTE YHIKAJIBHUM MApoJIb A7l KOKHOTO

IHTepHET-0aHKIHTY, €IEKTPOHHO] MOIITH, COMIaTbHIX Mepesx Toro. [1i yac cTBOpeHHS
napoJisi He BUKOPUCTOBYHTE: - 0COOUCTY MepcoHaNbHY iH(opMallito (1ata HapOIKEHHS,
azpeca, HoMep TeaedoHy TOIIO);

®  3araJIbHOBIJOMI KOMOiHAIliT maposriB (Hanpukiaaa, Qwertyl2, Password123456,
Admin1234 Tomo);

®  [IOCJIiJJOBHE/3BOPOTHE HAMMMCAHHS CUMBOJIIB 200 1udp.

2. YcraHoBiTH 0aratogpakTopHy aBTeHTH(IKALIIO.

BararogakropHa aBTeHTH(]IKAISA — 1€, KOJIM JJI BXOIY JIO aKayHTa, KpiM JIOTiHA Ta Maposis,
MOTPiOHO BBECTH KO MiATBEPIKEHHS, IO IPUXOJUTH Ha CMapT(OH, eIEKTPOHHY CKPHHBKY a00 y
BIIMTOBIAHMIA nofaToK. HamamryBanHs 6ararodakropHoi aBTeHTH(IKAIIT HAa IPUKIIAII iHCTarpamy

3a [IOCUJIAHHAM.

Hapiiino 30epiraiite Ta He po3rosomyiite cBiii miH-koa! 3MiHIOITE MiH-KOX 10
KAPTKU:

e perymspHo: 1 pa3 Ha 3 mics,
®  CHUTYaTHBHO: SKIIO BUHUKIIA I1/103pa, IO L€ XTOCh HOTO MOXKE 3HATH.

#llaxpail ynoait! #Kibepmomimis #be3neka/lannx


https://ticket.cyberpolice.gov.ua/

