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HOWTO
OUTSMART DIS/
MISINFORMATION

about the Ukraine war and other events

A Basic Guide by Academia.SG

M6t dn pham dudc thuc hién bdi Academia.SG, mét nhém doc lap gobm cac nha nghién cltu han 1am Singapore,

danh cho cudc chién & Ukraine va nhiing su kién khac.

Viét Nam la mét trong nhiing qudc gia bi xdm lugc nhiéu nhat trén thé gidi, va cling sé la nudc & tuyén dau néu
xung dot xay ra & Bién Dong - mét diéu khong ngugi binh thudng nao muén nhung lai cé thé xay ra bat ky lic
nao. Trong b&i canh ky nguyén s& véi chién tranh mang, chién tranh thdng tin nham thao ting va dinh hinh
nhan thdc, hanh vi con ngugi, chién tranh Ukraine chlfa dung nhiing tién 1é nguy hiém, nhiing nguy cé ma Viét
Nam can phai kip thdi ndm bat va trang bi nhitng k§ ndng can thiét chuan bi cho nhiing diéu ti t& nhat ¢ thé
xay ra véi chinh minh. Vi dong suy nghi dd, ching tdi xin gigi thiéu ban cdm nang huéng dan mét trong nhiing

k§ nang can thiét - kj nang xuf ly thdng tin, do gidi tri thic Singapore chuan bi cho cong dong.

Chién tranh la nhiing khoanh khac ma cac quéc gia hiing manh va cac cht thé phi nha nudc st dung cac ngudn
luc khdng 16 d€ dinh hinh thdng tin va cdu chuyén. Nhitng né luc nay nham muc dich [am mat uy tin cia déi

tha trong khi c6 gang xay dung thién cam va su ting hé cho vi tri cia chinh ho. Ching dudc thiét ké dé khai goi



cam xdic manh mé hodc gdy nham |an va mat tp trung, thudng la hudng tdi dinh hinh hanh vi bang cach thao

tdng thong tin va tam ly con ngudi.

Néu ban nhan dudc thong tin nao dé vé cudc xam ludc ctia Nga vao Ukraine (va cac van dé khac) va ban khong
biét ngudn goc, b6i canh, dudi day la mot s6 diéu can xem xét. Diéu quan trong can nhd la: Néu nghi ngg, dung
chia sé! Tranh v6 tinh tao thém hiéu [am cé thé dan tdi ti€p tay cho chién tranh, cho t6i ac chién tranh hién

dang dién ra trén ldnh thé Ukraine.

Nhiing chién dich thong tin sai léch/thong tin v8i muc dich danh lira ddc gia hoat dong nhu thé nao? Chlng
dugc thuc hién bdi cdc nha nudc va cac chi thé quyén luc va c6 nguon luc khong 16. Thong qua cac nguon luc
6 san, ho thao ting thong tin, cot chuyén, va tdm ly con ngudi, chu yéu tap trung vao khgi ggi cam xdc manh
mé, khién ngugi ti€p nhan thong tin phai boi réi va mat tap trung, tir d6 dinh hinh hanh vi cGa con nguai. Muc
dich cta nhiing chién dich nay théng thudng nham ha thap déi thu, va xay dung su cam thdng va ung hd cho
ho.
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Cac loai thong tin sai léch xép theo mUc do tU nhe dén nghiém trong la: (1) chdm bién hodc phdng dai, khdng

cha dich gay hai cho con ngudi; (2) N6i dung gy hiéu lam: d6 [a hanh vi sif dung sai théng tin dé dinh hinh sai



|&ch mét van dé; (3) Noi dung mao danh, ddc biét [a mao danh cac hdng truyén thong, cac tén tudi ndi tiéng;
(4) Noi dung bia dat: 100% noi dung sai su that dé [Ua doi va gay hai; (5) K&t ndi sai: khi tiéu dé, hinh anh, chi
thich khéng ho trg ndi dung; (6) N6i dung khong trung thuc: ndi dung thdng tin dudc chia sé sai ngili canh; (7)
N&i dung bi thao ting: khi thong tin ding su that nhung bi thao ting dé lua gat.

®

TYPES OF DIS/MISINFORMATION

Adopted from First Droft's 7 Types of Mis- ond Disinformation

g X &8 X

Satire/Parody Misleading Content Imposter Content Fabricated Content

No intention Misleading use of info When genuine sources 100% false content

to cause harm to frame an issue are impersonated to deceive and harm
False Connection False Content Manipulated Content
When headlines, visuals, captions When genuine content is When genuine information is
do not support content shared with false context mamipulated to deceive

A Spectrum ofpurti'a.‘ Truths to Falsehoods
LOW HIGH
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Khi ban nhan dudc tin nhan: néu tin nhan néi rang thong tin dugc chia sé ¢6 ngudn ti mdt ngudn cé tham
quyén nao dd, hay truy cap website chinh thic dé kiém tra, hodc sif dung Google. Vi du, cach day it lau, c6 mot
clip lan truyén trén mang xa hdi dan logo clia hang truyén théng BBC. N6i dung cla clip nham ggi y Ukraine
chiu trdch nhiém cho cudc tdn cong tén ltia vao ga xe lifa Kramatorsk vao tuan trudc. Tuy nhién, kiém tra trén

website ctia BBC hoan toan khong thay cd dang tai thong tin nay. BBC sau d6 da xac nhan day la clip gia mao.



OUTSMARTING DIS/
MISINFORMATION

o WHEN YOU RECEIVE TEXT MESSAGES...

1. If the text claims to be from some authoritative
source, check the official sites to confirm

2. Consider Googling the text and see what comes up

3. Try this approach with texts that messaging apps
warn you have been “forwarded many times.”

inistry

i oreign
1;\15;‘:: 2 rson 'Lakhamva
pokS

Example of a text message with a hoax about an
official statement and how the words do not show

up on a Google search and on Russia’s MFA site. 4/9

Khi ban nhan dugc mét dudng link: diing voi nhap chudt, hay kiém tra dia chi dudng link (URL) xem dia chi d6
6 phai tU mot ngudn quen thudc va khong phai la gia mao. Néu trang web khdng quen thudc, hdy Google
hodc cac cong cu tim ki€m dé tim hiéu thém théng tin vé trang web. Ludn can than khi ban nhdp vao cac lién

két, chiing co thé khién thiét bi ctia ban tiép xtc v8i phan mém doc hai.



OUTSMARTING DIS/ ®
MISINFORMATION

o WHEN YOU RECEIVE WEBSITE LINKS...
1. Without clicking, check the address (URL) to see if it is

from a known source and not a spoof

2. If the site is unfamiliar, Google for information about
the site

3. Sometimes, your social media platform will provide you
with more information about a site

4. Always be careful when you click on links, they could
expose your device to malicious software
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Khi ban nhan dudc nhitng hinh anh dudc cho la bang chiing su that: hdy sao chép va dan hinh anh vao céng cu
tim kiém hinh anh. Xem thong tin nao vé hinh anh xuat hién va liéu hinh anh c6 dugc stia déi hodc st dung

khong dung ngili canh hay khong.



OUTSMARTING DIS/
MISINFORMATION

o WHEN YOU RECEIVE IMAGES OR
MEMES CLAIMING TO BE FACT...

1. Copy and paste the image into an image search engine

2. See what information about the image comes up and if it
was doctored or used out of context

images.google.com

tineye.com

yandex.com

e
Try these image
search engines

Example of reverse image search engines where

you can copy and paste the image directly 6/9

Khi ban nhan dudc video vé mét “su ¢6”: hdy chup man hinh mét sé hinh anh trong video. Dan anh chup man
hinh vao cong cu tim kiém hinh anh dé xem c6 théng tin nao vé hinh anh khong, va liéu hinh anh cé dudc stfa
d6i hodc st dung khong ding ngit canh hay khong. SU dung cong cu tim kiém va xem nhiing muc tin tic hoac

cac trang web c6 chlc nang kiém chlng (fact-checking sites) c6 noi gi vé “su co”.

MGt vi du dién hinh dugc néu ra dudi day, dé la khi Nga muén cao budc tham sat [a do Ukraine dan dung. bé
ching minh diéu nay, phia Nga chiéu hinh anh mét xac chét biét diing day, ham y xac chét la do ngugi song
déng kich. Tuy nhién, st dung cac cdng cu tim kiém, ngugi ta da phat hién ra Nga da st dung mot thudc phim
trong mot chudng trinh c6 dong bao vé mai trudng cia mdt nhém hoat déng & Uc, hoan toan khdng lién quan

dén chién tranh 3 Ukraine.



OUTSMARTING DIS/
MISINFORMATION

oWHEN YOU RECEIVE VIDEOS OF AN “INCIDENT"...

1. Make some screenshots of the video. Paste the
screenshots into an image search engine

2. See what information about the image comes up
and if it was doctored or used out of context.

3. Or Google the incident and see what news items or
fact-checking sites have said about the “incident”

Hoax video claiming that Ukrainian victims of a
Russian bombardment was a fabrication later shown
by multiple fact-checking sites to be doctored from
an actual news report 7/9

Hién nay, trén thé gidi cd mét s6 website chuyén kiém chiing cac thong tin dugc don théi trén mang ma cé tinh

anh hudng cao. Khi nghi ngs vé théng tin minh nhan dugc, day cé thé la mét ngudn tham khao tot.



FACT-CHECKING RESOURCES

1. politifact.com 1. tfc-taiwan.org.tw
2. mediabiasfactcheck.com/ 2. en.cofacts.tw
shorenstein-center 3. mygopen.com
3. factcheck.org 4. rumtoast.com
4. opensecrats.org 5. fact-checker.line.me
5. washingtonpost.com/news/ 6. newshelper.gOv.tw/ (browser
fact-checker extension)
6. snopes.com 7. pageline.me/dfz0050h
7. reporterslab.org/fact- (Aunty Meiyu LINE fact-
checking checking chatbot)
1. mafindo.or.id
2. cekfakta.com
3. turnbackhoax.id
4. wa.mel/628119787670?text=halo

(CekFakta WhatsApp Chatbot)
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Va trén hét, véi hiéu Ung lan tod clia cdc mang xa hoi, dUing bao gid chia sé néu ban nghi nga, khong ré nguén
goc thong tin. Diéu dé khdng chivo tinh gay ra hiéu lam. Trong boi canh chién tranh, xung dot, n6 co thé vo
tinh tiép tay cho cac tdi ac chién tranh, t6i ac chong lai loai ngudi, diéu dang xay ra & Ukraine. Hay [a ngudi chia

sé thong tin cd trach nhiém!



OUTSMART DIS/MISINFORMATION

IF IN DOUBT DO NOT SHARE

Tham khao thém:
Cach thic BBC kiém chiing thong tin: How we verify social media posts from the war in Ukraine
Deutsche Welle ngay 9/3/2022: How a ‘fact-checking’ website is spreading Russian propaganda

Deutsche Welle ngay 18/3/2022: Fact check: The deepfakes in the disinformation war between Russia and

Ukraine

First Draft ngay 22/9/2020: Understanding Information disorder

Doublethink Lab ngay 2/3/2022: Observatory Update: Mandarin-language Information Operations Regarding
Russia’s Invasion of Ukraine (Continuously Updated)

https://dskbd.org/2022/04/18



https://www.bbc.com/news/av/61096713
https://www.dw.com/en/ukraine-war-how-a-fact-checking-website-is-spreading-russian-propaganda/a-61062940
https://www.dw.com/en/fact-check-the-deepfakes-in-the-disinformation-war-between-russia-and-ukraine/a-61166433
https://www.dw.com/en/fact-check-the-deepfakes-in-the-disinformation-war-between-russia-and-ukraine/a-61166433
https://firstdraftnews.org/long-form-article/understanding-information-disorder/
https://medium.com/doublethinklab/observatory-update-mandarin-language-information-operations-regarding-russias-invasion-of-97b023ed59e2
https://medium.com/doublethinklab/observatory-update-mandarin-language-information-operations-regarding-russias-invasion-of-97b023ed59e2
https://dskbd.org/2022/04/18/cam-nang-huong-dan-xu-ly-thong-tin-thong-minh-trong-thoi-chien/

