
IT Tools/Labs from school 

OpenStego: 

In this lab, your task is to use OpenStego to hide data in photos as follows: 

●​ Encrypt and password-protect the user data in the file to be shared. 

o​ Message file: John.txt 

o​ Cover file: gear.png 

o​ Output Sego file: send.png (saved in the Documents folder) 

o​ Password: NoMor3L3@ks! 

●​ Confirm the functionality of the steganography by: 

o​ Extracting the data to C:​\​Users​\​Administrator​\​Documents​\​Export. 

o​ Open the extracted file to confirm that the associated username has been 
embedded into the file. 

 

  

BitLocker 



You work as the IT security administrator for a small corporate network. The employee 
in Office 1 is working on a very sensitive project. Management is concerned that if the 
hard drive in the computer were stolen, sensitive information could be compromised. As 
a result, you have been asked to encrypt the entire System volume. The Office 1 
computer has a built-in TPM on the motherboard. 

In this lab, your task is to configure BitLocker drive encryption as follows: 

●​ From within the computer's BIOS, turn on and activate TPM Security. 

●​ From Windows, turn on BitLocker for the System (C:) drive. 

●​ Back up the recovery key to the ​\​​\​CorpServer​\​BU-Office1 folder. 

●​ Encrypt the entire System (C:) drive. 

●​ Use the new encryption mode. 

●​ Run a BitLocker system check. 

 

 



 

 

END 

 



Certificate Authority 

You are the IT administrator for a growing corporate network. You manage the 
certification authority for your network. As part of your daily routine, you perform several 
certificate management tasks. CorpCA, the certification authority, is a guest server on 
CorpServer2. 

In this lab, your task is to complete the following: 

●​ Your network uses smart cards to control access to sensitive computers. 
Currently, the approval process dictates that you manually approve smart card 
certificate requests.​
Approve pending certificate requests for smart card certificates from tsutton and 
mmallory. 

●​ Deny the pending web server certificate request for CorpSrv12. 

●​ User bchan lost his smartcard. Revoke the certificate assigned to 
bchan.CorpNet.com using the Key Compromise reason code. 

●​ Unrevoke the CorpDev3 certificate 

 

 

 



 

 

END 

Encrypting File System: 

You share a computer with other users at work. You want to secure the contents of the 
Finances folder so that unauthorized users cannot view its contents. 

In this lab, your task is to: 

●​ Encrypt the D:​\​Finances folder and all of its contents. 

●​ Give John file access to the encrypted D:​\​Finances​\​2023report.xls file by adding 
the encryption certificate. 



 

 

 



DEP Data Execution Prevention 

In this lab, your task is to configure DEP as follows: 

●​ Enable DEP for all files. 

●​ Disable DEP for C:​\​Program Files (x86)​\​AccountWizard​\​AccountWizard.exe. 

●​ Restart the computer to activate DEP.  

 

 

END 

Ruckus wireless 

You are a network technician for a small corporate network. You just installed a Ruckus 
zone controller and wireless access points throughout your office buildings using wired 
connections. You now need to configure basic wireless network settings. 

In this lab, your task is to: 

●​ Create a WLAN using the following settings: 



o​ Name: CorpNet Wireless 

o​ ESSID: CorpNet 

o​ Type: Standard Usage 

o​ Authentication: Open 

o​ Encryption: WPA2 

o​ Encryption algorithm: AES 

o​ Passphrase: @CorpNetWeRSecure! 

●​ Connect the Exec-Laptop in the Executive office to the new wireless network. 

 

 

 



 



 



 

 

END Lab  

Ruckus Wireless lab Configure Rogue Host Protection 

You are a network technician for a small corporate network. You want to take advantage 
of the self-healing features provided by the small enterprise wireless solution you've 
implemented. You're already logged in as WxAdmin on the Wireless Controller console 
from ITAdmin. 



In this lab, your task is to: 

●​ Configure self-healing on the wireless network. 

o​ Automatically adjust AP radio power to optimize coverage when 
interference is present. 

o​ Set 2.4 GHz and 5 GHz radio channels to use the Background 
Scanning method to adjust for interference. 

●​ Configure the background scanning needed for rogue device detection, AP 
locationing, and self-healing. Background scans should be performed on all 
radios every 30 seconds. 

●​ Configure load balancing for all radios by adjusting the threshold to 40 dB. 

●​ Configure band balancing to allow no more than 30% of clients to use the 2.4 
GHz radios. 

●​ Reduce the power levels to -3 dB for three access points in Building A to reduce 
RF emanations. Use the wireless survey results in the exhibit to identify the 
access points. 

 

 



 

 

END Lab 

Ruckus wireless Harden a wireless network 

You are a network technician for a small corporate network. You need to increase the 
security of your wireless network. Your new wireless controller provides several security 
features that you want to implement. 

In this lab, your task is to: 

●​ Change the admin username and password for the Zone Director controller to 
the following: 

o​ Admin Name: WxAdmin 

o​ Password: ZDAdminsOnly!$ (O is the capital letter O) 



●​ Set up MAC address filtering (L2 Access Control) to create an allow list 
called Allowed Devices that includes the following wireless devices: 

o​ 00:18:DE:01:34:67 

o​ 00:18:DE:22:55:99 

o​ 00:02:2D:23:56:89 

o​ 00:02:2D:44:66:88 

●​ Implement a device access policy called NoGames that blocks gaming consoles 
from the wireless network. 

Changing administrative name and password 

 

Creating access control list based on MAC addresses.  

 



Create a device access policy called NoGames to block gaming on the wireless 
network. 

 

 

END Lab 

Ruckus Wireless Configure WIPS 

You are a network technician for a small corporate network. You would like to enable 
Wireless Intrusion Prevention on the wireless controller. You are already logged in as 
WxAdmin. 

In this lab, your task is to: 

●​ Configure the wireless controller to protect against denial-of-service (DOS) 
attacks as follows: 

o​ Protect against excessive wireless requests. 

o​ Block clients with repeated authentication failures for two minutes (120 
seconds). 

●​ Configure Intrusion Detection and Prevention as follows: 

o​ Report all rogue devices regardless of type. 



o​ Protect the network from rogue access points. 

●​ Enable Rogue DHCP Server Detection. 

Protect against DOS attacks 

 

Configure Intrusion Detection and Prevention 

 

Enable Rogue DHCP server detection 

 

 

LAB Secure access to pfSense Appliance 

You work as the IT security administrator for a small corporate network. You need to 
secure access to your pfSense appliance, which is still configured with the default user 
settings. 

In this lab, your task is to: 



●​ Change the password for the default pfSense account from P@ssw0rd 
to 1w0rm4b8. 

●​ Create a new administrative user with the following parameters: 

o​ Username: zolsen 

o​ Password: St@yout! 

o​ Full Name: Zoey Olsen 

o​ Group Membership: admins 

●​ Set a session timeout of 15 minutes for pfSense. 

●​ Disable the webConfigurator anti-lockout rule for HTTP. 

Changing admin password: 

 

Creating a new user with the provided parameters: 

 

Set session timeout for 15 minutes: 



 

Disable webConfigurator anti-lockout rule for HTTP: 

 

 

 

END LAB 

LAB Configure a screened subnet 

You are the IT administrator for a small corporate network. You want to make a web 
server that runs services accessible from the internet. To help protect your company, 
you want to place this server and other devices in a demilitarized zone (DMZ). This 



DMZ and server need to be protected by the pfSense Security Gateway Appliance 
(pfSense). Since a few of the other devices in the DMZ require an IP address, you have 
also decided to enable DHCP on the DMZ network. 

In this lab, your task is to perform the following: 

●​ Access the pfSense management console: 

o​ Username: admin 

o​ Password: P@ssw0rd (zero) 

●​ Add a new pfSense interface that can be used for the DMZ. 

o​ Name the interface DMZ. 

o​ Use a static IPv4 address of 172.16.1.1/16. 

●​ Add a firewall rule for the DMZ interface that allows all traffic from the DMZ. 

o​ Use a description of Allow DMZ to any rule. 

●​ Configure and enable the DHCP server for the DMZ interface. 

o​ Use a range of 172.16.1.100 to 172.16.1.200. 

Add a new pfSense interface to be used for the DMZ 

 

Add a firewall rule for the DMZ interface: 



 

 

Configure and enable the DHCP server for the DMZ interface: 

 



 

END LAB 

LAB Configuring a perimeter firewall 

LAN network to the DMZ network. 

In this lab, your task is to: 

●​ Access the pfSense management console: 

o​ Username: admin 

o​ Password: P@ssw0rd (zero) 

●​ Create and configure a firewall rule to pass HTTP traffic from the WAN to the 
Web server in the DMZ. 

●​ Create and configure a firewall rule to pass HTTPS traffic from the WAN to the 
Web server in the DMZ. 

o​ Use the following table when creating the HTTP and HTTPS firewall rules: 

Parameter Setting 

Source WAN network 



Destination 
port/service 

HTTP (80), HTTPS (443) 

Destination A single host 

IP address for host 172.16.1.5 

Descriptions 

For HTTP: HTTP from WAN to 
DMZ​
For HTTPS: HTTPS from WAN to 
DMZ 

●​ Create and configure a firewall rule to pass all traffic from the LAN network to the 
DMZ network. Use the description LAN to DMZ Any. 

 

 



 

END Lab 

LAB Configure a remote access VPN 

You work as the IT security administrator for a small corporate network. Occasionally, 
you and your co-administrators need to access internal resources when you are away 
from the office. You would like to set up a Remote Access VPN using pfSense to allow 
secure access. 

In this lab, your task is to use the pfSense wizard to create and configure an OpenVPN 
Remote Access server using the following guidelines: 

●​ Sign in to pfSense using: 

o​ Username: admin 

o​ Password: P@ssw0rd (zero) 

●​ Create a new certificate authority certificate using the following settings: 

o​ Name: CorpNet-CA 

o​ Country Code: GB 

o​ State: Cambridgeshire 



o​ City: Woodwalton 

o​ Organization: CorpNet 

●​ Create a new server certificate using the following settings: 

o​ Name: CorpNet 

o​ Country Code: GB 

o​ State: Cambridgeshire 

o​ City: Woodwalton 

●​ Configure the VPN server using the following settings: 

o​ Interface: WAN 

o​ Protocol: UDP on IPv4 only 

o​ Description: CorpNet-VPN 

o​ Tunnel network IP: 198.28.20.0/24 

o​ Local network IP: 198.28.56.18/24 

o​ Concurrent Connections: 4 

o​ DNS Server 1: 198.28.56.1 

●​ Configure the following: 

o​ A firewall rule 

o​ An OpenVPN rule 

●​ Set the OpenVPN server just created to Remote Access (User Auth). 

●​ Create and configure the following standard remote VPN users: 

●​  

Usernam
e Password Full Name 

blindley L3tM31nNow Brian Lindley 

jphillips L3tM31nToo Jacob Phillips 

Create the certificate authority certificate, create a new server certificate, and configure 
the VPN server: 



 

Set the OpenVPN server to Remote Access (User auth): 

 

Create standard remote VPN users: 

 



 

End LAB 

LAB Configure a VPN connection on an Ipad 

You work as the IT security administrator for a small corporate network. You recently set 
up the Remote Access VPN feature on your network security appliance to provide you 
and your fellow administrators with secure access to your network. You are currently at 
home and would like to connect your iPad to the VPN. Your iPad is connected to your 
home wireless network. 

In this lab, your task is to: 

●​ Add an IPSec VPN connection using the following values: 

This can be added by selecting Settings > General > VPN. 

Parameter Value 



Descriptio
n 

CorpNetVP
N 

Server 
198.28.56.2
2 

Account mbrown 

Secret asdf1234$ 

●​ Turn on the VPN. 

●​ Verify that a connection is established. The password for mbrown 
is L3tM31nN0w (0 = zero). 

Add IPSec VPN connection: 

 



 

Success! 

 



 

END LAB 

LAB Secure a switch 

You are the IT security administrator for a small corporate network. You need to secure 
access to your switch, which is still configured with the default settings. 

Access the switch management console through Chrome on http://192.168.0.2 with the 
username cisco and password cisco. 

In this lab, your task is to: 

●​ Create a new user account with the following settings: 

o​ Username: ITSwitchAdmin 

o​ Password: Admin$only1844 

o​ User Level: Read/Write Management Access (15) 

●​ Edit the default user account as follows: 

o​ Username: cisco 

o​ Password: CLI$only1958 

o​ User Level: Read-Only CLI Access (1) 

●​ Save the changes to the switch's startup configuration file. 



 

 

 

Edit the default user account: 



 

Save configuration: 

 



 

END LAB 

 

LAB Harden a switch 

You are the IT security administrator for a small corporate network. You need to 
increase the security on the switch in the networking closet. 

The following table lists the used and unused ports: 

Unused 
Ports 

Used 
Ports 

GE2​
GE7​
GE9-GE20​
GE25​
GE27-GE28 

GE1​
GE3-GE6​
GE8​
GE21-GE24​
GE26 

In this lab, your task is to: 

●​ Shut down the unused ports. 

●​ Configure the following Port Security settings for the used ports: 



o​ Interface Status: Lock 

o​ Learning Mode: Classic Lock 

o​ Action on Violation: Discard 

Shut down unused ports: 

 

 



Configure Port Security for the used ports: 

 

 



 

END LAB 

LAB Secure access to a switch 

You are the IT security administrator for a small corporate network. You need to 
increase the security on the switch in the Networking Closet by restricting access 
management. 

In this lab, your task is to: 

●​ Create an access profile named MgtAccess and configure it with the following 
settings: 

Setting Value 

Access Profile Name 
MgtAcces
s 

Rule Priority 1 

Management Method All 

Action Deny 

Applies to Interface All 



Applies to Source IP 
address 

All 

●​ Add a profile rule to the MgtAccess profile with the following settings: 

Setting Value 

Rule Priority 2 

Management Method HTTP 

Action Permit 

Applies to interface All 

Applies to Source IP 
address 

User defined​
IP Version: Version 4​
IP Address: 192.168.0.10​
Network Mask: 
255.255.255.0 

●​ Set the MgtAccess profile as the active access profile. 

●​ Save the changes to the switch's startup configuration file using the default 
settings. 

Create an Access Profile named MgtAccess: 



 

Add a profile rule to the MgtAccess profile: 



 

Set the MgtAccess profile as the active access profile: 

 



 

END LAB 

LAB Secure access to a switch 2 

You are the IT security administrator for a small corporate network. You need to 
increase the security on the switch in the Networking Closet by creating an access 
control list. You have been asked to prevent video game consoles from connecting to 
the switch. 

In this lab, your task is to: 

●​ Create a MAC-based ACL named GameConsoles. 

●​ Configure the GameConsoles MAC-based access control entry (ACE) settings 
as follows: 

Priorit
y 

Actio
n 

Destination​
MAC 
Address 

Source MAC 
Address 

1 Deny Any 
Value: 00041F111111​
Mask: 000000111111 



2 Deny Any 
Value: 005042111111​
Mask: 000000111111 

3 Deny Any 
Value: 000D3A111111​
Mask: 000000111111 

4 Deny Any 
Value: 001315111111​
Mask: 000000111111 

5 Deny Any 
Value: 0009BF111111​
Mask: 000000111111 

6 Deny Any 
Value: 00125A111111​
Mask: 000000111111 

●​ Bind the GameConsoles ACL to all of the GE1-GE30 interfaces. 

Use Copy Settings to apply the binding to multiple interfaces. 

Configure access control entries: 



 

 

Bind the GamerConsoles ACL to all GE Interfaces: 



 

 



 

LAB Restrict Telnet and SSH access 

You are in the process of configuring a new router. The router interfaces connect to the 
following networks: 

Interface Network 

FastEthernet0/0 
192.168.1.0/2
4 

FastEthernet0/1 
192.168.2.0/2
4 

FastEthernet0/1/
0 

192.168.3.0/2
4 

Only Telnet and SSH access from these three networks should be allowed. 

In this lab, your task is to: 

●​ Use the access-list command to create a standard numbered access list using 
number 5. 



●​ Add a permit statement for each network to the access list. 

●​ Use the access-class command to apply the access list to VTY lines 0–4. Use 
the in direction to filter incoming traffic. 

●​ Save your changes in the startup-config file. 

Create a standard numbered access list: 

 



 

END LAB 

LAB Permit Traffic 

The Fiji router has been configured with Standard IP Access List 11. The access list is 
applied to the Fa0/0 interface. The access list must allow all traffic except traffic coming 
from hosts 192.168.1.10 and 192.168.1.12. However, you've noticed that it's preventing 
all traffic from being sent on Fa0/0. You remember that access lists contain an 
implied deny any statement. This means that any traffic not permitted by the list is 
denied. For this reason, access lists should contain at least one permit statement, or all 
traffic is blocked. 

In this lab, your task is to: 

●​ Add a permit any statement to Access List 11 to allow all traffic other than the 
restricted traffic. 

●​ Save your changes in the startup-config file. 



 

 

LAB Scan for Cleartext Vulnerabilities 

One of the content developers on the Engineering team uses an Embedthis GoAhead 
webserver for several devices that are maintained by their team. 

In this lab, you need to scan the test machine where the Engineering team prepares 
deployments and complete the following tasks: 

●​ Login to the CompTIA Vulnerability Scanner in Chrome. 

o​ URL: http://192.168.0.52 

o​ Username: securityadmin 



o​ Password: P@ssw0rd 

●​ Use the CompTIA Vulnerability Scanner to scan the test machine found at 
192.168.0.45. 

●​ Answer the questions about any vulnerabilities found. 

 

 



 

END LAB 

LAB Scan for FTP Vulnerabilities 

 

​ A server is used to transfer company financial data to 
remote branches using the FTP protocol. Since the data is sensitive to the company, 
you have been asked to scan the host for vulnerabilities. 

In this lab, your task is to complete the following: 

●​ Login to the CompTIA Vulnerability Scanner in Chrome. 

o​ URL: http://192.168.0.52 

o​ Username: securityadmin 

o​ Password: P@ssw0rd 



●​ Using the CompTIA Vulnerability Scanner, scan the server found at 
192.168.0.46. 

●​ Answer the questions presented about what the Vulnerability Scanner finds. 

 

 



 

END LAB 

LAB Scan for TLS Vulnerabilities 

An older server has been providing file sharing for Windows, Linux, and MacOS clients 
to the Sales team. 

In this lab, you need to scan the file server to ensure it is secure by completing the 
following tasks: 

●​ Login to the CompTIA Vulnerability Scanner in Chrome. 

o​ URL: http://192.168.0.52 

o​ Username: securityadmin 

o​ Password: P@ssw0rd 



●​ Use the CompTIA Vulnerability Scanner to scan the test machine found at 
192.168.0.46. 

●​ Answer the questions about any vulnerabilities found. 

 



 

END LAB 

LAB Scan for Windows Vulnerabilities 

You are the IT security administrator for a small corporate network. You are performing 
vulnerability scans on your network. Mary is the primary administrator for the network 
and the only person authorized to perform local administrative actions. The company's 
network security policy requires complex passwords for all users that are at least 12 
characters long. It is also required that Windows Firewall is enabled on all workstations. 
Sharing personal files is not allowed. 

In this lab, your task is to: 

●​ Login to the CompTIA Vulnerability Scanner in Chrome. 

o​ URL: http://192.168.0.52 

o​ Username: securityadmin 



o​ Password: P@ssw0rd 

o​ Select Sign In 

●​ Create a target for the Office2 workstation (192.168.0.34). 

●​ Create a task and run a vulnerability scan for the Office2 workstation. 

●​ View the report for the scan task you created. 

●​ Remediate the vulnerabilities found in the report for Office2. Use Computer 
Management, Settings, and File Explorer to make needed changes. 

●​ Re-run a vulnerability scan to make sure all of the issues are resolved. 

Renamed Admin to Joey 

 

 



 

 

 

 

 

 

Unlock Susan’s account and remove her from the admin group 



 

 

Turning firewall on for all profiles 



 

Remove the file share in MyMusic 

 

Rerun vulnerability scanner to confirm issues have been addressed 



 

 

END LAB 

LAB Scan for Linux Vulnerabilities 

 

​ You are the IT security administrator for a small corporate 
network. You need to use a vulnerability scanner to check for security issues on your 
Linux computers. 

In this lab, your task is to: 

●​ Login to the CompTIA Vulnerability Scanner in Chrome. 

o​ URL: http://192.168.0.52 



o​ Username: securityadmin 

o​ Password: P@ssw0rd 

●​ Create a target for the Linux computers on IP range 192.168.0.60 - 192.168.0.69 

●​ Answer the first question 

●​ Create a task and run a vulnerability scan for the Linux range. 

●​ View the report for the scan task you created. 

●​ Answer the remaining questions. 

Vulnerability Scan 

 



 

END LAB 

LAB Scan for Domain Controller Vulnerabilities 

You are the IT security administrator for a small corporate network. You are performing 
vulnerability scans on your network. Use the CompTIA Vulnerability Scanner tool to run 
a vulnerability scan on the CorpDC domain controller. 

In this lab, your task is to: 

●​ Login to the CompTIA Vulnerability Scanner in Chrome. 



o​ URL: http://192.168.0.52 

o​ Username: securityadmin 

o​ Password: P@ssw0rd 

●​ Create a target for the CorpDC server (192.168.0.11). 

●​ Create a task and run a vulnerability scan for the CorpDC server. 

●​ View the report for the scan task you created. 

●​ Remediate the vulnerabilities in the Default Domain Policy using Group Policy 
Management on CorpDC. 

●​ Re-run a vulnerability scan to make sure all of the issues are resolved. 

 

 



 

 



 

 

Rerun vulnerability scan to ensure all issues are resolved 



 

 

END LAB 

LAB Configure Advanced Audit Policy 

You work as the IT security administrator for a small corporate network. As part of an 
ongoing program to improve security, you want to implement an audit policy for all 
workstations. You plan to audit user logon attempts and other critical events. 

In this lab, your task is to configure the following audit policy settings in 
WorkstationGPO: 



Local Policies Setting 

Audit: Force audit policy subcategory settings (Windows Vista or later) to 
override audit policy category settings 

Enable
d 

Audit: Shut down system immediately if unable to log security audits 
Enable
d 

 

Event Log Setting 

Retention method for security 
log 

Define: Do not overwrite events (clear log manually) 

 

Advanced Audit Policy Configuration Setting 

Account Logon: Audit Credential Validation 
Success and 
Failure 

Account Management: Audit User Account Management 
Success and 
Failure 

Account Management: Audit Security Group Management 
Success and 
Failure 

Account Management: Audit Other Account Management 
Events 

Success and 
Failure 

Account Management: Audit Computer Account Management Success 

Detailed Tracking: Audit Process Creation Success 

Logon/Logoff: Audit Logon 
Success and 
Failure 

Logon/Logoff: Audit Logoff Success 



Policy Change: Audit Authentication Policy Change Success 

Policy Change: Audit Audit Policy Change 
Success and 
Failure 

Privilege Use: Audit Sensitive Privilege Use 
Success and 
Failure 

System: Audit System Integrity 
Success and 
Failure 

System: Audit Security System Extension 
Success and 
Failure 

System: Audit Security State Change 
Success and 
Failure 

System: Audit IPsec Driver 
Success and 
Failure 

 

Starting WorkstationGPO and editing it’s local security policies 

 



 



 

Edit the event log: 



 

Edit advanced audit policy configuration: 

 



 



 

 

 



 

 

 

 



 

END LAB 

LAB Enable Device Logs 

You are the IT security administrator for a small corporate network. You need to enable 
logging on the switch in the networking closet. 

In this lab, your task is to: 

●​ Enable logging and the Syslog Aggregator. 

●​ Configure RAM Memory Logging as follows: 

o​ Emergency, Alert, and Critical: Enable 

o​ Error, Warning, Notice, Informational, and Debug: Disable 



●​ Configure Flash Memory Logging as follows: 

o​ Emergency and Alert: Enable 

o​ Critical, Error, Warning, Notice, Informational, and Debug: Disable 

●​ Copy the running configuration file to the startup configuration file using the 
following settings: 

o​ Source File Name: Running configuration 

o​ Destination File Name: Startup configuration 

Enable logging and Syslog Aggregator, configure RAM memory logging and Flash 
memory logging:  

 

Copy the running config file to the startup config file using the settings provided: 



 

 

END LAB 

LAB Create Virtual Machines 

You have installed Hyper-V on ITAdmin. You're experimenting with creating virtual 
machines. 

In this lab, your task is to create two virtual machines named VM1 and VM2. Use the 
following settings as specified for each machine: 

VM1: 

●​ Virtual machine name: VM1 



●​ Virtual machine location: D:\HYPERV 

●​ Generation: Generation 1 

●​ Startup memory: 1024 MB (do not use dynamic memory) 

●​ Networking connection: External 

●​ Virtual hard disk name: VM1.vhdx 

●​ Virtual hard disk location: D:\HYPERV\Virtual Hard Disks 

●​ Virtual hard disk size: 50 GB 

●​ Operating system will be installed later 

VM2: 

●​ Virtual machine name: VM2 

●​ Virtual machine location: D:\HYPERV 

●​ Generation: Generation 1 

●​ Startup memory: 2048 MB (use dynamic memory) 

●​ Networking connection: Internal 

●​ Virtual hard disk name: VM2.vhdx 

●​ Virtual hard disk location: D:\HYPERV\Virtual Hard Disks 

●​ Virtual hard disk size: 250 GB 

●​ Operating system will be installed later 

●​ Minimum RAM: 512 MB 

●​ Maximum RAM: 4096 MB 

Creating VM1: 



 

Creating VM2: 

 

Setting min and max RAM for VM2: 



 

 

END LAB 

LAB Create Virtual Switches 



You have installed Hyper-V on the CorpServer server. You want to use the server to 
create virtual machines. Prior to creating the virtual machines, you are experimenting 
with virtual switches. 

In this lab, your task is to: 

●​ Create an internal virtual switch named Switch 1. 

●​ Create a private virtual switch named Switch 2. 

 



 

END LAB 

LAB Secure an iPad  

You work as the IT security administrator for a small corporate network. The receptionist 
uses an iPad to manage employees' schedules and messages. You need to help her 
secure the iPad because it contains all of the employees' personal information. 

In this lab, your task is to: 

●​ View the current iOS version and then answer the applicable question. 

●​ Apply the latest software update and then answer the applicable question. 

●​ Configure Auto-Lock with a five-minute delay. 

●​ Configure Passcode Lock using a passcode of C@sp3r 

●​ Require the passcode after five minutes. 

●​ Configure Data Erase to wipe all data after 10 failed passcode attempts. 

●​ Require unknown networks to be added manually. 

●​ Turn off Bluetooth. 

Since an update is easy to perform, I skipped documenting the process. 

Configure auto-lock: 



 

Configure passcode lock: 

 



 

Enable erase data:  

 

 

 



 

END LAB 

LAB Secure Email on Ipad 

You work as the IT security administrator for a small corporate network. The 
receptionist, Maggie Brown, uses an iPad to manage employee schedules and 
messages. You need to help her secure her email and browser on her iPad. 

In this lab, your task is to complete the following: 

●​ Configure Maggie's email account to use SSL for incoming mail. 



●​ Secure the internet browser as follows: 

o​ Turn off AutoFill 

o​ Turn on Block Pop-ups 

o​ Block all cookies 

o​ Turn on Fraudulent Website Warning 

o​ Turn off JavaScript 

 

 



 

 

 



END LAB 

LAB BACKUP FILES WITH FILE HISTORY 

You have recently installed a new Windows 10 computer. To protect valuable data, you 
need to implement file history backups on this computer. 

In this lab, your task is to configure automatic backups for the Exec computer as 
follows: 

●​ Save the backup to the Backup (E:) volume. 

●​ Back up files daily. 

●​ Keep backup files for six months. 

●​ Back up the entire Data (D:) volume. 

●​ Make a backup now. 



 



 

END LAB 

LAB Recover a File from File History 

Susan produces your organization's monthly magazine. While working on an upcoming 
issue, Susan accidentally deleted significant portions of the layout image. She also 
made extensive changes to the cover artwork but has now been asked to discard the 
changes and use the original artwork. 

Susan has asked you to help her recover older versions of her files in the Pictures 
library so she can still meet her publishing deadline. 

In this lab, your task is to complete the following: 

●​ Using the Settings app, access the program needed to restore files from a 
current backup. 

●​ From the File History dialog, restore the following files: 

File File Version to Restore 



Pictures\Layouts\June2023_Issue.j
pg 

Thursday, March 16, 2023 11:15 
AM 

Pictures\Images\coverart.jpg 
Thursday, March 16, 2023 12:15 
PM 

 

 



 

 

END LAB  

LAB Backup a Domain Controller 



You are the IT administrator for a small corporate network. You need to back up the 
system state of your domain controllers so that, in the event of a disaster, Active 
Directory is backed up. You want to configure regular backups on CorpDC4. 

In this lab, your task is to perform the following using Windows Server Backup on 
CorpDC4: 

●​ Create a regular backup schedule for the CorpDC4 server using the following 
settings: 

o​ Backup items: System State 

o​ Backup schedule: once per day at 1:00 a.m. 

o​ Backup location: ​\​​\​CorpFiles​\​Backup 

●​ Take an immediate backup using the following settings: 

o​ Backup items: System State and C: drive 

o​ Backup location: ​\​​\​CorpFiles​\​Backup 

 



 

 

END LAB 


