IT Tools/Labs from school
OpenStego:
In this lab, your task is to use OpenStego to hide data in photos as follows:
e Encrypt and password-protect the user data in the file to be shared.
o Message file: John.txt
o Cover file: gear.png
o Output Sego file: send.png (saved in the Documents folder)
o Password: NoMor3L3@ks!
e Confirm the functionality of the steganography by:
o Extracting the data to C:\Users\Administrator\Documents\Export.

o Open the extracted file to confirm that the associated username has been
embedded into the file.

Openstego — O x
File Help

Data Hiding Hide data in harmless looking files

ﬁ Message File

Hide Data |C:\Users\ﬁ.dministrator"tDucuments‘n,J ohn.bid |
Lol
., Cover File
EIEUEE (Select multiple files or provide wildcard (*, 7) to embed same message in muli..
| C:\Users\ Administrator Documents!gear.png |
Digital Watermarking (Beta)

Qutput Stego File
ﬁ | C:\Users\ Administrator Documents!send.png |
Generate Signature

Options
ﬁ Encryption Algorithm |AES 128 V|
Embed Watermark
o Password sERsERaRRanE |
Verify h'lul‘_atennark Confirm Password | TR Y |

Hide Data

BitLocker



You work as the IT security administrator for a small corporate network. The employee

in Office 1 is working on a
hard drive in the computer

very sensitive project. Management is concerned that if the
were stolen, sensitive information could be compromised. As

a result, you have been asked to encrypt the entire System volume. The Office 1
computer has a built-in TPM on the motherboard.

In this lab, your task is to configure BitLocker drive encryption as follows:

e From within the computer's BIOS, turn on and activate TPM Security.

e From Windows, turn

on BitLocker for the System (C:) drive.

e Back up the recovery key to the \CorpServer\BU-Office1 folder.

e Encrypt the entire System (C:) drive.

e Use the new encryption mode.

e Run a BitLocker syst

em check.

Settings

& General
System Information
Boot Sequence
Advanced Boot Options
Date/Time

= System Configuration
Integrated NIC
Parallel Port
Serial Port
SATA Operation
Drives
SMART Reporting
USB Configuration
Audio
Unobtrusive Mode

£ Security
Admin Password
System Password
Internal HDD-1 Password
Strong Password
Password Configuration
Password Bypass
Password Change
Computrace®
Chassis Intrusion
CPU XD Support
OROM Keyboard Access
Admin Setup Lockout

& Secure Boot

4 Performance

% Power Management

4 POST Behavior

% Virtualization Support

# - Maintenance

& System Logs

TPM Security

[F] TPM Security Clea
[] TPM ACPI Support.

(O Deactivate
@ Activate

This option lets you control whether the Trusted Platform Module (TPM) in the system is enabled and visible to the operating system. When disabled, the BIOS will not turn on the TPM
during POST. The TPM will be non-functional and invisible to the operating system. When enabled, the BIOS will turn on the TPM during POST so that it can be used by the operating
system.

NOTE: Disabling this option does not change any settings you may have made to the TPM, nor does it delete or change any information or keys you may have stored there. It simply
turns off the TPM so that it cannot be used. When you re-enable this option, the TPM will function exactly as it did before it was disabled.

When the TPM is in the enabled state you have the ability to control whether the TPM is deactivated and disabled or activated and enabled. It also allows you to clear the ownership
information in the TPM (if any). Physical presence is implied when you make a change to this option. When "Deactivate® the TPM will be deactivated and disabled. It will not execute
any commands that use the resources of the TPM, nor will it allow any access to stored owner information. When "Activate” the TPM will be enabled and activated. This is the normal
operating state for the TPM when you want to use its complete array of capabilities. When *Clear” the BIOS clears the owner information stored in the TPM. Use this setting to restore
the TPM to its default state if you lose or forget the owner authentication data.

Note: Changes to this option take effect immediately.

Load Defaults Apply Exit

Operating system drive

System (C:) BitLocker Off

Jis

E;' Turn on BriLocker




%@ BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XT5-AES). This made provides additional
integrity support, but it is not compatible with clder versions of Windows.

If this is a remowable drive that you're going to use on older version of Windows, you should choose
Compatible mode,

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption made

ﬂ MNew encryption mode (best for fixed drives on this device)
() Compatible mede (best for drives that can be moved from this device)

—rna
® New - =D | Tl sort ~ = View ~ “e-
< =2 ~ 41 [ ThisPC « @ O search This PC
Desktop Documents Downloads Music

B Desktop

é Documents

i Downloads

o B u

E Pictures

B Videos Pictures Videos
> @ Onelrive

~ Devices and drives
> M This PC
L
> # MNetwork .. .
System (C:) Data (D:) Art (E) F:



Certificate Authority

You are the IT administrator for a growing corporate network. You manage the
certification authority for your network. As part of your daily routine, you perform several
certificate management tasks. CorpCA, the certification authority, is a guest server on

Co

rpServer2.

In this lab, your task is to complete the following:

e Your network uses smart cards to control access to sensitive computers.

Currently, the approval process dictates that you manually approve smart card
certificate requests.

Approve pending certificate requests for smart card certificates from tsutton and
mmallory.

e Deny the pending web server certificate request for CorpSrv12.

e User bchan lost his smartcard. Revoke the certificate assigned to
bchan.CorpNet.com using the Key Compromise reason code.

e Unrevoke the CorpDev3 certificate

i) Reques} ID  Binary Re’c‘]uest Request Status Code Request D\suosi/f\on Message  Request Submission Date Requestef\Name Request i Request O o Request O ni Unit  Request Commen Name Request’i]ty Reuuest%tate
&7 --—BEGIN NEW ... The operation complet... Taken Under Submission 10/30/2024 1:57 PM CorpNet.com\tsutt... tsutton.CorpNet.com
&8 --—BEGIN NEW ... The operation complet... Taken Under Submission 10/30/2024 1:57 PM CorpNet.com\Cor... CorpSrv12.CorpNet.com
E; 1:57 PM CorpNet.com\mm mmallory.CorpNet.com
All Tasks > View Attributes/Extensions...
Refresh Export Binary Data...
s Issue
Deny
Request ID

Gl

Binary Request  Request Status Code  Request Disposition Message  Request Submission Date Requester Name  Request Country/Region Reguest Organization Request Organization Unit Request Common Name  Request City

Request State
——BEGIN NEW. Tha nnaration comnlat_ Taken Lindar Submicsion 10/20/9004 1-57 oM

rrrrrr ot com)\Cor. CorpSrv12.CorpNet.com
All Tasks > View Attributes/Extensions...
Refresh Export Binary Data...
Issue
Deny
RequestID  Requester Name Binary Cerlificate  Certificate Template  Serial Number  Certificate Effective Date  Certificate Expiration Date  Issued Country/Region  Issued Organization  Issued Organization Unit Issued Common Name Issued City  Issued €
1 CorpCA.CorpMet.|_-——BEGIN CERTL . DomainController 145248500000 8/12/2024 8:49 AM 8/12/2025 8:49 AM CorpCA.Corphet.Jocal
Eal 2 www CorpNet.com -——BEGIN CERTL . WebServer 110f168c00000..10/29/2024 3:34 PM 10/20/2025 3:34 PM W CorpNet.com
3 Corpeb.CorpNe._-——BEGIN CERTL . WebServer 1fdaa30400000_10/30/2024 3:46 AM  10/30/2025 3:46 AM CorpWeb.CorpNet.com
54 CorpDev1.Corph... -——BEGIN CERTL.. CodeSigning 11e0d360000... 10/26/2024 2:33 PM_ 10/20/2025 2:33 PM

CorpDev1.CorpNet.com

56
7
=]

mwoods.Co  Open jser 135610200000...10/29/2024 7:38 PM 10/29/2025 7:38 PM mwoods. Corpiet.com
tsutton.Corg

All Tasks A e ee— /30/2026 3:00 PM tsutton.CorpNet.com
mmallory.Ct = LA R B /30/2026 3:00 PM mmallory.CorpNet.com
Refresh Export Binary Data...

Revoke Certificate




Certificate Revocation % |

Are you sure you want to revoke the selected certificate(s)?
Spedfy a reason, date and time.
Reason code: I

Key Compromise r

Date and Time:
10/30/2024 D*| [3:n1 PM ﬂ

Yes Mo

RequestID  Revocation Date  Effective Revocation Date  Revocation Reason  Requester Name  Binary Certificate  Certificate Template  Serial Number  Certificate Effective Date  Certificate Expiration Date  Issued Country/Region  Issued Organization  Iss

el 5 10/30/2024 3:01 ... 1¢ Open behan.CorpNet.c... ——BEGIN CERTL.. Smartcarduser 15f10fea00000... 10/30/2024 9:52 AM 10/30/2025 9:52 AM
All Tasks > View Attributes/Extensions...
Export Binary Data...

Refresh
Unrevoke Certificate

EN

Encrypting File System:

You share a computer with other users at work. You want to secure the contents of the
Finances folder so that unauthorized users cannot view its contents.

In this lab, your task is to:
e Encrypt the D:\Finances folder and all of its contents.

e Give John file access to the encrypted D:\Finances\2023report.xls file by adding
the encryption certificate.



Advanced Attributes X

Choose the settings you want for this folder.,

When you click OK or Apply on the Properties dialog, you will be
asked if you want the changes to affect all subfolders and files as
well,

Archive and Index attributes
(U] File is ready for archiving

Allow files in this folder to have contents indexed in addition to file
properties

Compress or Encrypt attributes
() Compress contents to save disk space
Encrypt contents to secure data Details

Cance

User access to 2023report.xlsx *

Users who can access this file:

User Certificate thum...

Administrator(Administrator@Office) Q000 0000 0000 ...

John{lohn@Officel) -309 D3C4 -184 E...
Add.. Remove Back up keys...

Recovery certificates for this file as defined by recovery policy:

Recovery Certificate Certificate thum...

Ok Cancel



DEP Data Execution Prevention
In this lab, your task is to configure DEP as follows:
e Enable DEP for all files.
e Disable DEP for C:\Program Files (x86)\AccountWizard\AccountWizard.exe.

e Restart the computer to activate DEP.

- Ahnnit Performance Options b4
System Properties *
| - Visual Effects Advanced Data Execution Prevention
Computer Name Hardware Advanced System Protection Remote NS
- Data Execution Prevention (DEF) helps protect against

You must be logged on as an Administrator to make most of these changes. 3 5 gama_%e fmk'[: viruses and other security threats. How
joes it work?

() Turm on DEP for essential Windows programs and services

I
Performance g only

Visual effects, processor scheduling, memory usage, and virtual
3 memory eq

Settings...

(@) Turn on DEP for all programs and services except those I
selact:
A AccountWizard.exe

User Profiles
Desktop settings related to your sign-in

Settings...
¥
Startup and Recovery
i System startup, system failure, and debugging information
Add... Remove...
g Seffings... Your computer's processor supports hardware-based DER.
Environment Vaniables...

jecting to this PC Cancel Apply

Have a anestinn?

END
Ruckus wireless

You are a network technician for a small corporate network. You just installed a Ruckus
zone controller and wireless access points throughout your office buildings using wired
connections. You now need to configure basic wireless network settings.

In this lab, your task is to:

e Create a WLAN using the following settings:



o Name: CorpNet Wireless

o ESSID: CorpNet

o Type: Standard Usage

o Authentication: Open

o Encryption: WPA2

o Encryption algorithm: AES

o Passphrase: @CorpNetWeRSecure!

e Connect the Exec-Laptop in the Executive office to the new wireless network.

ZoneDirector

ﬁ_:huckus-

WIRELESS COI’pNEt

Admin Name

Password

Powered by Ruckus Wireless



ﬁﬁuckus- ZoneDirector - CorpNet

Dashboard | Monitor Administer

WLANs
WLANs
This table lists your current WLANs and provides basic details about them. Click Create Nev to add another WLAN, or click Edit to make changes to an existing WLAN,

Name ESSID  Description  Authentication  Encryption  Actions

Create New @

scacnTems| | iocusealttems  Incluge any or these terms

WLAN Groups

This table Liss your current WLAN groups and provides basic details about them. Click Create New to add another WLAN group, or tick EGit to make changes to an existing WLAN group.
Name  Description Actions
Defaut  Default WLANS for Access Foints Edit Clon

Create New @

sewcnterns| | includeallterms  Include any of hese terms

VLAN Pooling

This table lists your current YLAN pools and provides basic details about them. Click Create New to add another VLAN pool, or click Edit to make changes to an existing VLAN pool.

+ Mame -  Description ~ Actions ~
Create New @000

mntems| | icseattems  nctuds an o teseteme

Zero-IT Activation
Zero-IT Activation simplifies the configuration of users' wireless settings. Ask USers to connect their wireless devices to either wired network or dedicated activation WLAN/SSID , and then have them go to the Activation URL shown below: After they download and run the Zero-IT Activation

VS application, their wireless devices vill be configured automatically for WLAN that support Zero-IT Activation.
‘Activation URL: hittp://your.location. com/activate
Authentication Server: Local Database ¥ |

Certi

Bonjour G




WLANSs
WLANs

This table lists your current WLANs and provides basic details about them. Click Create New to add another WLAN, or click Edit to make chi

Hame ESSID

Create New
General Options
Mame/ESSID*
Description
WLAN Usages
Type

Authentication Options
Method

Fast B55 Transition
Encryption Options
Method

Algorithm

Passphrase®

Options

Web Authentication
Authentication Server

Wireless Client Isolation

Zero-IT Activation
Pricrity

+ Advanced Ootions

Description

Authentication Encryption Actions

Corphet Wireless ESSID | CorpMet

# Standard Usage (For most regular wireless network usages.)
Guest Access (Guest access policies and access control will be applied.)
Hotspot Service (WISPr)
Hotspat 2.0
Autonomous

* Cpen 802.1x EAP MAC Address

Enable 802.11r FT Roaming
(Recommended to enable 802,11k Meighbor-list Report for assistant. )

B02.1x EAP + MAC Address

®UWPAZ L WPA-Mixed WEP-64 (40 bit) WEP-128 (104 bit) Hone

&) AES Auto (THIP+AES)
@ECorpNetWeRSecure!

Enable captive portal/Web authentication
(Users will be redirected to a web portal for authentication before they can acoess the WLAN. )

Local Database ¥

Isolate wireless client traffic from other clients on the same AR

Isolate wireless client traffic from all hosts on the same VLAN/subnet,
Mo Whitelist *
[Requires whitslist for gateway and other aliowed haosts. )

Enable Zero-1T Activation
[WLaH users are provided with wireless configuration installer after they login.)

High " Low



& BuildingA # Floor1 [ Executive Office (@) ExecLapiop

Exec-Laptor

0O Type here to search

Lab Report

Time 5pent: 05:00

Score: 2/2 (100%)

TASK SUMMARY|

Required Actions
v Create the CorpNet WLAN  Show Details

~ Connect Exec-Laptop to the CorpNet Wireless network

END Lab
Ruckus Wireless lab Configure Rogue Host Protection

You are a network technician for a small corporate network. You want to take advantage
of the self-healing features provided by the small enterprise wireless solution you've
implemented. You're already logged in as WxAdmin on the Wireless Controller console
from ITAdmin.



In this lab, your task is to:
e Configure self-healing on the wireless network.

o Automatically adjust AP radio power to optimize coverage when
interference is present.

o Set2.4 GHz and 5 GHz radio channels to use the Background
Scanning method to adjust for interference.

e Configure the background scanning needed for rogue device detection, AP

locationing, and self-healing. Background scans should be performed on all
radios every 30 seconds.

e Configure load balancing for all radios by adjusting the threshold to 40 dB.

e Configure band balancing to allow no more than 30% of clients to use the 2.4
GHz radios.

e Reduce the power levels to -3 dB for three access points in Building A to reduce

RF emanations. Use the wireless survey results in the exhibit to identify the
access points.

Services
Self Healing
ZoneDirector utilizes built-in network “self healing” diagnostics and tuning tools to maximize wireless network performance.

| Automatically adjust AP radio power to optimize coverage when interference s present.
Two modes are available to automatically adjust AP channels for self healing and performance optimization. Background Scanning will change AP channel when interference is present. Channelfly canstantly monitors potential throughput and will change channels to Leam, optimize
throughput and avoid interferenc:

¥ Automatically adjust 2.4GHz

els using Background Scanning ¥

| Automatically adjust SGHz channels using| Background Scanning ¥

Apply

Background Scanning

Background scans are performed by APs to evaluate radic channel usage. The process is progressive; one frequency is scanned at a time. This scanning enables rogue device detection, AP lecationing, and self-healing.
¥ Run a background scan on 2.4GHz radio every | 30 seconds

¥ Run a background scan on 5GHz radio every |30 seconds

To view all WLAMs with background scanning off, click here

Load Balancing

Client Load Balancing

Balances the number of clients across adjacent APs.
Adjacent radio threshold(dB)
40
Adjacent radio threshold(dB)
40

¥| Run load balancing on 2.4GHz radio
¥ Run load balancing on 5GHz radio
Band Balancing

Balances the load on Radios, by distributing the clients on 2.4GHz and 5GHz radios.

¥ Percent of clients on 2.4GHz radio | 39 %



Radio B/G/N(2.4G)

Channelization Override Group Config Auto ¥

Channel Override Group Config Auto ¥

TX Power #| Dverride Group Config| -3dB(1/2)

WLAN Group Override Group Config Default v

Call Admission Control Override Group Config| OFF v
Spectralink Compatibility Override Group Configl Disable ¥

WLAN Service ¥| Enable WLAN service for this radio.

Radio A/N/AC(5G)

Channelization Override Group Config| Auto ¥

Channel Override Group Config Auto ¥

TX Power ¥ Override Group Config -3dB({1/2) *

WLAN Group Override Group Config Default ¥

Call Admission Control Override Group Config OFF T
Spectralink Compatibility Override Group Config| Disable ¥

WLAN Service ¥| Enable WLAN service for this radio.

Score: 5/5 (100%)

END Lab

Ruckus wireless Harden a wireless network

You are a network technician for a small corporate network. You need to increase the
security of your wireless network. Your new wireless controller provides several security
features that you want to implement.

In this lab, your task is to:

e Change the admin username and password for the Zone Director controller to
the following:

o Admin Name: WxAdmin

o Password: ZDAdminsOnly!$ (O is the capital letter O)



e Set up MAC address filtering (L2 Access Control) to create an allow list
called Allowed Devices that includes the following wireless devices:

o 00:18:DE:01:34:67
o 00:18:DE:22:55:99
o 00:02:2D:23:56:89
o 00:02:2D:44:66:88

e Implement a device access policy called NoGames that blocks gaming consoles
from the wireless network.

Changing administrative name and password

Administrator Name/Password
Change the administrator name (if needed) and password. Ruckus Wireless recommends that you change your admin password every 30 days.
®' puthenticate using the admin name and password
Authenticate with Auth Server| Mone ¥

Fallback to admin name/ password if failed

Admin Name* WAdmin
Current Password* wanannas
Mew Password* SRR ERENARRARE

Confirm MNew Password® | sessssssssssss

Administrator Session Timeout

Timeout interval* | 35 {minutes)

Creating access control list based on MAC addresses.

Access Control
= L2-L7 Access Control

This enables WLAN admin to define access control policies for client devices using L2-L7 parameters.
L2/MAC address Access Control

‘You can define L2/MAC access control lists and apply them to WLANs later. Set up an L2/MAC access control list to allow or deny wireless devices based on their MAC addresses.
Mame Description Restriction Actions
Create New
Name* Allowed Devices
Description
Restriction » Only allow all stations listed below Only deny all stations lisked below
MAC Address | p:02:20:23:56:89 Create New

Stations 00:183:DE:01:34:67 delete
00:18:DE:22:55:99 delete
00:02:2D:44:66:88 delete
00:02:2D:23:56:89 delete

0K || Cancel

Create Mew Delete | €3 0-0 (0) €3

Search Terms Include all terms Include any of these terms



Create a device access policy called NoGames to block gaming on the wireless
network.

= Device Access Policy
Admiin can define device access policy to either allow/deny, and/or rate-limit wireless client devices based on their 05 type and VLAN.
Mame Description Default Mode Actions
Create New
Name* NoGames
Description

Default Mode  Default Action if no rule is matched: i) Deny all by default | Allow all by default

Rules Order Description 05 /Type Type Uplink Downlink VLAN Actions

1 Gaming ¥ | |Deny v | | Disabled ¥ | | Disabled v Save || Cancel

Create MNew El Advanced Options | Delste

OK || Cancel
Create New clete | €3 0-0 (0) €

Search Terms Include all terms Include anv of these terms
(I
Lab Report

Time Spent: 06:42

Score: 3/3 (100%)

END Lab
Ruckus Wireless Configure WIPS

You are a network technician for a small corporate network. You would like to enable

Wireless Intrusion Prevention on the wireless controller. You are already logged in as
WxAdmin.

In this lab, your task is to:

e Configure the wireless controller to protect against denial-of-service (DOS)
attacks as follows:

o Protect against excessive wireless requests.

o Block clients with repeated authentication failures for two minutes (120
seconds).

e Configure Intrusion Detection and Prevention as follows:

o Report all rogue devices regardless of type.



o Protect the network from rogue access points.
e Enable Rogue DHCP Server Detection.
Protect against DOS attacks

Wireless Intrusion Detection and Prevention System
Denial of Service(DoS)

ZoneDirector utilizes built-in mechanisms to protect against common wireless metwork intrusions.

# | Protect my wireless network against excessive wireless requests

¥ Temporarily block wireless clients with repeated authentication failures for | 120 secands

Configure Intrusion Detection and Prevention

Intrusion Detection and Prevention

ToneDirector uses background scan results to detect rogue 802.11 access points. If the rogue access point is spoofing a managed AP's SSID or MAC address or is found on the wired nebwork, it will be flagged as malicious. Rogue detection requires backgroud
| Enable report rogue devices

* Report all rogue devices
Report only malicious rogue devices of type

¥/ Protect the network from malicious rogus access points.

Enable Rogue DHCP server detection

Rogue DHCP Server Detection
ZoneDirector can scan the network periodically for rogue DHCP servers.

«| Enable ropue DHCP server detection

Score: 3/3 (100%)

LAB Secure access to pfSense Appliance

scanning to be enabled.

You work as the IT security administrator for a small corporate network. You need to
secure access to your pfSense appliance, which is still configured with the default user

settings.

In this lab, your task is to:



e Change the password for the default pfSense account from P@sswOrd
to 1wOrm4b8.

e Create a new administrative user with the following parameters:
o Username: zolsen
o Password: St@yout!
o Full Name: Zoey Olsen
o Group Membership: admins
e Set a session timeout of 15 minutes for pfSense.
e Disable the webConfigurator anti-lockout rule for HTTP.

Changing admin password:

User Properties

Defined by  SySTEM
Disabled [T This user cannot login

Username
admin

Password

Full name System Administrator

Creating a new user with the provided parameters:

User Properties

Defined by |JSER

Disabled [ This user cannot login

Leave blank if the account should't expire, otherwise enter the expiration date as MM/DD/YYYY

Custom Settings [ Use individual customized GUT options and dashboard layout for this user.

Group membership

Not member of Member Of

Set session timeout for 15 minutes:



Session timeout 15

Time in minutes to expire idle management sessions. The default is 4 hours (240 minutes). Enter 0 to never expire sessions. NOTE: This is a security risk!

Authentication Server | | (. Daiahase v

Auth Refresh Time

Disable webConfigurator anti-lockout rule for HTTP:

webConfigurator

Protocol () i17p O HTTPS (SSL/TLS)

Anti-lockout Disable webConfigurator anti-lockout rule

When this is unchecked, access to the webConfigurator on the LAN interface is always permitted, regardless of the user-defined firewall rule set. Check this box to disable this automatically added rule, so access to the
webConfigurator is controlled by the user-defined firewall rules (ensure a firewall rule is in place that allows access, to avoid being locked out!) Hint: the "Set interface(s) IP address" option in the console menu resets this
setting as well

1=r o

Lab Report

Time Spent: 01:56

Score: 4/4 (100%)

TASK SUMMARY

Required Actions

v (Change the password for the admin account to TwOrm4hba
+~ 5Set a 15 minute session timeout for pfSense

v Create and configure a new pfSense user  Show Details

+ Disable anti-lockout for HTTP

END LAB

LAB Configure a screened subnet

You are the IT administrator for a small corporate network. You want to make a web
server that runs services accessible from the internet. To help protect your company,
you want to place this server and other devices in a demilitarized zone (DMZ). This



DMZ and server need to be protected by the pfSense Security Gateway Appliance
(pfSense). Since a few of the other devices in the DMZ require an IP address, you have
also decided to enable DHCP on the DMZ network.

In this lab, your task is to perform the following:
e Access the pfSense management console:
o Username: admin
o Password: P@sswO0rd (zero)
e Add a new pfSense interface that can be used for the DMZ.
o Name the interface DMZ.
o Use a static IPv4 address of 172.16.1.1/16.
e Add a firewall rule for the DMZ interface that allows all traffic from the DMZ.
o Use a description of Allow DMZ to any rule.
e Configure and enable the DHCP server for the DMZ interface.
o Use arange of 172.16.1.100 to 172.16.1.200.
Add a new pfSense interface to be used for the DMZ

General Configuration

Enable [ Enable interface

Description | |
Enter a description (name) for the interface here.

IPv4 Configuration Type  cyovic |pys

v
IPv6 Configuration Type | -
MAC Address R
This field can be used to modifiy ("spoof”) the MAC address of this interface. Enter a MAC address in the following format: sotococsoaecoc or leave blank.
MU
If this field is blank, the adapter's default MTU will be used. This is typically 1500 bytes but can vary in some circumstatnces.
MSS
If a value is entered in this field, then MSS clamping for TCP connections to the value entered above minus 40 (TCP/IP header size) will be in effect.
Speed and Duplex | nyor it (no preference, typically autoselect) v

Explicitly set speed and duplex mede for this interface. WARNING: MUST be set to autoselect (automatically negotiate speed) unless the port this interface connects to has its speed and duplex forced.
Static IPv4 Configuration

TPvd Address | 17, 16.1.1 ! D
1Pv4 Upstream gateway None Al + Add a new gateway

If this interface is an Internet connection, select an existing Gateway from the list or add a new one using the "Add" button
On local area network interfaces the upstream gateway should be "none". Gateways can be managed by clicking here.

Add a firewall rule for the DMZ interface:



Edit Firewall Rule

Action | pass v

Choose what to do with packets that match the criteria specfied below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender, whereas with block the packet is dropped silently. In either case, the
original packet is discarded.

Disabled [ Disable this rule

Set this option to disable this rule without removing it from the list.

Interface -
Choose the interface from which packets must come to match this rule
Address Family | |5, 4 -
Select the Internet Protacol version this rule applies to
Protocel  ppy -
Choose which IP protocol this rule should match.
Source [ Invert match [oMZ net ] | source Address / v

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at its default value, any.

Destination
Destination [ ] Invert match |any V| Destination Address ! v
Extra Options
Log v
Hint: the firewall has limited local log space. Don't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see the Status: System Logs: Settings page).
Descriphion | 10, DMZ to any rule
A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall log.
Advanced Options

Configure and enable the DHCP server for the DMZ interface:

Enable Enable DHCP server on DMZ interface
BOOTP [ | Ignore BOOTP gueries
Deny unknown clients [~ Only the clients defined below will get DHCP leases from this server.

Ignore denied clients () Denied clients will be ignored rather than rejected.

This option is not compatible with failover and cannat be enabled when a Failover Peer IP address is configured.

Ignore dient identifiers [ If a client includes a unique identifier of its DHCP request, that UID will not be recorded in its lease.

This option may be useful when a dient can dual beot using different client identifiers but the same hardware (MAC) address. Note that the resuiting server behavior violates the official DHCP specification.

Subnet  172.16.0.0
Subnet Mask  255.255.0.0
Available range  172.16.1.1 - 172.16.1.254

Bange | 175.16.1.100 172.16.1.200

From To



Score: 3/3 (100%)

TASK SUMMARY

Required Actions
v Configure aninterface forthe DMZ  Show Details
v Add a firewall rule to the DMZ interface

v Configure pfSense's DHCP server for the DMZ interface  Show Details

END LAB
LAB Configuring a perimeter firewall
LAN network to the DMZ network.
In this lab, your task is to:
e Access the pfSense management console:
o Username: admin
o Password: P@sswO0rd (zero)

e Create and configure a firewall rule to pass HTTP traffic from the WAN to the
Web server in the DMZ.

e Create and configure a firewall rule to pass HTTPS traffic from the WAN to the
Web server in the DMZ.

o Use the following table when creating the HTTP and HTTPS firewall rules:

Parameter Setting

Source WAN network



Destinati
esina I.on HTTP (80), HTTPS (443)
port/service

Destination A single host
IP address for host 172.16.1.5

For HTTP: HTTP from WAN to
DMZ

For HTTPS: HTTPS from WAN to
DMZ

Descriptions

e Create and configure a firewall rule to pass all traffic from the LAN network to the
DMZ network. Use the description LAN to DMZ Any.

Firewall / Rules / DMZ =wBEE

Floating LAN WAN DMZ Open¥PN

Rules (Drag to Change Order)
States Protocol Source Port Destination Port Gateway ueue Schedule Description Actions
1 hedulk
D Y ojos Pve = LAN net * DMZ net = = none LAN to DMZ Any & f ® ﬁ
D Y o0jos 1Pv4 TCP WAN net * 1272.16.1.5 80 (HTTP) = none For HTTP: HTTP from WAN to DMZ & i @ ﬁ
D Y 0/oB 1Pv4 TCP WAN net * 1272.16.1.5 443 (HTTPS) * none For HTTPS: HTTPS from WAN to DMZ 4 i @ ﬁ

2 3



Score: 3/3 (100%)

TASK SUMMARY

Required Actions

w Create and configure a firewall rule to pass HTTP traffic from the internet to the
Web server Show Details

v Create and configure a firewall rule to pass HTTPS traffic from the internet to the
Web server  Show Details

w Create and configure a firewall rule to pass all traffic from the LAN network to the
DMZ network  Show Details

END Lab

LAB Configure a remote access VPN

You work as the IT security administrator for a small corporate network. Occasionally,
you and your co-administrators need to access internal resources when you are away

from the office. You would like to set up a Remote Access VPN using pfSense to allow
secure access.

In this lab, your task is to use the pfSense wizard to create and configure an OpenVPN
Remote Access server using the following guidelines:

e Sign in to pfSense using:
o Username: admin
o Password: P@sswO0rd (zero)
e Create a new certificate authority certificate using the following settings:
o Name: CorpNet-CA
o Country Code: GB

o State: Cambridgeshire



o

o

City: Woodwalton

Organization: CorpNet

o Create a new server certificate using the following settings:

o

o

o

o

Name: CorpNet
Country Code: GB
State: Cambridgeshire
City: Woodwalton

e Configure the VPN server using the following settings:

o

o

o

@)

Interface: WAN

Protocol: UDP on IPv4 only
Description: CorpNet-VPN

Tunnel network IP: 198.28.20.0/24
Local network IP: 198.28.56.18/24
Concurrent Connections: 4

DNS Server 1: 198.28.56.1

e Configure the following:

o

o

e Set the OpenVPN server just created to Remote Access (User Auth).

e Create and configure the following standard remote VPN users:

Usernam

e

blindley

jphillips

Create the certificate authority certificate, create a new server certificate, and configure

A firewall rule

An OpenVPN rule

Password Full Name
L3tM31nNow = Brian Lindley
L3tM31nToo | Jacob Phillips

the VPN server:



Servers  Clients  Client Specific Overrides  Wizards

OpenVPN Servers
Interface

Protocol/ Port Tunnel Network Crypto
WAN

Description Actions
UDP4 / 1194 192.28.20.0/24 AES-128-CBC /SHA2S6 CorpNet-VPN SO0
D-H Params: 1 bits

+ add

Set the OpenVPN server to Remote Access (User auth):

General Information

Disabled [ Disable this server

Set this option to disable this server without removing it from the list.

Servermode | pogte Access ( User Auth )

Create standard remote VPN users:

Username

Full name

Status Groups Actions
admin System Administrator v admins &
(] & blindley Brian Lindley v P
m] & jphillips Jacob Phillips v Pl



Lab Report

Time Spent: 02:40

Score: 6/6 (100%)

TASK SUMMARY

Required Actions

v Create a new certificate authority certificate  Show Details
v Create a new server certificate named CorpNet

v Configure the VPN server  Show Details

v Configure the firewall rules  Show Details

v Set the OpenVPN server to Remote Access (User Auth)

v Configure the following standard VPN users  Show Details

End LAB

LAB Configure a VPN connection on an Ipad

You work as the IT security administrator for a small corporate network. You recently set
up the Remote Access VPN feature on your network security appliance to provide you
and your fellow administrators with secure access to your network. You are currently at
home and would like to connect your iPad to the VPN. Your iPad is connected to your
home wireless network.

In this lab, your task is to:
e Add an IPSec VPN connection using the following values:

This can be added by selecting Settings > General > VPN.

Parameter Value



Descriptio ~ CorpNetVP
n N
198.28.56.2
Server
2
Account mbrown
Secret asdf1234%

e Turn on the VPN.

o Verify that a connection is established. The password for mbrown
is L3tM31nNOw (0 = zero).

Add IPSec VPN connection:

ol T 00 [—

BSIPM Sal Mow 16

Settings < General VPN

Maggie Brown
Apple 1D, iCloud, iTunes & ...

Mot Connected

Add VPN Configuration...
Airplane Mode

Cellular Data



T

K]

Cancel Add Configuration Save

atfuan ],
CISCO

Descriplion CorpMetyPM
Server 185.28.58.22
Account mbrown

Password sessssssss

Group Hame

Secret [T YTYTYT)
%
o
Success!
BS5PM  Sal Mov 16 & ] T 1005 [
Settings (: General VPN
VPN COMFIGURATION
kMaggie Brown ~
Apple D, iCloud, iTunes & ... Conneced (.—r‘l

o CompMNetvPH 0

Airplane Mode

Wi-Fi Home-\Wireless
=]
Bluetooth On

m Cellular Data

Add VPN Configuration...



Lab Report

Time Spent: 02:50

Score: 2/2 (1003%)

TASK SUMMARY
Required Actions
« Add an IPSec VPN connection  Show Details

v Turn on VPN and connect

END LAB
LAB r witch

You are the IT security administrator for a small corporate network. You need to secure
access to your switch, which is still configured with the default settings.

Access the switch management console through Chrome on http://192.168.0.2 with the
username cisco and password cisco.

In this lab, your task is to:
e Create a new user account with the following settings:
o Username: ITSwitchAdmin
o Password: Admin$only1844
o User Level: Read/Write Management Access (15)
o Edit the default user account as follows:
o Username: cisco
o Password: CLI$only1958
o User Level: Read-Only CLI Access (1)

e Save the changes to the switch's startup configuration file.



W HUU UeE ALLUUnL

O http://192.166.0.2(cs7ch50969/ password)/security_manage_localUsers_a.htm

The minimum requirements for password are as follows:

« Cannot be the same as the user name.

* Minimum length is 8.

* Minimum number of character classes is 3. Character classes are upper case, lower
case, numeric, and special characters.

New User
% User Namea: ITSwitchAdmin (13/20 Characters Used)
Password: i (14/64 Characters Used)
Confirm Password: seseneERERERE
Password Strength Meter: -:| Weak
User Level: () Read-Only CLI Access (1)
() Read/Limited Write CLI Access (T)
(®) Read/\Write Management Access (15)
Apply || Close |

Edit the default user account:




The minimum requirements for password are as follows:

= Cannot be the same as the user name.

= Minimum length is 5.

= Minimum number of character classes is 3. Character classes are upper case, lower
case, numeric, and special characters.

Edit User

User Name: cisco e

Password: tesnsansnann (12/64 Characters Used)
Confirm Password: sesssssennn

Password Strength Meter: B ] wWeak

User Level: (@) Read-Only CLI Access (1)

() Read/Limited Write CLI Access (T)
() Read/\Write Management Access (15)

[ Apply ” Cancel ]

Save configuration:

Copy/Save Configuration

All configurations that the switch is currently using are in the running configuration file which is volatile and is not retained between reboots.
To retain the configuration between reboots, make sure you copy the running configuration file to the startup configuration file after you have completed all your changes.

Source File Name: (@ Running configuration
() Startup configuration

Destination File Name: (@) Startup configuration
() Backup configuration

Sensitive Data: (O Exclude
(@) Encrypted
(O Plantext
Available sensitive data options are determined by the current user's SSD rules

Save lcon Blinking: Enabled

[ Apply ][ Cancel ][ Disable Save Icon Blinki




Lab Report

Time Spent: 03:12

Score: 3/3 (100%)

TASK SUMMARY

Required Actions
v Create a new user account  Show Details

« Edit the default user account  Show Details

+ Save the changes to the switch's startup configuration file
END LAB

LAB Harden a switch

You are the IT security administrator for a small corporate network. You need to
increase the security on the switch in the networking closet.

The following table lists the used and unused ports:

Unused Used
Ports Ports
GE2 GE1
GE7 GE3-GE6
GE9-GE20 GES8
GE25 GE21-GE24
GE27-GE28 GE26

In this lab, your task is to:
e Shut down the unused ports.

e Configure the following Port Security settings for the used ports:



o Interface Status: Lock
o Learning Mode: Classic Lock
o Action on Violation: Discard

Shut down unused ports:

Interface: GE2 - Port Type: 1000M-copper
Port Description: | (0/64 Characters Used)
Administrative Status: OUp Operational Status: Down
(®)Down
Link Status SNMP Traps: [ Enable
Time Range [] Enable
Time Range Mame: -| Edit Operational Time-Range State:  N/A
Auto Negotiation: Enable Operational Auto Negotiation:
Administrative Port Speed O10M Operational Port Speed:
y100M
()1000M
Administrative Duplex Mode: () Half Operational Duplex Mode:
@Full
Auto Advertisement: [] Max Capability [ ] 10 Full Operational Advertisement: Unknown
[1 100 Full (110 Half
[] 100 Half (11000 Full
Meighbor Advertisement: Unknown
Back Pressure [
Flow Control: ()Enable
(@) Disable
() Auto-Negotiation
— (I s

@ hitp://192.168.0.2/cs7cb30969/ config/copyDialog.htm

Copy configuration from entry 2 (GE2)

to: |7,9-20,25,27-28 | (Example: 1,3,5-10 or- GE1,GE3-GE5)

| Apply | Close |




Configure Port Security for the used ports:

@ http://192.168.0.2/cs7cb30969/ traffic/security_network_portSecurity_e.htm
Interface: (@ Port (OLAG
Interface Status: Lock
Leamning Mode: (@) Classic Lock
() Limited Dynamic Lock
() Secure Permanent
() Secure Delete on Reset
# Max Mo. of Address Allowed: |y (Range: 0 - 256, Default: 1)
Action on Violation: (@) Discard
() Forward
() Shutdown
Trap: [] Enable
% Trap Frequency: 10 sec. (Range: 1 - 1000000, Default: 10)
| Apply || Close |
@ http:/192.168.0.2/cs7 cb50969/ config/copyDialog.htm

Copy configuration from entry 1 (GE1)

to: |3-6,8,21-24,26 | (Example: 1,3,5-10 or- GE1,GE3-GES5)

[_Aeply J[ Close |




Lab Report

P e e (VSO
Time 5pent; 05:08

Score: 2/2 (100%)

TASK SUMMARY

Required Actions
v Disable the unused ports  Show Details

v Configure Port Security settings for the used ports  Show Details

END LAB

LAB Secure access to a switch

You are the IT security administrator for a small corporate network. You need to
increase the security on the switch in the Networking Closet by restricting access
management.

In this lab, your task is to:

e Create an access profile named MgtAccess and configure it with the following

settings:
Setting Value
Access Profile Name z/lgtAcces
Rule Priority 1
Management Method All
Action Deny

Applies to Interface All



Applies to Source IP

All
address

e Add a profile rule to the MgtAccess profile with the following settings:

Setting Value
Rule Priority 2
Management Method HTTP
Action Permit
Applies to interface All

User defined

IP Version: Version 4

IP Address: 192.168.0.10
Network Mask:
255.255.255.0

Applies to Source IP
address

e Set the MgtAccess profile as the active access profile.

e Save the changes to the switch's startup configuration file using the default
settings.

Create an Access Profile named MgtAccess:



# Access Profile Name: |r~'|gm.cce55 | (9/32 Characters Used)

% Rule Priority: 1 | (Range: 1- 65535)

Management Method: (@) All
() Telnet
() Secure Telnet (S5H)
OHTTP
() Secure HTTP (HTTPS)
() SNMP

Action: () Permit
(@) Deny

Applies to Interface: @Al O User Definad

Interface: (@ Port QLAG Q) VLAN

Applies to Source IP Address: (@ All () User Defined
IP Version: (O Version 6 (@) Version 4

# IP Address:

% Mask: (® Network Mask
(O Prefix Length (Range: 0 - 32)

Apply || Close |

Add a profile rule to the MgtAccess profile:



# Access Profile Name:

MgtAccess -
% Rule Priority: 2 | (Range: 1 - 65535)
Management Method: QA
(O Telnet
() Secure Telnet (SSH)
@HTTP
() Secure HTTP (HTTPS)
() SNMP
Action: (®) Permit
() Deny
Applies to Interface: @Al (O User Defined
nterface: ®@Port [ge1 ~ OLAG [1 - OQVLAN [1 -

Applies to Source IP Address: () All (@) User Defined

IP Version: (O Version 6 (@) Version 4
% IP Address: |192.168.0.10 |
% Mask: @ Network Mask [255.255.255.0 |
() Prefix Length (Range: 0 - 32)
[_Apoy || Close |

Set the MgtAccess profile as the active access profile:

Access Profiles

Active Access Profile;  MgtAccess -

| Apply || cancel |




Lab Report

Time Spent: 04:36

Score: 4/4 {100%)

TASK SUMMARY

Required Actions

v Create an access profile to restrict management access  Show Details
v Add a profile rule

v Set the active access profile

+ Save changes to the startup configuration

END LAB

LAB Secure access to a switch 2

You are the IT security administrator for a small corporate network. You need to
increase the security on the switch in the Networking Closet by creating an access
control list. You have been asked to prevent video game consoles from connecting to
the switch.

In this lab, your task is to:
e Create a MAC-based ACL named GameConsoles.

e Configure the GameConsoles MAC-based access control entry (ACE) settings

as follows:
Destinati
Priorit Actio estination Source MAC
n wl© Address
y Address
’ Deny Any Value: 00041F111111

Mask: 000000111111



2 Deny
3 Deny
4 Deny
5 Deny
6 Deny

Any

Any

Any

Any

Any

Value: 005042111111
Mask: 000000111111

Value: 000D3A111111
Mask: 000000111111

Value: 001315111111
Mask: 000000111111

Value: 0009BF111111
Mask: 000000111111

Value: 00125A111111
Mask: 000000111111

e Bind the GameConsoles ACL to all of the GE1-GE30 interfaces.

Use Copy Settings to apply the binding to multiple interfaces.

Configure access control entries:



ACL Name: GameConsoles

“ Priority: 1 (Range: 1 - 2147483647)
Action: () Permit
(®) Deny
() Shutdown
Logging [] Enable
Time Range [] Enable
Time Range Mame: ~| Edit
Destination MAC Address: (®) Any
() User Defined

# Destination MAC Address Value

* Destination MAC Address Mask (0s for matching, 1s for no matching)

Source MAC Address: O Any
(®) User Defined
# Source MAC Address Value: ||]|]|}41|:111111 |
#* - ¢ . -
Source MAC Address Mask: |DDDDD|}111111 | (0s for matching, 1s for no matching)
VLAN ID: | | (Range: 1-4094)
802 1p: [ Include
£ N Alia ; ¥
602.1p Value: (Range: 1-T)
£ 202 ac ; ¥
802 1p Mask (Range:1-7)
MAC-Based ACE Table
Filtter: ACL Name equals fo | GameConsoles -
= Priority Action Logging C Range  Destination Source VLANID 802.1p 8021pMask Ethertype
Name State MAC Address Wildcard Mask  MAC Address Wildcard Mask
11 Deny Any Any 00:04:1£11:11:11 00:00:00:11:11:11
a2 Deny 00:50:42:11:11:11 00:00:00:11:11:11 Any Any
1 3 Deny 00:0d:3a:11:11:11 00:00:00:11:11:11 Any Any
4 Deny 00:13:15:11:11:11 00:00:00:11:11:11 Any Any
15 Deny 00:09:bf£11:11:11  00:00:00:11:11:11 Any Any
6 Deny 00:12:5a:11:11:11 00:00:00:11:11:11 Any Any
Edit Delete
MAC-Based ACL Table |

Bind the GamerConsoles ACL to all GE Interfaces:



— Ll >

@ http://192.168.0.2fcs7cb50969) aclfsecurity_accChrl_acMapping

N -

Interface: () Port (OLAG

Select MAC-Based ACL: | CaneCansoles r|
[] Select IPv4-Based ACL: EI
[] Select IPv6-Based ACL: EI

[_Appy [ Close |

@ http://192.168.0.2/cs7cb50969/ configf copyDialog. htm

b o~

Copy configuration from entry 1 (GE1)
ta: |1—3|:r | (Example: 1,3,5-10 or: GE1,GE3-GE5)

Apply || Close |




Lab Report

Time Spent: 03:44

Score: 4/4 (100%)

TASK SUMMARY

Required Actions
+ Create the GameConsoles ACL
v Create a MAC-based access control  Show Details
+ Bind the GameConsoles ACL to all of the interfaces  Show Details

+ Save the configuration

LAB Restrict Telnet and SSH access

You are in the process of configuring a new router. The router interfaces connect to the
following networks:

Interface Network

192.168.1.0/2

FastEthernet0/0 A
FastEthernet0/1 192' 168.2.0/2
FastEthernet0/1/ 192.168.3.0/2
0 4

Only Telnet and SSH access from these three networks should be allowed.

In this lab, your task is to:

e Use the access-list command to create a standard numbered access list using
number 5.



e Add a permit statement for each network to the access list.

e Use the access-class command to apply the access list to VTY lines 0—4. Use
the in direction to filter incoming traffic.

e Save your changes in the startup-config file.

Create a standard numbered access list:

Press RETURN to get started.

Router>en
Router#conf term

Enter configuration commands, one per Tline. End with CNTL/Z.
Router {config)#access-1ist-5 permit 192.168.1.0 0.0.0.255
A

% Invalid input detected at "A" marker.

Router (config)#access-1ist 5 permit 192.168.1.

Router{config)#access-1ist 5 permit 192.168.2.

Router {config)#access-1ist 5 permit 192.168.3.

Router (config)#1ine viy 0 4

Router{config-line)#access-class 5 in

Router (config-Tine)#AZ

=Nov 16 21:48:04.950: XSYS-S5-CONFIG_I: Configured from console by admin on con 0

Fal/0 S0/0/0

F

ROUTEr#CoOpy run start
Destination filename [startup-config]
Building configuration...

Router




Lab Report

R

Time Spent: 03:34

Score: 6/6 {100%)

TASK SUMMARY
Required Actions
w Create Standard Access List 5
v Permit Network 192.168.1.0 0.0.0.255
v Permit Network 192.168.2.0 0.0.0.255
v Permit Network 192.168.3.0 0.0.0.255
v Apply Access List 5to VTY lines 0-4  Show Details

v Save your changes in the startup-config file  Show Details

END LAB
LAB Permit Traffic

The Fiji router has been configured with Standard IP Access List 11. The access list is
applied to the Fa0/0 interface. The access list must allow all traffic except traffic coming
from hosts 192.168.1.10 and 192.168.1.12. However, you've noticed that it's preventing
all traffic from being sent on Fa0/0. You remember that access lists contain an

implied deny any statement. This means that any traffic not permitted by the list is
denied. For this reason, access lists should contain at least one permit statement, or all
traffic is blocked.

In this lab, your task is to:

e Add a permit any statement to Access List 11 to allow all traffic other than the
restricted traffic.

e Save your changes in the startup-config file.



Press RETURN to get started.

Enter configuration commands, one per Tine. End with CNTL/Z.
Fiji({config)#access-Tist 11 permit any
Fiji(config)#copy rumn start

A

% Invalid input detected at "A" marker.

Fiji(conTig)#Az
=*Nov 16 21:50:54.120: %¥S5YS-5-CONFIG_I: Configured from console by admin on con O

Fiji#copy rum start

Destination filename [startup-config]
Building configuration...

[ox]

Fiji#_

Lab Report

Time 5pent: 01:34

Score: 2/2 (100%)

TASK SUMMARY
Required Actions

v Add permit any to Access List 11 Show Details

v Save your changes in the startup-config file  Show Details

LAB Scan for Cleartext Vulnerabilities

One of the content developers on the Engineering team uses an Embedthis GoAhead
webserver for several devices that are maintained by their team.

In this lab, you need to scan the test machine where the Engineering team prepares
deployments and complete the following tasks:

e Login to the CompTIA Vulnerability Scanner in Chrome.
o URL: http://192.168.0.52

o Username: securityadmin



o Password: P@sswOrd

e Use the CompTIA Vulnerability Scanner to scan the test machine found at
192.168.0.45.

e Answer the questions about any vulnerabilities found.

CompTIA Vulnerability Scanner
Tasks Targets Reports
Tasks

ebserve d Run

Webserver 192.168.0.45

Reports

v Webserver

v Webserver

' Vulnerability: 1: ClearText Host: 192.168.0.45

Summary

The host / application transmits sensitive information (username, passwords) incleartext via HTTP.
Detection Result

The following input fields where identified (URL:input name):
http://switch0b2f54.1an/cs7c33b200/config/log_off_page.htm:passwordsquery

Detection Method

Evaluate previous collected information and check if the host / applicatien is notenforcing the transmission of sensitive data via an encrypted SSL/TLS connection.
The script is currently checking the following:

» HTTP Basic Authentication (Basic Auth)
* HTTP Forms (e.g. Login) with input field of type 'password"

Details

Cleartext Transmissien of Sensitive Information via HTTP OID: 1.3.6.1.4.1.25623.1.0.108440
Version used:2020-08-24T15:18:352

Affected Software/0S

Hosts / applications which doesn't enforce the transmission of sensitive data via anencrypted SSL/TLS connection.



Lab Report

Time Spent; 00:58

Score: 3/3 (1003%)

TASK SUMMARY

Required Actions & Questions
v Scan the host at IP address 192.168.0.45.

+ Q1: Which CVE was reported for the discovered vulnerability?
Your answer: CVE-2019-16645

Correct answer: CVE-201%-16645

v (2: Which of the following are possible solutions to remediate the vulnerability?

Your Upgrade to a newer  Replace the product with Remove the
answer: release " another one " product
Correct Upgrade to a newer release, Remove the product, Replace the
answer: product with another one

END LAB

LAB Scan for FTP Vulnerabilities

A server is used to transfer company financial data to
remote branches using the FTP protocol. Since the data is sensitive to the company,
you have been asked to scan the host for vulnerabilities.

In this lab, your task is to complete the following:
e Login to the CompTIA Vulnerability Scanner in Chrome.
o URL: http://192.168.0.52
o Username: securityadmin

o Password: P@sswOrd



e Using the CompTIA Vulnerability Scanner, scan the server found at
192.168.0.46.

e Answer the questions presented about what the Vulnerability Scanner finds.

Logout

CompTIA Vulnerability Scanner

Tasks Targets Reports

Tasks
> Webserver Done = [EENY

rI

v

CompTIA Vulnerability Scanner

Tasks Targets Reports

Reports

v~ Webserver

~ Webserver

' Vulnerability: 1: ClearText Host: 192.168.0.46

Summary

The remote host is running a FTP service that allows cleartext logins over unencrypted connections.

Detection Result

The remote FTP service accepts logins without a previous sent 'AUTH TLS' command. Response(s):
Non-anonymous sessions: 331 Password required
Anonymous sessions: 331 Anonymous access allowed, send identity (e-mail name) as password.

Detection Method

Tries to login to a non FTPS enabled FTP service without sending a "AUTH TLS' command first and checks if the service is accepting the login without enforcing the use of the 'AUTH TLS' command.

Details

FTP Unencrypted Cleartext Login OID: 1.3.6.1.4.1.25623.1.0.108528



Lab Report

Time 5pent: 05:24

Score: 3/3 (100%6)

TASK SUMMARY

Required Actions & Questions
» Scan the host found at 192.168.0.45.

v Q1. How many vulnerabilities were found on the FTP server?
Your answer: 2
Correct answer: 2

v Q2: Which of the services or networking functions were shown as being
vulnerable?

Your answer: ICMP packet responses, The FTP service

Correct answer: The FTP service, ICMP packet responses

END LAB
LAB Scan for TLS Vulnerabilities

An older server has been providing file sharing for Windows, Linux, and MacOS clients
to the Sales team.

In this lab, you need to scan the file server to ensure it is secure by completing the
following tasks:

e Login to the CompTIA Vulnerability Scanner in Chrome.
o URL: http://192.168.0.52
o Username: securityadmin

o Password: P@sswOrd



e Use the CompTIA Vulnerability Scanner to scan the test machine found at
192.168.0.46.

e Answer the questions about any vulnerabilities found.

CompTIA Vulnerability Scanner

Tasks Targets Reports

Reports

v Webserver

' Webserver

' Vulnerability: 1: ClearText Host: 192.168.0.46

Summary

It was possible to detect the usage of the deprecated TLSv1.0 and/or TLSv1.1 protocol on this system
Detection Result

In addition to TLSv1.2+ the service is also providing the deprecated TLSv1.0 and TLSv1.1 protocols and supports one or more ciphers. Those supported ciphers can be found in the 'SSL/TLS: Report Supported Cipher Suites’ (OID: 1.3.6.1.4.1.25623.1.0.802067),
VT

Insight The TLSv1.0 and TLSvL.1 protacols contain known cryptographic flaws like:

« CVE-2011-3389: Browser Exploit Against SSL/TLS (BEAST)
« CVE-2015-0204: Factoring Attack on RSA-EXPORT Keys Padding Oracle On Downgraded Legacy Encryption (FREAK)

Detection Method Check the used TLS protocols of the services provided by this system.

Details

SSL/TLS: Deprecated TLSv1.0 and TLSV1.1 Protocol Detection OID: 1.3.6.1.4.1.25623.1.0.117274
Version used: 2021-07-19T08:11:482

Affected Software/0S All services providing an encrypted communication using the TLSV1.0 and/or TLSV1.1 protocols.




Lab Report

Time Spent; 01:31

Score: 3/3 (100%)

TASK SUMMARY

Required Actions & Questions
v 5can the host at IP address 192.168.0.46.

+ Q1. Which CVEs were reported for the discovered vulnerability?

A
Li}

Your answer: CVE-2011-3389, CVE-2015-0

Correct answer: CVE-2011-3389, CVE-2015-0204

v Q2: Which of the following are suggested possible solutions to remediate the
vulnerability?

Your Disable TLSv1.0 and TLSv1.1 protocols in favor of the TLSv1.2+
answer: protocols.
Correct Disable TLSv1.0 and TLSv1.1 protocols in favor of the TLSv1.2+
answer: protocols.

END LAB

LAB Scan for Windows Vulnerabilities

You are the IT security administrator for a small corporate network. You are performing

vulnerability scans on your network. Mary is the primary administrator for the network

and the only person authorized to perform local administrative actions. The company's

network security policy requires complex passwords for all users that are at least 12
characters long. It is also required that Windows Firewall is enabled on all workstations.
Sharing personal files is not allowed.

In this lab, your task is to:

e Login to the CompTIA Vulnerability Scanner in Chrome.
o URL: http://192.168.0.52

o Username: securityadmin



o Password: P@sswOrd

o Select Sign In
o Create a target for the Office2 workstation (192.168.0.34).
e Create a task and run a vulnerability scan for the Office2 workstation.
e View the report for the scan task you created.

e Remediate the vulnerabilities found in the report for Office2. Use Computer
Management, Settings, and File Explorer to make needed changes.

e Re-run a vulnerability scan to make sure all of the issues are resolved.

Renamed Admin to Joey

Name Full Name Descript
?. Guest Built-in
A Jpey Built-in
Guest Properties ? et

General Member Of  Profile

& (uest

Full name:

Description Built-in account for guest access to the
computer/domain

[ ] User must change password at next logon
[ ] User cannot change password

[ ] Password never expires

Account is disabled

] Account is locked out



Mary ? >
Mew password: LTI I

Confirm password: HIII!II-III-!!-I-II-J

If vou click OK, the following will occur:

This user account will immediately lose access to all of its
encrypted files, stored passwords, and personal security
certificates.

If wou click Cancel, the password will not be changed and no data loss
will occur

oK Cancel

Mary Properties ? X

General Member Of  Profile
e
P |

Full name:

Description

User must change password at next logon

User cannot change password

[] Account is locked out

Unlock Susan’s account and remove her from the admin group



Susan Properties [}

General Member Of  Profile

& f Susan
h- |

Full name:

Description

[] User must change password at next logon
[ ] User cannot change password

[ ] Password never expires

[ ] Account is disabled

[] Account is locked out

Susan Properties

General Member Of  Profile

Member of:

%‘ sers

Changes to a user's group
Add... Remove membership are not effective until
the next time the user logs on.

Turning firewall on for all profiles



“» Firewall & network protection

Who and what can access your networks

Fle Domain network (active)

Firewall is on.

28 Private network

Firewall is on.

% Public network

Firewall is on.

Remove the file share in MyMusic

Advanced Sharing >
[ ] Share this folder
Settings
Share name:
Add Remove
Limit the number of simultaneous users to:
Comments:
Permissions Cadhing
conel || ooy

Rerun vulnerability scanner to confirm issues have been addressed



CompTIA Vulnerability Scanner

Tasks Targets Reports

Reports

a
Office2 No Vulnerabilities Found -

Lab Report

Time 5pent: 08:2%

Score: 6/6 (100%)

TASK SUMMARY

Required Actions

+~ Remediate the Administrator account

v Disable the Guest account

+ Remediate the Mary account  Show Details

v Remediate the Susan account  Show Details

+ Turn on the Windows Firewall feature for all profiles

+ Remove the C\MyMusic folder share

END LAB

LAB Scan for Linux Vulnerabilities

You are the IT security administrator for a small corporate
network. You need to use a vulnerability scanner to check for security issues on your
Linux computers.

In this lab, your task is to:
e Login to the CompTIA Vulnerability Scanner in Chrome.

o URL: http://192.168.0.52



o Username: securityadmin
o Password: P@sswOrd
e Create a target for the Linux computers on IP range 192.168.0.60 - 192.168.0.69
e Answer the first question
e Create a task and run a vulnerability scan for the Linux range.
e View the report for the scan task you created.
e Answer the remaining questions.

Vulnerability Scan

CompTIA Vulnerability Scanner

Tasks Targets Reports

Linux

Vulnerability: 1: rlogin Passwordless Login Host: 192.168.0.60

Vulnerability: 4: TCP Timestamps Information Disclosure Host: 192.168.0.60, 192.168.0.62, 192.168.0.65, 192.168.0.68
Vulnerability: 5: VNC Brute Force Login Host: 192.168.0.62

Vulnerability: 6: FTP Brute Force Logins Reporting Host: 192.168.0.62

Vulnerability: 7: SSH Brute Force Logins With Default Credentials Reporting Host: 192.168.0.62

Vulnerability: 8: Anonymous FTP Login Reporting Host: 192.168.0.65

Vulnerability: 9: SSL/TLS: Deprecated SSLv2 and SSLv3 Protocol Detection Host: 192.168.0.65

Vulnerability: 10: SSL/TLS: Certificate Expired Host: 192.168.0.65
Vulnerability: 11: FTP Unencrypted Cleartext Login Host: 192.168.0.65

Vulnerability: 12: VNC Server Unencrypted Data Transmission Host: 192.168.0.65

Vulnerability: 13: Telnet Unencrypted Cleartext Login Host: 192.168.0.65

vV VMV VY VY VY VY VY VY Vv v v



Lab Report

Time Spent: 03:12

Score: 8/6 (100%)

TASK SUMMARY

Required Actions & Questions

+ Q1: Which Linux computers were discovered on the IP range 192.168.0.60 -
192.168.0.697

Your answer: 192.168.0.60, 192.168.0.62, 152.168.0.65, 192.168.0.68
Correct answer: 192.168.0.60, 192.168.0.62, 192.168.0.65, 192.168.0.68

~ Scan the IP Address range 192.168.0.60 - 192.168.0.69.

+ Q2: Which vulnerabilities are present on all the computers in the range?

Your ICMP Timestamp Reply Information TCP Timestamps Information
answer:  Disclosure " Disclosure

Correct ICMP Timestamp Reply Information Disclosure, TCP Timestamps
answer: Information Disclosure

+ Q3: For the Linux computer with the 192.168.0.60 IP address, which vulnerabilities
should be remediated immediately?

Your rlogin Passwordless Operating System (05) End of Life (EOL)

answer: Login " Detection

Correct rlogin Passwordless Login, Operating System (O5) End of Life
END LAB

LAB Scan for Domain Controller Vulnerabilities

You are the IT security administrator for a small corporate network. You are performing
vulnerability scans on your network. Use the CompTIA Vulnerability Scanner tool to run
a vulnerability scan on the CorpDC domain controller.

In this lab, your task is to:

e Login to the CompTIA Vulnerability Scanner in Chrome.



o URL: http://192.168.0.52

o Username: securityadmin

o Password: P@sswOrd
e Create a target for the CorpDC server (192.168.0.11).
e Create a task and run a vulnerability scan for the CorpDC server.
e View the report for the scan task you created.

e Remediate the vulnerabilities in the Default Domain Policy using Group Policy
Management on CorpDC.

e Re-run a vulnerability scan to make sure all of the issues are resolved.

CompTIA Vulnerability Scanner

Tasks Targets Reports

Reports

~ CorpDC Server

v CorpDC

N Vulnerability: 1: System Services: DCOM Server Process Launcher Host: 192.168.0.11

The DCOM Server Process Launcher service should be disabled.

' Vulnerability: 2: Password Policy: Enforce Password History Host: 192.168.0.11

Minimum password length policy has not been configured. Passwords history length should be a minimum of 24 passwor ds.

~ Vulnerability: 3: Event Log: Event Log Retention Host: 192.168.0.11

Application log retention has not been configured. Event log retentions should be set to not overwrite events. Security log retention has not been configured. Event log retentions should be set to not overwrite events, System log retention has not been
configured. Event log retentions should be set to not overwrite events.

' Vulnerability: 4: Password Policy: Minimum Password Age Host: 192.168.0.11

Minimum password age policy has not been configured. Minimum password age should be 1 day or more.

' Vulnerability: 5: Password Policy: Minimum Password Length Host: 192.168.0.11

Minimum password length policy has not been configured. Passwords should be a minimum of 14 characters.

=/ Group Policy Management Editor
File Action View Help

e’ | 2FX (= HE

n Policy [CorpDC.CORPNET.LOCAL] F|| Policy Policy Seting

Configuration | Enforce password history 24 passwords remembered
l5e] Maximum password age 42 days

fware Setfings 5] Minimum password age 1 day

dows Settings 1] Minimum password lenath 14 characters

MName Resolution Policy le] Password must mest complexity require... Enabled

Scripts (Startup/Shutdown) 2| Store passwords using reversible encrypt... Disabled

Security Settings



=] Group Policy Management Editor

File Action View Help

e 2mXE d
n Policy [CorpDC.CORPNET.LOCAL] F|| Policy N Policy Setting
Configuration 15z Reset account lockout counter after 60 minutes
| 1) Account lockout threshold invalid logon attempts
tware Settings s Account lockout duration Mot Defined
idows Settings

£/ Group Policy Management Editor
File Action View Help

e’ H@IX2 | HE

n Policy [CorpDC.CORPNET.LOCAL] E
Configuration

hware Settings
idows Settings

MName Resolution Policy
Scripts (Startup/Shutdown)
Security Settings
53 Account Policies

54 Password Policy

53 Account Lockout Policy
54 Kerberos Policy
Local Policies

Event Log
" Restricted Groups

“A Cuctam Condirec

Policy

Maximum application log size
Maximum security log size
Maximum system log size

Prevent local guests group from accessin...
Prevent local guests group from accessin...
Prevent local guests group from accessin...

Retain application log

Retain security log

Retain system log

Retention method for application log
Retention method for security log
Retention method for system log

Policy Setting
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Mot Defined

Do not overwrite events (clear log...
Do not overwrite events (cdlear log...
Do not overwrite events (clear log...



Active Directory Domain Services Properties ? >

Security Policy Setting

%

DCOM Server Process Launcher

Define this policy setting
Select service startup mode:

() Automatic
(O Manual
(@) Disabled

Edit Security...

caca || oot

Active Directory Domain Services Properties ? =

Security Policy Setting

%

Task Scheduler

Define this policy setting
Select service startup mode:

() Automatic
(O Manual

(@ Disabled

Edit Security...

Concel || Apply

=y v o T T T

Rerun vulnerability scan to ensure all issues are resolved



CompTIA Vulnerability Scanner

Tasks Targets Reports

Reports

a
~ CorpDC Server
CorpDC No Vulnerabilities Found .

Lab Report

Time 5pent: 08:22

Score: 7/7 (100%)

TASK SUMMARY

Required Actions

+ Reset account lockout counter after 60 minutes

+ Use a minimum password length of 14 characters

+ Use a minimum password age of one day

~ Enforce password history for 24 passwords

~ Event log retention set not to overwrite events  Show Details
v DCOM Server Process Launcher service disabled

+ Task Scheduler service disabled

END LAB
LAB Confiqure Advanced Audit Policy

You work as the IT security administrator for a small corporate network. As part of an
ongoing program to improve security, you want to implement an audit policy for all
workstations. You plan to audit user logon attempts and other critical events.

In this lab, your task is to configure the following audit policy settings in
WorkstationGPO:



Local Policies Setting

Audit: Force audit policy subcategory settings (Windows Vista or later) to Enable
override audit policy category settings d
Enable

Audit: Shut down system immediately if unable to log security audits

Event Log Setting

Retention method for security

10g Define: Do not overwrite events (clear log manually)

Advanced Audit Policy Configuration Setting

Success and

Account Logon: Audit Credential Validation .
Failure

Success and

Account Management: Audit User Account Management .
Failure

Success and
Account Management: Audit Security Group Management Y

Failure
Account Management: Audit Other Account Management Success and
Events Failure

Account Management: Audit Computer Account Management |Success

Detailed Tracking: Audit Process Creation Success

Success and

L /Logoff: Audit L
ogon/Logoff: Audit Logon Failure

Logon/Logoff: Audit Logoff Success




Policy Change: Audit Authentication Policy Change

Success

Policy Change: Audit Audit Policy Change

Success and
Failure

Privilege Use: Audit Sensitive Privilege Use

Success and
Failure

System: Audit System Integrity

Success and
Failure

System: Audit Security System Extension

Success and
Failure

System: Audit Security State Change

Success and
Failure

System: Audit IPsec Driver

Success and
Failure

Starting WorkstationGPO and editing it's local security policies

5] Group Policy Management Editor
File Action View Help

e | HEX= HE

5] WorkstationGPO [CorpDC.CORPNET.L | Policy Policy Setting
~ il Computer Configuration Accounts: Administrator account status  Not Defined
¥ [ polides Accounts: Guest account status Not Defined
7] Software Settings Accounts: Limit lecal account use of blan... Not Defined
[ Windows Settings Accounts: Rename administrator account  Not Defined
| Name Resolution Policy | [/ Accounts: Rename guest account Not Defined
22 Seripts (tartup/Shutdq | 1 Augit: Audit the access for global system... Not Defined
v 3 Security Settings Audit: Audit the use of Backup and Rest.. Not Defined
53 Account Policies Audit: Force audit policy subcategory set... Not Defined
~ 3 Local Policies Augit: Shut down system immediately if ... Not Defined
3 Audit Poicy Devices: Allow undock without having to... Not Defined

Devices: Allowed to format and eject re. Not Defined
Devices: Prevent users from installing pri... Not Defined
Devices: Restrict CD-ROM access to local . Not Defined
Devices: Restrict floppy access to locally ... Not Defined
Domain controller: Allow server operator. . Not Defined
Domain controller: LDAP server signing r... Not Defined

4 Registry Domain controller: Refuse machine acco... Not Defined
& File System Domain member: Digitally encrypt or sig.. Not Defined
Fa Wired Network (IE¥ | ] Domain member: Digitally encrypt secur... Not Defined

"] Windows Firewall v|| ] Domain member: Digitally sign secure c... Not Defined

| User Rights Ass|
3| Security Option
3| Event Log
 Restricted Groups
4 System Services

7 Network List Manag Domain member: Disable machine accou... Not Defined

Eaf Wireless Network ( Domain member: Maximum machine acc... Not Defined

| Public Key Polies Domain member: Require strong (Windo... Not Defined

| Software Restrictio|| [/ Interactive logon: Do not display last use... Not Defined

7 Network Access Pry Interactive logon: Do not require CTRL+. . Not Defined

| Application Control || L/ Interactive logon: Message text for users... Not Defined

, 1P Security Policies||  Interactive logon: Message tile for users... Not Defined
Advanced Audit Pol Interactive logon: Number of previous lo... Not Defined

3 Folder Redirection Interactive logon: Prompt user to chang... Not Defined

Interactive logon: Require Domain Contr.. Not Defined
Interactive logon: Require smart card  Not Defined
Interactive logon: Smart card removal b... Not Defined
Microsoft network client: Digitally sign c... Not Defined
Microsoft netwark client: Digitally sign ¢... Not Defined
Microsoft network client: Send unencrypt... Not Defined

i Policy-based Qos
= Deployed Printers
 Administrative Templates:
| Preferences
4, User Configuration

~ % Dnliciac




Audit: Force audit policy subcategary settings (Windows ' 7

Security Policy Setting  Explain

3 Audit: Force audit policy subcategory settings (Windows Vista or
= later) to override audit policy category settings

Define this policy setting
(@) Enabled
() Disabled

coce || onty

pod



Audit: Shut down system immediately if unable to log sec 7 X

Security Policy Setting Explain

E Audit: Shut down system immediztely if unable to log security
=[5, audits

Define this policy setting
@) Enabled
() Disabled

coce || ol

Edit the event log:



Retention method for security log Properties

Security Policy Setting  Explain

i

Retention method for security log

=

Define this policy setting

() Overwrite events by days
() Overwrite events as needed

@ Do not overwrite events {dear log manually)

came | [

Edit advanced audit policy configuration:




'=[ Group Policy Management Editor
File Action View Help

= |55 HE

i Local Policies A
4 Audit Policy
7 User Rights Assignment
3 Security Options
i EventLog
0 Restricted Groups
4, System Services
4 Registry
o File System
ol Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Sec
" Metwork List Manager Polides
i Wireless Network (IEEE 802.11) Polic
" Public Key Policies
| Software Restriction Policies
" Metwork Access Protection
| Application Control Policies
3 IP Security Policies on Active Directol
| Advanced Audit Policy Configuration
& Audit Policies
- Account Logon
- Account Management
| Detailed Tracking
| DS Access
| Logon/Logoff
- Object Access
- Policy Change
| Privilege Use
] System
- Global Object Access Auditing




Audit Credential Validation Properties >

Policy  Explain

% Audit Credential Validation

Configure the following audit events:

Success
Failure
Ganca || ol
' || Subcategory Audit Events
L) Audit User Account Management Success, Failure
L Audit Security Group Management Success, Failure

g Audit Other Account Management Events  Success, Failure
=g Audit Distribution Group Management Mot Defined

Lz Audit Computer Account Management Success

L] Audit Application Group Management Mot Defined

Subcategory Audit Events
1] Audit RPC Events Mot Defined
l5ie]  Audit Process Termination Mot Defined

L] Audit DPAPT Activity Mot Defined




Subcategory

| Audit Special Logon

| Audit Other Logon/Logoff Events
| Audit Metwork Policy Server

| fudit Logon

| Audit Logoff

| fudit IPsac Quick Mode

| Audit IPsec Main Mode

| Audit IPsec Extended Mode

| Audit Account Lockout

Subcategory

| Audit Other Policy Change Events

| Audit MPSSVC Rule-Level Policy Change
| Audit Fltering Platform Policy Change

| Audit Authorization Policy Change

| Audit Authentication Policy Change

| Audit Audit Policy Change

Subcategory
| fudit Sensitive Privilege Use
| Audit Other Privilege Use Events
| Audit Non Sensitive Privilege Use

Subcategory

| Audit System Integrity

| Audit Security System Extension
| Audit Security State Change

| Audit Other System Events

| Audit IPsac Driver

Audit BEvents

Mot Defined
Mot Defined
Mot Defined
Success, Failure
Success

Mot Defined
Mot Defined
Mot Defined
Mot Defined

Audit BEvents

Mot Defined
Mot Defined
Mot Defined
Mot Defined
Success
Success, Failure

Audit Events

Success, Failure
Not Defined
Mot Defined

Audit Bvents

Success, Failure
Success, Failure
Success, Failure
Mot Defined

Success, Failure



Lab Report

Time Spent: 06:58

Score: 9/9 (100%)

TASK SUMMARY

Required Actions

v Enable Audit Policies  Show Details

+ Enable Event Log Policy

+ Enable Account Logon Audit Policy

+ Enable Account Management Audit Policies  Show Details
+ Enable Detailed Tracking Audit Policy

+ Enable Logon-Logoff Audit Policies  Show Details

v Enable Policy Change Audit Policies  Show Details

+ Enable Privelege Use Audit Policy

+ Enable System Audit Policies  Show Details

END LAB
LAB Enable Device Logs

You are the IT security administrator for a small corporate network. You need to enable
logging on the switch in the networking closet.

In this lab, your task is to:
e Enable logging and the Syslog Aggregator.
e Configure RAM Memory Logging as follows:
o Emergency, Alert, and Critical: Enable

o Error, Warning, Notice, Informational, and Debug: Disable



e Configure Flash Memory Logging as follows:
o Emergency and Alert: Enable
o Critical, Error, Warning, Notice, Informational, and Debug: Disable

e Copy the running configuration file to the startup configuration file using the
following settings:

o Source File Name: Running configuration
o Destination File Name: Startup configuration
Enable logging and Syslog Aggregator, configure RAM memory logging and Flash

memory logging:

Log Settings

Logging: Enable
Syslog Aggregator: Enable
& Max. Aggregation Time: | 300

RAM Memory Logging Flash Memory Logging

Emergency: Emergency:
Alert: Alert:
Critical: Critical: L]
Error: L] Error: L]
Warning: L] Warning: L]
Notice: L] Notice: L]
Informational: L] Informational: L]
Debug: L] Debug: L]
[ Apply ] [ Cancel ]

Copy the running config file to the startup config file using the settings provided:



Copy/Save Configuration

All configurations that the switch is currently using are in the running configuration file which is volatile and is not retained between reboots.
To retain the configuration between reboots, make sure you copy the running configuration file to the startup configuration file after you have completed all your changes.

Source File Name: (®) Running configuration
() Startup configuration

Destination File Name: (@) Startup configuration
() Backup configuration

Sensitive Data: Ex

Plantex
Available sensitive data options are determined by the current user's SSD rules

Save Icon Blinking: Enabled

[ Apply ” Cancel ” Disable Save Icon Blinking

Lab Report

Time Spent: 18:01

Score: 3/3 (1003%)

TASK SUMMARY

Required Actions
+ Enable logging and the Syslog aggregator
v Set RAM memory logging to Critical

+ Set Flash memory logging to Alerts

END LAB
LAB Create Virtual Machines

You have installed Hyper-V on ITAdmin. You're experimenting with creating virtual
machines.

In this lab, your task is to create two virtual machines named VM1 and VM2. Use the
following settings as specified for each machine:

VM1:

e Virtual machine name: VM1



Virtual machine location: D:\HYPERV

Generation: Generation 1

Startup memory: 1024 MB (do not use dynamic memory)
Networking connection: External

Virtual hard disk name: VM1.vhdx

Virtual hard disk location: D:\HYPERV\Virtual Hard Disks
Virtual hard disk size: 50 GB

Operating system will be installed later

Virtual machine name: VM2

Virtual machine location: D:\HYPERV

Generation: Generation 1

Startup memory: 2048 MB (use dynamic memory)
Networking connection: Internal

Virtual hard disk name: VM2.vhdx

Virtual hard disk location: D:\HYPERV\Virtual Hard Disks
Virtual hard disk size: 250 GB

Operating system will be installed later

Minimum RAM: 512 MB

Maximum RAM: 4096 MB

Creating VM1:



You have successfully completed the New Virtual Machine Wizard. You are about to create the
following virtual machine.

Description:

Name: VM1

Generation: Generation 1

Memory: 1024 ME

MNetwork: External

Hard Disk: D:\HYPERV Wirtual Hard Disks\wM1.vhdx (VHDX, dynamically expanding)

Operating System:  Will be installed at a later time

€ 2

To create the virtuzl machine and close the wizard, click Rnish.

Creating VM2:
Virtual Machines
MName State CPU Usage Assigned Memory Uptime Status Configuration
8 vm off

Setting min and max RAM for VM2:



=7 Settings for VM2 — O
VM2 “| 4 P |Q
£ Hardware Fii| Memory
r Add Hardware Spedfy the amount of memory that this virutal machine can use.
O gros
Boot from CD Startup RAM: MB
W Security )
Key Storage Drive disabled AT LTI ] o )
You can allow the amount of memory available to this virtual machine to
. Memory change dynamically within the range you set.
2048 MB
= [J Processor Enzble Dynamic Memory
1 Virtual processor Minimum RAM: ME
1 compatibility
1 numa Maximum RAM: 4096 ME
= I IDE Controller 0 Spedfy the percentage of memory that Hyper-v should try to reserve as a
== Hard Drive buffer. Hyper-V uses the percentage and the current demand for memory to
VM2 vhdx determine an amount of memory for the buffer.
= |8 1DE Controller 1 _ .
£ DVD Drive Memory buffer: 0~ %
None
&l scsI Controller Memory weight
Spedfy how to prioritize the availability of memory for this virtual machine
2§ rﬂfﬁ’?ﬂf Adapter comparad to other virtual machines on this computer,

Score: 2/2 (100%)

TASK SUMMARY

Required Actions

o] [

Lab Report

Time Spent: 08:26

« Create virtual machine VM1  Show Details

v Create virtual machine VM2  Show Details

END LAB

LAB Create Virtual Switches



You have installed Hyper-V on the CorpServer server. You want to use the server to

create virtual machines. Prior to creating the virtual machines, you are experimenting
with virtual switches.

In this lab, your task is to:
e Create an internal virtual switch named Switch 1.
e Create a private virtual switch named Switch 2.

28 virtual switch Manager for CORPSERVER - O

£ Virtual Switches % Create virtual switch

What type of virtual switch do you want to areate?
ot External
Realtek 8169 edeal .|

Internal
5 Intemal Private
Internal only

ot Switch 1
Internal onky

o Switch 2

Private virtual switch Create Virtual Switch

% Global Network Settings
I MAC Address Range

Creates a virtual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

| [




Lab Report

Time 5pent: 02:06

Score: 2/2 (1003%5)

TASK SUMMARY

Required Actions

v Create the Switch 1 virtual switch Show Details

v Create the Switch 2 virtual switch Show Details

END LAB
LAB Secure an iPad

You work as the IT security administrator for a small corporate network. The receptionist
uses an iPad to manage employees' schedules and messages. You need to help her
secure the iPad because it contains all of the employees' personal information.

In this lab, your task is to:

View the current iOS version and then answer the applicable question.
Apply the latest software update and then answer the applicable question.
Configure Auto-Lock with a five-minute delay.

Configure Passcode Lock using a passcode of C@sp3r

Require the passcode after five minutes.

Configure Data Erase to wipe all data after 10 failed passcode attempts.
Require unknown networks to be added manually.

Turn off Bluetooth.

Since an update is easy to perform, | skipped documenting the process.

Configure auto-lock:



£ Dizplay & Brightnezs Auto-Lock

2 minutes

3 minuies W
10 minutes

15 minutes

HNever

Configure passcode lock:

l Home Screen & Dock et nres

iPad Unlock
3) Accessibility
» Apple Pay
] Wallpaper

iTunes & App Store
3§ sir & Search
2 Apple Pencil a FINGERPRINTS )
- Cancel Set Passcode Mext
: J Touch ID & Passcode

EBattery Enler & passcade
3 Privacy
Ll 211}

3 App Store

) wallet & Apple Pay



( Passcode Lock  Require Passcode

Immediately

After 1 minuie

After 5 minutes o
After 15 minutes

After 1 hour

Enable erase data:

r

Erase Data

All data on this iPad will be erased
after 10 failed passcode attempts.

EC
Enable Cancel
< Wi-Fi Ask to Join Networks
Off '
Muotify
Ask
e |0 aulo Ll g4
have o manually sekecl o ne
Bluetooth
Elustooth
N 1 (i 1 1 L r o Wi Hlwefoath 15



Lab Report

Time 5pent: 09;45

Score: 8/8 (100%)

TASK SUMMARY

Required Actions & Questions

« Q1: Which version of iOS is currently running?
Your answer: 15.2

Correct answer: 15.2
« Apply the latest 10S update

v (2: Which version of i0S is installed after the update?
Your answer: 15.2.1

Correct answer: 15.2.1
v Set Auto-Lock to 5 minutes
v Enable a passcode  Show Details
+ Enable data erase
v Turn off Ask to Join Networks

+ Turn off Bluetooth

END LAB
LAB re Email on |

You work as the IT security administrator for a small corporate network. The
receptionist, Maggie Brown, uses an iPad to manage employee schedules and
messages. You need to help her secure her email and browser on her iPad.

In this lab, your task is to complete the following:

e Configure Maggie's email account to use SSL for incoming mail.



e Secure the internet browser as follows:
o Turn off AutoFill
o Turn on Block Pop-ups
o Block all cookies
o Turn on Fraudulent Website Warning

o Turn off JavaScript

< Account Advanced

ADVE DISCARD MESSAGES INTO

Deleted Maillbox '

Archive Maillbox

IMCOMING SETTINGS
Use SEL ('W

"
Authenticafion Password
IMAP Path Prefix

Server Port 203

.
SIMIME ( )

Sign No
Encrypt by Default No
sEMEHRAL
AutoFill Off
Favorites Favorites

Show Favorites Bar

Elock Pop-ups (r'

Extensions

Downloads On My iPad



PRIVACY & SECURITY

Prevent Cross-Site Tracking

Hide IP Address From Trackers

Elock All Cookies D
Fraudulent Website Warning C
Privacy Prezerving &d Measurement O

Check for Apple Pay

£ Safari Advanced
Website Dala
JavaScript
Web Inspector
To use the Weh Inspecior, connect to Safan on your computer using a
cahle and access your iPad fram the Develop menu. You can enable the

Develap menu in Safar's Advanced Preferences on your compuler.

Lab Report

Time Spent: 07:46

Score: 5/5 (100%)

TASK SUMMARY

Required Actions

v Configure the Maggie Brown email account for SSL
~ Turn off AutoFill on Safari  Show Details

v Turn on Fraud Warning

~ Turn off JavaScript

~ Turn on Block Pop-ups



END LAB
LAB BACKUP FILES WITH FILE HISTORY

You have recently installed a new Windows 10 computer. To protect valuable data, you
need to implement file history backups on this computer.

In this lab, your task is to configure automatic backups for the Exec computer as
follows:

e Save the backup to the Backup (E:) volume.
e Back up files daily.

o Keep backup files for six months.

e Back up the entire Data (D:) volume.

e Make a backup now.



< Settings

@ Backup options

Overview

Size of backup: 5.68 MB

Total space on Backup (E:): 549 GB
Last backup: 12/02/2024 08:54 PM

Back up now

Back up my files

Daily ~

Keep my backups

& months s

Back up these folders
+ Add a folder

Data (D:)
D\

Exclude these folders
+ Add a folder



Lab Report

Score: 5/5 (1003%)

TASK SUMMARY

Required Actions

w
'
v
'

w'

Susan

Save the backup to the Backup (E:) Volume
Back up files daily

Keep backup files for six months

Back up the entire Data (D:) volume

Make a backup now

END LAB

LAB Recover a File from File History

produces your organization's monthly magazine. While working on an upcoming
issue, Susan accidentally deleted significant portions of the layout image. She also
made extensive changes to the cover artwork but has now been asked to discard the

changes and use the original artwork.

Susan

has asked you to help her recover older versions of her files in the Pictures

library so she can still meet her publishing deadline.

In this lab, your task is to complete the following:

Using the Settings app, access the program needed to restore files from a
current backup.

From the File History dialog, restore the following files:

File

File Version to Restore




Pictures\Layouts\June2023 Issue.j
P9

Thursday, March 16, 2023 11:15
AM

Pictures\Images\coverart.jpg

Thursday, March 16, 2023 12:15
PM

« File History

T Home\Pictures\Images

- & | | Szarch All »

Thursday, March 16, 2023 12:15PM | 1 of 3

A &l

coverart.jpg  brochure.jpag

2 items




« File History

T Home\Pictures\Layouts

Thursday, March 16, 2023 11:15 AM | 2 of 3

A

June2023_Issue.jpg

Lab Report

Time 5pent; 02:0%

Score: 2/2 (100%)

TASK SUMMARY

Required Actions
+ Restore the March 16th at 11:15 AM version of June2023_Issue.jpg

~ Restore the March 16th at 12:15 PM version of coverart.jpg

END LAB

LAB Backup a Domain Controller



You are the IT administrator for a small corporate network. You need to back up the
system state of your domain controllers so that, in the event of a disaster, Active
Directory is backed up. You want to configure regular backups on CorpDCA4.

In this lab, your task is to perform the following using Windows Server Backup on
CorpDC4:

e Create a regular backup schedule for the CorpDC4 server using the following
settings:

o Backup items: System State
o Backup schedule: once per day at 1:00 a.m.
o Backup location: \CorpFiles\Backup
e Take an immediate backup using the following settings:
o Backup items: System State and C: drive
o Backup location: \CorpFiles\Backup

%1, Backup Schedule Wizard

w25 Confirmation
|_-\-\'-1 |

Getting Started You are about to create the following backup schedule.
Select Backup Configuration Backup times: 1:00 AM
Select Items for Backup Files excluded: Mone
Spedfy Backup Time Advanced option: VS5 Copy Backup
Spedify Destination Type Backup Fiestinatiﬂns: Y\CorpFiles\Backup

] Backup items
Spedfy Remote Shared

MName

Confirmation

¢,} System state

Summanry

< Previous Mext = Cancel

I




%, Backup Once Wizard

&___ % Confirmation

]
o

Backup Options A backup of the items below will now be created and saved to the specified
Select Backup Configuration ~ destination.

Select Items for Backup Files excluded: MNone
Spedfy Destination Type Backup destination: \\CorpFiles\Backup
Specdify Remote Shared Folder Advanced option: WSS Copy Backup
Backup Progress MName

& System state

—a Local Disk (C2)

< Previous MNext = Backup Cancel

Lab Report

Time Spent: 04:23

Score: 2/2 (100%)

TASK SUMMARY

Required Actions
~ Create a backup schedule  Show Details

+ Perform an immediate backup of the server  Show Details

END LAB




