WHAT IS TWO-STEP AUTHENTICATION, AND WHY SHOULD |
USE IT FOR TWITTER?

Two-step authentication (also known as two-factor authentication) requires an extra layer of
verification when your account is accessed from an unknown device. For example, if you try to log
in to Twitter from a friend’s computer, Twitter will text a passcode to your cellphone that you must
enter to access your account. Two-step authentication helps prevent unauthorized access from
third-party devices.

SETTING UP TWO-STEP AUTHENTICATION ON TWITTER
FROM YOUR COMPUTER

1. Go to the Twitter Settings Page: https://twitter.com/settings/account

2. Find the section titled “Security” and the setting “login verification.”
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3. Click on “verify login requests.”
4. Click “Start.” You will be prompted for your Twitter password.
5. After entering your password, Twitter will show you the phone number tied to your

account. Click “Send Code.”
6. Now check your SMS messages. You should receive a code from Twitter:
7. Enter the code into the box on the Twitter website:


https://twitter.com/settings/account

8. After you enter the code, click “Submit.” You should receive a success message. You're
enrolled!



SETTING UP TWO-STEP AUTHENTICATION ON TWITTER
FROM YOUR PHONE

1. Open the Twitter app on your phone. Tap on “Me” in the bottom right corner and then the
gear icon in the top right.
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3. Tap on “Account.”

4. Tap on “Security.”

5. Turn on the switch next to “Login verification.” Tap “Confirm” on the bottom of the screen.

6. Follow the directions from “Setting up Two-Step Authentication on Twitter From Your
Computer” starting at Step 3.

SAFEGUARDS TO SUPPORT TWO-STEP
AUTHENTICATION

After you set up two-step authentication, Twitter will prompt you to save some backup codes. You
should download these backup codes and store them in a safe place. You can use them instead of
having Twitter text you a login code if you ever lose your phone, or are traveling and can’t receive a



text message. Make sure that you put the print out of the codes in a safe place where you won'’t
lose them!

This material is being provided as of August 2017. It is for informational purposes only. It is not legal advice and does
not create an attorney-client relationship. You should contact an attorney for advice on specific legal matters.



