OpenVPN and DNS Firewall or Sinkhole

OpenVPN is an open-source VPN protocol allowing secure online access from
point-to-point completely free of charge.OpenVPN in particular has garnered a lot of
attention, due to its open-source nature and the fact it's free.OpenVPN is unlike most
other VPNSs, as it's an open-source encryption protocol. This means users enjoy a
notably secure network thanks to the vast OpenSSL Library that is completely unowned.

DNS Firewall is a Security technology solution, protecting against volumetric, exploit
and stealth attacks for both public and private DNS infrastructures.

DNS Firewall is the root of the Internet and protects from the attack at the root.
DNS Firewall governs/inspects DNS Queries at port 53.

DNS Firewall - Mitigate At The Source - Thwart initial infection and phishing.

DNS Firewall - Adapt To Evolving Threat Landscape - Threat Intelligence services to
keep pace with malicious domains/IPs.

DNS Firewall - Proactively Prevent New Attacks - Detect and block malware
communication with C&C (Command and Control) server.

DNS Sinkhole is allowing very specific DNS queries and denying the rest by default. So
thereby achieving the easiest and best DNS Security.

When we combine OpenVPN server with DNS Firewall or a DNS Sinkhole , we can have safe
and secure internet surfing.

OpenVPN Client is available for free for Windows,MacOS,Linux,Android and iOS.
Use Case

In our use case the OpenVPN server will be deployed in AWS Cloud and tested using Windows
OpenVPN client.

Tested OpenVPN server version,
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Login into server console and do the below,

git clone https://github.com/angristan/openvpn-install.git



https://github.com/angristan/openvpn-install.git
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Copy the file /Thome/ubuntu/jegan.ovpn to your host and import the same in your openvpn client
application as shown below to establish a secure connection between your host and VPN
server.

Open OpenVPN connect client,



OpenVPN Connect

Import Profile

URL 1 FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.
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OpenVPN Connect

4 Imported Profile

Profile Name

3.111.149.168 [jegan]

Server Hostname (locked)

3111149168

This is your VPN server
IP address

OpenVPN Connect

— Profiles
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@ 3.111.149.168 [jegan]

CONNECTION STATS
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Now browse google.com and find your IP address, google should provide AWS Instance public
IP address as shown below,

GO g|e what is my ip

Q Al & Shopping [ Images  [f] Books

About 2,31,00,00,000 results (0.62 seconds)

What's my IP

3.111.149.168
Your public IP address

Now your connection is private and secure , now we need to make the internet traffic to your
host secure.

Now we will integrate DNS Firewall or DNS Sinkhole IP address to VPN server, so that when
you reset your VPN client, your internet traffic will flow through DNS Firewall IP and thereby
keeping your host internet traffic clean through the VPN tunnel.

Now login to your server console and edit the file /etc/openvpn/server.conf so that you configure
the DNS Firewall IP address from OpenDNS Family Shield.
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Now restart OpenVPN service in VPN Server,

Reset VPN Client in your host by turning off and on switch.

Now validate your host OpenVPN adapter with ipconfig /all in your windows host command
prompt,

Unknown adapter Local Area Connection:

Connection-specific DNS Suffix

Description . . . . . . . . . | TAP-Windows Adapter V9 for OpenVPN Connect
Physical Address. . .

DHCP Enabled. . . . . . . .

Autocontiguration Enabled .

Link-local IPv6 Address .

IPv4 Address. . . . .
Subnet Mask . . . . .
Default Gateway . . .
DHCPve IAID . . . .
DHC Client DUID.

L B

DNS Servers . . . . ... . :)288.67.222
208.67.220.1
NetBIOS over Tcpip. ... . : Enabled

%
i

Now check the traffic path to ensure the internet traffic flows through VPN Server from your
windows host.Use tracert google.com from windows command prompt.



iMohanRam>tracert google.com

Tracing route to google.com |[142.250.67.174]
over a maximum of 3@ hops:

ms 47 ms :

ms 57 ms ; 215.ap-south-1.compute.amazonaws.com [
& timed out.

timed out.

timed out.

timed out.

timed out.
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