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PREFACE

Some organizations have significantly lower levels of misappropriation of assets and are
less susceptible to fraudulent financial reporting than other organizations because these
organizations take proactive steps to prevent or deter fraud. It is only those organizations
that seriously consider fraud risks and take proactive steps to create the right kind of
climate to reduce its occurrence that have success in preventing fraud. This document
identifies the key participants in this antifraud effort, including the board of directors,
management, internal and independent auditors, and certified fraud examiners.

Management may develop and implement some of these programs and controls in
response to specific identified risks of material misstatement of financial statements due

to fraud. In other cases, these programs and controls may be a part of the entity’s
enterprise-wide risk management activities.

Management is responsible for designing and implementing systems and procedures for
the prevention and detection of fraud and, along with the board of directors, for ensuring a
culture and environment that promotes honesty and ethical behavior. However, because of
the characteristics of fraud, a material misstatement of financial statements due to fraud
may occur notwithstanding the presence of programs and controls such as those described
in this document.
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INTRODUCTION

Fraud can range from minor employee theft and unproductive behavior to misappropriation
of assets and fraudulent financial reporting. Material financial statement fraud can have a
significant adverse effect on an entity’s market value, reputation, and ability to achieve its
strategic objectives. A number of highly publicized cases have heightened the awareness
of the effects of fraudulent financial reporting and have led many organizations to be more
proactive in taking steps to prevent or deter its occurrence. Misappropriation of assets,
though often not material to the financial statements, can nonetheless result in substantial
losses to an entity if a dishonest employee has the incentive and opportunity to commit
fraud.

The risk of fraud can be reduced through a combination of prevention, deterrence, and
detection measures. However, fraud can be difficult to detect because it often involves
concealment through falsification of documents or collusion among management,
employees, or third parties. Therefore, it is important to place a strong emphasis on fraud
prevention, which may reduce opportunities for fraud to take place, and fraud deterrence,
which could persuade individuals that they should not commit fraud because of the
likelihood of detection and punishment. Moreover, prevention and deterrence measures are
much less costly than the time and expense required for fraud detection and Investigation.

An entity’s management has both the responsibility and the means to implement measures
to reduce the incidence of fraud. The measures an organization takes to prevent and deter
fraud also can help create a positive workplace environment that can enhance the entity’s
ability to recruit and retain high-quality employees.

Research suggests that the most effective way to implement measures to reduce
wrongdoing is to base them on a set of core values that are embraced by the entity. These
values provide an overarching message about the key principles guiding all employees’
actions. This provides a platform upon which a more detailed code of conduct can be
constructed, giving more specific guidance about permitted and prohibited behavior, based
on applicable laws and the organization’s values. Management needs to clearly articulate
that all employees will be held accountable to act within the organization’s code of conduct.

This document identifies measures entities can implement to prevent, deter, and detect
fraud. It discusses these measures in the context of three fundamental elements. Broadly
stated, these fundamental elements are (1) create and maintain a culture of honesty and
high ethics; (2) evaluate the risks of fraud and implement the processes, procedures, and
controls needed to mitigate the risks and reduce the opportunities for fraud; and (3) develop
an appropriate oversight process. Although the entire management team shares the
responsibility for implementing and monitoring these activities, with oversight from the
board of directors, the entity’s chief executive officer (CEO) should initiate and



support such measures. Without the CEQO’s active support, these measures are less likely
to be effective.

The information presented in this document generally is applicable to entities of all sizes.
However, the degree to which certain programs and controls are applied in smaller,
less-complex entities and the formality of their application are likely to differ from larger
organizations. For example, management of a smaller entity (or the owner of an
owner-managed entity), along with those charged with governance of the financial reporting
process, are responsible for creating a culture of honesty and high ethics. Management
also is responsible for implementing a system of internal controls commensurate with the
nature and size of the organization, but smaller entities may find that certain types of
control activities are not relevant because of the involvement of and controls applied by
management. However, all entities must make it clear that unethical or dishonest behavior
will not be tolerated.

CREATING A CULTURE OF HONESTY AND HIGH ETHICS

It is the organization’s responsibility to create a culture of honesty and high ethics and to
clearly communicate acceptable behavior and expectations of each employee. Such a
culture is rooted in a strong set of core values (or value system) that provides the
foundation for employees as to how the organization conducts its business. It also allows
an entity to develop an ethical framework that covers (1) fraudulent financial reporting, (2)
misappropriation of assets, and (3) corruption as well as other issues.1

Creating a culture of honesty and high ethics should include the following:

Setting the Tone at the Top

Directors and officers of corporations set the “tone at the top” for ethical behavior within any
organization. Research in moral development strongly suggests that honesty can best be
reinforced when a proper example is set—sometimes referred to as the tone at the top. The
management of an entity cannot act one way and expect others in the entity to behave
differently.

In many cases, particularly in larger organizations, it is necessary for management to both
behave ethically and openly communicate its expectations for ethical behavior because
most employees are not in a position to observe management’s actions. Management must
show employees through its words and actions that dishonest or unethical behavior will not
be tolerated, even if the result of the action benefits the entity. Moreover, it should be
evident that all employees will be treated equally, regardless of their position.

For example, statements by management regarding the absolute need to meet operating
and financial targets can create undue pressures that may lead employees to commit fraud
to achieve them. Setting unachievable goals for employees can give them two unattractive
choices: fail or cheat. In contrast, a statement from management that says,

1 Corruption includes bribery and other illegal acts.



“We are aggressive in pursuing our targets, while requiring truthful financial reporting at all
times,” clearly indicates to employees that integrity is a requirement. This message also
conveys that the entity has “zero tolerance” for unethical behavior, including fraudulent
financial reporting.

The cornerstone of an effective antifraud environment is a culture with a strong value
system founded on integrity. This value system often is reflected in a code of conduct.2 The
code of conduct should reflect the core values of the entity and guide employees in making
appropriate decisions during their workday. The code of conduct might include such topics
as ethics, confidentiality, conflicts of interest, intellectual property, sexual harassment, and
fraud.3 For a code of conduct to be effective, it should be communicated to all personnel in
an understandable fashion. It also should be developed in a participatory and positive
manner that will result in both management and employees taking ownership of its content.
Finally, the code of conduct should be included in an employee handbook or policy manual,
or in some other formal document or location (for example, the entity’s intranet) so it can be
referred to when needed.

Senior financial officers hold an important and elevated role in corporate governance. While
members of the management team, they are uniquely capable and empowered to ensure
that all stakeholders’ interests are appropriately balanced, protected, and preserved. For
examples of codes of conduct, see Attachment 1, “AICPA ‘CPA's Handbook of Fraud and
Commercial Crime Prevention,” An Organizational Code of Conduct,” and Attachment 2,
‘Financial Executives International Code of Ethics Statement” provided by Financial
Executives International. In addition, visit the Institute of Management Accountant’s Ethics
Center at www.imanet.org/ethics for their members’ standards of ethical conduct.

Creating a Positive Workplace Environment

Research results indicate that wrongdoing occurs less frequently when employees have
positive feelings about an entity than when they feel abused, threatened, or ignored.
Without a positive workplace environment, there are more opportunities for poor employee
morale, which can affect an employee’s attitude about committing fraud against an entity.
Factors that detract from a positive work environment and may increase the risk of fraud
include:

. Top management that does not seem to care about or reward appropriate behavior
. Negative feedback and lack of recognition for job performance

. Perceived inequities in the organization

. Autocratic rather than participative management

2 An entity’s value system also could be reflected in an ethics policy, a statement of business principles, or some other
concise summary of guiding principles.

3 Although the discussion in this document focuses on fraud, the subject of fraud often is considered in the context of a
broader set of principles that govern an organization. Some organizations, however, may elect to develop a fraud policy
separate from an ethics policy. Specific examples of topics in a fraud policy might include a requirement to comply with all
laws and regulations and explicit guidance regarding making payments to obtain contracts, holding pricing discussions
with competitors, environmental discharges relationships with vendors, and maintenance of accurate books and records.
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. Low organizational loyalty or feelings of ownership

. Unreasonable budget expectations or other financial targets

. Fear of delivering “bad news” to supervisors and/or management
. Less-than-competitive compensation

. Poor training and promotion opportunities

. Lack of clear organizational responsibilities

. Poor communication practices or methods within the organization

The entity’s human resources department often is instrumental in helping to build a
corporate culture and a positive work environment. Human resource professionals are
responsible for implementing specific programs and initiatives, consistent with
management’s strategies, that can help to mitigate many of the detractors mentioned
above. Mitigating factors that help create a positive work environment and reduce the risk
of fraud may include:

e Recognition and reward systems that are in tandem with goals and results
Equal employment opportunities
Team-oriented, collaborative decision-making policies
Professionally administered compensation programs
Professionally administered training programs and an organizational priority of
career development

Employees should be empowered to help create a positive workplace environment and
support the entity’s values and code of conduct. They should be given the opportunity to
provide input to the development and updating of the entity’s code of conduct, to ensure
that it is relevant, clear, and fair. Involving employees in this fashion also may effectively
contribute to the oversight of the entity’s code of conduct and an environment of ethical
behavior (see the section titled “Developing an Appropriate Oversight Process”).

Employees should be given the means to obtain advice internally before making decisions
that appear to have significant legal or ethical implications. They should also be
encouraged and given the means to communicate concerns, anonymously if preferred,
about potential violations of the entity’s code of conduct, without fear of retribution. Many
organizations have implemented a process for employees to report on a confidential basis
any actual or suspected wrongdoing, or potential violations of the code of conduct or ethics
policy. For example, some organizations use a telephone “hotline” that is directed to or
monitored by an ethics officer, fraud officer, general counsel, internal audit director, or
another trusted individual responsible for investigating and reporting incidents of fraud or
illegal acts.



Hiring and Promoting Appropriate Employees

Each employee has a unique set of values and personal code of ethics. When faced with
sufficient pressure and a perceived opportunity, some employees will behave dishonestly
rather than face the negative consequences of honest behavior. The threshold at which
dishonest behavior starts, however, will vary among individuals. If an entity is to be
successful in preventing fraud, it must have effective policies that minimize the chance of
hiring or promoting individuals with low levels of honesty, especially for positions of trust.

Proactive hiring and promotion procedures may include:

. Conducting background investigations on individuals being considered for
employment or for promotion to a position of trust4

. Thoroughly checking a candidate’s education, employment history, and personal
references

. Periodic training of all employees about the entity’s values and code of conduct,
(training is addressed in the following section)

. Incorporating into regular performance reviews an evaluation of how each individual

has contributed to creating an appropriate workplace environment in line with the entity’s
values and code of conduct

. Continuous objective evaluation of compliance with the entity’s values and code of
conduct, with violations being addressed immediately

Training

New employees should be trained at the time of hiring about the entity’s values and its
code of conduct. This training should explicitly cover expectations of all employees
regarding (1) their duty to communicate certain matters; (2) a list of the types of matters,
including actual or suspected fraud, to be communicated along with specific examples; and
(3) information on how to communicate those matters. There also should be an affirmation
from senior management regarding employee expectations and communication
responsibilities. Such training should include an element of “fraud awareness,” the tone of
which should be positive but nonetheless stress that fraud can be costly (and detrimental in
other ways) to the entity and its employees.

In addition to training at the time of hiring, employees should receive refresher training
periodically thereafter. Some organizations may consider ongoing training for certain
positions, such as purchasing agents or employees with financial reporting responsibilities.
Training should be specific to an employee’s level within the organization, geographic
location, and assigned responsibilities. For example, training for senior manager level
personnel would normally be different from that of nonsupervisory employees, and training
for purchasing agents would be different from that of sales representatives.

4 Some organizations also have considered follow-up investigations, particularly for employees in positions of trust, on a
periodic basis (for example, every five years) or as circumstances dictate.



Confirmation

Management needs to clearly articulate that all employees will be held accountable to act
within the entity’s code of conduct. All employees within senior management and the
finance function, as well as other employees in areas that might be exposed to unethical
behavior (for example, procurement, sales and marketing) should be required to sign a
code of conduct statement annually, at a minimum.

Requiring periodic confirmation by employees of their responsibilities will not only reinforce
the policy but may also deter individuals from committing fraud and other violations and
might identify problems before they become significant. Such confirmation may include
statements that the individual understands the entity's expectations, has complied with the
code of conduct, and is not aware of any violations of the code of conduct other than those
the individual lists in his or her response. Although people with low integrity may not
hesitate to sign a false confirmation, most people will want to avoid making a false
statement in writing. Honest individuals are more likely to return their confirmations and to
disclose what they know (including any conflicts of interest or other personal exceptions to
the code of conduct). Thorough follow-up by internal auditors or others regarding
nonreplies may uncover significant Issues.

Discipline

The way an entity reacts to incidents of alleged or suspected fraud will send a strong
deterrent message throughout the entity, helping to reduce the number of future
occurrences. The following actions should be taken in response to an alleged incident of
fraud:

. A thorough investigation of the incident should be conducted.5

. Appropriate and consistent actions should be taken against violators.

. Relevant controls should be assessed and improved.

. Communication and training should occur to reinforce the entity’s values, code of

conduct, and expectations.

Expectations about the consequences of committing fraud must be clearly communicated
throughout the entity. For example, a strong statement from management that dishonest
actions will not be tolerated, and that violators may be terminated and referred to the
appropriate authorities, clearly establishes consequences and can be a valuable deterrent
to wrongdoing. If wrongdoing occurs and an employee is disciplined, it can be helpful to
communicate that fact, on a no-name basis, in an employee newsletter or other regular
communication to employees. Seeing that other people have been disciplined for
wrongdoing can be an effective deterrent, increasing the perceived likelihood of violators

5 Many entities of sufficient size are employing antifraud professionals, such as certified fraud examiners,
who are responsible for resolving allegations of fraud within the organization and who also assist in the
detection and deterrence of fraud. These individuals typically report their findings internally to the corporate
security, legal, or internal audit departments. In other instances, such individuals may be empowered directly
by the board of directors or its audit committee.



being caught and punished. It also can demonstrate that the entity is committed to an
environment of high ethical standards and integrity.

EVALUATING ANTIFRAUD PROCESSES AND CONTROLS

Neither fraudulent financial reporting nor misappropriation of assets can occur without a
perceived opportunity to commit and conceal the act. Organizations should be proactive in
reducing fraud opportunities by (1) identifying and measuring fraud risks, (2) taking steps to
mitigate identified risks, and (3) implementing and monitoring appropriate preventive and
detective internal controls and other deterrent measures.

Identifying and Measuring Fraud Risks

Management has primary responsibility for establishing and monitoring all aspects of the
entity’s fraud risk-assessment and prevention activities.6 Fraud risks often are considered
as part of an enterprise-wide risk management program, though they may be addressed
separately.7 The fraud risk-assessment process should consider the vulnerability of the
entity to fraudulent activity (fraudulent financial reporting, misappropriation of assets, and
corruption) and whether any of those exposures could result in a material misstatement of
the financial statements or material loss to the organization. In identifying fraud risks,
organizations should consider organizational, industry, and country-specific characteristics
that influence the risk of fraud

The nature and extent of management’s risk assessment activities should be
commensurate with the size of the entity and complexity of its operations. For example, the
risk assessment process is likely to be less formal and less structured in smaller entities.
However, management should recognize that fraud can occur in organizations of any size
or type, and that almost any employee may be capable of committing fraud given the right
set of circumstances. Accordingly, management should develop a heightened “fraud
awareness” and an appropriate fraud risk-management program, with oversight from the
board of directors or audit committee.

Mitigating Fraud Risks

It may be possible to reduce or eliminate certain fraud risks by making changes to the
entity’s activities and processes. An entity may choose to sell certain segments of its
operations, cease doing business in certain locations, or reorganize its business processes
to eliminate unacceptable risks. For example, the risk of misappropriation of funds may be
reduced by implementing a central lockbox at a bank to receive payments instead of

6 Management may elect to have internal audit play an active role in the development, monitoring, and
ongoing assessment of the entity’s fraud risk-management program. This may include an active role in the
development and communication of the entity’s code of conduct or ethics policy, as well as in investigating
actual or alleged instances of noncompliance.

7 Some organizations may perform a periodic self-assessment using questionnaires or other techniques to
identify and measure risks. Self-assessment may be less reliable in identifying the risk of fraud due to a lack
of experience with fraud (although many organizations experience some form of fraud and abuse, material
financial statement fraud or misappropriation of assets is a rare event for most) and because management
may be unwilling to acknowledge openly that they might commit fraud given sufficient

pressure and opportunity.



receiving money at the entity’s various locations. The risk of corruption may be reduced by
closely monitoring the entity’s procurement process. The risk of financial statement fraud
may be reduced by implementing shared services centers to provide accounting services to
multiple segments, affiliates, or geographic locations of an entity’s operations. A shared
services center may be less vulnerable to influence by local operations managers and may
be able to implement more extensive fraud detection measures cost-effectively.

Implementing and Monitoring Appropriate Internal Controls

Some risks are inherent in the environment of the entity, but most can be addressed with
an appropriate system of internal control. Once fraud risk assessment has taken place, the
entity can identify the processes, controls, and other procedures that are needed to
mitigate the identified risks. Effective internal control will include a well-developed control
environment, an effective and secure information system, and appropriate control and
monitoring activities.8 Because of the importance of information technology in supporting
operations and the processing of transactions, management also needs to implement and
maintain appropriate controls, whether automated or manual, over computer-generated
information.

In particular, management should evaluate whether appropriate internal controls have been
implemented in any areas management has identified as posing a higher risk of fraudulent
activity, as well as controls over the entity’s financial reporting process. Because fraudulent
financial reporting may begin in an interim period, management also should evaluate the
appropriateness of internal controls over interim financial reporting.

Fraudulent financial reporting by upper-level management typically involves override of
internal controls within the financial reporting process. Because management has the ability
to override controls, or to influence others to perpetrate or conceal fraud, the need for a
strong value system and a culture of ethical financial reporting becomes increasingly
important. This helps create an environment in which other employees will decline to
participate in committing a fraud and will use established communication procedures to
report any requests to commit wrongdoing. The potential for management override also
increases the need for appropriate oversight measures by the board of directors or audit
committee, as discussed in the following section.

Fraudulent financial reporting by lower levels of management and employees may be
deterred or detected by appropriate monitoring controls, such as having higher-level
managers review and evaluate the financial results reported by individual operating units or
subsidiaries. Unusual fluctuations in results of particular reporting units, or the lack of
expected fluctuations, may indicate potential manipulation by departmental or operating
unit managers or staff.

8 The report of the Committee of Sponsoring Organizations (COSO) of the Treadway Commission, Internal
Control-Integrated Framework, provides reasonable criteria for management to use in evaluating the
effectiveness of the entity’s system of internal control.



DEVELOPING AN APPROPRIATE OVERSIGHT PROCESS

To effectively prevent or deter fraud, an entity should have an appropriate oversight
function in place. Oversight can take many forms and can be performed by many within
and outside the entity, under the overall oversight of the audit committee (or board of
directors where no audit committee exists).

Audit Committee or Board of Directors

The audit committee (or the board of directors where no audit committee exists) should
evaluate management’s identification of fraud risks, implementation of antifraud measures,
and creation of the appropriate “tone at the top.” Active oversight by the audit committee
can help to reinforce management’s commitment to creating a culture with “zero tolerance”
for fraud. An entity’s audit committee also should ensure that senior management (in
particular, the CEO) implements appropriate fraud deterrence and prevention measures to
better protect investors, employees, and other stakeholders. The audit committee’s
evaluation and oversight not only helps make sure that senior management fulfills its
responsibility, but also can serve as a deterrent to senior management engaging in
fraudulent activity (that is, by ensuring an environment is created whereby any attempt by
senior management to involve employees in committing or concealing fraud would lead
promptly to reports from such employees to appropriate persons, including the audit
committee).

The audit committee also plays an important role in helping the board of directors fulfill its
oversight responsibilities with respect to the entity’s financial reporting process and the
system of internal control.9 In exercising this oversight responsibility, the audit committee
should consider the potential for management override of controls or other inappropriate
influence over the financial reporting process. For example, the audit committee may obtain
from the internal auditors and independent auditors their views on management’s
involvement in the financial reporting process and, in particular, the ability of management
to override information processed by the entity’s financial reporting system (for example,
the ability for management or others to initiate or record nonstandard journal entries). The
audit committee also may consider reviewing the entity’s reported information for
reasonableness compared with prior or forecasted results, as well as with peers or industry
averages. In addition, information received in communications from the independent
auditors70 can assist the audit committee in assessing the strength of the entity’s internal
control and the potential for fraudulent financial reporting.

9 See the Report of the NACD Blue Ribbon Commission on the Audit Committee, (Washington, D.C.National
Association of Corporate Directors, 2000). For the board’s role in the oversight of risk management, see
Report of the NACD Blue Ribbon Commission on Risk Oversight, (Washington, D.C.National Association of
Corporate Directors, 2002).

10 See Statement on Auditing Standards No. 60, Communication of Internal Control Related Matters Noted
in an Audit (AICPA, Professional Standards, vol. 1, AU sec. 325), and SAS No. 61, Communications With
Audit Committees (AICPA, Professional Standards, vol. 1, AU sec. 380), as amended.



As part of its oversight responsibilities, the audit committee should encourage management
to provide a mechanism for employees to report concerns about unethical behavior, actual
or suspected fraud, or violations of the entity’s code of conduct or ethics policy. The
committee should then receive periodic reports describing the nature, status, and eventual
disposition of any fraud or unethical conduct. A summary of the activity, follow-up and
disposition also should be provided to the full board of directors.

If senior management is involved in fraud, the next layer of management may be the most
likely to be aware of it. As a result, the audit committee (and other directors) should
consider establishing an open line of communication with members of management one or
two levels below senior management to assist in identifying fraud at the highest levels of
the organization or investigating any fraudulent activity that might occur.11 The audit
committee typically has the ability and authority to investigate any alleged or suspected
wrongdoing brought to its attention. Most audit committee charters empower the committee
to investigate any matters within the scope of its responsibilities, and to retain legal,
accounting, and other professional advisers as needed to advise the committee and assist
in its investigation.

All audit committee members should be financially literate, and each committee should
have at least one financial expert. The financial expert should possess:

e An understanding of generally accepted accounting principles and audits of financial
statements prepared under those principles. Such understanding may have been
obtained either through education or experience. It is important for someone on the
audit committee to have a working knowledge of those principles and standards.

e Experience in the preparation and/or the auditing of financial statements of an entity
of similar size, scope and complexity as the entity on whose board the committee
member serves. The experience would generally be as a chief financial officer, chief
accounting officer, controller, or auditor of a similar entity. This background will
provide a necessary understanding of the transactional and operational environment
that produces the issuer’s financial statements. It will also bring an understanding of
what is involved in, for example, appropriate accounting estimates, accruals, and
reserve provisions, and an appreciation of what is necessary to maintain a good
internal control environment.

e Experience in internal governance and procedures of audit committees, obtained
either as an audit committee member, a senior corporate manager responsible for
answering to the audit committee, or an external auditor responsible for reporting on
the execution and results of annual audits.

11 Report of the NACD Best Practices Council: Coping with Fraud and Other Illegal Activity, A Guide for
Directors, CEOs, and Senior Managers (1998) sets forth “basic principles” and “implementation approaches”
for dealing with fraud and other illegal activity.



Management

Management is responsible for overseeing the activities carried out by employees, and
typically does so by implementing and monitoring processes and controls such as those
discussed previously. However, management also may initiate, participate in, or direct the
commission and concealment of a fraudulent act. Accordingly, the audit committee (or the
board of directors where no audit committee exists) has the responsibility to oversee the
activities of senior management and to consider the risk of fraudulent financial reporting
involving the override of internal controls or collusion (see discussion on the audit
committee and board of directors above).

Public companies should include a statement in the annual report acknowledging
management’s responsibility for the preparation of the financial statements and for
establishing and maintaining an effective system of internal control. This will help improve
the public’'s understanding of the respective roles of management and the auditor. This
statement has also been generally referred to as a "Management Report" or "Management
Certificate." Such a statement can provide a convenient vehicle for management to
describe the nature and manner of preparation of the financial information and the
adequacy of the internal accounting controls. Logically, the statement should be presented
in close proximity to the formal financial statements. For example, it could appear near the
independent auditor’s report, or in the financial review or management analysis section.

Internal Auditors

An effective internal audit team can be extremely helpful in performing aspects of the
oversight function. Their knowledge about the entity may enable them to identify indicators
that suggest fraud has been committed. The Standards for the Professional Practice of
Internal Auditing (IIA Standards), issued by the Institute of Internal Auditors, state, “The
internal auditor should have sufficient knowledge to identify the indicators of fraud but is not
expected to have the expertise of a person whose primary responsibility is detecting and
investigating fraud.” Internal auditors also have the opportunity to evaluate fraud risks and
controls and to recommend action to mitigate risks and improve controls. Specifically, the
[IA Standards require internal auditors to assess risks facing their organizations. This risk
assessment is to serve as the basis from which audit plans are devised and against which
internal controls are tested. The IIA Standards require the audit plan to be presented to and
approved by the audit committee (or board of directors where no audit committee exists).
The work completed as a result of the audit plan provides assurance on which
management’s assertion about controls can be made.

Internal audits can be both a detection and a deterrence measure. Internal auditors can
assist in the deterrence of fraud by examining and evaluating the adequacy and the
effectiveness of the system of internal control, commensurate with the extent of the
potential exposure or risk in the various segments of the organization's operations. In
carrying out this responsibility, internal auditors should, for example, determine whether:

e The organizational environment fosters control consciousness.



Realistic organizational goals and objectives are set.
Written policies (for example, a code of conduct) exist that describe prohibited
activities and the action required whenever violations are discovered.
Appropriate authorization policies for transactions are established and maintained.
Policies, practices, procedures, reports, and other mechanisms are developed to
monitor activities and safeguard assets, particularly in high-risk areas.

e Communication channels provide management with adequate and reliable
information.

e Recommendations need to be made for the establishment or enhancement of
cost-effective controls to help deter fraud.

Internal auditors may conduct proactive auditing to search for corruption, misappropriation
of assets, and financial statement fraud. This may include the use of computer-assisted
audit techniques to detect particular types of fraud. Internal auditors also can employ
analytical and other procedures to isolate anomalies and perform detailed reviews of
high-risk accounts and transactions to identify potential financial statement fraud. The
internal auditors should have an independent reporting line directly to the audit committee,
to enable them to express any concerns about management’'s commitment to appropriate
internal controls or to report suspicions or allegations of fraud involving senior
management.

Independent Auditors

Independent auditors can assist management and the board of directors (or audit
committee) by providing an assessment of the entity’s process for identifying, assessing,
and responding to the risks of fraud. The board of directors (or audit committee) should
have an open and candid dialogue with the independent auditors regarding management’s
risk assessment process and the system of internal control. Such a dialogue should include
a discussion of the susceptibility of the entity to fraudulent financial reporting and the
entity’s exposure to misappropriation of assets.

Certified Fraud Examiners

Certified fraud examiners may assist the audit committee and board of directors with
aspects of the oversight process either directly or as part of a team of internal auditors or
independent auditors. Certified fraud examiners can provide extensive knowledge and
experience about fraud that may not be available within a corporation. They can provide
more objective input into management’s evaluation of the risk of fraud (especially fraud
involving senior management, such as financial statement fraud) and the development of
appropriate antifraud controls that are less vulnerable to management override. They can
assist the audit committee and board of directors in evaluating the fraud risk assessment
and fraud prevention measures implemented by management. Certified fraud examiners
also conduct examinations to resolve allegations or suspicions of fraud, reporting either to
an appropriate level of management or to the audit committee or board of directors,
depending upon the nature of the issue and the level of personnel involved.



OTHER INFORMATION

To obtain more information on fraud and implementing antifraud programs and controls,
please go to the following Web sites where additional materials, guidance, and tools can
be found.

American Institute of Certified Public Accountants www.aicpa.org

Association of Certified Fraud Examiners www.cfenet.com
Financial Executives International www.fei.org
Information Systems Audit and Control Association  www.isaca.org

The Institute of Internal Auditors www.theiia.org
Institute of Management Accountants www.imanet.org
National Association of Corporate Directors www.nacdonline.org

Society for Human Resource Management www.shrm.org



Attachment 1: AICPA "CPA's Handbook of Fraud and Commercial Crime Prevention,”
An Organizational Code of Conduct

The following is an example of an organizational code of conduct, which includes
definitions of what is considered unacceptable, and the consequences of any breaches
thereof. The specific content and areas addressed in an entity’s code of conduct should be
specific to that entity.

Organizational Code of Conduct

The Organization and its employees must, at all times, comply with all applicable laws and
regulations. The Organization will not condone the activities of employees who achieve
results through violation of the law or unethical business dealings. This includes any
payments for illegal acts, indirect contributions, rebates, and bribery. The Organization
does not permit any activity that fails to stand the closest possible public scrutiny. All
business conduct should be well above the minimum standards required by law.
Accordingly, employees must ensure that their actions cannot be interpreted as being, in
any way, in contravention of the laws and regulations governing the Organization’s
worldwide operations.

Employees uncertain about the application or interpretation of any legal requirements
should refer the matter to their superior, who, if necessary, should seek the advice of the
legal department.

General Employee Conduct

The Organization expects its employees to conduct themselves in a businesslike manner.
Drinking, gambling, fighting, swearing, and similar unprofessional activities are strictly
prohibited while on the job.

Employees must not engage in sexual harassment, or conduct themselves in a way that
could be construed as such, for example, by using inappropriate language, keeping or
posting inappropriate materials in their work area, or accessing inappropriate materials on
their computer.

Conflicts of Interest

The Organization expects that employees will perform their duties conscientiously, honestly,
and in accordance with the best interests of the Organization. Employees must not use
their position or the knowledge gained as a result of their position for private or personal
advantage. Regardless of the circumstances, if employees sense that a course of action
they have pursued, are presently pursuing, or are contemplating pursuing may involve
them in a conflict of interest with their employer, they should immediately communicate all
the facts to their superior.

Outside Activities, Employment, and Directorships

All employees share a serious responsibility for the Organization’s good public relations,
especially at the community level. Their readiness to help with religious, charitable,
educational, and civic activities brings credit to the Organization and is encouraged.



Employees must, however, avoid acquiring any business interest or participating in any
other activity outside the Organization that would, or would appear to:

e Create an excessive demand upon their time and attention, thus depriving the
Organization of their best efforts on the job.

e Create a conflict of interest—an obligation, interest, or distraction—that may interfere
with the independent exercise of judgment in the Organization’s best interest.

Relationships With Clients and Suppliers

Employees should avoid investing in or acquiring a financial interest for their own accounts
in any business organization that has a contractual relationship with the Organization, or
that provides goods or services, or both to the Organization, if such investment or interest
could influence or create the impression of influencing their decisions in the performance of
their duties on behalf of the Organization.

Gifts, Entertainment, and Favors

Employees must not accept entertainment, gifts, or personal favors that could, in any way,
influence, or appear to influence, business decisions in favor of any person or organization
with whom or with which the Organization has, or is likely to have, business dealings.
Similarly, employees must not accept any other preferential treatment under these
circumstances because their position with the Organization might be inclined to, or be
perceived to, place them under obligation.

Kickbacks and Secret Commissions

Regarding the Organization’s business activities, employees may not receive payment or
compensation of any kind, except as authorized under the Organization’s remuneration
policies. In particular, the Organization strictly prohibits the acceptance of kickbacks and
secret commissions from suppliers or others. Any breach of this rule will result in immediate
termination and prosecution to the fullest extent of the law.

Organization Funds and Other Assets

Employees who have access to Organization funds in any form must follow the prescribed
procedures for recording, handling, and protecting money as detailed in the Organization’s
instructional manuals or other explanatory materials, or both. The Organization imposes
strict standards to prevent fraud and dishonesty. If employees become aware of any
evidence of fraud and dishonesty, they should immediately advise their superior or the Law
Department so that the Organization can promptly investigate further.

When an employee’s position requires spending Organization funds or incurring any
reimbursable personal expenses, that individual must use good judgment on the
Organization’s behalf to ensure that good value is received for every expenditure.

Organization funds and all other assets of the Organization are for Organization purposes
only and not for personal benefit. This includes the personal use of organizational assets,
such as computers.



Organization Records and Communications

Accurate and reliable records of many kinds are necessary to meet the Organization’s legal
and financial obligations and to manage the affairs of the Organization. The Organization’s
books and records must reflect in an accurate and timely manner all business transactions.
The employees responsible for accounting and recordkeeping must fully disclose and
record all assets, liabilities, or both, and must exercise diligence in enforcing these
requirements.

Employees must not make or engage in any false record or communication of any kind,
whether internal or external, including but not limited to:

e False expense, attendance, production, financial, or similar reports and statements
e False advertising, deceptive marketing practices, or other misleading
representations

Dealing With Outside People and Organizations

Employees must take care to separate their personal roles from their Organization
positions when communicating on matters not involving Organization business. Employees
must not use organization identification, stationery, supplies, and equipment for personal or
political matters.

When communicating publicly on matters that involve Organization business, employees
must not presume to speak for the Organization on any topic, unless they are certain that
the views they express are those of the Organization, and it is the Organization’s desire
that such views be publicly disseminated.

When dealing with anyone outside the Organization, including public officials, employees
must take care not to compromise the integrity or damage the reputation of either the
Organization, or any outside individual, business, or government body.

Prompt Communications

In all matters relevant to customers, suppliers, government authorities, the public and
others in the Organization, all employees must make every effort to achieve complete,
accurate, and timely communications—responding promptly and courteously to all proper
requests for information and to all complaints.

Privacy and Confidentiality

When handling financial and personal information about customers or others with whom the
Organization has dealings, observe the following principles:

1. Collect, use, and retain only the personal information necessary for the
Organization’s business. Whenever possible, obtain any relevant information directly
from the person concerned. Use only reputable and reliable sources to supplement this
information.



2. Retain information only for as long as necessary or as required by law. Protect the
physical security of this information.

3. Limit internal access to personal information to those with a legitimate business
reason for seeking that information. Use only personal information for the purposes for
which it was originally obtained. Obtain the consent of the person concerned before
externally disclosing any personal information, unless legal process or contractual
obligation provides otherwise.



Attachment 2: Financial Executives International Code of Ethics Statement

The mission of Financial Executives International (FEI) includes significant efforts to
promote ethical conduct in the practice of financial management throughout the world.
Senior financial officers hold an important and elevated role in corporate governance. While
members of the management team, they are uniquely capable and empowered to ensure
that all stakeholders’ interests are appropriately balanced, protected, and preserved. This
code provides principles that members are expected to adhere to and advocate. They
embody rules regarding individual and peer responsibilities, as well as responsibilities to
employers, the public, and other stakeholders.

All members of FEI will:

1. Act with honesty and integrity, avoiding actual or apparent conflicts of interest in personal
and professional relationships.

2. Provide constituents with information that is accurate, complete, objective, relevant,
timely, and understandable.

3. Comply with rules and regulations of federal, state, provincial, and local governments,
and other appropriate private and public regulatory agencies.

4. Act in good faith; responsibly; and with due care, competence, and diligence, without
misrepresenting material facts or allowing one’s independent judgment to be subordinated.

5. Respect the confidentiality of information acquired in the course of one’s work except
when authorized or otherwise legally obligated to disclose. Confidential information
acquired in the course of one’s work will not be used for personal advantage.

6. Share knowledge and maintain skills important and relevant to constituents’ needs.

7. Proactively promote ethical behavior as a responsible parther among peers, in the work
environment, and in the community.

8. Achieve responsible use of and control over all assets and resources employed or
entrusted.



