Google Security

e From your Google inbox or account, Click on your ®ncive v @ @ | BEAESE ()
user identifier in the upper right. Google Account
e Select Manage your Google Account mikolm@bpsnebr.org

Managed by bpsrets or

@ Home
e From the Index on the left, 2] Personalino "
choose Security 2 Preseneey s Mk
e Select Signing in to Google - .
22 People & sharing Manage your Google Account
change Password E Payments & subscriptions
e Select the Right Arrow by © o Password

e Enter current Password

20 xTD

Choose a strong password and dont reuse it for other accounts. Learn more.

Password Last changed May 12, 2017 > Chang gn you out of all your devices, including your phone. You will need to enter
ur new passwerd on all your devices
2-Step Verification @ off >
. New password
e Enter and confirm your new password -

e Hit Change Password Button

your pet's name. Why?

2 Step Verification e ®

e Select the “2 Step Verification” arrow. It
defaults to off.
o If you want to change verification methods it will show as on - hit the arrow.

e Enter Password

Note - Google prompts are the Default 2nd Step. They are sent to phones you are signed into with your
BPS Google Account.
e A message will come to your phone asking if it was you trying
to sign in - tap yes. OR no if it wasn't you « 2-Step Verification

e Next screen, you should see your phone.
e Continue

Use your phone as your second step to sign in

After you enter your password, Google prompts are securely sent to every phone where you're
signed in. Just tap the notification to review and sign in.

These devices can get prompts
I Galaxy $21 56

Donit see your device?

Show more options



e Next screen - enter Phone number - probably should be your Cell
phone so you can get a text anywhere. If you add a regular phone,
it will call you with the information needed, but you need to be by
that phone.

o Select how to receive the code
o Hit Send
o You will get a text =
message on your phone
o Enter the code from the
message Gocsleuat st et essage ks vefcation code 0 (402) 238-3578
o Hit NEXT P =3
e Select Turn on

& 2-Step Verification

Almost there! Add a backup option

Google will anly use this number for account security.

Message and data rates may apply.

How do you want to get codes?

Confirm that it works

(®) Textmessage () Phone call

Didn't get it? Resend

B

Turn on 2-Step Verification?

Second step: Google prompt (default)
Backup option: Voice or text message

You'll stay signed in to CRabstejnek@bpsnebr.org on these devices: Galaxy $21 56

You might be signed out of your other Gevices. To sign back in, you'l need your password and
second step.

TURN ON

Check Devices you are signed in to.

Sometimes you may get an email
saying someone has signed into your o S TR TS e
Google Account.
e Always change your password if
you think something fishy might

®

Home

[

0

ﬁ Security

; Recovery phone (402) 239-
2% People & sharing
be happenlng' = Payments & subscriptions Recovery email crabstejne
e Check what devices you are
. . . . ® About

signed in a.nd. sign oufc if ne.eded. R— -
o Wh'le n Secur'ty, Flnd You're currently signed in to your Google Account on acce
these devices G
"Your devices" | by
. Windows tive. Re

o Se|eCt Manage DeV|CeS ﬂ Nebraska, USA o

& This device

Galaxy 521 56 L
. United States - 2:42 PM

Windows

United States - Dec 14

aeny
+11 more
{® Find alost device Leil
Manage devices Manag
Privacy _Terms__ Heln__ Ahout

\ttpsi//myaccount.gaogle com/device-activity?continue= https¥%3A%2F%2F myaccount. google.com3%2Fsecurity



This screen shows the devices you are signed in
to.

Select View Details

You can Sign out from this screen if this is a
device you do not recognize.

For more information or to see the IP of the
devices, select the links MOre info. or Show IP
address.

Galaxy 5215G
l United States
- 16 minutes ago

First sign-in: Feb 28

t:-:| Sign out @ Find device Don't recognize this device?

RECENT ACTIVITY

=  United States 9 hours ago

Locations are appraximate based on IP eddrede. Mare info - Show P addreas

BROWSERS ¥OU'RE SIGMED IN ON

& chrome

< Your devices

Where you're signed in

You're currently signed in to your Google Account on these devices. Learn more

Windows

AD-CRabstejnek

Nebraska, US

A

@ This device

More details

Apple iPad

United States
Dec 10

More details

Galaxy $21 5G

United States
15 minutes ago

gugck found

Chrome 08

United States
Jul 14

Inactive for 155 days

More details

iPad
United States
Dec 10

More details

iPad

United States
May 14

More details



Ipad

If you have issues with your iPad not being able to access your Google Account - try this:

e Create an App Password for your iPhone or iPad
An App Password allows 2-Step Verification users to access their account from apps or devices that
do not support verification codes.

o Note: If you have iOS 8.3 or higher on your device, you will no longer have to use App
passwords to use 2-Step Verification.
Go to the App Password Page - Click HERE
You may be asked to sign in to your Google Account.

e At the bottom, click Select app and s i R i
choose the app you’re using, for
example, "Mail".

e Click Select device and choose
uiPhoneu or uipadn Selectapp ~ an my Select device -

e Click Generate.

o It will generate a 16 character code

e Click DONE

Mail on my iPad 12:27 PM 12:28 PM REVOKE

e On youriPad:
o Go to Settings > Mail, Contacts, Calendars.
o Select your Google Account from the list.
o Click Account.
o When it asks for your Google Password, enter your App Password in the password field
instead of your actual Google Password
m Note: If you have iOS 8.3 or higher on your device, you will no longer have to use App
passwords to use 2-Step Verification.


https://support.google.com/accounts/troubleshooter/3141849?hl=en

