BAI 9. AN TOAN THONG TIN TREN INTERNET

1. Tac hai va nguy co khi sir dung Internet
Khi tham gia vao méi trudng mang, nguoi dung c6 thé gap phai nhiéu rui ro:

Tiép xuc ndi dung doc hai: Cac thong tin sai 1éch, ltra ddo, bao luc, hodc khong phu hop véi lra
tudi co thé xuat hién trén cac trang web hodc mang xa hoi.

Mat an toan thong tin ca nhan: Thong tin nhu ho té€n, ngay sinh, dia chi, so6 di¢n thoai, mat
khau c6 the bi ké xau danh cap va stir dung vao muc dich xau néu chia sé bura bai.

Bi lira ddo trén mang: Nhiéu hinh thirc Iira déo tinh vi (vi du: thong bao trung thuong, kéu goi
tur thién gia mao) nham chiém doat tai san hoac thong tin.

Lay nhiém phan mém dc hai: M¢ cac t¢p dinh kém hodc nhap vao céc lién két dang ngo cod
thé lam may tinh bi nhiém virus, ma ddc.

2. Quy tac s dung Internet an toan va lanh manh
Dé bao v¢ ban than trude cac nguy co trén, hoc sinh can tuan thu cac quy tac sau:

Bio vé thong tin c4 nhan: Chi chia sé thong tin ca nhan véi nguoi dang tin ciy (cha me, thay
cd). Tuyét ddi khong cung cap mat khau hodc thong tin tai khoan ngan hang cho ngudi la.

Canh giac véi nguoi la va thong tin la: Khong két ban, tro chuyén hodc mé cac lién két, tép tin
tr nhitng nguoi khong quen biét. Luon kiém tra chéo thong tin trude khi tin tuong.

Sir dung mit khau manh va bao mat: Dat mat khau dai, c¢6 ca chit hoa, chit thuong, sé va ky
tu dac biét; khong dung chung mdt mat khau cho nhiéu tai khoan.

Tuan thi quy dinh: Str dung Internet dudi sy giam sat cua cha me¢ hodc nguoi 1on c6 trach
nhiém.

Tim Kkiém sw gitip d6: Bao ngay cho ngudi than, thay c6 hodc ngudi 16n tin cay néu gip bat ky
ndi dung hodc tinh huong dang lo ngai nao trén mang.



BAI TAP
Céu 1 [B, NLa] Tinh hudng nao sau diy la nguy co mét an toan thong tin trén Internet?
A. Tai mot bai hat tr mdt trang web chinh thirc, dang tin cdy.
B. M6 mot tép dinh kém tir email ctia nguoi la thong bao trung thudng.
C. Tra ctru thong tin bai hoc trén Google.
D. Sir dung phan mém diét virus dd mua ban quyén.

e Dap an + Giai thich: B. Tép dinh kém tu nguoi la, dac biét 1a kém thong bao trang
thuong, thuong chira virus hodc phan mém ddc hai.

Cau 2 [B, NLa, NL s6 3.2.TC2a] Mat khiu nao sau diy dwoc coi 1a Mat khiu manh?
A. 12345678

B. antoi2006

C. AnToan@2025!

D. Password

e Dap an + Giai thich: C. Mat khau nay dai (trén 8 ki tw) va két hop dii chit hoa, chi
thuong, s6 va ki hi€éu dac biét (!@).

Cau 3 [H, NLa] Hanh dong nao sau day giup em giir an toan thong tin ca nhan trén mang?
A. Chia sé¢ mat khau tai khoan hoc tryc tuyén véi ban than.

B. Cung cép s6 dién thoai ca nhan khi dugc nguoi la nhén tin hoi.

C. Thudng xuyén thay d6i mat khau va khong sir dung chung mot mat khau cho nhiéu tai khoan.
D. Tat tinh nang bao mat hai 16p.

e Dap an + Giai thich: C. Viéc thudng xuyén thay d6i va khong dung chung mat khau
gitp giam thiéu rui ro bi mat cap tai khoan.
Ciu 4 [H, NLa, NL 56 5.2.TC1a] Tai sao chiing ta nén sir dung tinh ning "Bzo cao"
(Report) khi bi ngwdoi khac quay roi trén mang xa hoi?
A. Vi bdo céo s& gitp ngudi quiy rdi bi phat.
B. Vi bao cdo 1a cach dé thé hién su tic gian.
C. Vi bo céo 1a mot cach phan hoi hanh vi truc t}lyén khong phu hop, gitp nén ting mang xa
hoi xur 1i tai khoan do, bao vé ban than va cong dong.
D. Vi bao c4o giup minh biét thém thong tin vé nguoi quay ri.
e Dap an + Giai thich: C. Day la hanh vi 6 trach nhiém, chu dong bao vé minh va cong
dong.
Cau 5 [B, NLa] Thong tin ca nhan bao gdm ca ho tén, ngay sinh, dia chi, sb dién thoai, vi
vay, cin phai bao vé tit ca cac thong tin nay.



e Dap an + Giaii thich: DUNG. Day 1a céc thong tin nhay cam, can duoc bao vé tuyét ddi.

Céu 6 [H, NLa, NL s6 3.2.TC2a] Viéc sir dung mat khiu ngin va dé nhé (nhuw tén cia
minh) gitip em truy cip nhanh hon va van dam bdo an toan néu chi dung dé hoc tap.

e Dap an + Giai thich: SAL Mat khau ngin va d& doan 1a mat khau yéu, khong an toan.

Céu 7 [V, NLa] Khi nhin dwoc mdt email tir ngan hang, yéu cAu em nhép lai thong tin diing
nhip va mit khau, em nén lam theo ngay deé tranh bj khéa tai khoan.

e Dap an + Giai thich: SAL DAy 1a d4u hiéu ciia hanh vi lira dao (Phishing), can phai kiém
tra lai bang cach goi dién tryc tiép hodc truy cdp trang web chinh thire, tuyét doi khong
cung cap mat khau qua email.

Ciau 8 [V, NLa, NL s 5.2.TC1a] Khi bi ban bé cung 16p bit nat hoic quiy roi trén mang xi
héi, em nén sir dung tinh ning (1) dé ngin chin va phan hoi hanh vi khong phu hgp dé.

e Tir khoa ggi y: Béo cdo, Chan, Chia sé, Lo di, Phét 1o

e Dap an + Giii thich: (1) Chin. Hanh dong Chan ngudi quay ri 1a budc tryc tiép, ngay
1ap tirc d€ bao v€ minh.

Cau9 [V, NLa, NL 50 3.2.TC2a] Pé tao mot mit khau manh, em nén két hop chir cdi hoa,
chir cai thudng, so va (1).

e Tir khoa ggi y: Dia chi, Ki hi¢u dac biét, Tén thi cung, Tén truong, Ngay sinh
e Dap an + Giai thich: (1) Ki hi¢u dac biét.

Céu 10 [V, NLa] Mot trong nhirng quy tac co bén dé giir an toan 1a khong dworc (1) cac thu
dién tir va tép dinh kém khong ré nguon goc.

e Tir kho4 goi y: Gui, M6, Tra 101, Tai xuéng, Chuyén tiép

e Dap an + Giai thich: (1) M6. Hanh dong M¢ cac tép nay co nguy co cao nhat khién thiét
bi bi nhiém virus hoac phan mém dc hai.



