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1
MO DAU

Su phat trién khong ngimg cua khoa hoc cong nghé, dic biét 1a tbc do bung phat
manh mé& ctia cong nghé thong tin di khién cho Internet tré thanh mot cong cu hitu ich
khong thé thiéu trong doi séng hién nay. Khong chi 13 kho tai nguyén thong tin khong 15,
Internet con cung cap cho ngudi sir dung cac cong cu khai thac thong tin tién loi, nhanh
chong va hién dai. Mot trong s6 cac dich vu mang dugc nguoi dung sir dung rong rai nhat 1a
dich vu thu dién tir (e-Mail). Dich vu nay cho phép nguoi str dung trao doi thu tin mét cach
dé dang, dong thoi c6 thé phd bién kién thirc, thong tin, théng bao vé ndi dung chinh sach
clia mot van dé trong modt co quan, to chirc... V&i tinh chat dé sir dung, khong phu thudc
vao khong gian va thoi gian, thu dién tir da tré thanh mot phuong tién trao doi thong tin

quan trong do1i véi nhiéu nguoi.

Cung vé6i sy phat trién tién loi cua Internet, viéc 1y cip thong tin, thAm nhap bat hop
phap, pha hoai thong qua Internet ciing gia ting vé s luong, loai hinh va k¥ thuat. Bén canh
d6, cac d6i tuong co tu twong chinh tri cuc doan, cac thé luc phan dong & trong nudc va
ngodi nude tan dung triét dé nhitng kha ning ctia mang Internet dé phuc vu cho muc dich
tuyén truyén, phat tan tai liu phan dong va thuc hién cac hanh vi phan dong khac nhim
chéng pha nha nudc cong hoa xa hdi chu nghia Viét Nam. Do do, viéc d4u tranh chéng cac
hoat dong st dung cac dich vu trén mang phuc vu cho muc dich x4u d3 trd thanh mot yéu

cau cap thiét ctia lyc luong Cong an.

Trude nhu cau thuc té do, toi da nghién ctru va manh dan chon dé tai: “Nghién cuu
xdy dung hé théng loc néi dung thw dién tiv givi theo giao thirc SMTP” 1am bao cdo tot
nghiép nhim dé xuat mot giai phap kiém soat cac ndi dung cua thu dién tir guri di trén mang

Internet.
Muc tiéu ciia dé tai

X4y dung hé thong loc nhim tim ra nhitng thu duoc guri trén mang Internet theo giao

thirc SMTP ¢6 ndi dung lién quan dén cong tac nghiép vu Coéng an can quan tim; dé phuc

vu yéu cu nghiép vu trong luc luong.

Pham vi nghién ciru
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Nhitng thu c6 nd1 dung li€én quan dén cac van dé ma cong tac Cong an quan tam (nodi

dung cua buc thu dugc guri co thé hién thi dudi dang text .doc, .docx, .pdf, .txt...; thu cé ndi
dung thudc cac dia chi can theo dbi va nhitng cum tir ma cong tac nghiép vu coéng an phai

quan tam...).
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2
Gidi han ndi dung nhimng thu duoc viét bang ngdn ngir tiéng Viét véi cac loai font
chir tiéng Viét hién c6 (TCVN3, Unicode, VNI, UTFS...). Dong thoi, thu duge gui di trén
mang theo giao thirc SMTP.

Phwong phap nghién ciru

- Nghién ctru mét thu dugc giri theo giao thitc SMTP dé phan tach ra cac phan trong
ndi dung buc thu nhu: dia chi gui, nhan, chu dé burc thu, ndi dung buc thu, céc file van ban
dinh kém... Trén co s d6 st dung phuong phép so sanh da chudi (multi matching) dé tim
kiém cac cum tir cAn quan tim va dbi sanh dé xay dung chinh sach loc theo yéu cau nghiép

vu.
- Nghién ctru cac font chit tiéng Viét va phuong phap chuyén d6i cac font chit,

tir d6 chuyén do6i cac font chir sang mot font tiéu chuan rdi 4p dung phuwong phap tim kiém

va so sanh da chudi thuc hién viéc loc ndi dung thu.

Ngoai phan 101 m¢ dau, két luan, tai liéu tham khao va phu luc, luan van duoc chia

thanh 3 chuong:

Chojong 1: Tong quan vé hé thong thoy dién tir

Chuong ndy nodi vé ciu triic ciia mot thu dién tir, mot hé thong thu tin dién tir va cac
giao thirc dugc str dung cho dich vu thu dién tir. Ngoai ra, chuong nay cling gidi thi€u giao
thirc SMTP, di sau vao nghién ctru viéc giri mdt thu dién tir qua giao thie SMTP, nghién

ctru proxy cho SMTP.

Chojong 2: Phojong phap va cac ky thuit sir dung cho hé thong loc ndi dung

thoy dién tir

Chuong nay trinh bay vé nhitng thong tin can kiém soat d6i véi mot thu dién tir;
mdt sb bién phap kiém soét ndi dung thu dién tur; cac ky thuat st dung dé phuc vu cho viéc
loc thu: k¥ thuat tim kiém, so sanh chudi (multi matching), xir Iy phong tiéng Viét (Unicode,

TCVN3,VNI, UTFS...)
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Chojong 3: Loc ni dung thoy dién tir giri theo giao thirc SMTP

Chuong nay dé xuit phuong phép loc v& mé hinh, xay dung hé thdng loc ndi dung

thu dién tur gui theo giao thire SMTP.
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Chojong 1- TONG QUAN VE HE THONG THQ] PIEN TU
1.1 Ly thuyét chung vé thoj dién tir

Hé thong thu dién tir cho phép ngudi dung trao d6i thu dién tir voi nhau. Hé thong
nay bao gébm mot hodc nhiéu may chu thu tin (mail server), trén d6 c6 cai dat mot phan
mém mail server dé quan 1y tai khoan cuia nguoi dung, thuc hi¢n viéc trao doi thu gifra

nhirng ngudi dung va trao d6i thu véi cac may chu thu tin khac.

1.1.1 Céu triic mét hé théng thw dién tiv

MUA

MTA SMTP (via Internet ) e giri
chyyen tiep e
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A 4 e
System SMTP 7
Call ( Direct connection )
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331‘1 ------------ A'g-e &t
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System

cuc bo ’ Hop thu MUA
Viét
System Call

Hinh 1.1: M6 hinh mt hé thong thoy tin dién tir

Pé thyc hién viéc trao d6i thu voi ngudi ding, gitta may chu (mail server) va cac
may khéach (mail client) thong nhét sir dung chung mot bo giao thirc giri va nhan thu, trong
d6 co quy dinh cu thé vé cong 1am viéc, quy trinh thao tac, cac cau lénh trao d6i, cdu tric
ctia thu dién tir... Hinh 1.1 trinh bay mé hinh mot hé thong thu tin dién tir véi giao thirc giri

thu SMTP va giao thitc nhan thu POP hoac IMAP.
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Hé théng nay bao gdm bdn phan tir chinh: MUA (Mail User Agent), MTA (Mail
Transfer Agent), MDA (Mail Delivery Agent), MRA (Mail Retrieval Agent).
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Mail User Agent (MUA): 1a chuong trinh phan mém ciia may client dugc
ngudi dung sir dung dé giri, nhan, soan thao, xir 1y thu dién tu.
Mail Tranfer Agent (MTA): 1a mot chuong trinh thu cia méay chu, cho phép
truyén tai thu dién tir tir may nay sang may khac.
Mail Delivery Agent (MDA): 1a chuong trinh ma MTA sir dung dé chuyén

thu vao hop thu ctua ngudi dung hodc dé truyén tai thu toi mot MTA khac. Mdi MTA sir dung

mot hodc nhiéu MDA, méi MDA dugc st dung cho mot loai yéu cau phan phat thu riéng.

Mail Retrieval Agent (MRA): 1a mot chuong trinh hodc mot dich vu ¢6 chirc

nang ly thu dién tir vé tir mot hop thu trén mot may chu & xa va dua chung t6i mot MUA. Cac
MRA truy van cac thu va cac phan header tir nhimg hop thu & xa va phan phat chung t6i cac

MUA trén may cua nguodi dung.

1.1.2 Céu triic mét thw dién tiv
Thu dién tir thuong c6 hai phan chinh: phan dau (Header) va phan than (Body) 1a van
ban chra nd1 dung cua thu. Khi gui di, toan bd thu di¢n tor dugc gbdi trong ndi dung
(content). Ngoai ra, hé thong thu con tao thém mot phan nita duoc goi 14 bi thu (envelope),
phan nay chira cac thong tin can thiét cho viéc chuyén thu dén noi nhan. Hinh 1.2 trinh bay

cau trac mot thu dién tur.

Bi thop /

Tiéu deé

Phin Noi dung

than
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Hinh 1.2: CAu tric ciia mt thoj dién tir
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5
1.1.3 Mgt s6 giao thirc siv dung dé givi va nhgn thw dién tiv

Hé thong Mail duge xdy dung dya trén mot sd giao thirc: Simple Mail Transfer
Protocol (SMTP), Post Office Protocol (POP), Multipurpose Internet Mail Extensions
(MIME) va Interactive Mail Access Protocol (IMAP ) dugc dinh dang trong RFC 1176 la
mot giao thirc quan trong dé thay thé POP, nd cung cap nhiéu co ché tim kiém vin ban, phan

tich message tir xa ma ta khong tim thiy trong POP.

1.1.3.1 Mot sb giao thic sir dung dé giri thu dién tir
1.1.3.1.1 Giao thirc SMTP (Simple Mail Transfer Protocol)

SMTP 1a giao thtc tin cdy, chiu trach nhiém phan phat thu dién tr. N6 chuyén thu
dién tir tir hé théng mang nay sang hé thong mang khac, chuyén thu trong hé thong mang

n6i bo. Giao thirc nay s& duogc trinh bay cu thé & phan Xdy dung proxy cho SMTP.

1.1.3.1.2 Giao thirc X.400

X.400 1a giao thuc duge ITU-T va ISO dinh nghia va da dugc trng dung rong rai &
Chau Au, Canada. X.400 cung cap tinh ning diéu khién va phan phdi e-Mail, sir dung dinh

dang nhi phan, do d6 khéng can ma hoéa ndi dung khi phan phat thu trén mang Internet.

1.1.3.2 Mot sd giao thirc s dung dé nhan thu dién tu

C6 hai giao thirc chinh thuong duoc dung boi cac ing dung méy thu khach dé truy
cap thu tin tr cac may chu: Post Office Protocol (POP) va Internet Message Access Protocol

(IMAP).

1.1.3.2.1 Giao thirc POP

POP 14 giao thirc duoc thiét két dé hd tro tién trinh thu “offline”, trong tién trinh nay
thu dugc phan phat t61 mot may chi. Mot may tinh cd nhan nguoi dung goi dinh ky mot
chuong trinh thu khach dugc két ndi téi may chi va tai tat ca thu treo do t6i may tinh cua
nguoi dung. Céch truy cap offline 1a mot loai dich vu store-to-forward, dugc st dung dé
chuyén thu (theo don dit hang) tir may chi thu (vi tri dwa vé) téi may cta ngudi doc thu,

thuong 1a mdt PC hodac Mac.

1.1.3.2.2 Giao thirc IMAP (Internet Message Access Protocol)

IMAP 1a moét giao thuc chuan cho viéc truy cap thu dién tr tor may chu thu cuc bg.

N6 1a mét giao thirc chi/khéch trong d6 thu dién tor dugc nhén va duy tri boéi may chu thu.
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Véi nhitng yéu cau nay chi mot trao doi dir liéu nho lam viéc t6t tham chi qua mdt két noi

cham nhu 12 mét modem. Chi khi nguoi dung yéu cau doc mdt thu dién tir cu thé thi né s&
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6

dugce tai vé tir may chu thu d6. Nguoi dung co thé tao va ché tac cac thu muc hodc cac hop

thu trén may chu, x6a nhiing tin nhan...

1.2 Giao thitxc SMTP
1.2.1 Gidi thigu co bin vé SMTP

SMTP (Simple Mail Transfer Protocol) 14 giao thirc quy dinh viéc truyén thu chi yéu
trén Internet, dugc st dung nhu mot co ché chung cho viée chuyén tai thu dién tir gitra cac
may tinh véi nhau trong giao thitc TCP/IP. Khi mét tién trinh SMTP thuc hién, SMTP client
md& mot két ndi TCP téi mot tién trinh SMTP server nam trén mot may chu & xa va cb gang

dé giri mail thong qua két n6i. SMTP server lang nghe mot két néi TCP trén mot cong 25.

| SMTP SM1
Nguoi
SMTP
dung ) Cbmmand —
khéch S chu He
«— «—p] HE
Hé And N )
thong
thong
SMTP khach SMTP chu

Hinh 1.3: M6 hinh truyén thoy sir dung giao thirc SMTP
Khi SMTP client c6 mét thong diép duoc truyén di, né thiét 1ap mot kénh truyén hai
chiéu t6i mot SMTP server. Trach nhiém ctia SMTP client 1 chuyén giao nhiing thong diép
thu cho mot hodc nhiéu SMTP server (hodc bao nhitng 15i sai khi thuc hién).
Hoat ddng ciia giao thirc SMTP trong hé thong thoy dién tir

Mdi quan hé giita SMTP va hé thong thu dién tir dwoc trinh bay trong hinh 1.4

User User
! !
\ Operating System | | Operating System |
j) 11
\ Local Mail System | | Local Mail System ]
I I ! !
Client Server Client Server
SMTP SMTP SMTP SMTP
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Hinh 1.4: Hoat dong ciia giao thirc SMTP trong hé thong thoj dién tir
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Client lién quan dén thu di, Server lién quan dén nhan thu. Hé théng thu cuc bo chira

hop thu (mailbox) ctia mdi user. Mailbox ¢6 2 phan: phan cuc bd va phan toan cuc.

Sau khi thao birc thu trong khudn dang chuin, hé thong thu cuc bo xac dinh tén ngudi
nhan & hop thu cuc bo hay phai gui ra ngoai. Dé burc thu duoc gui di, Client SMTP phai biét
dja chi IP cta noi nhan thong qua DNS va giri qua cong dia chi SMTP (25) dé bat dau thiét
lap két ndi server SMTP noi nhan. Khi mdi ndi di duoc thiét lap, Client bat dau chuyén thu

dén Server béi cac 1énh cia SMTP.

1.2.2 Mo hinh giao thirc SMTP

Mo hinh SMTP hd tro ca hai phuong phap truyén phét thu end-to-end (khong c6 cac
MTA trung gian) va store-and-forward. Phuong phdp end-to-end dugc sit dung gilra cac
mang ndi b cia cac to chirc va phuong phap store-and-forward duoc lya chon cho cac hé

diéu hanh giira cac t6 chirc c6 mang sir dung giao thirc TCP/IP va SMTP co sd.

Mot tién trinh SMTP co ban c6 thé truyén tai thu dién tir t6i mot tién trinh khac trén
cing mot mang hodc t6i mot mang khac thong qua mot tién trinh truyén tiép hodc qua cong
nbi c6 thé t6i duoc ca hai mang. Mot md hinh don gian cac thanh phan cua hé thong SMTP

duoc trinh bay trong hinh 1.5:

UA

(User Agent)

Y

Queue jof mail
Hang doi thu
v

F ¥
v

.. SMTP Commands, Replies
MTAlient and Mail

(Mail Transfer Agent) Két nbi giao thirc
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UA

(User Agent)

User
Mailboxes

MTA Server

(Mail Transfer
Agent)

Hinh 1.5: M6 hinh giao thirc SMTP
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1.2.3 H¢ théng chuyén tiép thw theo giao thirc SMTP

Nguoi ding lam viéc v6i UA (User Agent). Viéc trao d6i thu sir dung giao thire TCP
duoc thyc hién nhd mét MTA. MTA gui truyén thu qua mang t6i cong 25 cia giao thirc
TCP cia MTA nhén. Viéc truyén thong tin gitta may chu giri va may chil nhan ¢ mang ngoai
thi viéc chuyén tiép c6 thé phirc tap (xem Hinh 1.6). Viéc thém mot MTA vao phia nguoi
gtri va mot MTA vao phia ngudi nhan, cac MTA khac thuc hién nhu may chu va may khéch,

c6 thé chuyén tiép thu dién tir qua mang.

. . May chu nhan
May chu giri User
(ngugii;n) (nguoinhan)
UA
(UserAgent)
(User Agent) UST
; Mailboxes
Queue of mail Local o
Doi thu gui
] MTA MTA
Focal Local SMTP Commands; /
MTA MTA \

] Replies and Mail Relay MTA V LCocal

J:l:héng qua Internet g MTA

Local Relay MTA t

Y
MTA J

Queue of
Queue of mail
mail
Hang doi thu
Hang doi thu

Hinh 1.6: M hinh SMTP véi cac MTA chuyén tiép
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Hé thdng cac MTA relay cho phép nhitng noi khong st dung bd giao thirc TCP/IP dé
gui thu dién tir t6i nhitng ngudi dung & nhitng noi khac c¢6 thé hodc khong thé sir dung bo

giao thirc TCP/IP.
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Sw giit tré qu4 tinh phan phat tho)
Giao thitc SMTP cho phép gir tré su phan phat, va thu dién tir c6 thé duoc giit tré tai

vi tri nguoi gui, chd nguoi nhan, hodc cac may chu trung gian.

1.3 Xay dung Proxy cho SMTP
1.3.1 Khdi niém Proxy
Proxy la mot may chu trung gian cho phép két ndi tir may ca nhan (client) t6i cac
may chi chay web trén Internet (theo nghia truc tiép), khong cho phép cac packet (goi tin)
di truc tiép giira hé thong str dung va Internet ma phai di gian tiép thong qua cac dual home

host hodc qua su két hop giita basion host (phdo dai phong ngu) va screening router.

% 050

[] . w B —a

He ., o "d.0-13

St et 8 ko

WBIJ Browser Microsctt Praxy Intzrnet Web
System Saryer Server

Hinh 1.7: M6 hinh proxy
Cac dich vu Proxy khong cho phép két nbi truc tiép, ching budc tit ca cac goi tin trén
mang phai dugc kiém tra va loc theo quy tic thich hop. Thay vi trao d6i théng tin truc tiép

voi1 dich vu thuc sy, ngudi dung phai trao doi thong tin v&i Proxy server.

1.3.2 Proxy ting irng dung
Proxy tang ung dung 1a mot may chu trung gian cho phép két ndi tir may tram khai
thac dich vu (client) téi cac may cha cung cip dich vu (server), khong cho phép cac packet
(g6i tin) di truc tiép tir client téi server ma phai di gian tiép thong qua céc proxy.
ProxyServer gidng nhu ciu ndi trung gian giita Client va Server. Khi c¢6 yéu cau két ndi

Client dén Server that, ProxyServer s& quyét dinh dap tng hay khong dap ung.

Mot dich vu proxy c6 ba bd phan riéng biét, do 1a: proxy server, proxy client, va bo
phan tich giao thirc. Trong do, proxy server lam nhiém vu chuyén cac yéu cau dugc chap

nhan cua client td1 server thuc va chuyén dap trng cua yéu cau nay téi client thuc.

Hinh 1.8 trinh bay mé hinh trao d6i thong tin giita Client va Server qua Proxy.
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Extemal

Dich vu proxy tang fng dung
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Hinh 1.8: M6 hinh trao dbi thong tin giira Client va Server qua Proxy
1.3.3 Xay dung proxy cho SMTP

SMTP proxy la proxy thudc 16p tmg dung sir dung cho dich vu thu tin dé kiém soat
thu dién tir duoc gui di qua giao thre SMTP. N6 gdm hai thanh phan thuc hién nhitng chirc
nang cach riéng biét: Proxy Server va Proxy Client. Hinh 1.9 trinh bay m¢t mo hinh proxy

cho giao thirc SMTP.

T SMTP Proxy
SMTP

A 4

A 4

Client POPIMAP,...

97 S
thuce @ l )) Server Client
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Hinh 1.9: M6 hinh hoat djng ciia SMTP Proxy
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Chojong 2- PHOJONG PHAP VA CAC KY THUAT SU DUNG CHO HE THONG
LOQC NOI DUNG THAQ] PIEN TU

2.1 Nhirng thong tin can kiém soat ciia mot thoy dién tir

Dua trén muc ti€u cua hé thong loc 1a kiém soat cac ndi dung cua mot thu dién tur

duoc giri di, nhimg thong tin can kiém so4t 1a:

bia chi nguoi gui (trong truong “from ), ngudi nhan (trong trudng “to”);

Chu d8, tiéu dé (trong trudng “Subject”);

Céc dia chi trong truong “CC” va “Bee”: day 1a trudng gdm nhiéu dia chi ngudi
nhan;

Noi dung ctia birc thu duoc viét trong phan “body” duoc ngudi gui soan thao;

— Céc file dinh kém (co thé dugc nén, md hod, hoic dé dinh dang .doc,
docx,txt,pdf....).
2.2 Mot so bién phap kiém soat ndi dung thop dién tir

2.2.1 Loc thu rac

Thir rdc (spam) 13 thu dién t, tin nhan duoc gui dén ngudi nhan ma nguoi nhan do

khong mong mudn hoic khong ¢ trach nhiém phai tiép nhan theo quy dinh ctia phap luat.

Vién dé thu rac 13 van dé gay nhirc nhéi trong x hoi trong nhitng nam gan day. Nhiéu
cong trinh nghién ctru vé phuong phap loc thu rac da duoc dau tu va tién hanh tir kha 1au.

bé danh gia hiéu qua cia mdt cong cu loc thu rac nguoi ta thuong dua trén hai d6 do sau:

False Positive — Ty 1€ thu thuong bi loc nham thanh thu rac.

False Negative — Ty 1é thu rac bi loc nham thanh thu thuong.
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Tat ca nhitng cong cu loc co gia tri ngay nay thuong st dung mot trong sé nhiing

phuong phép hoic két hop cia cac phuong phép sau:

Phuong phap loc Bayesian

Phuong phap loc SpamAssassin

Phirong phap ding danh sach trdang/den

Phwong phdp loc th rdc dimg chudi héi dap (Challenge/Response filters)

Phwong phap loc dwa vao vi tri cua cdc bo loc (Filter Placement)

Phuwong phap loc dvwa trén xac nhan danh tinh cua nguoi gui
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2.2.2 Loc theo tur khoa

Phuong phap loc theo tir khoa 1a mot phwong phép truyén thong trong viéc loc thu.
Nguoi ta dwa vao nhiing tir hay cum tir c6 trong dau dé cua thu (subject) va noi dung cua

thu dé loc. Phuong phép nay c6 vu diém la:

- Tinh thich nghi: Ngudi dung c6 thé d& dang bién d6i bd loc va thiét 1ap chinh
sach loc theo muc dich cua minh dé no co thé loc ra nhirng thu c6 ndi1 dung can quan tam dé

phuc vu muc dich cua ngudi dung.

- Tinh mé rong: phuong phap ndy ciing c6 thé st dung cho viée loc thu rac. Khi

mot thu méi dugce gui di, cac tir hay cum tir nay s€ xac dinh do 1a thu rac hay khong.

Phuong phép niy dic biét hiéu qua véi muc dich kiém soat ndi dung thong tin, dia
chi ctia thu nham phuc vu muc dich cua nguodi dung. Vi du mdt s6 thu dién tir ¢6 nhirng ndi
dung mang tinh chat phan dong nhu sau: “ban chit cudp cua cong dang Viét Nam”...
Nhing ndi dung nay can duoc kiém soat, ngan chan va tim ra ngudn gdc ngudi phat tan,

cling nhu dugc giri ¢én ngudi nhan nao.
2.3 Mt s6 thuit toan sir dung so sanh chudi (multi matching)

2.3.1 Khdi niém so sanh chuéi

So sanh chudi 1 qua trinh tim kiém mot hodc nhiéu vi tri xuét hién ctia miu
(pattern), tim kiém tir khoa trong vin ban. Phan nay s& tim hiéu va so sanh ba giai thuat co
ban trong so sanh chudi bao gdm Naive, Knutt — Morris — Pratt va Boyer — Moore. K§ thuat

nay duoc str dung dé loc ndi dung theo phuong phap loc tir khoa.
2.3.2 M5t 56 thudt todn so sanh chudi

2.3.2.1 Thuat toan Naive

Pay 1a giai thuat co ban va don gian nhat, sir dung nguyén 1y vét can dé kiém tra tat

ca cac kha nang xuat hién cua mot chuoi ky tu ¢6 trong van ban.

a|clala T;J-|r:| [n'ﬂ_na|hﬂ ajlc|alalb r:] fa|c ala h[ci
5= 6 ' §=] f’i 2 ' el %
alalb '—H;nab‘ 5lalalb — s n!b|

(@) (] (c) {d}
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Hinh 2.1: Minh hoa thuit toan Naive String Matcher
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Thuat toan Knutt — Morris — Pratt dugc trinh bay dudi day duoc cai thién, tdt on
nhiéu so v&i Naive vi tin dung dugc cac thong tin hitu ich khi tim kiém.
2.3.2.2 Thuat toan Knuth — Morris — Pratt

Thuat toan Knuth-Morris-Pratt dugc xay dung dua trén thuat toan Naive vdi y tudng

loi dung lai nhitng thong tin cta lan thir trude cho 1an sau.

[elale[v]a[bla][elala blec]bla[b| T

| 'r_.-"
= -ﬂ_a_l_hlnlblllc al!’
-

- o

L]

[B[alcbla blalblalalblec blaln] 7
X L= | =5

-
&

[a]lb[alv|al=]a] #

Ll

Hinh 2.2: Minh hoa ham tién t6 []
(a)  So sdnh mdu P = ababaca véi van ban T, cho ra két qua 5 ky tw dau tién duwoc
khép néi thanh céng. (b)Véi nhitng két qua da biét vé vin ban va 5 ky tw dieoc ghép noi, cé
thé thdy dg dich chuyén s + 1 sé khong hop 16, nhung s’ = s + 2 ¢6 kha nang hop 1é.

(c)  Théng tin hitu ich nay sé givp gidm sé lan thir, va né cé thé dwoc tinh todn bang cdch

so sanh chinh cac ky tw trong chuoi mau.

Mic du da giam dugc sb 1an so sanh trén mdi ky tu, thuat toan KMP van cd géng
kiém tra mdi ky ty mot lan. Do d6, thoi gian xur 1y chua dugc cai thién nhiéu. Piéu quan
trong 1a phai giam bot s6 ky tu can so khép. Py ciing chinh 1a ¥ tudng cta thuat toan
Boyer — Moore dugc trinh bay tiép theo.

2.3.2.3 Thuiat toan Boyer — Moore
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Thuat toan Boyer - Moore 1a thuit toan tim kiém chudi rat c6 hiéu qua trong thyc
tién, hoat dong theo quy tic kiém tra cac ky tu ciia mau tir phai sang trai va khi phat hién su

khéc nhau dau tién, thuét toan sé tién hanh dich chuyén.
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Bﬁng cach loai bo tdi da sb ky tu can so sanh, toc do xur 1y cua thuat toan BM da
dugc ting 1én dang ké. Tuy nhién, khi d6 dai ciia van ban 16n va s lugng van ban nhiéu thi
qua trinh tim kiém s& rat ton kém. Trén thuc té, rat nhiéu nghién ctru dé xudt thuat toan moi
va cai tién thuat toan cii dd dugc tién hanh nhdm giai quyét bai toan so sanh da mau. Bén
canh cac thuit toan so sanh da mau dién hinh nhu Aho — Corasick, Wu — Manber (WB)
duoc cho 1a thuat toan t6i wu hon ca trong qua trinh tim kiém va so sanh chudi. Phén tiép

theo sé trinh bay chi tiét hon vé thuit toan nay.

2.3.2.4 Thuat toan Wu — Manber
a) Gioi thiéu thudt toan:
Thuat toan WM duoc xay dung véi hai co ché 161, d6 1a co ché loc dua trén cong
nghé bam va co ché dich chuyén khéi ky tu dua trén cong nghé dich chuyén ky tu xau cia

thuat todn Boyer — Moore.

bé phuc vu viéc tinh toan do dich chuyén, giai doan tién xir 1y s€ xac dinh kich
thude cia cira s6 ddi sanh; thdng thoi thiét 14p ba bang dit liéu co ban gom bang SHIFT luu
trir khoang cach dich chuyén cua cac khéi ky tu xuét hién trong vin ban; bang HASH chura
danh sach lién két cic mau co chudi hau td gidng nhau bén trong cira s6 ddi sanh; bang
PREFIX chtra danh sach lién két cac mau c6 chudi tién t6 gidng nhau bén trong cira s6 dbi

sanh.

Qua trinh so khép miu duoc thuc hién thong qua tinh toan gia tri bam, thiét 1ap
danh sach nhitng miu c6 chudi hau té giéng nhau, sau d6 so sanh vé&i gia tri bam cua khi
ky tu bén trong cua s6 d6i sanh hién thoi. Khi mot chudi mau duge so khép, cua sb tiép tuc
duoc dich chuyén sang phai. Cong nghé dich chuyén ky ty xdu duoc tng dung dé dich
chuyén cira s6 ddi sanh, tuy nhién & day s& dich chuyén theo khdi ky tu, thay vi timg ky tu

don 1¢ nhu trong Boyer — Moore.

Nhim khic phuc anh hudéng cia cdc mau ngin, thuit toan High Concurrence Wu —
Manber (HCWM) d3 duoc dé xudt véi nhiéu cai tién dang ké. Bang cach tién hanh chia tat
ca mau thanh nhiéu bd mau khac nhau tuy theo do dai cua ching; thuat toan HCWM sau do6
lan luot xir 1y cac bo mau theo tirg cach khac nhau. Bén canh do, cau trac dir liéu doc lap

duoc str dung cho cac bd mau khac nhau di tao ra su twong tranh cao, c6 thé déng thoi xu ly
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cac bdo mau, nho do ting cuong tdc d6 so sanh mau cia HCWM, 1am cho thuat toan nay dat

hiéu suat cao hon nhiéu so véi WM.
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Chojong 3- LOC NOI DUNG CHO THAQ] PIEN TU GUI THEO GIAO THUC SMTP
Dé co thé kiém soat duoc viée gui thu dién tir qua giao thire SMTP, can phai c6 mot
hé thong loc ndi dung thu nam gitta dudng di ciia may giri thu va cic mail server. Chinh
sach loc thu dya trén viéc kiém tra céc phén envelope, content va cac file dinh kém cua thu

dién tir dé phat hién nhitng thu vi pham chinh sach bao dam an ninh an toan thong tin.

3.1 Mo hinh hé thong loc ndi dung Thoj dién tir qua giao thirc SMTP

MG hinh mét hé théng loc thu dién tir dugc trinh bay trong Hinh 3.2.

il
E-mail

Serve
Client
ﬁ FIRE WALL 1I

SMTP PROXY

ffrver Cl'jélat

Server Client

15/16 dun xtr ly font tiéng Viet] I
U M6 dun loc 11

Luu gitr thu Chifil sach
vi pham loc

R

M6 dun hé thong lgc ndi oIl

dung tho jt

M6 dun Quan Tri bd loc

Hinh 3.1: M6 hinh hé théng loc ndi dung thoy dién tir sir dung giao thirc SMTP
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Bo6 loc thu dién tor duoc gui di theo giao thuc SMTP gém cac mo dun chinh sau: mo
dun Firewall, m6 dun SMTP proxy, m6 dun xur ly font tiéng Viét, mo dun loc va mo dun

quan tri.
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3.1.1 Mo dun Firewall

M6 dun nay thuc hién chiic nang dinh hudng lai goéi tin cta thu di¢n tir dugce guri tu
may Client toi mot SMTP server theo cong 25. Cac goi tin c6 dia chi cong dich TCP 14 25
s€ duoc dinh huong lai dé di téi mdé dun SMTP proxy server voi mot céng dich da duoc xac

dinh.
3.1.2 M6 dun SMTP proxy

Khi hé théng chua c6 co ché loc ndi dung, mé dun SMTP proxy c6 chiic ning

nhu moét Proxy binh thuong nhén thu tir phia may ngudi giri réi chuyén tiép thu t6i may

mail server dé truyén phat thu t6i dja chi dich.

Khi hé théng ¢ co ché loc nodi dung, thi hoat dong ctia cac thanh phﬁn cua

Proxy c6 su thay doi. Céac thanh phan nay s€ dong vai trdo nhu nguoi trung gian ti€p nhan
cac yéu cau tr may Client cling nhu ti€p nhan cac yéu cau tir Mail server dé chuyén dén méo

dun xtr ly font tiéng Viét.

3.1.3 Mo dun xi ly font tiéng Viét

Khi nhén thu tir SMTP proxy server gui dén, mé dun nay s& phén tich phan envelope
va content cua buc thu. Mot thu dugc nguoi dung tao ra va dugce gui di né dugce viét dudi
nhiéu dang font chir khac nhau. Hién nay, c6 nhiéu cach ma hoa cac ki ty tiéng Viét khac
nhau, dan tGi ¢6 nhiéu bang ma khac nhau dugc st dung. Theo théng ké, ¢ tdi trén 40 bang
ma tiéng Viét khac nhau duogc st dung, do do, viéc khai thac tai li€u cling nhu xi 1y dit li¢u

rat phirc tap.

Tuy nhién, hién nay viéc sir dung tiéng Viét trén may tinh van chua cé sy théng nhat
cao vé chuan ma tiéng Viét, gdy kho khin 16n cho viéc thu thap, khai thac va xir 1y tiéng
Viét. Poi hoi cac hé théng xtr 1y vin ban tiéng Viét can phai c6 budc tién xu 1y dé nhan

dang va quy chuan cac ky tu vé mot bang ma chung.

Mo dun xir Iy font tiéng Viét co chirc ning:
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+ Chuyén céc tir khoa dugc mi héa dudi nhiéu dang font chir khac nhau
vé mot mot dang quy chuan cac ky tu vé mot bang méi chung duoc hé thong thiét 1ap

tur trude, sau do chuyén téi md dun loc dé thue hién viéce loc thu.

+ Chuyén d6i mi cta ndi dung birc thu vé dinh dang ban dau cua ngudi

dung soan thao dé chuyén tiép cho SMTP proxy client dé guri thu di dén dia chi nhan.
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3.1.4 Mo dun lgc

Pay 1a phan quan trong nhét cua hé thong loc ndi dung thu dién tir. Khi ndi dung birc
thu duoc mé dun xir Iy font tiéng Viét thuc hién, mé dun loc s& sir dung cac k¥ thut im
kiém va so sanh chudi (multi matching) dé thuc hién ddi sanh cac phan dia chi giri di, dia
chi nhan thu, va cac tir khoa ciia phan tiéu dé birc thu va trong ndi dung véi cac tir va cum
tir khoa cdm co trong co s& dit liéu cua bo loc (zir dién loc) dé kiém tra nhing ndi dung do
c¢6 trung khép hay khong? Néu mot trong cac théng tin ddi sanh trung nhau thi bo loc s&

thuc hién vi¢c ghi lai nhat ky va thyc hién chinh séach loc.

3.1.5 Mo6 dun Qudn tri

Cho phép nguoi quan tri hé thong diéu khién b loc, thiét 1ap cac chinh sach loc va
cac cong cu loc nhu: thiét 1ap céc dia chi can loc, cac tir khoa can loc, két xuét nhat ky vi

pham, luu gilt thu vi pham v.v...
3.2  Loju d6 hoat dong ciia hé thong loc thoy dién tir
3.2.1 Lwu dé tiép nhdn va giri mét thw khong vi pham
Luu d6 tiép nhan va giri mot thu khong vi pham duoc biéu dién ¢ Hinh 3.2.

Khi SMTP proxy khéi tao két nbi, may mail client s& giri yéu cau két ndi téi SMTP
proxy server. Sau khi SMTP proxy server xdc nhan va cho phép mail client gt thu, h¢

thong sé& tién hanh xu 1y font tiéng Viét. Tiép theo, hé thong loc thu s& kiém tra thu giri di ¢6

vi pham chinh sach loc hay khong. Néu thu duoc giri khong vi pham chinh sach loc, thu
d6 s& duoc chuyén ngay t&i Proxy SMTP client.
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Proxy SMTP
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Kiém tra thu Thuc hién theo
vi pham ? yéu cau nghi¢p
Vi pham vu

Khong vi pham l

Proxy Client

SMTP SERVER

Hinh 3.2: Loju dd tiép nhén va giri thoy dién tir khéng vi pham
Nguoc lai, néu thu vi pham chinh sach loc thi thu d6 s€ duoc xur Iy theo cac chinh
sach vi pham dugc trinh bay & phan 3.2.2.
3.2.2 Luwu db xir Iy thu vi pham

Hinh 3.3 thé hién céc bude xu Iy ddi véi mét thu vi pham chinh sich an ninh an toan

thong tin.
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Proxy SMTP _CSDL
server Can doi sanh
Bo nho I
—» —_— 4—
Y
Xt ly font tiéng Viét
Thu gui di o
i liéu can doi sanh
ong vi pham
[ vi
Ghi nhat ky
[ Thay doi ndi dung J<

 how )

Client proxy

SMTP SERVER
Hinh 3.3: Loju dd xir ly thoy vi pham

Thu dugc SMTP proxy tiép nhan tir mail client s€ dugc luu vao mot vung nhé. Tai

day hé thong loc s& xir Iy font tiéng Viét trudc khi lay dia chi va tir khéa can ngin chan co
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trong CSDL cuia hé thong loc dé ddi sanh véi dia chi va ndi dung cua thu (nhu di néi & phan

trén). Khi ¢6 sy trung khdp thi thu d6 da vi pham chinh sach loc. HE théng s ghi lai nhat ky

vi  pham, dong thoi thay doi ndi dung thu rdi chuyén tiép thu d6 t&i Proxy client dé

chuyén thu t6i SMTP server.
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3.2.3 Thiét lgp chinh sdch lpc

Chinh sach loc thu dién tir duoc thiét 1ap theo cac tiéu chi: loc theo dia chi va loc

theo tur khoa.

Loc theo dia chi bao gém: loc dia chi nguoi gui va dia chi ngudi nhan.

Loc theo dia chi nguoi guri.

Loc theo dia chi nhan gém co cac truong: To: ; Cc: ; Bee: . Néu dia chi gui di

trung véi dia chi c6 trong CSDL cua hé¢ théng loc céan chan thi bo loc & thay doi truong dia
chi ngudi nhan bang trudong dia chi nguoi giri dong thoi thay ndi dung birc thu bang thong

bao “Thu da vi pham an ninh an toan thong tin”.

Loc theo tir khéa duogc thuc hién loc tir tiéu dé bac thu (subject) va phﬁn ndi dung

ctia bic thu. Nhimg tir can kiém soét s& duogc thiét 1ap trong tir dién loc, hé thong s& tién
hanh so sanh voi ndi dung thu, néu vi pham sé& bi hé thong ngin chin hodc giri thong bao dé
nguoi quan tri c6 bién phap xur 1y kip thoi.
3.3 Cai dit hé thong va hoat dong ciia phin mém loc thoy dién tir
3.3.1 Cai dat Firewall
3.3.2 Cai dat h¢ théng loc thw dién tur

Dé cai dat hé théng loc thu dién t& can thao tac theo thir ty cac bude nhu sau:

Budc 1: Chép b cai dat emailrelay.tar vao trong thu muc /opt dung 1é€nh /tar —xvzf

emailrelay.tar dé gidi nén bo cai dat vao trong thu muc duoc lua chon dé cai dat cho
bo loc mail. Sira file ciu hinh cta bd loc theo chinh sach loc va Céng loc d3 duoc 4n

dinh. Trong do:

Thu muc /usr/local/emailrelay/etc chia file cau hinh ctia chuong trinh.
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Thu muc /usr/local/emailrelay/libexec chira cac file thu vién va file chay cua

chuong trinh.

Thu muc /usr/local/emailrelay/tmp chira cac file nhat ky.

Thu muc /usr/local/emailrelay/var/spool Iuu giir thu tam thoi, cho hé théng

chuyén di.

Budc 2: Kich hoat hé théng loc thu b'fmg viéc danh 1énh:

/usr/local/emailrelay/libexec/emailrelay/init/emailrelay start

Budc 3: Kiém tra hoat dong cta hé thong: ps —ef | grep emailrelay

Tham khio mién phi céc tai liéu khac tai luanvantot.com



https://luanvantot.com/
https://luanvantot.com/

Dich vu viét ludn vin tron goi website: luanvantot.com Zalo/tele 0934573149

21
KET LUAN

Loc ndi dung thu dién tir theo giao thiue SMTP nham muc dich kiém soét noi dung
thu dién tor dugc gui trén Internet 1a mot hudng méi trong viéc dadm bao an ninh an toan
thong tin. Hudng tiép can dé tai dic biét hidu qua trong viéc thu thap thong tin, theo ddi d6i
tugng phuc vu cho cac hoat dong nghiép vu cua luc luong Cong an. ciing nhu goép phan
khong nho trong viéc han ché viéc phat tan tai liéu, tuyén truyén, kich dong va ndi xiu
bang, 1anh dao, va Nha nudc. Pé tai cling dap tng dugc mot phﬁn yéu cau thuc tién dit ra

vé van dé kiém soat n0i dung thong tin trén Internet.

Khoa luan da hé théng héa duge mot sb van dé ly thuyét vé hé théng thu di¢n tir, gioi
thiéu mot sb bién phap kiém soat ndi dung thu dién tir, mot s6 phuong phap dugc img dung
phd bién. Tuy nhién véi muyc tiéu dé tai dit ra thi viéc sir dung phuong phép loc tir khoa sir
dung k¥ thuat multi matching d3 thu duoc cac két qua thuc su kha quan va dap tng duoc

nhu cau rat cap thiét hién nay doéi véi mot s6 van dé can quan tam.

Tuy nhién, do thoi gian nghién ctru c¢6 han chuong trinh loc méi chi thuc hién dugc
cac chtric nang loc co ban dua theo cau tric cia mot buc thu dién tir nhu loc theo céac truong

dia chi ngudi nhan, ngudi gui, ti€u dé thu va ndi dung thu theo tir khoa tiéng Viét.

Véi cac két qua di dat duoc, dé tai dang tién hanh thir nghiém tai phong thi nghiém An ninh
an toan thong tin, Cuc Tin hoc nghi¢p vy, B Cong an. Néu c¢6 diéu kién, thoi gian va dugc
su cho phép, tac gid mong muén duoc nghién ctru phat trién hoan thién cac chirc nang loc
cua chuong trinh nhu loc ndi1 dung cac té€p dinh kém véi cac dinh dang khéc nhau Trong thoi
gian toi s¢ tién hanh thir nghiém tich hop vdi cac mo dun loc khac nhu: loc thu dién tir sur

dung giao thtrc khac nhu: giao thitc POP, IMAP; loc ndi dung trang web,

kiém tra 16 héng an ninh trang web... dé dua hé théng vao hoat dong trong thuc té.

Tham khio mién phi céc tai liéu khac tai luanvantot.com



https://luanvantot.com/
https://luanvantot.com/

