«OCTOPOKHO, MOLIICHHUKH !»

B ycrnoBusix pa3zButus nudpoBoii SKOHOMUKH, HIIEKTPOHHBIX TIIATEKHBIX CUCTEM MEPCOHATBHBIX
AJIEKTPOHHBIX YCTPOCTB U IHTEpHETA CTPEMUTEIBHO BO3POCIIO KOJIMYECTBO COBEPILIEHHBIX C UX
WCIIOJIb30BaHUEM MPECTYIUICHUM.

CoBepIleHUIO TaHHOM KaTeropuy MpecTyIUICHUH CITIOCOOCTBYIOT I0BEPUMBOCTD TPaXKIaH,
HEIOCTAaTOYHAs MX OCBEJOMJICHHOCTh M MMPEHEOPEKUTENFHOE OTHOIICHUE K 3JIEMEHTAPHBIM IpaBUiIaM
0€30MacCHOCTH.

Jns mpenynpexaeHus: IpOTUBOIPABHBIX ACHCTBUN 110 JUCTAHIUOHHOMY XUILIEHUIO ICHEKHBIX
CPEICTB BaXKHO 3aIlIOMHUTH CIIEAYIOIIEE.

Cotpynuuku 6aHKa MO TeIeQOHY UM B IEKTPOHHOM MTMCHME HE 3alPAITNBAIOT:

® T[iepCOoHaNbHBIC CBEACHHUS (Cepusi U HOMEP MaclopTa, apec perucTpaiuu, uMs 1 GamMuius
BIIAJIENIbIIA KAPThl);

® pekBU3UTHI, Cpok aeicTBus, [IMH- u CYY-koapl 0aHKOBCKUX KapT;

e mapoyu uin koabl 13 CMC-coobmieHunit A1 MoATBEp K IeHUsT (PUHAHCOBBIX OTIEPAIIUNA UITH HX
OTMEHBI,

® JIOTHWH U MAapoJjib JJisl BXO/Ia B TUYHBINA KAOMHET KIIMEHTa OaHKa.

CoTpynHuky OaHKa TakKe He MpeasiararoT:

® YCTaHOBUTH MPOTPAMMBbl YAAJIEHHOTO A0CTYyIMA (MM UHbIE CTOPOHHHE MPUIIOKEHUSI) HA
MOOMIIBHOE YCTPOMCTBO U pa3pelIuTh NOAKIOUEHNE K HUM O] TPEJIOTOM TEXHUYECKOM
NOJJCPKKH (HapUMep, yaJeHUEe BUPYCOB);

e mepelitu 1o ccbuike u3 CMC-cooOrieHus;

® BKJIIOUHTH Mepeajpecaliiio Ha TenedoHe KIueHTa sl COBEpUICHUS B JaJIbHEHUIIEM 3BOHKA OT €ro
MMCHH B OaHK;

® 110/ UX PYKOBOACTBOM IIEPEBECTH JIJIsl COXPAHHOCTH JCHEKHBIE CPEACTBA HA «3aUIUIIEHHBIE) WU
«Oe3omnacHbIe» Cuéra;

® 0 3aifTu B OHJIaH-KaOuHeT 1o ccbuike n3 CMC-coo01eH s UK 3JIEKTPOHHOTO TUChMA.

baHk MOXeT HHULIMKUPOBATH OOIIEHUE C KIMEHTOM TOJIBKO JJIs1 KOHCYJbTAIH 110
npenocTanisieMbiM yceiryram. [Ipu 3ToM 3BOHKH COBEPILIAIOTCS ¢ HOMEPOB, YKa3aHHBIX HA 00OPOTHOM
CTOpPOHE KapThl, HA O(PHUIMAILHBIX caliTax U OAHKOBCKUX JOKyMeHTaX. FIHbie HOMEepa HEe UMEIOT
HUKAKOTO OTHOILLEHUS K OaHKY.

YtoObl HE CTaTh KEPTBOM NUCTAHIIMOHHOTO MOIIEHHUYECTBA CJEIyeT UCIIOIb30BATh TOJIBKO
oduIaNIbHBIEC KaHAJIBI CBS3H:

® (opmbl 0OpaTHOM CBSI3U Ha caiiTe 0aHKa M B MOOMJIBHOM TIPUJIOKEHUU;
e TenedoHbI ropssYnX JTUHUM;
® TPYIIbI WK YaT-00Thl B MECCEHIKepax (€CIM TAKOBbIE UMEIOTCS).

BaxxHo MOMHUTE, 4TO MOOWJIbHBIE IPUIIOKEHUSI OAHKOB CJIETyeT CKaYMBaTh Yyepe3 opUIabHbIE
Mmara3unsl (App Store, Google Play u T.1.).

Heo0xonmMo yuuThIBaTh, UTO JIepKaTelb KapThl 00s13aH CAMOCTOSATEIBHO 00€CTIEYUTh
KOH(HMIEHIIUATLHOCTh €€ PEKBU3UTOB U B 3TOM CBSI3U U30€rarh:

®  TIOAKIIIOYEHHS K OOIIEIOCTYITHBIM CETSIM

e yucnonb3oBanuda [IMH- niu CYY-konoB nipu 3aka3e TOBapOB U yCayT uepe3 ceth «MHTepHer», a
Takke 1o tenedony (dakcy);

® COOOIIeHHS Ha3BaHHBIX KOJOB TPETHUM JIMIIAM (B IPOTUBHOM ClIy4ae JI00bIe ONepalnu,
COBEPILIEHHBIE C UX UCIIOJIb30BAHUEM, CYUTAIOTCS BBIIIOJIHEHHBIMU CAMUM JEPKaTEIEeM KapThl U
HE MOTYT OBITh OITPOTECTOBAHBI).

[Tpu ucnonb3zoBaHMM OAHKOMATOB OT/AABANTE MPEANOYTEHNE TEM, KOTOPBIE YCTAHOBIIEHBI B
3alMIIEHHBIX MeCTaxX (HalpuUMep, B TOCYUPEXIEHUAX, ohrcax OaHKOB, KPYIHBIX TOPTOBBIX LIEHTPAX).
[lepen ero ucnonb3oBaHuEM, OCMOTPUTE U yOETUTECH, YTO:

® B BCE Olepaluy, COBEpIIAEMbIe IPEIbIIYIIINM KIUEHTOM, 3aBEPILIECHBI;
® Ha KJIaBHAType U B MECTE ISl IpreMa KapT HET JOMOJIHUTEIbHBIX YCTPOUCTB;
® OTCYTCTBYIOT HEMCIPABHOCTU U UHBIE MMOBPEKICHUSI.



Cogepiiias onepainuu, He IPUCTYIIMBAUTECh K COBETaM HE3HAKOMBIX JIFOJIEH U HE IPUHUMANTE UX
MTOMOIIIb.

[Ipu ucnosnb30BaHUU COTOBBIX TeNeGOHOB (CMapTPOHOB) COONMIONANTE CAEAYIONINE MpaBUIa;

® [Ipu YCTAaHOBKE MOOMJIBHBIX MPHUIIOKEHUH oOpalaiiTe BHUMaHUE Ha IOJTHOMOYHSI, KOTOPbIE OHU
3ampamuBaroT. byasre 0COOEHHO OCTOPOXKHBI, €CITH MPUIIOKEHHE MTPOCUT TpaBa Ha YTCHHE
azpecHol kHurH, otnpaBky CMC-coo01ieHnii 1 MHBIX YBEIOMIIEHUN, A0CTyN K ceTH «IHTepHeT»';

® OTKJIIOYUTE B HACTPOHKAX BO3ZMOXXHOCTh UCIIOIb30BAHMUS TOJIOCOBOTO YIPABICHUS MTPH
3a0JJ0KUPOBAaHHOM JKPaHE;

® He nepexonute 1o ccbuikam u3 CMC-yBeOMIICHHH, pa3TUYHBIX YaTOB U MECCEHIKEPOB, HE
yOeIMBIIUCH B X TOCTOBEPHOCTH (II€pE3BAHUBANTE JIOSIM HX MPUCIIABIINM);

® He MepevrciisiiTe AeHEeKHbIE CPEACTBA 3HAKOMBIM, POJICTBEHHUKAMU U OJTM3KUM JIMIIaM Ha UX

npockOBbl 0 TIepeBoie AeHEKHbIX cpeacTB 3 CMC-yBenoMIIeHNH, pa3IMYHbIX YaTOB U

MECCEH/KEPOB, HEe yOSIMBIINCH B UX IOCTOBEPHOCTH (MIEPE3BAHUBANTE JIFOASIM UX MPHUCIIABIINM);

[Tpu ncnonp30BaHUM MHTEPHET-CEPBHUCOB, B TO YUCIIE JJIs TOKYIKU U MPOJAKH TOBAPOB U
okazanus yciyr (ABuro, FOna u T.1.) 3aOMHUTE P MPOCTHIX MTPABUIIL:

® JICIIONIB3YITE CPECTBA OOIIEHMS, TPEIOCTABICHHBIC JTaHHBIMH CalTaMu;

® HE Mepexo/IuTh HA «MHIUBUYyaIbHOE)» OO0IeHNEe ¢ TOCTOPOHHUMU JIUIIAMH C UCIIOJIb30BAHUEM
JUYHBIX HOMEPOB TeJIe(POHOB;

® He repeaBaiiTe CBOU MEPCOHANILHBIE JaHHBIE, B TOM YUCJIA aJIpeC MPOKUBAHUS, KOHTAKTHBIE
TenedoHbl, 0AHKOBCKHE PEKBU3UTHI U KOJIbI MTOJITBEPKICHNS OAHKOBCKUX OIEPAIIHIA;

® JICIIOJIB3YITE TOIBKO MOPSIIOK U POPMBI OTUIATHI, IOTYYCHHS TOBAPOB, IPEIYCMOTPEHHBIE

JTAHHBIMU UHTEPHET-CEPBUCAMH.

[Tpu omnare ToBapa u ycnyr B cetu «MHTepHET» (0COOEHHO MPH MPUBS3KE K PETYISPHBIM
TUTaTeKaM WIIA aKKayHTaM) TpeOyeTcst BCET/Ia yUuThIBaTh BHICOKYIO BEPOSTHOCTD IIEpexoa Ha
MOJIJICJIbHBIN CalT, CO3JaHHBIN JIJIs1 KOMIPOMETAIIMU KJIMEHTCKUX JaHHbIX, BKIIIOYas TUIaTeXKHbIE
KapTOYHbIC JaHHBIC.

JUJis MUHIMH3AIHA BO3MOXKHBIX XUIIEHUH MPU MPOBEICHUH ONEPAIiil C NCIIOJIH30BAHUEM CETH
«MIHTEpHET» PEKOMEHTyeTCS:

® o(hopMHTH BUPTYaIbHYIO KapTy C YCTAHOBJIICHUEM pa3Mepa UHIMBUIyaJIbHOTO JINMUTA,
OTPAaHUYHMBAIOIIETO ONEPALINH, B TOM YHCIIE C UCMOIB30BAHUEM APYTUX OAHKOBCKUX KapT;
® BHUMaTeNbHO YnuTaTh TEKCThl CMC-co00111eHn 1 MHBIX YBEOMIICHUHN C KOJIaMH MTOITBEPKICHUN,

IPOBEPATH PEKBU3UTHI oneparuii. Eciiu peKBU3UTHI HE COBIAIAIOT, TO TAKOHM Mapojb BBOAUTD

HEJb3s1.

Korna 6ank cuutaer coBepiaeMble OT UMEHH KJIIMEHTA ONepaliy MOJO3PUTEIbHBIMU, OH MOXET 10
CBOEH MHHUIIMATHBE BPEMEHHO 3a0J0KUpOBaTh A0cTyn K cepprucam CMC-0aHka u oHNaiiH- kKabuHeTa.
Ecnu onepanmu coBepIIeHbI AepKaTeaei KapThl, IUIsl ObICTPOro BO30OHOBICHHS JOCTYTMA K JEHEKHBIM
CpeACTBaM J0CTAaTOYHO IMO3BOHHUTH B KOHTAKTHBIN IIEHTP OAaHKA.

B cnyuae yrepu wim cMeHbl HoMepa TesnedoHa, MPUBI3aHHOTO K OaHKOBCKOM KapTe, HE00X0UMO:

® cBs3aTbCs ¢ OaHKOM s oTKIoueHus yenyru CMC-yBenomiieHus;
® 3a0JIOKUPOBATH CUM-KapTy, OOpaTUBIINCH K COTOBOMY OIEpaTopy.

[Tpu BO3HUKHOBEHMH MAJCUIINX TOAO3PEHHUI HACUET MPEANPHHUMAEMBIX TOMBITOK COBEPILICHUS
MOIIIEHHIUYECKHX JICHCTBUH CIeNyeT HE3aMeTUTENILHO YBEIOMIISATH 00 3TOM OaHK.

CobmroneHre MpUBEACHHBIX MEP M PEKOMEH 1Al TTO3BOJIUT IPEOTBPATUTH CITydau
JMCTaHIIMOHHOTO XHILEHUS IEHEKHBIX CPEICTB.



